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Appendix C
Functional Categories

Collaborat�on	and	�ntegrat�on	are	key	
to	the	success	of	fus�on	centers.		The	
Publ�c	Safety	and	Pr�vate	Sector	
Fus�on	Center	Focus	Groups	(FCFGs)	
developed	overarch�ng	funct�onal	
categor�es	composed	of	the	d�fferent	
ent�t�es	that	make	up	these	components.		
The	categor�es	are	not	comprehens�ve	
but	prov�de	a	start�ng	po�nt	for	fus�on	
centers to utilize when integrating the 
d�fferent	facets	of	law	enforcement,	publ�c	
safety,	and	the	pr�vate	sector.		Ind�v�dual	
fus�on	centers	should	�dent�fy	the	cr�t�cal	
ent�t�es	w�th�n	the�r	part�cular	jur�sd�ct�on	
to	�ncorporate	�nto	the	center.		The	
categor�es	�nclude:

Agr�culture,	Food,	Water,	and	the	
Env�ronment
Bank�ng	and	F�nance
Chemical Industry and Hazardous 
Mater�als
Cr�m�nal	Just�ce	
Educat�on
Emergency	Serv�ces	(Non-Law	
Enforcement)
Energy
Government
Health	and	Publ�c	Health	Serv�ces
Hosp�tal�ty	and	Lodg�ng
Informat�on	and	Telecommun�cat�ons
M�l�tary	Fac�l�t�es	and	Defense	
Industr�al	Base
Postal	and	Sh�pp�ng
Pr�vate	Secur�ty
Publ�c	Works
Real	Estate	
Reta�l



































Soc�al	Serv�ces
Transportat�on

Informat�on	rece�ved	from	these	
categor�es	and	assoc�ated	ent�t�es	should	
be	used	for	threat	and	cr�me	prevent�on.		
Appl�cable	local,	state,	and	federal	laws	
should	be	followed	when	�nformat�on	�s	
prov�ded	to	fus�on	centers.		In	add�t�on,	
th�s	�nformat�on	may	be	used	for	cr�m�nal	
investigations with an identified criminal 
pred�cate.

Agriculture, Food, 
Water, and the 
Environment
Th�s	category	�s	composed	of	ent�t�es	that	
focus	on	the	food	and	water	supply	cha�n,	
from	the	ra�s�ng/product�on	of	food	and	
water	to	the	d�str�but�on	to	consumers.		
Ent�t�es	w�th�n	th�s	category	can	prov�de	
fus�on	centers	w�th	a	var�ety	of	strateg�c	
and	tact�cal	�nformat�on.		It	may	�nclude	
cr�t�cal	�nfrastructure	�nformat�on	regard�ng	
the	locat�on	of	agr�culture-related	ent�t�es,	
�nclud�ng	the	locat�on	of	l�vestock	and	
process�ng	plants,	as	well	as	types	of	
chem�cals	used	at	process�ng	plants	
and	how	they	are	stored;	the	locat�on	of	
water	storage	fac�l�t�es	and	susp�c�ous	
act�v�ty	surround�ng	these	fac�l�t�es;	and	
any	unusual	tamper�ng	of	food	products.		
In	add�t�on,	these	ent�t�es	can	prov�de	
fus�on	centers	w�th	�nformat�on	regard�ng	
susp�c�ous	�nc�dents	that	may	occur	
relat�ng	to	agr�culture	and	agr�cultural-
related	cr�me	trends.		Subject-matter	
experts	can	prov�de	fus�on	centers	
w�th	resources	and	expert�se	when	
agricultural-related threats are identified.  





L�sted	below	are	var�ous	ent�t�es	that	
fus�on	centers	should	cons�der	for	
�ntegrat�on.		

U.S.	Department	of	Agr�culture	
(USDA),	www.usda.gov/
U.S.	Department	of	Health	and	
Human	Serv�ces,	www.hhs.gov
U.S.	Env�ronmental	Protect�on	
Agency,	www.epa.gov
State	agr�culture	departments
Food/water	product�on	fac�l�t�es	(farm/
ranch/preharvest)
Food/water	process�ng	fac�l�t�es
Grocery	stores/supermarkets
Restaurants
Informat�on	Shar�ng	Analys�s	Centers	
(ISAC)

Agr�culture
Food
Water

Food	and	Agr�culture	Sector	
Coord�nat�ng	Counc�l	

Banking and Finance
This category is composed of financial 
ent�t�es,	�nclud�ng	banks,	�nvestment	
firms, credit companies, and government-
related financial departments.  Entities 
w�th�n	th�s	category	can	prov�de	fus�on	
centers	w�th	�nformat�on	related	to	the	
bank�ng	�ndustry,	�nclud�ng	susp�c�ous	
act�v�ty,	cr�t�cal	�nfrastructure	�nformat�on,	
and	cr�me	trends	(e.g.,	fraud,	�dent�ty	
theft,	and	susp�c�ous	act�v�ty	reports).		
Ent�t�es	w�th�n	th�s	category	may	also	
prov�de	fus�on	centers	w�th	tact�cal	
�nformat�on,	�nclud�ng	�nformat�on	to	a�d	



























http://www.usda.gov/
http://www.hhs.gov
http://www.epa.gov


C-2	 Fusion Center Guidelines—Developing and Sharing Information in a New Era

�n	ongo�ng	cr�m�nal	�nvest�gat�ons,	e.g.,	
account	�nformat�on	and	cred�t	h�story	
(with applicable legal authorization).  The 
ent�t�es	�nclude:

U.S.	Department	of	the	Treasury,	
www.ustreas.gov

F�nanc�al	Cr�mes	Enforcement	
Network	(F�nCEN),		
www.fincen.gov

State financial departments
Bank�ng	compan�es
Investment	compan�es
Cred�t	card	compan�es
Cred�t	report	compan�es
Securities firms
F�nanc�al	serv�ces	ISAC
F�nanc�al	Serv�ces	Sector	
Coord�nat�ng	Counc�l	www.fsscc.org/

Chemical Industry and 
Hazardous Materials
Th�s	category	�s	composed	of	ent�t�es	
that	are	respons�ble	for	the	product�on,	
storage,	transportat�on,	and	del�very	
of chemicals and other hazardous 
mater�als.		These	ent�t�es	may	prov�de	
fus�on	centers	w�th	�nformat�on	on	types	of	
chemicals and hazardous materials, how 
chemicals and hazardous materials may 
affect	a	contam�nated	area,	susp�c�ous	
act�v�ty	relat�ng	to	the	chem�cal	�ndustry	
or hazardous materials, and critical 
�nfrastructure	�nformat�on.		The	ent�t�es	
�nclude:

U.S.	Env�ronmental	Protect�on	Agency	
(EPA),	www.epa.gov
U.S.	Department	of	Transportat�on’s	
Pipeline and Hazardous Materials 
Safety	Adm�n�strat�on	(PHMSA),		
www.phmsa.dot.gov/
State	env�ronmental	departments	
(e.g.,	Natural	Resources	and	
Env�ronmental	Protect�on)
F�re	departments	and/or	local	
hazardous material response 
agenc�es
Chem�cal	�ndustry
Chemtrec:	24/7	Emergency	
Commun�cat�ons	Center	for	the	
chem�cal	�ndustry
Chem�cal	�ndustry	ISAC
National Petrochemical and Refiners 
Assoc�at�on,	www.npradc.org/





































Amer�can	Chem�stry	Counc�l,		
www.amer�canchem�stry.com
Pharmaceut�cal	compan�es

Criminal Justice 
These	are	components	of	local,	state,	
tr�bal,	and	federal	governments	and	
are	respons�ble	for	the	management	of	
cr�m�nal	conv�ct�on,	�ncarcerat�on,	reform,	
and	re�ntegrat�on	(�.e.,	law	enforcement,	
courts,	and	correct�ons).		Th�s	category	
can	prov�de	fus�on	centers	w�th	a	var�ety	
of	�nformat�on,	�nclud�ng	cr�me	trends	
and	threat	assessments.		In	add�t�on,	th�s	
component	can	prov�de	book�ng	photos,	
b�ograph�cal	�nformat�on,	and	h�stor�cal	
cr�m�nal	act�v�ty	regard�ng	persons,	
businesses, and organizations.  Criminal 
just�ce	ent�t�es	can	prov�de	fus�on	centers	
w�th	strateg�c	and	tact�cal	�nformat�on	and	
�ntell�gence.		

The	follow�ng	�s	a	comp�lat�on	of	
organizations that should be considered 
when	�ntegrat�ng	the	cr�m�nal	just�ce	
sector	�nto	fus�on	centers.		Th�s	l�st	�s	
not	exhaust�ve	but	should	be	used	as	a	
foundat�on.		Also	prov�ded	are	examples	
of	the	types	of	�nformat�on	ava�lable	to	
share.	The	ent�t�es	�nclude:

Law	Enforcement	Agencies:	Can	
prov�de	fus�on	centers	w�th	a	var�ety	of	
�nformat�on,	�nclud�ng	cr�me	trends,	drug	
and	threat	assessments,	case	�nformat�on	
(v�olent	cr�me,	econom�c	cr�me,	narcot�cs,	
and terrorism), seizure information, 
and	cr�m�nal	act�v�ty,	both	h�stor�cal	
and	current,	on	persons,	bus�nesses,	
organizations, and locations. 

Local	law	enforcement
C�ty	and	county
College	and	un�vers�ty	pol�ce	
departments

State	law	enforcement
H�ghway	patrol
State	agenc�es	w�th	�nvest�gat�ons	
bureaus

Tr�bal	law	enforcement
Federal	law	enforcement

Federal	Bureau	of	Invest�gat�on
U.S.	Marshals	Serv�ce
U.S.	Drug	Enforcement	
Adm�n�strat�on
Bureau	of	Alcohol,	Tobacco,	
F�rearms	and	Explos�ves





























U.S.	Imm�grat�on	and	Customs	
Enforcement
U.S.	Secret	Serv�ce
U.S.	Postal	Inspect�on	Serv�ce
U.S.P.S. Office of Inspector 
General

Court	System:		Can	prov�de	
�nformat�on	on	cr�m�nal	cases,	
cr�m�nal	h�story,	d�spos�t�ons,	
and	b�ograph�cal	�nformat�on	on	
targets.

County	clerk	of	courts
Cr�m�nal	just�ce	�nformat�on	systems
U.S.	courts

Corrections	Agencies:	Can	prov�de	
fus�on	centers	w�th	book�ng	photos,	last	
known	addresses,	gang	�nformat�on,	
names	of	assoc�ates	and	relat�ves	
(v�s�tors),	and	b�ograph�cal	�nformat�on.

County	ja�l
State	pr�son	system
Federal	Bureau	of	Pr�sons

Probation	and	Parole	Agencies:		
Can	prov�de	�nformat�on	regard�ng	
employment	�nformat�on	of	suspects	and	
current	addresses	of	suspects.

Probation officers
Parole	board

Education
Th�s	category	�s	composed	of	
organizations and businesses that 
are	respons�ble	for	the	educat�on	of	
ch�ldren	and	adults.		Ent�t�es	w�th�n	th�s	
component	can	prov�de	fus�on	centers	
w�th	�nformat�on	regard�ng	susp�c�ous	
act�v�t�es	occurr�ng	on	and	around	school	
grounds,	as	well	as	�nformat�on	on	
cr�t�cal	�nfrastructure	and	assoc�ated	r�sk	
assessments.		In	add�t�on,	�n	the	event	
of	a	terror�st	�nc�dent	or	cr�me	relat�ng	to	
schools,	�t	�s	�mportant	for	fus�on	centers	
to	have	establ�shed	partnersh�ps	to	a�d	�n	
communication and information flow.  The 
ent�t�es	�nclude:

Day	care	centers
Preschools
Pr�mary	and	secondary	schools
Postsecondary	schools

Colleges	and	un�vers�t�es
Techn�cal	schools







































http://www.ustreas.gov
http://www.fincen.gov
http://www.fsscc.org
http://www.epa.gov
http://www.phmsa.dot.gov/
file://dell_server/nt_share/Print/GLOBAL/Fusion%20Center/fusion_center_guidelines/for%20printer/www.npradc.org/
http://www.americanchemistry.com


	 Fusion Center Guidelines—Developing and Sharing Information in a New Era	 C-3

Emergency Services  
(Non-Law	Enforcement)
Ent�t�es	w�th�n	th�s	category	are	
components	of	local,	state,	tr�bal,	and	
federal	governments	and	are	respons�ble	
for	the	protect�on	and	safety	of	l�ves	and	
property	w�th�n	a	jur�sd�ct�on.		Commonly,	
one of the first responders to an incident, 
the	Emergency	Med�cal	Serv�ces	
category	can	prov�de	both	strateg�c	and	
tact�cal	�nformat�on.		Below	�s	a	l�st	of	
emergency	serv�ces	ent�t�es;	th�s	l�st	�s	
not	comprehens�ve	but	prov�des	fus�on	
centers	w�th	a	foundat�on	to	bu�ld	on.	The	
ent�t�es	�nclude:

Fire:	 Can	 prov�de	 assessments	 on	 types	
of fires, how specific fires are started, and 
ongoing fire investigation information.

Local fire departments
Private fire departments
U.S.	F�re	Adm�n�strat�on,		
www.usfa.fema.gov
U.S.	F�re	Marshal
Forestry	departments

Emergency	Medical	Services	(EMS):	
Can	prov�de	�nformat�on	regard�ng	types	
of	�njur�es	occurr�ng	at	an	�nc�dent	and	
susp�c�ous	act�v�ty	that	EMS	techn�c�ans	
may observe while performing official 
dut�es.	

Local fire departments
Hosp�tal
Pr�vate	EMS	serv�ces

Hazardous	Materials:	Can	prov�de	
�nformat�on	on	d�fferent	types	of	
hazardous materials and hazardous 
mater�al	sp�lls,	as	well	as	�nc�dent	and	
operat�ons	data.

Local fire departments
Env�ronmental	Protect�on	Agenc�es
U.S.	Department	of	Transportat�on,	
Office of Hazardous Materials Safety, 
http://hazmat.dot.gov/
Private hazardous material contractors

Emergency	Management:		Can	
prov�de	�nformat�on	on	locat�on	of	cr�t�cal	
infrastructure, notifications of declared 
emergenc�es,	and	threat	assessments.

Emergency	management	d�rectors
Federal	Emergency	Management	
Agency





























Civil	Air	Patrol:	Can	offer	a	var�ety	of	
serv�ces,	�nclud�ng	homeland	secur�ty	
m�ss�ons,	counterdrug	m�ss�ons,	and	
search-and-rescue	operat�ons.

Health:		Depend�ng	on	the	�nc�dent	
(e.g.,	wh�te	powder	�nc�dents),	health	
department	representat�ves	may	take	
part	�n	response	efforts.		See	the	Health	
and	Publ�c	Health	Serv�ces	category	for	
add�t�onal	health	�nformat�on.

Energy
Th�s	category	conta�ns	ent�t�es	that	focus	
on	the	development	and	d�str�but�on	
of	energy-related	products.		These	
ent�t�es	can	prov�de	strateg�c	and	tact�cal	
�nformat�on,	�nclud�ng	cr�t�cal	�nfrastructure	
�nformat�on,	r�sk	assessments,	and	
susp�c�ous	�nc�dents.		Th�s	l�st	�s	
not	comprehens�ve,	and	the	energy	
component	should	be	evaluated	�n	each	
jur�sd�ct�on	to	determ�ne	fus�on	center	
needs.		The	ent�t�es	�nclude:

U.S.	Department	of	Energy,		
www.energy.gov
Nuclear	power	plants
Electr�c�ty	compan�es
Ut�l�t�es
O�l	compan�es
Natural	gas	compan�es
North	Amer�can	Electr�c	Rel�ab�l�ty	
Counc�l

Government
Th�s	category	�s	composed	of	ent�t�es	
that	enable	the	government	to	carry	out	
its official duties, including licensing and 
regulat�on	of	ent�t�es	(people,	bus�nesses,	
and organizations).  These entities vary 
but	should	be	cons�dered	for	�nclus�on	�nto	
fus�on	centers.		The	follow�ng	l�st	�s	not	
exhaust�ve,	and	the	fus�on	center	should	
determ�ne	what	ent�t�es	to	�nclude.

Game	and	Fish:	Can	prov�de	fus�on	
centers	w�th	�nformat�on	on	susp�c�ous	
act�v�ty	as	�t	relates	to	boat�ng,	such	
as	�nformat�on	regard�ng	cr�m�nal	
�nvest�gat�ons	(e.g.,	drug	�nterd�ct�on	and	
vessel identification).

Government	Administration:	Can	
prov�de	var�ous	types	of	�nformat�on	
perta�n�ng	to	tax	and	t�tle,	cr�t�cal	
�nfrastructure,	emergency	plann�ng,	and	
c�v�l	records,	�nclud�ng	property	appra�ser,	
mortgages,	deeds,	and	c�v�l	su�ts.















Motor	Vehicle	Administration:	Can	
prov�de	tact�cal	�nformat�on	to	fus�on	
centers	regard�ng	dr�ver’s	l�cense	
�nformat�on,	motor	veh�cle	reg�strat�on,	
vehicle body files, and suspicious 
�nformat�on	concern�ng	attempts	to	obta�n	
dr�ver’s	l�censes.	

Parks	and	Recreation	Departments:		
Can	prov�de	�nformat�on	regard�ng	
susp�c�ous	act�v�ty	�n	and	around	local	
parks.

U.S.	Division	of	Forestry:	Can	prov�de	
�nformat�on	regard�ng	susp�c�ous	act�v�t�es	
w�th�n	a	nat�onal	park	�nvolv�ng	persons,	
vehicles, and fires.

Health and Public 
Health Services
These	ent�t�es	are	composed	of	local,	
state,	tr�bal,	and	federal	government	
agenc�es	and	the	pr�vate	sector	and	are	
respons�ble	for	protect�ng	and	�mprov�ng	
the health of citizens.  The following is a 
compilation of organizations that should 
be	cons�dered	when	�ntegrat�ng	the	health	
serv�ces	sector	�nto	fus�on	centers.		Th�s	
l�st	�s	not	exhaust�ve	but	should	be	used	
as	a	foundat�on	for	collaborat�on.

Th�s	category	can	prov�de	strateg�c	and	
tact�cal	�nformat�on.		In	add�t�on,	these	
ent�t�es	have	access	to	�nformat�on	
regard�ng	cr�t�cal	health	serv�ces	w�th�n	
a	certa�n	commun�ty	or	nat�onw�de.		Th�s	
�nformat�on	can	�dent�fy	the	read�ness	
of	a	g�ven	area	to	respond	to	a	safety	
threat.	Health	serv�ces	agenc�es	may	
also	prov�de	�nformat�on	to	fus�on	centers	
regard�ng	prescr�pt�on	drug	trends,	
d�sease	outbreaks,	and	v�tal	stat�st�cs	
�nformat�on.		Agenc�es	w�th�n	th�s	category	
also	mon�tor	and	track	med�c�ne	and	
vacc�ne	suppl�es	and	are	capable	of	
�dent�fy�ng	gaps	�n	ava�lab�l�ty.	

A	var�ety	of	these	agenc�es	should	be	
cons�dered	for	part�c�pat�on	�n	certa�n	
fus�on	center	s�tuat�ons.		For	example,	�n	
rural	areas,	veter�nary	hosp�tals	may	be	
the	only	med�cal	fac�l�t�es	ava�lable.		In	
t�mes	of	cr�ses,	many	of	these	hosp�tals	
w�ll	be	capable	of	serv�ng	as	tr�age	
centers.		The	veter�nary	profess�on	�s	also	
a	cr�t�cal	l�nk	to	the	health	and	product�v�ty	
of animal agriculture, including the fight 
aga�nst	agroterror�sm.		The	ent�t�es	
�nclude:

file://dell_server/nt_share/Print/GLOBAL/Fusion%20Center/fusion_center_guidelines/for%20printer/www.usfa.fema.gov
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Health	 Departments:	 	 Can	 prov�de	
�nformat�on	 on	 d�sease	 trends,	 local	
d�sease	outbreaks,	and	v�tal	stat�st�cs.

Local	and	state	health	departments
U.S.	Department	of	Health	and	
Human	Serv�ces,		
www.hhs.gov

Hospitals:	Can	prov�de	�nformat�on	
regard�ng	susp�c�ous	�nc�dents	and	pat�ent	
�nformat�on.		In	add�t�on,	hosp�tals	are	
v�tal	�n	response	efforts	to	gauge	types	of	
�njur�es,	total	number	�njured,	and	hosp�tal	
capac�ty.

Disease	Control:		Can	prov�de	d�sease	
assessments,	�nformat�on	regard�ng	
d�sease	outbreaks,	and	�nformat�on	on	
laborator�es	that	can	ass�st	w�th	response	
and	recovery	efforts.

Local	and	state	health	departments
Centers	for	D�sease	Control	and	
Prevent�on	(CDC),		
www.cdc.gov

Food	Safety:		Can	prov�de	�nformat�on	
regard�ng	food	and	waterborne	d�seases,	
�nclud�ng	report�ng	of	susp�c�ous	�nc�dents	
and	�nvest�gat�ve	efforts.

Health	departments
Centers	for	D�sease	Control	
and	Prevent�on,	www.cdc.gov/
foodborneoutbreaks/
U.S.	Department	of	Agr�culture,	www.
fs�s.usda.gov/Fact_Sheets/�ndex.asp

Medical	Examiners/Death	
Investigators:	Can	prov�de	�nformat�on	
regard�ng	susp�c�ous	deaths,	types	of	
death,	and	causes	of	death.

Mental	Health	Facilities:	Can	a�d	�n	
response	and	recovery	efforts.

Pharmaceutical:	Can	prov�de	stockp�le	
�nformat�on	and	�nformat�on	relat�ng	to	
cr�t�cal	�nfrastructure	and	susp�c�ous	
act�v�ty	surround�ng	chem�cal	plants.

Primary	Care	Physicians:	Can	prov�de	
�nformat�on	regard�ng	susp�c�ous	
�njur�es	and	d�seases	and	b�ograph�cal	
�nformat�on.

Veterinary:	Can	prov�de	�nformat�on	
relat�ng	to	susp�c�ous	act�v�t�es	regard�ng	
d�sease	outbreaks	�n	an�mals	and	can	a�d	
�n	response	efforts.















Center	for	Veter�nary	Med�c�ne,		
www.fda.gov/cvm/default.html

Hospitality and Lodging
These	ent�t�es	focus	on	sports,	
enterta�nment,	tour�sm,	and	recreat�on.		
Ent�t�es	w�th�n	th�s	category	may	prov�de	
�nformat�on	regard�ng	susp�c�ous	
persons	or	act�v�ty,	cr�t�cal	�nfrastructure	
�nformat�on,	�nvest�gat�ve	�nformat�on	
(e.g.,	access	to	Closed	C�rcu�t	Telev�s�on	
[CCTV]),	and	trends	�n	cr�me-related	
act�v�ty.		The	ent�t�es	�nclude:

Gam�ng	�ndustry
Sports	author�ty
Sport�ng	fac�l�t�es
Amusement	parks
Cru�se	l�nes
Hotels,	motels,	and	resorts
Convent�on	centers

Information and 
Telecommunications
Th�s	category	�s	composed	of	
the	�nformat�on	technology	and	
commun�cat�ons-related	�ndustry,	
�nclud�ng	computer	operat�ng	systems,	
hardware	and	software	compan�es,	
Internet	serv�ce	prov�ders,	and	telephone	
compan�es.		Th�s	category	can	prov�de	
a	var�ety	of	�nformat�on.		Informat�on	
technology	ent�t�es	can	prov�de	expert�se	
and	�nformat�on	on	computer	trends,	
�nclud�ng	v�ruses,	computer-hack�ng	
�nc�dents,	and	cyber	secur�ty	�n�t�at�ves.		
Telecommun�cat�ons	ent�t�es	can	prov�de	
�nformat�on	on	cr�t�cal	�nfrastructure,	
susp�c�ous	�nc�dents,	and	ongo�ng	case	
support with proper authorization.  These 
ent�t�es	�nclude:

Information	Technology
State technology offices
InfraGard,	www.�nfragard.net/
Computer	and	software	compan�es
IT	Sector	Coord�nat�ng	Counc�l

Communications
Med�a	transm�ss�on	towers
Commun�cat�ons	Infrastructure	Sector	
Coord�nat�ng	Counc�l

Telecommunication
Internet	serv�ce	prov�ders
Electron�c	ma�l	prov�ders

































Federal	Commun�cat�ons	Comm�ss�on	
(FCC)
Telecommun�cat�ons	compan�es

W�reless
Hard-l�ne

Cyber	Security
Informat�on	Technology	ISAC
Research	and	Educat�on	Network�ng	
ISAC
Mult�-State	ISAC
Un�ted	States	Computer	Emergency	
Read�ness	Team	(US-CERT),		
www.us-cert.gov
Nat�onal	Cyber	Secur�ty	D�v�s�on	
(NCSD)	Law	Enforcement	and	
Intell�gence	Branch

Military Facilities and 
Defense Industrial Base
These	ent�t�es	may	prov�de	m�l�tary	
expert�se,	cr�t�cal	�nfrastructure	
�nformat�on,	and	�nformat�on	relat�ng	to	
response	efforts	and	susp�c�ous	�nc�dents	
around	m�l�tary	bases.		Th�s	category	
�ncludes:

Military	Base	Security:		Can	prov�de	
�nformat�on	relat�ng	to	susp�c�ous	
�nc�dents	that	occur	on	and	around	
m�l�tary	bases,	�nformat�on	on	persons	
who	have	attempted	to	ga�n	access	to	
the	base	w�thout	perm�ss�on,	and	cr�t�cal	
�nfrastructure	�nformat�on.

National	Guard:		Can	prov�de	�nformat�on	
regard�ng	cr�t�cal	�nfrastructure,	r�sk	
assessments	concern�ng	m�l�tary	ent�t�es,	
and	�nformat�on	related	to	weapons	of	
mass	destruct�on	(WMD).

Defense	Contractors:		Compan�es	
prov�d�ng	products	and	serv�ces	to	
support	m�l�tary	operat�ons.

Postal and Shipping
Th�s	category	cons�sts	of	ent�t�es	whose	
pr�mary	respons�b�l�ty	�s	the	del�very	of	
ma�l	and	packages,	from	both	a	publ�c	
and	pr�vate	perspect�ve.		The	Postal	and	
Sh�pp�ng	category	can	prov�de	tact�cal	
and	strateg�c	�nformat�on	regard�ng	
types	of	ma�l-outs	pr�vate	compan�es	are	
d�str�but�ng	that	may	look	susp�c�ous,	
susp�c�ous	packages	that	are	be�ng	
ma�led	out,	and	ongo�ng	cr�m�nal	
investigations.  The post office can, with 
proper authorization, provide information 



















http://www.hhs.gov
http://www.cdc.gov
http://www.cdc.gov/foodborneoutbreaks/
http://www.cdc.gov/foodborneoutbreaks/
http://www.fsis.usda.gov/Fact_Sheets/index.asp
http://www.fsis.usda.gov/Fact_Sheets/index.asp
http://www.fda.gov/cvm/default.html
http://www.infragard.net/
http://www.us-cert.gov
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to	fus�on	centers	about	the	types	of	ma�l	
that	are	be�ng	sent	to	target	homes	or	
bus�nesses.		The	ent�t�es	�nclude:

U.S. Post Office
Sh�pp�ng	compan�es

Private Security
When	establ�sh�ng	a	fus�on	center,	pr�vate	
secur�ty	ent�t�es	should	be	cons�dered	
because	they	may	be	able	to	prov�de	
cr�t�cal	�nfrastructure	�nformat�on,	
susp�c�ous	act�v�ty	reports,	and	bus�ness	
cont�nu�ty	plans.		The	ent�t�es	�nclude:

Corporate security offices
Pr�vate	secur�ty	compan�es
Alarm	compan�es
Armored	car	compan�es
Investigative firms

Public Works
These	ent�t�es	are	respons�ble	for	
�nfrastructure	created	for	publ�c	use.		
Ent�t�es	w�th�n	th�s	category	may	prov�de	
�nformat�on	regard�ng	susp�c�ous	act�v�ty	
and	cr�t�cal	�nfrastructure,	as	well	as	
subject-matter	experts	who	may	help	
�dent�fy	r�sks	assoc�ated	w�th	publ�c	works.	
The	ent�t�es	�nclude:

State	department	of	transportat�on
Water	management	d�str�cts
San�tat�on
Waste	management
Road	construct�on	compan�es

Real Estate 
These	ent�t�es	focus	on	the	real	estate-
related	�ndustry.		Ent�t�es	w�th�n	th�s	
category	can	prov�de	�nformat�on	
regard�ng	susp�c�ous	act�v�t�es	(e.g.,	
suspicious fires, persons, and activities) 
and	ongo�ng	case-related	�nformat�on	w�th	
proper authorization.  The entities include:

Apartment	fac�l�t�es
Fac�l�ty	management	compan�es
Hous�ng	author�t�es
Real	Estate	ISAC

Retail
These companies and organizations are 
�nvolved	�n	the	reta�l	�ndustry;	th�s	can	
�nclude	shopp�ng	malls,	wholesale	stores,	

































d�str�but�on	centers,	and	onl�ne	stores.		
These	ent�t�es	may	prov�de	�nformat�on	
on	susp�c�ous	act�v�ty	�n	and	around	
the shopping complex, identification 
of	vulnerab�l�t�es	assoc�ated	w�th	the	
complex,	cr�t�cal	�nfrastructure	�nformat�on,	
and	�nvest�gat�ve	leads,	�nclud�ng	CCTV	
�nformat�on.		The	ent�t�es	�nclude:

Malls	
Reta�l	stores
Shopp�ng	centers

Social Services
These	ent�t�es	are	composed	of	local,	
state,	tr�bal,	and	federal	government	
agenc�es	and	the	pr�vate	sector	and	are	
respons�ble	for	prov�d�ng	serv�ces	that	
help	�mprove	people’s	standard	of	l�v�ng.		

Th�s	category	can	prov�de	�nformat�on	
regard�ng	the	funct�on	and	respons�b�l�t�es	
of	many	ava�lable	programs	and	serv�ces.	
Soc�al	serv�ce	agenc�es	can	be	the	source	
of	a	var�ety	of	�nformat�on,	�nclud�ng	
welfare	fraud.		These	programs	and	
serv�ces	can	prov�de	commun�ty	support,	
educat�on,	and	plann�ng	ass�stance	
�n	preparat�on	for	and	response	to	a	
potent�al	terror�st	attack.		The	ent�t�es	
�nclude:

State	and	Child	Welfare:	Can	prov�de	
�nformat�on	regard�ng	welfare	fraud,	
electronic benefits transfer fraud, 
b�ograph�cal	�nformat�on	on	targets	
of	�nvest�gat�ons	and,	w�th	proper	
authorization, employment-related 
�nformat�on	on	targets.

U.S.	Department	of	Health	and	
Human	Serv�ces
Department	of	Ch�ldren	and	Fam�l�es

Mental	Health	Facilities:	Can	a�d	�n	
response	and	recovery	efforts.

Transportation
Each	level	of	government	(local,	state,	
tr�bal,	and	federal)	and	the	pr�vate	sector	
have	transportat�on	ent�t�es	whose	
respons�b�l�t�es	�nclude	av�at�on,	ra�l,	
publ�c	transportat�on,	h�ghway,	and	
mar�t�me	serv�ces.		Both	governmental	
and	pr�vate	transportat�on	ent�t�es	
should	be	cons�dered	when	jur�sd�ct�ons	
are	establ�sh�ng	a	fus�on	center.		The	
following is a compilation of organizations 
that	should	be	cons�dered	when	
�ntegrat�ng	the	transportat�on	sector.		Th�s	











l�st	�s	not	exhaust�ve	but	should	be	used	
as	a	foundat�on.

Th�s	category	can	prov�de	access	
to	�nformat�on	regard�ng	the	var�ous	
transportat�on	corr�dors	throughout	the	
Un�ted	States.			Further,	�t	can	offer	both	
strateg�c	and	tact�cal	�nformat�on	that	
can	be	�ncorporated	�nto	the	�ntell�gence	
and	fus�on	processes.		Transportat�on-
related	agenc�es	can	�dent�fy	the	r�sks	and	
vulnerab�l�t�es	of	potent�al	target	areas,	
such	as	roads	and	ra�lways	that	have	
direct access to hazardous waste sites 
and	ports	that	house	�nformat�on	on	the	
types	of	sh�ps	that	are	docked	and	the	
cargo	they	carry.		The	ent�t�es	�nclude:

Aviation:		Can	prov�de	�nformat�on	
regard�ng	a�rport	cr�t�cal	�nfrastructure,	
susp�c�ous	act�v�ty,	�tems	that	have	been	
confiscated, accident analyses, and types 
of	cargo	that	are	be�ng	sh�pped.		

Transportat�on	Secur�ty	Adm�n�strat�on	
(TSA),	www.tsa.gov
Office of Aviation Safety (Component 
of	Nat�onal	Transportat�on	Safety	
Board	[NTSB]),	www.ntsb.gov
Federal	Av�at�on	Adm�n�strat�on	(FAA),	
www.faa.gov
Av�at�on	Safety	Report�ng	System	
(ASRS),	http://asrs.arc.nasa.gov/
State	department	of	transportat�on
State	aeronaut�cs	comm�ss�on
A�rport	author�ty
Commerc�al	a�rl�ne	carr�ers
Pr�vate	sh�pp�ng	compan�es	(e.g.,	
FedEx	and	UPS)

Highway:		Can	prov�de	�nformat�on	on	
critical infrastructure, traffic crashes, 
�nterd�ct�on	efforts,	�llegal	products	that	
have been seized, and cargo information. 

Federal	H�ghway	Adm�n�strat�on	
(FHWA),	www.fhwa.dot.gov
Federal	Motor	Carr�er	Safety	
Adm�n�strat�on	(FMCSA),	www.fmcsa.
dot.gov
National Highway Traffic Safety 
Adm�n�strat�on	(NHTSA),	www.nhtsa.
dot.gov
Office of Highway Safety (Component 
of	NTSB),	www.ntsb.gov/Surface/
h�ghway/h�ghway.htm
State	department	of	transportat�on
Turnp�ke	author�ty
Publ�c	trans�t

































http://www.tsa.gov
http://www.ntsb.gov
http://www.faa.gov
http://asrs.arc.nasa.gov/
http://www.fhwa.dot.gov
http://www.fmcsa.dot.gov
http://www.fmcsa.dot.gov
http://www.nhtsa.dot.gov
http://www.nhtsa.dot.gov
http://www.ntsb.gov/Surface/highway/highway.htm
http://www.ntsb.gov/Surface/highway/highway.htm
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Maritime:		Can	prov�de	�nformat�on	
on	port	cr�t�cal	�nfrastructure,	vessel	
�nformat�on,	cargo	�nformat�on,	susp�c�ous	
activity, and contraband seizures.  

U.S.	Coast	Guard,	http://www.uscg.
m�l/USCG.shtm
Mar�t�me	Adm�n�strat�on	(MARAD),	
www.marad.dot.gov/�ndex.html
Sa�nt	Lawrence	Seaway	Development	
Corporat�on	(SLSDC),	www.seaway.
dot.gov
Office of Marine Safety (Component of 
NTSB),	www.ntsb.gov/surface/mar�ne/
mar�ne.htm
Port	author�ty
Ports	counc�l
Br�dge	and	tunnel	author�ty
Harbor	master	and/or	commander

















Rail:		Can	prov�de	�nformat�on	on	cr�t�cal	
�nfrastructure	(e.g.,	the	locat�on	of	ra�l	
l�nes)	and	types	of	cargo	be�ng	sh�pped,	
including hazmat information.  Various 
pr�vate	sector	ra�l	ent�t�es	also	have	law	
enforcement	components.	

Federal	Ra�lroad	Adm�n�strat�on	
(FRA),	www.fra.dot.gov
Federal	Trans�t	Adm�n�strat�on	(FTA),	
http://trans�t-safety.volpe.dot.gov
Surface	Transportat�on	Board	(STB),	
www.stb.dot.gov
Office of Railroad, Pipeline, and 
Hazardous Materials Safety 
(Component	of	NTSB),	www.ntsb.
gov/ra�lroad/ra�lroad.htm
State	department	of	transportat�on
Ra�l	author�ty
Amer�can	Ra�lroad	Assoc�at�on















http://www.marad.dot.gov/index.html
http://www.seaway.dot.gov
http://www.seaway.dot.gov
http://www.ntsb.gov/surface/marine/marine.htm
http://www.ntsb.gov/surface/marine/marine.htm
http://www.fra.dot.gov
http://transit-safety.volpe.dot.gov
http://www.stb.dot.gov
http://www.ntsb.gov/railroad/railroad.htm
http://www.ntsb.gov/railroad/railroad.htm



