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Re: Qn;;gmLﬁﬁgtgs Y, Nigodemo S foayfes. 2t al, Crim. N, Q0-404

Dear Judge Folitap:

on August 23, 2001, the Uniced States filed a Reguast fur
Modificavion of thig Court’'s Auguss 7, 2001 Order go 23 to comply wink
the proceduras mat forth in the Clasgifiag Informatien Procedures Act,
Title 18, Unired States Code, Appendix IIT, {hereinafger “CIPR*)Y |
Defandant 8carfp has gince cbiected to tha Govarnment'g invegation of
CIFA on the basis thar the Government hag mot meda a sulfigjent
showing that tha information Concerning the Key Loggar Bystem has been
pProperly classified.

the agescy that authorized the components of the Key Logger Syatam to
be classifieq; (ii) the lavel of classificatiOn; and (i1i1) tha date of
classificaticn (Defendantrg Reply at g), Defendant arguag that the
date of the clasgificatien of ANy PArt of the Rey Loggar System ig
moat material (Defandant’ g Reply at 1) becauss if the Key Logger
Syatam was classified in order Lo avoid discovary, that would not be
the propaer clasgification anvipionad by CIPA. while the United $tateg
disagreas wiph defendant g Propogition, rhag issue is pot relevant in
the instant case Bince the components of the Key Loggge System wora
not ¢laasified te aveid discovery. :

Snclosed please find the Affidavit of Neil g, Gallagher,
Agsigtant Director, rederal Bureau of Investigation dated Septembar g, B}
4001. A noted ip Mr. Gallagher's Affidavit, g11 functiongl
components of the Key Loggar Symeem Utilized in rhe Scarfo
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investigation were claspified as “Secraet” no latar than November
1857, at least 14 monthea prior to the FBI Laboratery Divisicn

being asked to assist in the investigation,

This Affidavit should Batisfy defenss’s concerns that
components of the Key Logger System were properly claseified
pursuant to Executive Order 12958 and the Government ghould

proceed under CIPA.
Réspectfully submit:itad;

ROBERT J. CLEARY
United States Attornay

T Bl agl
Tt T T Tt 7T HBy: T RONALD DL WIGLER T U
Agmimstant U.§, Attorney

Vincent Scoca, Esg. (by facsimila and Regular maill)

cC
Richaxd Roberts, Eeq. (by facsimila and Regular mail)



200 0. ZUUTE S e T

UNTTED STATES DISTRICT COURT
‘ DISTRICT OF NEW JERSEY

UNITED STATES OF AMERICA

"NICODEMD 8. SCARFO, sad

Crimingl No, 00-404
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V. )
) HON.NICOLAS K FOLITAN, U.S.D.J.
)
)

FRANK PAOLERCID

AFFIDAYIT OF NELL J, GALLAGHER

I, Neil J. Gallagher, Asvlgtant Director, Federa! Bureay of Investigation, herely declars,

under penalty of perjury, the following:

1,

I am the Assistant Director for the Natiana! Securlty Division of the Federal Eureay of
Invn!dgaﬂﬁn (FBI"), United States Deparunent of Justice, an Exeeutive Department of
the United Stares. In this cepacity, T am mpuﬁalble ;Fm- the various counterintelligence
investigations and operarions of the FB1 and have official mupervision and coniol of the
coumterinteligence fles and records of the FBI, including thoss relating to the use of
electronic surveillance and techaical ssarch and selrure capabilitfes In support of national
Security operations. The matters stated hereln are hayad upon my personal knawledge,
my review and consideration off docuraems and information avaiable to me in nry official
rapacity, information firmished by Special Agents and othar employees of the FRI and
my conelugions based thareon. In this regard, I g familiar with the techrology that was
uaed by the Laborstory Division ta capturs the encryption kay and key related
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information’ ia support of'the nvestigation of Nicodsmo 5. Scarfo (hersafie: the "Key
Logger System” (KLS)). It lu based upon thyt collective and specifie knowludge,
information and bolief, which T, {n facy, blﬁuvl 10 be true, that I submit this affidavit,

2. On April 17, 1995, Presldent Willlam FefSersen Clinton slgned Exscutive Order 12958
which, by its terms, becams eustive 150 days theresfier. Executive Order 12953
superseded prior Executive Order 15356 and mazdated sew procedures for ¢lassification,
Specifically, Section 2.3 of Exacutive Order 12943 mandetes thet agencles with original
classifieation authority fasue “Classifestion Guides” to faclitate the proper and uniform
derivative classification of infrmation,

3. Segtion 1.1(a) and 1.4(a)(2) of Executive Order 12958, provide that “agency heads”
have “original classification authority.” Section 1. 1(1) definey “agency” ay ammy Exesutlve

. Agezcy ug defined in § lf.S.C. §1‘0§ which, in turn, further dafines an ERency as any
“Fxwaytive department, 5 Gevernment corporation, and an independent estab/ishmgng
The Department of Justice iy an Executive department and the ¥BI is.an Agerecy of the
Department of Justice,

4, According to records of the Department of Justice, on Qetober 24, 1996, ther Aromey
Genieral Janet Reno delegated criginal classification mtﬁnﬂry to the occupanty of the
pesitons QFEBI, Assistant Director of Natiopal Security Diviston {NSD) and 10 the FBI
NSD Section Chief (N S«8)(FBI Security Programs Managar (SPM)).

'Key and key related informarion rofers to passphrases, passwords, encrypdon
keys as well as the identity of the particular ancryption dgorithm used, and if public key
encTyption is used, the public and private keys used in the functionalley of'the ancryption

 product. .
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Pursuaat $0 sestion 2.2 of Exeautive Order 12958, the dofinkion of "Use of Decivative
Classification” maken clear that “[plersens ..... who only apply classificatlon markings
- 28 directed by & slassifioation guide, need not possess otiginel clmiﬂnaﬁnan
authority,”

According to FBI recards, in Jenuary 1997, than Ansigtant Direstor, Nationa] Security
Division, Robart Bryant, being & persont in a position having original elaxdfication
muthority delegated by the Atrorney General, dicected the issuanca to the FBI, pﬁrsuam

10 Executive Ordar 12958, m' R ramed “Clasgification Gulde” known 8337 Tha G3 . . _ _ .

Cluu.ﬁcanun Guide was jasued by Mr, Bryaot through then NS-6 Secsion Chief Robert
Opfer who himself cocupied 2 positian which had/has original elassification authority,
Because the G-3 Classification Guide is Secra, its ¥Rpread terms cannot be disclosed in
this aEidavit T am uliar with the e e requirements of the O-3 classifcarion
gulde, and in particular, I am familiar with thoge provisions of G-3 which, consisten: with
section 1.5 of Bxecutive Order 12952 (e.g scientific and technologinal mattasy relzating to
natlional sesurlty) preseribes tha clasylScation gy “SECRET” to those techniques with
certain specificd charmcteristics and @cempty those techniques fom declassification
pursuant to Section 1,6(d)(1) (“wmxld reasonghly by prma:l ... revel an |
intalhgmnu scurce, methad, or activity, or a cryptologle systam or activity”). I have
reviewad the G-3 classification puide and it is my conclusion that the eheracterigtics of
the ¥1.8 techriqus are such that it is, and has been, sppropriately classifisd under the
provisions of G-3,
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In gddition, according to the FuI Laborstery Division, it is in possaszion of records
which corroberate the fact that all fanrtingal components of the KL S utillzed in the
SCARFO investigation that are curzeitly classified were previously classifiad ang
marked “SECRET” pursunnt to thy FH] Gog Classificatlon Guidsline, sither in heir
Gurrent form or in an earller deslgn e Jayar than November 1957,

According to the FB] Laborutory Division, it wag firs: requestad to azslst I this
Investigation no earlisr than January of 1999,

I heve reviewed the relevant informuation relating to the ¥LS, considersd the possibla
effects of disclosure, and hava consulted with the FBIy Laboratory Divislon and other
FB] personnel. As e FEI offial with original classification autherity, I heve concluded
that, consistent with Executive Order 2958 and thy FBI G-3 Classification (quide, the
detalle of the XLS rechnique fave boen appropriztely classifed at the "SECRET" level
and should remain so alasstfied on the basis that any wnauthorized disclepure of the
spectic details of the K75 technique could reasonably be gxpected to cayse ferious
damage to the national sesurity of the Unitad Staras

I declare under peaalty of periury under the laws ofthe United Statey of America that the
fbr:gmng 15 true and sorrect. Execyted on thig L& dayof Septembar, 2001, at

Waahmgtun, D.C.
Y.t /4 _
Nefl J. or
Astistant Director

National Security Division
Feoderal Buresu of Investigation
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