
Honor&ble Nichol~$ K. folitan United States District J~dge lUng auilding SO Walnut Street Newark, New .:rilr",",y 07l01·0U~ 

Department of Just1\!e 

United Srate$ A.ttorney 
District ofNIW 1.l'sey 
StriM Force Division 

9111lJMaIi Sir""', SuI,. '()() N_I'it,NJ07111J. 

september 6, 2001 

t1jJIu: (973)1141-1700 /=1 (973) 6J$-3~8a 

Ite: l.Jniud Stites v, ijicodemg S, Scarfo. et "L Cr~m, /SQ, QQ-iQi O •• r J~dge Politanl 

On h~iust 23, 2001, the United 't4t~$ filed a Request for 
Modification of this Court's August 7, 2001 Order so as to comply with 
the procedu~s$ .et forth in the Clas$ifiad Information Prooadurea Act, 
Title U. United Steese code, Appendix III, (her.ina£!te:r "C!PA" 1 ' 
Pefen~ant Scarfo has since objected to the Gove~nment's invocation of 
C!PA on the basis that the GcYernme!lC hu nct maa~ a s~:~hcient;; 
.howinS that the infomatl.on concerning the Key L09'~er BYlitsm has been 
properly classified. 

Specifically, the defttnss nas requested an afUd ... "j,t by the 
Qovernment wnicn would 1nclud~ among other things (1) the official and 
the ag.ney th~t author1zed the compon$nts of the Key Lo~se. System to 
be classified; Iii) tll. lavel of cl!l,ssitication; and liiil the date of 
classification (~efendant'$ Reply at 5). ~.fendant argues th.e the 
date of tl'\e classification of any part of the Key LoSger S:r'lItel11 is 
meat material (Def8n~ant's Reply at 3) beeaus. if the Key Logger 
System was classifisQ in order to avoid discovery, that would not be 
the proper classification enviaiQned by cIPA. While the United States 
disagrees with defendant's ~roposi~iQn, that i.s~e is not relevant in 
the .i.:nllltAPt case, since tb~ components of the Key Logge:!:' ,3yste,ttt were 
not classifi .. d to avoid discov .. ry, 

Enclosed ~lease find the Affidavit of Neil J. Gallagher, 
Assistant: Dirlctor, Fede~al Sureau of Investigation dated Septembe~ 6, 
2001. As r,I<;lted in Mr. Ge.:'lagtler's Affidavit, all functi(mal 
components of the Key LO<J9ar Syet::em utilized. in the Scari;o 
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investigation were classified as "Secret" no later th,m November 
1997, at least 14 months prior to the FBI Labol:'a.t:c:lry 1)1 vision 
being asked to assist in the investigation. 

This Affidavit sh"uld satis:y defenlle'll ooncerns that 
components of the Key Logger System were properly el.!!,lIsified 
pursuant to Executive Clrder 129118 and the Governml'lnt Ilhould 
proceed under CIPA. 

Respectfully submit.t:.ed; 

ROBIRT J. CLEARY 
Uni ted Stats. At:tol~ney 

-~£. ~.,4 
EY '-. R;oNALD· p.: WI GI,E1C -
Asyistant U. $. Attm;"ney 

cc: Vincemt Sccca, ESq. (by facSlimile and. Regular maU) 
RichAl:'d Roberts, Eeg:. (by' fll.admUe and l;,'lIgular mail) 



~ap, 6· 2001' 3:42P 

tlN1'l'!D StATES DISnucr COtm.T 
DlS~r:R!CT OF NEW JERSEY 

UN1TED STATES OF AMElUCA ) 
) Crlminal No. 00-404 

-. 
V. ) 

) HON. NICOW K POLITAN, U.S.D.1. . NICO:C'EMO S. acwo, 1114 ) 
FRANk. PAOLPllCIO • ) 

r, Nell!. GalIap, Alal.8tant I)l.rclrtor, FfldmllllutUu ofInve!ltiiaticll, hereby dec1aro, und=- pcnalty of perjury, the fonowirlg~ 

1. I am the AIlsistant Director fof thl National Sel;Ur:!ty Division oftbe Fedml E:Iltca11 of 

It!vemiatloll tnt'). Unlted States Dllpartme::\t of' JUatice, lUI l!! .. eeutive Otpllrtm= of 

the United States. In t!llsclpacilty, I run respomlble for the Varl0\l5 countorlnlelli!~ce 

hWeltisationa =d opemdof15 ot the PBI IIncj have of5ci~ supervis.h.11l a.nQ control of the 

col.U'lteriruelligllUC:c files and rtlXlrds of the FBI, incluQing those relating to the use of 

ellilCttl;lnic StIl'VGill~c and tccllniQ! sl;aroh and Selzurll ;apabl1!tfes b13UppOrt ofnatil;lnal 

security operations. The marten; stated hmln are bued upon M3' I'lIflOnal b~wled.ie, 

my rmew I.llQ considerati.;1n of docurn=nts and infOrmation available to me In my ofiicia.! 

capacity, information fundshed by Special Aientl and 0_ employtes ofthc FBI and 

my conr,;lulions bued thereon. In rMl rogard, I am flImDlar with the tcchnolof,Y that we" 
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wcrmationl in ~upport ofth' Invtidptlon ofNiCtldcmo S. Sc::ufo (hemAti. the "Key 
Logger System" (KLS). It III based upon that co.nll;lt!ve Afld IIP== knowllldgs, 
information md boliBt; ",.hld! I, In &ct, billS'll to b. t!U~. that I su'omit this afBda\<ft. 

2. On Aprl117. 1 !I!IS, Presldettt WlU1Im Jefferson CIittton signed ~~ ..... Order 12958 
which, by it; terms, blClm; tfoothr41180 days theraftct. Executive OM .. 12958 
Jupel1lded prior Exto.adve Ordlilf 123S6 and mandated JI.w procedure, fOr dauificatiolL 
Sp~~Y. Section 2.3 of'EUCI.ltm Order 12958 mandates that agenclos with cripal 
c1uliAeanoll authority issue uClassi!,catioJl Ould •• " iCI &;iliute the pTgpc: alld ~t'orlIl 
derivative clusificanoll ofW'onnrtlol1, 

3. Section 1.1 (s) I.!Id 1.4(a)(2) clfE:u~:\ltI'\'. Order 1~gS8, Fovide thlt "~ICl'ICJ' head," 
have uorigillal dassification authority." Section t 10) deSna "ase=,'Y" as an:r Exec1,\~ve 
Ase::c:y lUI demt.d in S U.S.C. §10S wbi;.\ in turn, ftJrIlItr de!nes Lft Illenl;)' as any _ 
"!.x'CI.ltjve ~arunl!l.t, a GcVmIIl1e:lt corporation, and an indepetldl:llt estab!ls~,,'\t." 
The Depctme:rt of l~e i$ !Ill Eltceutiv. department and the FBI isat\ Age:"t:J ofths 
Dep&rtment of JU3tIce. 

4. Accordina: to records "fthl: Department of 1usIfQe, 011 OQtcbei 24, 1996, theCi Attorn", 
Gencrallanet llr.Io delegatvd oriainal clusi!C:ltioll wthorlry to the oeeupantll of tb 
pcnlitiolls ot'Fnr, As:sistant DIte=r ofNa.tionat Stc'Jnty D!vi.loa (lITS!) ~cI ,to the FBI 
NSD Sec:\on Chief'(NS·6)(PBI Sellurity ProgrllU Manqet (SP:M)). 

'Key an" by relater! WozmatiOQ refers 10 pllUphrases, plIIIswcrcls, mct)'p·:l.on keys as well as theld=mity oltho particular encryption IIlorilhrti WIld, &ad ifpubl<c key mc;:yptioll Is 115e~, the public and private keys used in th,1Unct!onallty ofilia encryption product. 
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S. P\lrsuatlt to 5=:ion 2.2 oCEncutivc Order 129'8. the do5n!tloft oC''Use otJJerivltive 

Class!!cation" tIIlIkM dIU' that "[p]orscna ..... who only apply cIaB&iiicatlon 'fIlIU"kinSs 
"."" a.s dIrc;te4 by & G!ual1lcatlon guide, lI~tId IlCt possess original CIUlU!catfl)11 

authority." 

. 6, Accordtua to m recordJ, In 711\uIII'J 1997, thl!:ft AII~mnt Oittotor. N&ticnal Security 

DMaIOft.llabm 1%)IIl!,t, hem" pemrt in a po.ition havin, original c1assl:.llorclon 

IUtlwrlty delegated b)' the Attorney Oeneral, dltected the iSNance to the FBI, pursuant 

to BXecutiV9 Ordll:' 12958, or. .. reYis~d "Clalsltlcat1o!l Ould." k:ncWl1I,J."G·,3. ~ .~ w .-~" ~ ~ ._ ,,_ _,", ,_, _., ,,_, _. _ , __ ". ,_ • a _. - - - - - - - - - - - - --

ClasmicatiOl1 Guid= was Qsued by Mr. Bryant throush thon NS-6 Sc;:lon Cldef?.o1:n::t 

Opfe:' Who himJe!i oocupied a position which had/hu =rigina! c:!ms!:flcatien authority, 

Because the 0-3 CllI.ni:flcation Guide if Sacrl!, its cxprw terms tIMet be disclo$lld In 

fbi! afil.davit. I am f'iImi!iar with the term md rlqulmnenu of the 0.3 clusiBcarion 

sulcle, and in partl~lt, I am. i"arniliar with those provisions efO-~ whigh, COltSstent with 

.todon 1.5 of'!XtCI.1tivo Order 12958 (e.,. scieniliic md technological matte::'$ relatin,a to 

Ili.t!anal seeu.rlty) prescribes ~I' dll.III..."i~atiQI1IU "SiCP"iT" to tho.t: l~bnlque5 with 

certain 5pwiiicd Clh~wiltlcs and campta those techniques fi'om declassiiic:aticn 

pursuant to Seetion 1.5(d)(1) (''would~sonabl)' be GXI'.cted to ... reveal &D 

lntelligem:e SCUfCII, method, or activity, or .. crypto!oa!o systlm or ICtivity"). I havc 

nmeMtl'the G.3 classification guide and it is my conclusioll tl!at the chuaet.lriitic$ of 

the XLS tMhrliqu' are filch thllt It la, and has been, approprllialy elassifiSd WIde!:' the 

provlalons ot 0-3. 
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7. In Irldltion, ac;ordlq to the FlaI Laboratory ljiviaion, it i. hi. poswslou. of re;ords 

which corrobat'&te the fila tI1at alll.bftctjoasl compon=!ts otthe KLS utllbui In the 
SCAlFO invutiptlon thlrt ,lin ~ clusUied wlIl'e previously ~ssif!lIcI and 
marked "SECUT" p\ll1lW1t to thtl PBX 0., C1uslficatlol1 Ouictellne, eiilia: hi their 
Cumftt fcItm or in an hrllcr dOJign, 110 later tb.an November 1997, 

8, Acc:ordlng to 1be FBI l.abontory ljjvm01l, it wu Snt ~ to euist In this 
investiption no aurlie' than January of 1 ~j9. 

9. I hm mteMd the retevantin{brmatioA telatinl to th. XLS, considered the jlQssiblo 
I&ctI of disclosure, IU1d have C¢11SI»ted -with the nr. LabQratory DlvI5lol1 ana other 
FBI penonneL AA In FBI ofli;illl with original clus/!.dation authority, I hn, concluded 
that, I:II:.lnsistent witll SlCe':Utivo Creer 12958 and th. nt (1.3 Classificlition IJujdo, the 
d0t4U4 oCtlle ns technique havo blHl!. appropriately oJa=,i!ed at the "SEOET" level 
and should remain so Q\uJlfild on the basis that any I1.n1Uthorizc:d disc!cl\Il'l ofth~ 
S!'8';ific details o:!'th. ns teclmlqu= ~d reuollabl)' be ",pected to cw.e lIerious 
damage to the natlona1 security oithe t1nit~ States. 

10, I decwe under ,Pe'lalty otpatjury under the llWJ of the United State. of AmErica that th. 
1'crep!j is true IItd correct. E"ocutcd on thia ~ day ofSepte=bar, ZOOl, a.t 
Wuhington, D.C. 
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