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UNITED STATEE DISTRICT QOURT
DISTRICT OF NEW JERSEY

UNITED STATES OF AMERICA : HON. NICHOLAS H. POLITAN, U.S.D.J.

V. t Crim. No. (0-404 (NEP)

NICODEMO S. SCARFO, ET AL,

GUVERNMENT'S REQUEST FOR MODIFICATION OF AUGUST 7, 2001 ORDER
PURSUINT TO £ 4 OF THE CLASBIFIED INFQRMATION PROCHDUFEE ACT

Pursuant to this Court’s August 7, 2001 Opinien epnd orxder in
Ehis case (“Quder”), the Government respectfully requests that
the Court “reconsider the procedure for digelosure as outlined in
[the Order.]” See Order at 5. Because the disclosure, as
cutlined by the Court in the Order, would reguizxe divulging
classified information, the procedures of the Classified
Information Procadures Act, Title 18, United States Coie,
Appendix IITI, (hereinafter “CIPA"), should be followed.
Accordingly, pursuant to that statute, as well as Rule 15(8) {1)
of the Federal Rules of Crimiral Procedure, it “is requegted that
thé Court modify its order in a manner that conforms to the
procedures set forth in CIPA and that would permit the Government
{1} to file under seal with the Court and subseguently serve on
defansa counaél (Bubject to an appropriate protective ordex) an
additional unclasaified summary statement that would be
gufficiant, together with the other materials in the axiating.

récord, to permit adjudication of the pending meotion to suppress;
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and (2) in advance of production of such statement to the
defense, to provide the Court with an jin camera, ex Darte
submigsion undexr CIPA § 4 that will allow the Court to confirm
that the unclassified summary statement did not improperly
withhold any inforﬁatimn helpful to the defense.

Defendant Bcarfo has requested discovery concerning the
underlying functianaiity of the F,B.I.'s “Key logger System,”
The Government has maintainsd in its prior two submissions, dated
July 17, 2001 and August 3, 2001, that the defendants are not
entitled to this information since the information iz (1) beyond
the puxview of Fed. R. Crim, F. 16, and (2) privileged. 1In fact,
&3 the Government has previcusly noted in its gubmisgions, tha
information concerning the underlying funetionality of the
F.B.1.’s Key Logger System 1z classified. BRe®auss the Gourt' g
Order would require the Government to reveal this information to
the Court and defense counsel on or before August 3L, 2001, the
United States now seeks to invoke CIPA,

Specifically, the Government regpeactfully submits that,
Pursué.nt to § 4 of CIPA, it should be permitted to provide, in
lieu of the full disclosure required by the Court’s Qrimr, a
condensad, unclassified gummary statement chat would supply
(tcogether with other materials in the record) a sufficient basis
to permit the Court ©® rule on the pending motion to suppress.

Moreover, also purguant to § 4 of CIPA, the Government would be
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willing to submit, gx parte and i camera, & more completa
description of the Key Logger System so that tha Court could
satigfy ltself (before the summary statement is produced to the
&efenﬂ&) that the Government’s unalassified summary atatement had
not withheld from the dafendant anything that might be help#ul ko

the pending motien te suppress,

A. UNDER CIFA AND F2D. R. CRIM. P. 16(d), THE COURT SHOULD
PERMIT THE GOVERNMENT TO ENDEAVCR TO PRODUCE AN ADEQUATE
UNCLASSIFIND SUMMARY STATEMENT IN LIEU OF PRODUCING CLASSIFIED
INFORMATION '

CIPA axpressly authorizes the geévernment, in lieu of
producing claasifie& information to the defendant, to instead
Produce a sufficlent summary of the informaticn, and to make an
in samera, @x parte showing that the summary was adequate, The
more general authority in Fed, R. Crim. 2. 16(d) permits the same
raqult.

Specifically, § 4 of CIPA provides in pertinent part as
followa:

The court, upon a sufficient showing, may authorize the
United States to delete apecified ltems of clamsified
information from documents to be made evailatle to the
defendant through discovery under the Federal Rules of
Criminal Procadure, to substitute a summary cf the
information for such classifiad documents, or to
substitute & statement admittling relevant facts that
the classified information would tend to preve, The
court may parmit the United States to make a reguest
for such authority in the form of a written statement

to pe inspected bv the court alone (emphasis added),

The plain language of tha statute authorizes the Court to
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delete glassified information from materimsls to be made availablae
to the defendant in discovery. In méking its determination of
the propriety of & particular disdovery regquest, the Court may
take inte account natiocnal gecurity interests. Indeed, the
legislative history of CIPA explains the rationale underlying the
fection 4 statutery previesion and the interrelation of Section 4
with discovery Rule 16{d) {1):
When partaining to discovery materialg, this provision
ghould be viewed, as clarifying the courr's powaxs
uhder Fedaral Rule of Criminal Procedure 164} (1).
This clarification is necespary because some judges
have been reluctant to use their authority wnder the
rule altheugh the advisory comments of the Rdvisory
Committee on Rules state thar "among the conziderations
taken into account by the ¢ourt" in deciding on whether
to parmit diacovery te be “denled, regtricted or
deferred" would be "the protection of inforration wvital
to the national gacurity."
Senate Report No. 96-823, reprinted Zp 1980 U.3. Coda Cong. & Ad.
Nowm 4294, 4299-4300,

This procedure has been upheld without exception &g a proper
practice, Seg United Efates '&‘a Yurnis, 887 F.2d 617, 621 (D.C,
Cir. 1989) (CIPA makes explicit the application of the general
law of discovery in the .classified information avea); lnited
Stateg v, Sagkipsiasn, 841 F.2d 555, 965 (Sth Cir, 1988
("Congreams intended § 4 to clarify the court's powers under Fed.
R. Crim. P. 16(d) (1) to deny or restrict discovezry in order to

protect national szcurity"); United States v. Pringle, 781 F.za

418, 427 (lat Cir. 1984), rev’d on other grounds, 780 F.2d 143
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{1t Cir. 1985)(thé legislative history of CIPFA establighes that
protegtive ordars limiting discovery were intended to apply in
cases involving clageified information).

Hera, CIPA ip propefly inveked because the mater:dials sought
te be pr@tacted from disclosurs are "clasaified." g6 Kerr
Affidavie, § 3. CIPA defines "clasaified infoxmation" to include
materlal that has been jldantified pursuank to statute,
ragulation, or executive order to requize protection sagainst
ynauthorized disclosure for reasons of "national securicy." CIPA
§ 1(a), 18 U.8.C. App, III, § l(a). “"Natjional eacurity" is
fuzrther defined within the statute to mean "the national defanse
and foreign relationes of the United States." CQIFA § 1{b}), 18
v.8.C. App. III, § %(b).!

Rule 1&({d) (1) provides, in pertinent pavrt:

(d) Regulation of Discovery.
{1) Protective and Medifying Orders.
tpon a sufficient ghowing the court may at any
time order that the digcovery or ingpection he
denled, ressricted, or deferred, or make &uch
other order ag ls sppropriate. Upon motlon py &
party, the court may permit the party te make such

showing, in whole or in part, in the foxm of =2
written gtatement to be_ipgpected bv fhe judge

alone.

IThe fact that the Court’'s Order calls for tha disclosure of
“glassified” informaticn is alene sufficient to txigger CIPA.
The Government zlesc anticipates that, if che Court agrees to
modify the Ordex as reguested, the Government will apply for a
geparate additlonal pretective order precluding the defense from
further disclosing the unclassified summary statement.

5
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dee, United States v, Jpnamorgti, 996 F. 2d 456, 487 (lst Cir,

1993) ("Fed. R. Crim. P, 16(d) (1) expressly authorizes the court
to deny discevery of information gought by a defendant bLused on
an gx parte showing by tha government of the need for
confidentiality"),

If the materia;s sought to be proteeted wera only law
anforcement sensitive information, Fed. R. Crim. B. 16(d) (1)
would ba the gole mource of protaction. United Shates v, Panse,
738 F.2d4 278, 285-86 (8th Clr. 1o084) (finding that becmuze the
tranamitting technology at issus was law enforcement sonsitive
but ner claszified, the protective order was reviewabls undar
Rule 1s6(d) (1), but not under CIPA). But begause the materials
socught to be protected in the instant case are both law
anforcement peneitive and clasaified, 1.e., bearing on natienal
security concerns, Rule 16(d) (1) and CIBA § 4 are propexly
pursued in tandem,?

Ascordingly, under E 4 of QIPA, the Court ghould modify its

Order to permit the Government, in lieu of the clagsified

‘As a point of clarifiecation, CIPA § 4, and nmot CTPA §3 5 or
6, 12 implicated under the circumstances presented, Section 4
relates to the discevery of classified information that the
defendant does not pogasesg. In contrast, §% 5 and 6, providing
for notice and a hearing, set the course for proceeding in
instances when the classified material ig in the defendant 's
posgession, either bacause it will be effared as part of the
proof of the charges or will be preffered in defenss. 2ringle,
751 F.2d at 426-27; i tates Rou mpaicm, £95
¥, Supp. 1282, 1284-B5 (B, Mass. 1988) .

6
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disclosure that would be required by the Order, to instead
endeavor to submit a summary statement that iz adequate to permit

the dispositioen of the pending motion to auppress.

B. CIPA AND HULZ 16 PERMIT THE COURT TO EVALUATE THE RADEQUALY COF
THE GOVERNMENT S SUMMARY STATEMENT EX PARTE AND IN CAMERA

By their terms, both CIFA § 4 and Rule 16(d) (1) explicitly
permit the Court to review, in gamera and ex parte, whether the
oclagsified infermation withheld from the Government’s substltuted
gummary statement is properly digaoverable. A8 explained above,
the Gwvefnment expacts that its uﬁclasmified summary statement
will be sufficient (together with information alzeady in the
record) ¢ eatablish that the pending motion to suppréss ig not
well taken and sahould bs danied. In addition, in erder to ensure
that the Goverument has complied with its discovery obligations
(which are the subject of a saparate motien), the Government Iis
willing to amubmit under CIPA § 4, ip cameza and ex parta, & mors
complete description of the clagmified information withheld from

rhMe gummary statement.’

} mha Government only sseks to submit the mora complete
classified statement ex varte and in capera for the limived
purpcse set forth in CIPA § 4, namely, to permit the Court to
avaluate the adequacy of thes Government's unclagsifised summary
statement. The Governmant does net Acek to use any of the
clagaified information as part of the record on which the motion
+& suppress may be decided; on the contrary, the Goverjment seeks
affirmatively to exclude the use of any clagsified information
for that purpose by either the Goveynment or the defense.

7
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The standarda for evaluating whethar the classified

- information withheld frxem the summary statement is discoverable
are well settled, CIPA itpelf oreates no new discovery rights or
ebligations. See, uni:gi_ﬂgatgg_zi_ﬂgxﬂaf §96 F.2d 900, 505 (Sth
Cir.), cepk. depisd, 498 U.$. 878 (15890), “Rather it
contemplates an application of the general law of discovery in
criminal cases to the clagsified information area with
limitations imposed baced on the sensitive nature of the
clapgified information," Yunis, 867 F.2d at 621.

As the D.C. Circuit explained in Yunis, id. at 623, "the
procedures [CIPA] mandates protect a government privilege in
alaggified information similar to the informant'sz privilegs
identified in Rewlaxeo,” 353 U.8, 53 {19887). Accordingly, that
Court held:

[C]lasalfiad information iz not discoverable
on & mere showing of theoretical relevance in
the face of the government classified infor-
mation privilege, but that the thresheld for
digcovery in this context further requires
that a defendant seeking ¢lassified
informatien, like a defendant seaking the
informant'a ldentity in Roviazg, is entitled
only to information that is at least ‘helpful
to the defenge of [the] accused.’
Roviarse, 353 U.S. at 60-61.
~Even if a defendant is able to meet his threshold burden of
showing that the classified information would be helpfil to the

defense, overriding national aecurity concerns may rrump the

defendant 's need for the information,
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. United States v. Pringle, supra, 751 P.2& 419, illustrates
the authority of the courts under Rule 16(d) (1) and CIPA § 4 to
‘weigh national segurity concerns during an sx parce, [0 CARSER
jnspection of documents pursuant to a dafendant's discovery
raequest. In Bripgle, the defendants sought discovery of
classified materials relating to the surveillance, boarding, and
seizure of the zhilp they used to smuggle narcotics, The diastrict
court, amploying the principles enunciated by the sSupreme Court
in Roylare v, Unitad States, supra, and determining that the
information sought was not discoverable under Rule 16 or Brady v,
Marviand, 373 U.8. 83 (1963), held that the defendant's intervest
in gaining the information was outweighed by the concomitédnt
prejudice to the national security., In affirming the districc
court's deeision, the Flrst Circuit wralied on Roviazd.

Rovarie requires the lower courts o "balanc[e] the public
intavest in protecting the flow of information againsgt the
indiviﬁual's right to prepare his defensa." 353 U.S. at 62.
SGQﬁion 4 provides ﬁhe machinery for a court to perform that game
task where clasgsified gources are involved. This certainly is
pensible singe national security sources are antitled to no less
protection than law enforcement informsnts. See, Uniged States
v, Smith, 780 F.2d 1102, 1109 (4th Gix. 1988) (en bhanc) ("To give
the domegtic informer of the police more protection than the

foreign informer of the CIA secems to ug to place the sacurity of
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the gation from foreign danger on a lower plane than the security
of the pnation from the danger from domestlc crimipnals., In our
opinion the national interest ls as well sexved by gooperation
with the CIA as with the domestic police™). Accerdingly, "on
issuas of discovery [under CIPA), the court can engage in
balancing' naticnal sscurity concerns against the defendant's
nead for claseified information, ﬁnﬁ&i&aian,lggnzg. Bal F.2d at
965. Qee aleo, Upnjled Ehates v, Gnith, supra, 780 F,ad at 1110
(applying the same balancing test in the context of CIPA, Sectien

€ proceedings) .t

C. CONCLUSTON

For the zbove reagons, the United States should ke permitted
(1) to £ile under seal with the Court and subsequently serve en
defense coungel (subject to an appropriate protectiva ordar) an
additional unclageified summazy statement that would ke
sufficient, together with the other materials in the axisting
record, to permit adjudication of the pending motion to supprass;
and (2) in advance of preduction ¢f such statement te the

defenze, to provide the Court with an in cameza, &z parte

‘Wa note that although the Court of Appeals in Yurig
endorsed the Roviarc standard for CIPA 84 discovery
determinations, it neither adopted nor reijacted the balencing
test, noting that it did not have to reach that lgsue since
dafandant failed to meet his thresheold burden of showing that the
olaBsified information sought was "genuinely helpful to his
defense nogg7 F,2d 8t 625.

10
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submission under CIPA § 4 that will allow the Court to confirm
that‘the unclasgified summary stﬁtement did pet improperly
withhold any informaticn halpful te the defense,

Respectiully submitted,

RCBERT J. CLEARY
United States Attorney

-
%M_,Mﬁ:a. %A'
By: RONALD D. WIGLER
Agsistant U.g8. Atiorney

Dated: August 23, 2001

11
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UNITED STATES DISTRICT COURT
DISTRICT QF NEW JERSEY

UNITED STATES OF AMERICA . Hon. Nicholas H. Politan
V. : Criminal No, 00-404 (NHF)
NICODEMO S. SCARFO, ET Al . ORDER

This matter having gome befors the Court on the motion of the Unted States, by
Raobert J. Claary‘ Unitad States Attorney (Ronald D, Wigler, Assistant .5, Attomay,
appeating), for an Order mquesti”ng tha Court to reconsider the procedure for
disclosure of informatlon as set forth In its August 7, 2001 Opinion and Order. Since
the information ordered dléclosed by the Court I8 clagsified, the United States is
secking permission, pursuant to Section 4 of the Classified Information P -ocedures Act,
Titie 18, United States Code, Appandix ill, and Rule 16(d¥1) of the Federal Rules of
Criminal Procecura, (1) to file with the Court 2nd subsequently provide to the defense
(subject to an appropriate protective order) an unclassified summary statement in fieu
of the.disclosure set forth in the Cou.rt's Qrder; and (2) to provide the Court with an in
camera, ex parte submisgion undar CIPA § 4 that will allow the Court to confirm that the
proposed unclassified summary statement did net Improperly withhold any Information
helpful to the defense.

The Court having read the arguments of counsel, and good cause appsaring,

ITiS,onthis ___ day of August, 2001,

ORDERED that, pursuant to § 4 of the Classified Information Procedures Act,
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Title 18, United States Code, Appendix lIl, and Rule 1 8(d)(1) of the Fede-al Rules of
Criminal Procedure, the United States shall file, on or bafore September 14, 2001, |n
Gamera and gx parte, a proposed ynclassified summary statement describing the Key
Logger 8ystem, together with the classified description contamp!ated by tha Court's
Order,

IT I8 FURTHER ORDERED thet, after tha Court hag reviewed the proposad
summary statement and arﬂered moclfications (if any) thereto, the United States shall,
in teu m' the disclosure set forth in the Court’ § Order. file under e:‘eaf with the Court, and
sarve on defense counsgel (afthough not untll the Court has ruled on any then-pending
application for a protactive ordar limiting defense disclosura), the unclassifiad summary

statement approved by the Court under CIPA §4,

HON, NICHOLAS H, POLITAN
UNITED STATES DISTRICT JUDGE




