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UNITED STATES DISTRICT COQURT
DISTRICT OF NEW JERSEY

UNITED STATES OF AMERICA : HON. NICHOLAS H. POLITAM, U.S.D.J.

V. t Crim. No. 00-404 (NHP)

NICODEMO S. BCARFO, ET AL,

@GOVERNMENT 'S REQUEST FOR MODIFICATION OF AUGSUST 7, %001 ORDER
PURSUIHT TO § 4 OF THR CLABEIFIED INFORHLTION PROCEDUFEB ACT
RIILK : = MINAL, PEOQEDURE

Pursuant to¢ this Court’s August 7, 2001 Opinion end Ozxder in

this case (“Quder”), the Government respectfully requestas that
the Court “reconsider the procedure for digglosure ag outlined in
[the Order.]* Sce Order at 5. Because the disclosure, as
outlined by the Court in the Ordsr, would requirs divulging
claggified information, the procedures of the Claseifiaed
Information Procadures Act, Title 18, United States Code,
Appendix III, (hereinafter "“CIPA”), should be followed.
Accordingly, pursuant to that statute, a8 well as Rule 15(d) {1)
of the Federal Rules of Criminal Procedure, it “is requested that
thé Court modify its order in a manner that conforme t¢ the
procedures set forth in CIPA and that would permit the Goveroment
(1) to file under seal with the Court and subsegquently serve on
dafanma counaél (Bubjeot to an appropriate protective order) an
additional unclessified summary statement that would be
sufficiant, together with the other materlals in the existing.

récoxrd, ve permit aﬁjudication of the pending metdon to supprassm;
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and (2) in advance of production of such statement to the
defense, to provide the Court with an jin camera, gx DATES
submigsion undaxr CIPA 8 4 that will allow the Court to confirm
that the unclassified suwmary statement did not improperly
withhold any inforﬁation helpful to the defense.

Defendant Scarfo has raquested digcovery concerning the
underlying functinnaiity ef the F,B.I.’'s “Key Logger System,”
The Government has maintmined in its prior two submissione, dated
July 17, 2001 and August 3, 2001, that the defendants are not
entitled to this information since the information is (1) beyond
the puxrview of Fed. R. Crim, P. 16, and (2) privileged. In faec,
&9 the Government has previously noted in its gubmisgione, tha
information concerning the underlying funetionality of the
F.B.I.’®s Key Logger System 13 classifisd. BResauss the Ceurt ' g
Order would require the Government to reveal this information to
the Court and defense gcounsel on or before August 31, 2001, the
United States now seeks to invoke CIPA,

Specifically, the Government respectfully submits that,
pursuént to 5 4 of CIpa, it should be permitted to provide, in
lieu of the full diselosure required by the Court’s Ordaer, a
condensad, unclassified gummary statement that would SUpPRLY
(together with other materials in the record) a sufficient baszis
to permit the Court to rule on the pending motion to supprass.

Moreover, also purguant to § 4 of CIPA, the Government would ba
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willing to submit, gx parte and i camers, & more completa
description of the Key Logger System so that the Court could
satiefy itself (before the summary statement is produced to the
defense) that the Government’s unclassified summary stetement had
not withheld from the dafendant anything that might be helpful to

the pending motion to suppress,

A. UNDER CIFA AND FED. R. CRIM. P. 1é(d), TRE COURT SHOULD
PERMIT THE GOVERNMENT TO ENDEAVOR TO PRODUCE AN ADEQUATE
UNCLASSIFIFD SUMMARY STATEMENT IN LIEU OF PRODUCING CLASSIFIED
INFORMATION '

CIPA axpressly authorilzes the gévernment, in lieu of
producing claﬂlifieﬁ information to the defendant, to instead
produce a sufficient summary of the information, and tio make an
in camera, @x parte showing that the gummary was adequate. The
more general authority in Fed, R. Crim. P. 16(d) permits the same
rasult.

Specifically, § 4 of CIPA provides in pertinent part &s
followa:

The court, upon a sufficient showing, may authorize the
United Stares to delete apecified items of clamsified
information from documents to be made evailatle to the
defendant through discovery under the Federal Rules of
Criminal Procedure, to substitute a summary cf the
information for asuch classified documents, or to
substitute a Btatement admitting relevant facts that
the classified information would tend to prove, The
court may parmit the Tmited 2tates to make a regquast
for such autherity in the form of a written statemant

to pe inspected by the court glone (emphamis added),

The plain language of cha dtatute'authorizes the Court to
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delete classified information from materials te be made availabla
to the defendant in discovery. In making its determinmtion of
the propriecty of & particular disdavery reguest, the Court may
take into account national gecurity interests. Indeed, the
legislative history of CIPA explains the rationale underlying the
fection 4 statutory preoviaion and the intervelation of Section 4
with discovery Rule 16{d) {1):
When partaining to discovery materialg, this provision
should be viewed, as clarifying the court's powars
undar Fedaral Rule of Criminal Procedure 16:d) (1).
This clarification is necessary because mome judges
have been reluctant to use thailr authority inder the
ruls although the advisory comments of the Adviesory
Committee on Rules state that "among the congiderations
taken into aceount by the gourt" in deciding on whether
to parmit digcovery te be *denisd, regtricted or
deferred" would be "the protection of inforration vital
to tha national sacurity."
Senste Report No. 96-823, rgprinted jp 1980 U.8. Coda Cong. & Ad.
News 4294, 4299-4300,

This procedure has been upheld without exception as a propar
practice. See Pnited Bhates v. Yunis, BS7 F.2d 617, 621 (D.C,
Cir. 1589) (CIPA makes explicit the application of thae general
law of discovery in the .classified information area); l\mited
Stateg v, Sagkipsisn, 841 F.2d 555, 965 (sth Cir, 1988
("Congrese intended § 4 to clarify the court's powers under rFed.
R. Crim. P. 16(d) (1) to deny or rastrict diacovery in order to

protect national security"); United States v. Pringle, 751 F.2d

419, 427 (lat Cir. 1984), rev’d Qn other grounds, 780 F.2d 143
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{lat Cir. 1985)(thé legislative hisztory of CIPA amstablighes that
protegtive ordarr limlting discovery were intended to apply in
casges invoelving clasgified information).

Hera, CIPA iep prroperly inveked because the mater:ials sought
te be protacted from disclosure are "clasgified." Jge Kerr
Affidavie, § 3. CIPA defines "classified infoxmation" to include
material that has been ldantified pursuant to statute,
ragulation, or executive order tb require protection against
unauthorized disclosure for raasona of “national securicy." CIPEA
§ 1{a), 18 U.5.C. App., III, § L{a). "National sacurity" is
further defined within the statute to mean "the national defanss
and foreign relatiome of tha United Btates.™ CIFA § 1{b}, 18
U.8.C. App. III, § 1(b).!

Rule 1&(d) (1) provides, in pertinent part:

(d) Regulation of Discovary.
(1) Protective and Modifying Orders.
Upon a sufficient ghowing the court may at any
time order that the digcovery or inapec:tion he
denied, rescricted, or deferred, or make 2uch
other order ag is zppropylate. Upon motlon Ly &

party, the court may permit the party teo make such
showing, in whole or in part, in the form of a

written gtatement tc be_ingpectsd bv Lhe judse
alone.

IThe fact that the Court’'s Order ecalle for tha disclosure of
“glagsified” informaticon is alone sufficliant to trigger CIFA.
The Government alse anticipates that, if cha Court agrees to
modify the Order a= regquested, the Government will apply for a
geparate additicnal protective ordex precluding the defanse from
further disclosing thea unclassified summary statemant.

5
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dee, United States v, Jpnamorgti, 996 F. 2d 456, 487 (lst Cir,

1893) ("Fed. R. Crim. P, 18{d) (1) expressly authorizes the court
to deny discovery of information sought by a defendant Lesed on
an gx parte showing by tha government of the need for
confidentiality"),

If the materia;s sought te be proteetad wera only law
anforcement sensitive information, Fed. R. Cpim. b. 16 (d) (1)
would ba the gole source of protection. United Shates v, Panse,
738 F.2d4 278, 285-86 (8th Clr. 1984) (finding that because the
Lranemitting technology at issus was law enforcement s=pnzitive
But not clmassifled, the protective order was reviewabls upndar
Rule 15(d) (1), but not under CIPA). But because the materials
sought to be protected in the inatant came are both law
enforoement mpemeitive and clasgified, i.2., baaring on national
security concerns, Rule 16(d) (1) and CIFA § 4 are Proparly
pursued in tandem,?

Accordingly, under § 4 of GIPA, the Court ghould medify its

Qrder to permit the Government, in lieu of the glapgmified

Aa a point of clarifiesation, CIPA § 4, and not CIPA 58 5 or
6, 12 implicated under the circumstances presented. Bsection 4
relates to the discovery of classified information that the
defendant does not posaess. In contrast, §§ 5 and 6, providing
for notice and a hearing, met the course for proceeding in
instances when the classified material is in the defendant 's
possession, either bacause it will be offared as part of the
proof of the charges or will be proffered in defense. 2ringla,
751 F.2d at 426-27; i tates Eou mpaioh, £95
F. Supp. 1282, 13€4-85 (D, Masa. 1588).

6
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disclosure that would be required by the Order, to instead
endaavor to submit a summary statement that iz adequate to permit

the disposition of the pending motion to AURPPYesSs.

B. CIPA ARD KHULE 16 PERMIT THE COURT TOQ EVALUATE THE ADEQUACY OF
THE GOVERNMENT/S BUMMARY BTATEMENT EX _PARTE ANWD IN CAMERA

By their terms, both CIPA § 4 and Rule 16(d) (1) explicitly
permit the Court to review, in camera and ex parte, whether the
olagsified infermation withheld from the Government’s subatlituted
gummary statement is properly digeoverable, Ba explained above,
the Gavefnment expacte that its uﬁclasmified summary statement
will be sufficient (together with information already in the
record) to eatablish that the pending motion to supprads is not
well taken and should bs danied. 1In addition, in order to ensure
that the Government has complied with its discovery obligations
(which are the subject of a aseparate motioen), the Government 1s
willing to smubmit under CIPA § 4, in camers and ex parga, A moreé
complete description ef the clasmified information withhald from

rhe gummary statement.’

} Tha Government only sseke to submit the mora complete
clasgified gtatement X varte and in camera for the limized
purpcee set forth in CIPA § 4, namely, to permit the Court teo
avaluate the adegquaoy of the Government's unclaasifisd summary
gtatament. The Governmant does net ssek to use any of the
olagaified information as part of the record on which the motlon
te muppresa may be decided; on the contrary, tha Government seeks
affirmativaly to exclude the use of any clagsified information
for that purpose by either the Govermment or the defense.

7



Aug.23. 2001 4:20PM (Y — SRt

The standarda for evaluating whethar tha classified

- information withheld from the summary statement is discovarable
are well settled, CIPA itpelf greates no new discovery rights or
obligations. Sga, United States v, Varga, 686 F.2d 90O, $05 (Sth
Cir.), cerk. degied, 498 U.$. 878 (1850), “Rather it
contemplates an application of the general law of discovery in
criminal cases to the classified information area with
limitations imposed baced on the sensitive nature of the
claggified informaticn,’ Yunis, 867 F.2d at 621,

As the D.C. Circuit explained in Junis, id. at 623, "the
procedures [CIPA] mandates protect a government privilege in
glagaified information similar to the informant's privilegs
identified in Rewlaxeo,” 353 U.5, 53 {1857). Reoecordingly, that
Court held:

[Cllasaifiad information is not dlasovarable
on a mere showing of theoretical relevance in
the face of the government clzsmified infor-
mation privilege, but that the thresheld for
discovery in this context further requires
that a defendant seeking ¢lassified
informaticn, like a defendant seaking the
informant's identity in Rovi . 18 entitled
only to information that iz at least ‘helpful
to the defense cof [the] accused,’
Roviarg, 353 U.S. at 60-61.
- Evan if a dafeqﬂant ls able te meet his threshold burden of
showing that the classified infermation would be helpfil tc the

defense, overriding natioenal asecurity concerns may Erump the

defendant's need for the informatieon,
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. United States v, Pringls, supra, 751 F.28 415, illustrates
the autherity of the courte under Rule 16(d) (1) and CIPA § 4 to
‘weigh national security concerns during an gx parte, [0 gamern
inspection of documents pursuant to a defendant's discovery
request. In Bripgle, the defendants sought discovery of
classified materials relating to the surveillanca, boarding, and
gseizure of the ship they used to smugyle narcotics, The district
court, employing the principles enunciated by the Supreme Court
in Roylare v, Unitad States, supra, and determining that the
information sought wag not discoverable under Rule 16 or Brady v,
Marviand, 373 U.8. 83 {1%63), held that the defendant's interest
in gaining the informatien was cutweighed by the comcomitant
prejudice te the national security. In affirming the districc
court's deeision, the First Circuit relied on Roviazd.

Rovarie requires the lower ceourts to "balanc[e] the public
intarest in protecting the flow of information agaimst the
individual's right to prepare nis defensa." 353 U.S. at 62.
Samﬁicn 4 provides ﬁhe machinery for a court to perform that esame
task where classlfied sources are inveolved. This certainly is
gensible ginge national security sources are antitled to no less
protection than law enforcement informsnta. Seg, Uniced Btates
v, . Smith, 780 F.2d 1102, 1108 (4th ¢ixr. 1588) (an bhanc) ("To give
the domestic informer of the police more protectien than the

foreign informer of the CIA seema to us to place the pscurity of
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the nation from forelgn dangsr en a lower plane than the gecurity
of the npnation from the danger from demestlc crimipnals., In our
opinien the national interest 1z as wsll pexved by gooperation
with the CIA as with the domestic police"). Accerdingly, "on
issuas of discovery [under CIPA], the court can engage in
balancing' naticnal gscurity concerns against the defendant's
nead fgr claseified information, ﬁnﬁ&i&aian,lggnzg. B4l F.24 st
965. See aleo, Unjled Ehates v, Gnith, supra, 780 F,ad at 1110
(applying the same balancing test in the context of CIPA, Sectien

€ proceedingse) .*

C. CONCLUSTON

For the above ressens, the United States should ke permitted
{1) to f£ile under seal with the Court and submaguently serve en
dafense counsal (subkject to an appropriate protective order) an
additiopal unelaggified aummazy statement that would be
sufficient, together with the chef materials in tha existing
record, te permit adjudication of the pending motion to supprass;
and (2) in advance of preduction ®f such statement to the

defense, te provide the Court with ap in camera, &x parcte

‘e note that although the Court of Appeals in Yuris
endorsed the Rpoviarc standard for CIPA §4 discovery
determinations, it neither adopted nor reiacted the balancing
test, noting that it did pot have to reach that igsue since
defendant falled to meet his threshold burden of showing that the
olassified information sought was *genuinely helpful to his
defense ngg7 F,24 8t 625.

10
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submission under CIPA § 4 that will allow the Court to confirm
that ‘the unclaseified summazy stﬁtement did not improperly
withhold any information halpful te the defense,

Respectfully submitted,

RCBERT J. CLEARY
United States Attorney

-
%uf‘éfﬁ\ %A'
By: RONALD D. WIGLER
Assistant U.&8. Atiorney

Dated: August 23, 2001

11
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UNITED STATES DISTRICT CQURT
DISTRICT OF NEW JERSEY

UNITED STATES OF AMERICA . Hon. Nicholas H. Politan
\Z : Criminal No, 00-404 (NHF)
NICODEMO S. SCARFO, ET AL. . ORDER

This matter having come before the Court on the motion of the Unted States, by
Robert J. Claary‘ Unitad Statas Attorney (Ronald D, Wigler, Assistant U5, Attomay,
appearing), for an Order mquesti”ng tha Court to reconsider the procedure for
disclosure of information as set forth in its August 7, 2001 Opinion and Order. Sinoe
the information ordered dléclosed by the Court le clagaified, the Unitad Statas is
secking permission, pursuant to Section 4 of the Classlfied Information Pocedures Act,
Title 18, Unlted States Gode, Appendix ill, and Rule 16{d){1) of the Federal Rules of
Criminal Pracedura, (1) to file with the Court and subsequently provide to the defense
(subject to an appropriate protective ardar) an unclassified summary statement in lieu
of the disclosure set forth in the Cﬂu.rt's Order; and (2) to provide the Court with an in
camera, ex parte submfagion undar CIPA § 4 that will allow the Court to ¢onfirm that the
proposed unclassified summary statement did net Improperly withhold any Information
halpful to the defense.

The Court having read the arguments of counsel; and good cause appearing,

ITiS, onthis __ dayof August, 2001,

ORDERED that, pursuant to § 4 of the Classified Information Progsdures Act,
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Title 18, United States Code, Appendix I1l, and Rule 168(d)(1) of the Fada-al Rulss of
Criminal Procedure, the United States shall flle, on or bafore September 14, 2001, |n
ogmera and gx parte, a proposad unciassifiad summary statement describing the Key
Logger 8ystem, togethar with tha classified description contamp!ated by the Court's
Order,

IT 18 FURTHER ORDERED that, after the Court hag reviewed the proposad
summary statement and nrdered mocifications (if any) thereto, the United Stetes shall,
in teu m' the disclosure set forth in the Courts Order, file undear s*eaf with the Court, and
sarve on defense counsel (although not yuntil thé Court has ruled on any then-pending
application for & protactive order limiting defanse disclosure), the unclassifled summary

statement approved by the Court under CIPA §4,

HON, NICHOLAS H. POLITAN
UNITED STATES DISTRICT JUDGE




