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I would like to thank the Electronic Privacy Information Center – or “EPIC,” as we know it - for hosting the annual meeting of the Privacy Coalition. Since its beginning in 2001, the Privacy Coalition has provided a valuable service to the Congress and to the American public.   


The Privacy Coalition has truly benefited from the leadership of Marc Rotenberg and Lillie Coney in advancing privacy rights by creating a forum where advocates, policy makers, and decision makers can meet and exchange ideas.  I would like to offer special thanks to Peter Neumann, Whitfield Diffie, Bruce Schneier [Bruce “SHNYER”] and Dr. Deborah Peel who believed in the idea of bringing together computer scientists, legal scholars, and privacy advocates to forge new thinking regarding security, privacy and technology.


The Privacy Coalition's members and its coalition partners true leaders in privacy, civil liberties, civil rights and human rights advocacy, and I thank you all for the work that you do to uphold the Constitution and to help congressional leaders to protect the rights of the American people. 


Ladies and gentlemen, most of your work – and mine – centers on the words of the Fourth Amendment to the United States Constitution:

The right of the people to be secure in their persons, houses, papers, and effects, against unreasonable searches and seizures, shall not be violated, and no Warrants shall issue, but upon probable cause, supported by Oath or affirmation, and particularly describing the place to be searched, and the persons or things to be seized.


In this age of new technology under the politics of the Bush Administration, we have all seen our Fourth Amendment rights as well as our First Amendment free speech rights, and our Fifth and 14th Amendment rights to due process blatantly compromised.  For example, we have seen the following things happen right here in the United States:  

· the President’s authorization of the National Security Administration program to allow spying on innocent Americans – without a warrant;

· under the NSA program - forced production of telephone records of consumers by telecommunications companies to the Government without warrant;
· violation of the Foreign Intelligence Surveillance Act when it clearly states that it is the exclusive means by which foreign intelligence surveillance may be conducted; 

· collection of the financial records of hundreds of Americans by the Pentagon and the CIA based on suspicion of involvement in either terrorism or espionage;

· theft of the personal information of hundreds of thousands of veterans from Veterans Administration computers;

· as Congress eroded the separation of banking and commerce in laws like Graham-Leach,  the invasion of the privacy of American consumers through the sale of privileged credit information believed to be protected in sensitive transactions like mortgage financing; and 

· enactment of overly broad law enforcement legislation such as PATRIOT Act One and Two – without opportunity for legislators to amend or adequately debate their harsh provisions.


These are but a few of the many ways in which our rights and privileges have been eclipsed by this Administration – all in the name of fighting terrorism. 


As a member of the House Committee on the Judiciary, I have joined fellow Democrats on the committee in opposing all of these abuses and the way that the President has authorized a program that compromises our privacy – in the name of fighting terrorism.  In the wake of the 9/11 tragedy, this Administration used America’s fear of terrorism to justify enacting legislation that gave federal law enforcement unbridled power to abuse our privacy rights.  

PATRIOT ACT ONE


The USA PATRIOT Act I – was passed and enacted into law in a rushed, unfair, and closed process conducted by the Republican-led Congress.  After the 9/11 tragedy and the anthrax scare around Capitol Hill, the Justice Department was anxious to enact a bill to allow it to better fight terrorism, so a compromise bill was drafted and passed unanimously by the Judiciary Committee.  However, when the full House of Representatives was ready to act, the bi-partisan compromise bill was never brought to the floor.  Instead, the Republican Chairman substituted a much more regressive bill, and no amendments were allowed to weaken its harsh provisions.  


Let me remind you about the harsh provisions of PATRIOT One.  It allowed the government to share information from criminal wiretaps and electronic surveillance with federal law enforcement, immigration, and NSA personnel with delayed notice to the court.  The FBI was also allowed to use a single court order to tap any phone it believed a foreign agent would use, without naming the target – otherwise known as “John Doe roving wiretaps” – instead of having to get separate court orders for each phone.  Law enforcement was allowed to seize voicemails – and stored voicemails were treated like any other stored data, like e-mails.  


The government could require telephone companies and Internet Service Providers to disclose customer call records and communications if they thought there was a danger of death or serious injury – without penalty for “accidental disclosures.”   It totally removed the requirement that the FBI establish probable cause before it used pen registers or trap-and-trace devices to record phone numbers of incoming and outgoing personal calls.  The FBI’s access to business records was expanded to allow it to obtain “any tangible thing” from any business.  The “lone wolves” – or individuals from foreign country – would be treated the same way as agents of foreign powers.  


The Justice Department could issue “national security letters” – or administrative subpoenas – to obtain personal records – which includes financial documents, consumer records, or telephone or internet records without judicial oversight, and recipients could not disclose the letter or its contents to anyone – including an attorney.  To make it even easier to authorize these powers, the PATRIOT Act defined “domestic terrorism” as “acts dangerous to human life that are a violation of the criminal laws of the United States” when the actor intends to “influence the policy of a government by intimidation or coercion.”  Under this broad sweeping definition, many of us could be found guilty for demonstrating tomorrow in opposition to the war in Iraq!

PATRIOT ACT TWO 


After two laws to extend the sunsets of PATRIOT One were enacted, the President signed the “USA PATRIOT Act Additional Reauthorizing Amendment Act” – or PATRIOT 2 – into law in March 2006.  In addition to making 14 of the 16 expiring PATRIOT One sections permanent, it created a new sunset of December 31, 2009 for the “Jane Doe roving wiretap” and access to business records sections.  The authors of this bill tried to fool Americans into thinking that this bill made the PATRIOT Act better because it gave investigation targets a few avenues for court review.   The bottom line is that nondisclosure provisions contained Patriot Act 2 still raises serious First Amendment and Sixth Amendment concerns.  


Believe me, when an individual is told that he cannot tell anyone, including an attorney, that he has received a production order or a letter requiring that he turn over to the government tangible items such as books, documents or records, it violates that individual’s freedom of speech and his right to counsel.  Targets of investigations under PATRIOT 2 do not have a real remedy due to the unfettered judicial discretion created by the exceptions to the rule.  Pursuant to these exceptions, a judge can deny the target’s request based on any one of seven loosely worded conditions that include a finding that the request “interferes with diplomatic relations” or that the request may interfere with national security.  Unfortunately, we continue to see our rights trampled upon on the basis that someone has “interfered with national security.” 


The Congress desperately needs the work of advocates like you to keep the violations of our privacy at the forefront and in the public eye.  As we move further into the 110th Congress – with a Judiciary Committee led by Chairman John Conyers, I will continue to work with my colleagues in the Judiciary Committee to press for accountability and for removal of the laws and practices that erode our fundamental rights.


Thank you.
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