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Further information on the malicious files will be provided in the form of a US-CERT 
Malware Initial Findings Report (MIFR) or Malware Analysis Report (MAR). 

Further insight into the activity of the malicious files on the system will be provided in 
a final US-CERT Digital Media Analysis Report (DMAR). 

 
Mitigation Recommendations 

 
US-CERT recommends the following: 

 
• Monitoring for the abovementioned files, domains, and IP addresses as detection 

may be an indicator of additional malicious activity.   
• Refraining from accessing, contacting, or probing the abovementioned domains and 

IP addresses as doing so could result in additional compromise or infection. 
• Addressing the machines and accounts which may have been compromised. 
 

US-CERT would like to remind users and administrators of the following best practices to 
strengthen the security posture of their organization's systems: 

 
•        Maintain up-to-date antivirus signatures and engines. 
•        Restrict users' ability (permissions) to install and run unwanted software 

applications. 
•        Enforce a strong password policy and implement regular password changes. 
•        Exercise caution when opening e-mail attachments even if the attachment is 

expected and the sender appears to be known. 
•        Keep operating system patches up-to-date. 
•        Enable a personal firewall on agency workstations. 
•        Disable unnecessary services on agency workstations and servers. 
•        Scan for and remove suspicious e-mail attachments; ensure the scanned attachment 

is its 'true file type' (i.e. the extension matches the file header). 
•        Monitor users' web browsing habits; restrict access to sites with unfavorable 

content. 
•        Exercise caution when using removable media (e.g. USB thumb drives, external 

drives, CDs, etc.). 
•        Scan all software downloaded from the Internet prior to executing. 
•        Maintain situational awareness of the latest threats; implement appropriate 

Access Control Lists (ACLs). 
  
Please contact US-CERT at 1-888-282-0870 or soc@us-cert.gov if you have questions 
regarding this report. 
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FAQ 

What is a PDMAR? A Preliminary Digital Media Analysis Report (PDMAR) is the US-CERT 
Digital Media Analysis (DMA) report intended to establish the scope for the DMA 
examination and provide a rapid turnaround on immediately identifiable and actionable 
items.  

 
What is a DMAR? A Digital Media Analysis Report (DMAR) is the US-CERT DMA report that 
provides detailed examination findings with additional insight into the specific 
tactics, techniques, and procedures (TTPs) observed on the submitted media. The report 
is generated upon completion of the DMA examination. 

  
I see that this document is labeled as TLP: AMBER. Can I distribute this to other 
people? Recipients should only share TLP: AMBER as widely as necessary to act on that 
information. Please contact US-CERT with specific distribution inquiries. 
  
Can I edit this document? This document is not to be edited in any way by recipients. 
All comments or questions related to this document should be directed to the US-CERT 
Security Operations Center at 1-888-282-0870 or soc@us-cert.gov. 

 
Can I submit malware to US-CERT? US-CERT encourages you to report any suspicious 
activity, including cybersecurity incidents, possible malicious code, software 
vulnerabilities, and phishing-related scams. Reporting forms can be found on US-CERT's 
homepage at www.us-cert.gov. Submit malware samples to virus-submit@us-cert.gov or via 
malware.us-cert.gov. 
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