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CHAPTER 1.  GENERAL 

1.1 Purpose. This advisory circular (AC) provides guidance in the areas of airman 
(remote pilot) certification, aircraft registration and marking, aircraft airworthiness, and 
the operation of small Unmanned Aircraft Systems (sUAS) in the National Airspace 
System (NAS) to promote compliance with the requirements of Title 14 of the Code of 
Federal Regulations (14 CFR) Part 107, Small Unmanned Aircraft Systems. It does not 
provide, nor is it intended to provide, a legal interpretation of the regulations. Remote 
pilots are encouraged to use this information as best practice methods for developing 
operational programs scaled to specific small unmanned aircraft (UA), associated system 
equipment, and operations. Use of this AC is intended to assist the remote pilot in 
meeting the requirements of applicable 14 CFR regulations. 

1.1.1 Acceptable Means of Compliance (AMC). This AC uses mandatory terms, such as 
“must,” only in the sense of ensuring applicability of these particular methods of 
compliance when using the AMC described herein. This AC is not mandatory and does 
not constitute a regulation. This AC does not change, add to, or delete regulatory 
requirements or authorize deviations from regulatory requirements. 

1.1.2 Part 107 Provisions. This AC is not intended to cover every provision of part 107. Rather, 
this AC is intended to provide guidance on those provisions of part 107 where additional 
information may be helpful. The Federal Aviation Administration (FAA) emphasizes, 
however, that persons subject to part 107 are responsible for complying with every 
applicable provision of part 107, regardless of whether the provision is discussed in this 
AC. 

1.1.3 Privacy-Related Laws. Part 107 operators should be aware that state and local authorities 
may enact privacy-related laws specific to Unmanned Aircraft System (UAS) operations. 
The FAA encourages sUAS operators to review those laws prior to operating their UAS. 
The National Telecommunications and Information Administration (NTIA) has also 
published the Voluntary Best Practices for UAS Privacy, Transparency, and 
Accountability (https://www.ntia.doc.gov/files/ntia/publications/voluntary_best_ 
practices_for_uas_privacy_transparency_and_accountability_0.pdf). This document 
outlines and describes voluntary best practices that UAS operators could take to advance 
UAS privacy, transparency, and accountability for the private and commercial use of 
UAS. 

1.2 Request for Information. Direct comments and suggestions for improving this 
publication to: 

Federal Aviation Administration 
General Aviation and Commercial Division (AFS-800) 

55 M Street SE, 8th Floor, Zone 1 
Washington, DC 20003 
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CHAPTER 2.  REFERENCES 

2.1 Related Code of Federal Regulations (CFR) Parts. The following regulations and parts 
can be found at http://www.faa.gov/regulations_policies/faa_regulations/. 

• Title 14 CFR Part 1, Definitions and Abbreviations. 

• Title 14 CFR Part 48, Registration and Marking Requirements for Small Unmanned 
Aircraft. 

• Title 14 CFR Part 71, Designation of Class A, B, C, D, and E Airspace Areas; 
Air Traffic Service Routes; and Reporting Points. 

• Title 14 CFR Part 73, Special Use Airspace. 

• Title 14 CFR Part 91, General Operating and Flight Rules. 

• Title 14 CFR Part 93, Special Air Traffic Rules. 

• Title 14 CFR Part 101, Moored Balloons, Kites, Amateur Rockets and Unmanned 
Free Balloons. 

• Title 14 CFR Part 107, Small Unmanned Aircraft Systems. 

• Title 47 CFR Part 87, Aviation Services. 

2.2 Notices to Airmen (NOTAM). Information on how to obtain NOTAMs can be found at 
https://pilotweb.nas.faa.gov/PilotWeb/. 

2.3 Related Reference Material. The following listed reference materials contain additional 
information necessary to ensure safe operations in the NAS. An sUAS operator may want 
to consider seeking out additional publications to supplement the lists below. 

2.3.1 FAA ACs, Notices, and Orders (current editions). You can find the current editions of the 
following publications on the FAA Web sites: 
http://www.faa.gov/regulations_policies/advisory_circulars/ and 
http://www.faa.gov/regulations_policies/orders_notices/. 

• AC 00-6, Aviation Weather. 

• AC 00-45, Aviation Weather Services. 

• AC 60-28, FAA English Language Skill Standards Required by 14 CFR Parts 61, 63, 
and 65. 

• AC 120-92, Safety Management Systems for Aviation Service Providers. 

• FAA Order JO 7110.10, Flight Services. 

• FAA Order JO 7110.65, Air Traffic Control. 

• FAA Order JO 7210.3, Facility Operation and Administration. 

• FAA Order JO 7400.9, Airspace Designations and Reporting Points. 
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• FAA Order 8130.34, Airworthiness Certification of Unmanned Aircraft Systems and 
Optionally Piloted Aircraft. 

• FAA Order 8900.1, Flight Standards Information Management System (FSIMS). 

2.3.2 Additional FAA Online/Mobile Sources. 

• UAS Web site: https://www.faa.gov/uas/. 

• UAS Registration Web site: https://registermyuas.faa.gov/. 

• B4UFLY mobile app. 

2.3.3 FAA Handbooks, Manuals, and Other Publications. You can find the following 
handbooks, manuals, and other publications on the FAA Web site at 
http://www.faa.gov/regulations_policies/handbooks_manuals/. 

• Aeronautical Information Manual (AIM): 
http://www.faa.gov/air_traffic/publications/. 

• Aeronautical Charts (Hardcopy): http://faacharts.faa.gov/. 

• Aeronautical Charts (Digital): 
http://www.faa.gov/air_traffic/flight_info/aeronav/digital_products/. 

• Pilot/Controller Glossary: http://www.faa.gov/air_traffic/publications/. 

• Pilot’s Handbook of Aeronautical Knowledge: 
http://www.faa.gov/regulations_policies/handbooks_manuals/aviation/ 
pilot_handbook/. 

• General Aviation Pilot’s Guide to Preflight Weather Planning, Weather 
Self-Briefings, and Weather Decision Making:  
www.faa.gov/nextgen/update/media/ga_weather_decision_making.pdf. 

• Risk Management Handbook:  
http://www.faa.gov/regulations_policies/handbooks_manuals/aviation/media/faa-h-
8083-2.pdf. 

• FAA Small Unmanned Aircraft Systems Airman Certification Standards: (TBD). 

2.3.4 RTCA, Inc. Documents (current editions). Copies of the current editions of the following 
RTCA, Inc. documents are available for purchase online at http://www.rtca.org. 

• DO-178, Software Considerations in Airborne Systems and Equipment Certification. 

• DO-304, Guidance Material and Considerations for Unmanned Aircraft Systems. 

2.3.5 Public Law (PL). PL 112-95, Title III, Subtitle B—Unmanned Aircraft Systems. 
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CHAPTER 3.  BACKGROUND 

3.1 PL 112-95, Title III, Subtitle B. In 2012, Congress passed the FAA Modernization and 
Reform Act of 2012 (PL 112-95). PL 112-95, Section 333 directed the Secretary of 
Transportation to determine whether UAS operations posing the least amount of public 
risk and no threat to national security could safely be operated in the NAS and, if so, to 
establish requirements for the safe operation of these systems in the NAS, prior to 
completion of the UAS comprehensive plan and rulemakings required by PL 112-95, 
Section 332. On February 23, 2015, as part of its ongoing efforts to integrate UAS 
operations in the NAS and in accordance with PL 112-95, Section 333, the FAA issued a 
Notice of Proposed Rulemaking (NPRM) proposing to amend its regulations to adopt 
specific rules for the operation of sUAS in the NAS. Over 4,600 public comments were 
submitted in response to the NPRM. In consideration of the public comments, the FAA 
issued a final rule adding part 107, integrating civil sUAS into the NAS. Part 107 allows 
sUAS operations for many different non-hobby and nonrecreational purposes without 
requiring airworthiness certification, exemption, or a Certificate of Waiver or 
Authorization (COA). In addition, part 107 also applies to sUAS used for hobby or 
recreation that are not flown in accordance with part 101 subpart E (see paragraph 4.1). 

3.2 Part 107—A Regulatory First Step. The FAA addresses aviation safety in three key 
areas: personnel, equipment, and operations. The FAA assesses each of these areas both 
independently to meet current regulations and standards, as well as collectively to ensure 
no conflicts exist overall that would create an unsafe condition. This approach allows the 
FAA to be flexible in responding to the needs of the aviation community while still being 
able to establish standards for future growth and development. To that end, part 107 
contains subparts that focus on each of these key aviation safety areas specific to sUAS, 
and the chapters in this AC are organized in the same manner. 
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CHAPTER 4.  PART 107 SUBPART A, GENERAL 

4.1 Applicability. This chapter provides guidance regarding the applicability of part 107 to 
civil small UA operations conducted within the NAS. However, part 107 does not apply 
to the following: 

1. Model aircraft that are operated in accordance with Part 101 Subpart E, Model 
Aircraft), which applies to model aircraft meeting all of the following criteria: 

• The aircraft is flown strictly for hobby or recreational use; 

• The aircraft is operated in accordance with a community-based set of safety 
guidelines and within the programming of a nationwide community-based 
organization; 

• The aircraft is limited to not more than 55 pounds unless otherwise certified 
through a design, construction, inspection, flight test, and operational safety 
program administered by a community-based organization; 

• The aircraft is operated in a manner that does not interfere with and gives way to 
any manned aircraft; 

• When flown within 5 miles of an airport, the operator of the aircraft provides the 
airport operator and the airport air traffic control (ATC) tower (when an air traffic 
facility is located at the airport) with prior notice of the operation; 

• The aircraft is capable of sustained flight in the atmosphere; and 

• The aircraft is flown within Visual Line of Sight (VLOS) of the person operating 
the aircraft. 

2. Operations conducted outside the United States; 
3. Amateur rockets; 
4. Moored balloons; 
5. Unmanned free balloons; 
6. Kites; 
7. Public aircraft operations; and 
8. Air carrier operations. 

4.2 Definitions. The following defined terms are used throughout this AC: 

4.2.1 Control Station (CS). An interface used by the remote pilot or the person manipulating 
the controls to control the flight path of the small UA. 

4.2.2 Corrective Lenses. Spectacles or contact lenses. 
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4.2.3 Model Aircraft. A UA that is: 

• Capable of sustained flight in the atmosphere; 

• Flown within VLOS of the person operating the aircraft; and 

• Flown for hobby or recreational purposes. 

4.2.4 Person Manipulating the Controls. A person other than the remote pilot in command 
(PIC) who is controlling the flight of an sUAS under the supervision of the remote PIC. 

4.2.5 Remote Pilot in Command (Remote PIC or Remote Pilot). A person who holds a remote 
pilot certificate with an sUAS rating and has the final authority and responsibility for the 
operation and safety of an sUAS operation conducted under part 107. 

4.2.6 Small Unmanned Aircraft (UA). A UA weighing less than 55 pounds, including 
everything that is onboard or otherwise attached to the aircraft, and can be flown without 
the possibility of direct human intervention from within or on the aircraft. 

4.2.7 Small Unmanned Aircraft System (sUAS). A small UA and its associated elements 
(including communication links and the components that control the small UA) that are 
required for the safe and efficient operation of the small UA in the NAS. 

4.2.8 Unmanned Aircraft (UA). An aircraft operated without the possibility of direct human 
intervention from within or on the aircraft.  

4.2.9 Visual Observer (VO). A person acting as a flightcrew member who assists the small UA 
remote PIC and the person manipulating the controls to see and avoid other air traffic or 
objects aloft or on the ground. 

4.3 Abbreviations/Acronyms Used in the Advisory Circular. 

1. AC: Advisory Circular. 
2. ACR: Airman Certification Representative. 
3. AGL: Above Ground Level. 
4. ATC: Air Traffic Control. 
5. CFI: Certificated Flight Instructor. 
6. CFR: Code of Federal Regulations. 
7. DPE: Designated Pilot Examiner. 
8. FAA: Federal Aviation Administration. 
9. FSDO: Flight Standards District Office. 
10. GPS: Global Positioning System. 
11. IACRA: Integrated Airmen Certification and/or Rating Application. 
12. KTC: Knowledge Testing Center. 
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13. MSL: Mean Sea Level. 
14. NOTAM: Notice to Airmen. 
15. NAS: National Airspace System. 
16. PIC: Pilot in Command. 
17. UA: Unmanned Aircraft. 
18. UAS: Unmanned Aircraft System. 
19. U.S.C.: United States Code. 
20. VO: Visual Observer. 

4.4 Falsification, Reproduction, or Alteration. The FAA relies on information provided by 
owners and remote pilots of sUAS when it authorizes operations or when it has to make a 
compliance determination. Accordingly, the FAA may take appropriate action against an 
sUAS owner, operator, remote PIC, or anyone else who fraudulently or knowingly 
provides false records or reports, or otherwise reproduces or alters any records, reports, or 
other information for fraudulent purposes. Such action could include civil sanctions and 
the suspension or revocation of a certificate or waiver. 

4.5 Accident Reporting. The remote PIC of the sUAS is required to report an accident to the 
FAA within 10 days if it meets any of the following thresholds: 

1. At least serious injury to any person or any loss of consciousness. A serious 
injury is an injury that qualifies as Level 3 or higher on the Abbreviated Injury 
Scale (AIS) of the Association for the Advancement of Automotive Medicine 
(AAAM). The AIS is an anatomical scoring system that provides a means of 
ranking the severity of an injury and is widely used by emergency medical 
personnel. Within the AIS system, injuries are ranked on a scale of 1 to 6, 
with Level 1 being a minor injury, Level 2 is moderate, Level 3 is serious, 
Level 4 is severe, Level 5 is critical, and Level 6 is a nonsurvivable injury. 
The FAA currently uses serious injury (AIS Level 3) as an injury threshold in 
other FAA regulations. 

Note: It would be considered a “serious injury” if a person requires 
hospitalization, but the injury is fully reversible (including, but not limited to, 
head trauma, broken bone(s), or laceration(s) to the skin that requires suturing). 

2. Damage to any property, other than the small UA, if the cost is greater than 
$500 to repair or replace the property (whichever is lower). 

Note: For example, a small UA damages a property whose fair market value is 
$200, and it would cost $600 to repair the damage. Because the fair market 
value is below $500, this accident is not required to be reported.  Similarly, if 
the aircraft causes $200 worth of damage to property whose fair market value 
is $600, that accident is also not required to be reported because the repair cost 
is below $500. 
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4.5.1 Submitting the Report. The accident report must be made within 10 calendar-days of the 
operation that created the injury or damage. The report may be submitted to the 
appropriate FAA Regional Operations Center (ROC) electronically or by telephone. 
Electronic reporting can be completed at www.faa.gov/uas/. To make a report by phone, 
see Figure 4-1, FAA Regional Operations Centers Telephone List. Reports may also be 
made to the nearest jurisdictional FSDO 
(http://www.faa.gov/about/office_org/field_offices/fsdo/). The report should include the 
following information: 

1. sUAS remote PIC’s name and contact information; 
2. sUAS remote PIC’s FAA airman certificate number; 
3. sUAS registration number issued to the aircraft, if required (FAA registration 

number); 
4. Location of the accident; 
5. Date of the accident; 
6. Time of the accident; 
7. Person(s) injured and extent of injury, if any or known; 
8. Property damaged and extent of damage, if any or known; and 
9. Description of what happened. 

Figure 4-1. FAA Regional Operations Centers Telephone List 

FAA REGIONAL OPERATIONS CENTERS  

LOCATION WHERE ACCIDENT OCCURRED: TELEPHONE: 

DC, DE, MD, NJ, NY, PA, WV, and VA 404-305-5150 

AL, CT, FL, GA, KY, MA, ME, MS, NC, NH, PR, RI, SC, TN, VI, 
and VT 

404-305-5156 

AK, AS, AZ, CA, CO, GU, HI, ID, MP, MT, NV, OR, UT, WA, and WY 425-227-1999 
AR, IA, IL, IN, KS, LA, MI, MN, MO, ND, NE, NM, OH, OK, SD, TX, 
and WI 

817-222-5006 

4.5.2 National Transportation Safety Board (NTSB) Reporting. In addition to the report 
submitted to the ROC, and in accordance with the criteria established by the NTSB, 
certain sUAS accidents must also be reported to the NTSB. For more information, visit 
www.ntsb.gov.
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CHAPTER 5.  PART 107 SUBPART B, OPERATING LIMITATIONS FOR SMALL 
UNMANNED AIRCRAFT SYSTEMS (sUAS) 

5.1 Applicability. This chapter provides guidance regarding sUAS operating limitations and 
the responsibilities of the remote pilot in command (PIC), person manipulating the 
controls, visual observer (VO), and anyone else that may be directly participating in the 
sUAS operation. A person is also a direct participant in the sUAS operation if his or her 
involvement is necessary for the safe operation of the sUAS. 

5.2 Aircraft Operation. Just like a manned-aircraft PIC, the remote PIC of an sUAS is 
directly responsible for, and is the final authority as to, the operation of that UAS. The 
remote PIC will have final authority over the flight. Additionally, a person manipulating 
the controls can participate in flight operations under certain conditions. It is important to 
note that a person may not operate or act as a remote PIC or VO in the operation of more 
than one UA at the same time. The following items describe the requirements for both a 
remote PIC and a person manipulating the controls: 

5.2.1 Remote PIC. A person acting as a remote PIC of an sUAS in the National Airspace 
System (NAS) under part 107 must obtain a remote pilot certificate with an sUAS rating 
issued by the FAA prior to sUAS operation. The remote PIC must have this certificate 
easily accessible during flight operations. Guidance regarding remote pilot certification is 
found in Chapter 6, Part 107 Subpart C, Remote Pilot Certification. Again, the remote 
PIC will have the final authority and responsibility for the operation and safety of an 
sUAS operation conducted under part 107. 

5.2.1.1 Additionally, part 107 permits transfer of control of an sUAS between 
certificated remote pilots. Two or more certificated remote pilots transferring 
operational control (i.e., the remote PIC designation) to each other may do so 
only if they are both capable of maintaining Visual Line of Sight (VLOS) of 
the UA and without loss of control (LOC). For example, one remote pilot may 
be designated the remote PIC at the beginning of the operation, and then at 
some point in the operation another remote pilot may take over as remote PIC 
by positively communicating that he or she is doing so. As the person 
responsible for the safe operation of the UAS, any remote pilot who will 
assume remote PIC duties should meet all of the requirements of part 107, 
including awareness of factors that could affect the flight. 

5.2.2 Person Manipulating the Flight Controls. A person who does not hold a remote pilot 
certificate or a remote pilot that that has not met the recurrent testing/training 
requirements of part 107 may operate the sUAS under part 107, as long as he or she is 
directly supervised by a remote PIC and the remote PIC has the ability to immediately 
take direct control of the sUAS. This ability is necessary to ensure that the remote PIC 
can quickly address any hazardous situation before an accident occurs. The ability for the 
remote PIC to immediately take over the flight controls could be achieved by using a 
number of different methods. For example, the operation could involve a “buddy box” 
type system that uses two control stations (CS): one for the person manipulating the flight 
controls and one for the remote PIC that allows the remote PIC to override the other CS 
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and immediately take direct control of the small UA. Another method could involve the 
remote PIC standing close enough to the person manipulating the flight controls so as to 
be able to physically take over the CS from the other person. A third method could 
employ the use of an automation system whereby the remote PIC could immediately 
engage that system to put the small UA in a pre-programmed “safe” mode (such as in a 
hover, in a holding pattern, or “return home”). 

5.2.3 Autonomous Operations. An autonomous operation is generally considered an operation 
in which the remote pilot inputs a flight plan into the CS, which sends it to the autopilot 
onboard the small UA. During automated flight, flight control inputs are made by 
components onboard the aircraft, not from a CS. Thus, the remote PIC could lose the 
control link to the small UA and the aircraft would still continue to fly the programmed 
mission/return home to land. During automated flight, the remote PIC also must have the 
ability to change routing/altitude or command the aircraft to land immediately. The 
ability to direct the small UA may be through manual manipulation of the flight controls 
or through commands using automation. 

5.2.3.1 The remote PIC must retain the ability to direct the small UA to ensure 
compliance with the requirements of part 107. There are a number of different 
methods that a remote PIC may utilize to direct the small UA to ensure 
compliance with part 107. For example, the remote pilot may transmit a 
command for the autonomous aircraft to climb, descend, land now, proceed to 
a new waypoint, enter an orbit pattern, or return to home. Any of these 
methods may be used to satisfactorily avoid a hazard or give right of way. 

5.2.3.2 The use of automation does not allow a person to simultaneously operate more 
than one small UA. 

5.3 Aeronautical Decision-Making (ADM) and Crew Resource Management (CRM). 
ADM is a systematic approach to the mental process used by pilots to consistently 
determine the best course of action in response to a given set of circumstances. A remote 
PIC uses many different resources to safely operate an sUAS and needs to be able to 
manage these resources effectively. CRM is a component of ADM, where the pilot of 
sUAS makes effective use of all available resources: human resources, hardware, and 
information. Many remote pilots operating under part 107 may use a VO, oversee other 
persons manipulating the controls of the small UA, or any other person who the remote 
PIC may interact with to ensure safe operations. Therefore, a remote PIC must be able to 
function in a team environment and maximize team performance. This skill set includes 
situational awareness, proper allocation of tasks to individuals, avoidance of work 
overloads in self and in others, and effectively communicating with other members of the 
crew, such as VOs and persons manipulating the controls of an sUAS. Appendix A, Risk 
Assessment Tools, contains expanded information on ADM and CRM, as well as sample 
risk assessment tools to aid in identifying hazards and mitigating risks. 

5.4 Aircraft Registration. A small UA must be registered, as provided for in 14 CFR part 47 
or part 48 prior to operating under part 107. Part 48 is the regulation that establishes the 
streamlined online registration option for sUAS that will be operated only within the 
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territorial limits of the United States. The online registration Web address is 
http://www.faa.gov/uas/registration/. Guidance regarding sUAS registration and marking 
may be found at http://www.faa.gov/licenses_certificates/aircraft_certification/ 
aircraft_registry/. Alternatively, sUAS can elect to register under part 47 in the same 
manner as manned aircraft. 

5.4.1 Registration of Foreign-Owned and Operated sUAS. If sUAS operations involve the use 
of foreign civil aircraft, the operator would need to obtain a Foreign Aircraft Permit 
pursuant to 14 CFR part 375, § 375.41 before conducting any commercial air operations 
under this authority. Foreign civil aircraft means, a) an aircraft of foreign registry that is 
not part of the armed forces of a foreign nation, or b) a U.S.-registered aircraft owned, 
controlled, or operated by persons who are not citizens or permanent residents of the 
United States. Application instructions are specified in § 375.43. Applications should be 
submitted by electronic mail to the Department of Transportation (DOT) Office of 
International Aviation, Foreign Air Carrier Licensing Division. Additional information 
can be obtained at https://cms.dot.gov/policy/aviation-policy/licensing/foreign-carriers. 

5.5 sUAS Maintenance, Inspections, and Condition for Safe Operation. An sUAS must 
be maintained in a condition for safe operation. Prior to flight, the remote PIC is 
responsible for conducting a check of the sUAS and verifying that it is actually in a 
condition for safe operation. Guidance regarding how to determine that an sUAS is in a 
condition for safe operation is found in Chapter 7, sUAS Maintenance and Inspection. 

5.6 Medical Condition. Being able to safely operate the sUAS relies on, among other things, 
the physical and mental capabilities of the remote PIC, person manipulating the controls, 
VO, and any other direct participant in the sUAS operation. Though the person 
manipulating the controls of an sUAS and VO are not required to obtain an airman 
medical certificate, they may not participate in the operation of an sUAS if they know or 
have reason to know that they have a physical or mental condition that could interfere 
with the safe operation of the sUAS. 

5.6.1 Physical or Mental Incapacitations. Obvious examples of physical or mental 
incapacitations that could render a remote PIC, person manipulating the controls, or VO 
incapable of performing their sUAS operational duties include, but are not limited to, 
such things as: 

1. The temporary or permanent loss of the dexterity necessary to operate the CS 
to safely control the small UA. 

2. The inability to maintain the required “see and avoid” vigilance due to blurred 
vision. 

3. The inability to maintain proper situational awareness of the small UA 
operations due to illness and/or medication(s), such as after taking 
medications with cautions not to drive or operate heavy machinery. 

4. A debilitating physical condition, such as a migraine headache or moderate or 
severe body ache(s) or pain(s) that would render the remote PIC, person 
manipulating the controls, or VO unable to perform sUAS operational duties. 
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5. A hearing or speaking impairment that would inhibit the remote PIC, person 
manipulating the controls, and VO from effectively communicating with each 
other. In a situation such as this, the remote PIC must ensure that an 
alternative means of effective communication is implemented. For example, a 
person who is hearing impaired may be able to effectively use sign language 
to communicate. 

5.7 VLOS Aircraft Operation. The remote PIC and person manipulating the controls must 
be able to see the small UA at all times during flight. Therefore, the small UA must be 
operated closely enough to the CS to ensure visibility requirements are met during 
small UA operations. This requirement also applies to the VO, if used during the aircraft 
operation. However, the person maintaining VLOS may have brief moments in which he 
or she is not looking directly at or cannot see the small UA, but still retains the capability 
to see the UA or quickly maneuver it back to VLOS. These moments can be for the safety 
of the operation (e.g., looking at the controller to see battery life remaining) or for 
operational necessity. For operational necessity, the remote PIC or person manipulating 
the controls may intentionally maneuver the UA so that he or she loses sight of it for brief 
periods of time. Should the remote PIC or person manipulating the controls lose VLOS of 
the small UA, he or she must regain VLOS as soon as practicable. For example, a remote 
PIC stationed on the ground utilizing a small UA to inspect a rooftop may lose sight of 
the aircraft for brief periods while inspecting the farthest point of the roof. As another 
example, a remote PIC conducting a search operation around a fire scene with a 
small UA may briefly lose sight of the aircraft while it is temporarily behind a dense 
column of smoke. However, it must be emphasized that even though the remote PIC may 
briefly lose sight of the small UA, he or she always has the see-and-avoid responsibilities 
set out in part 107, §§ 107.31 and 107.37. The circumstances of what would prevent a 
remote PIC from fulfilling those responsibilities will vary, depending on factors such as 
the type of UAS, the operational environment, and distance between the remote PIC and 
the UA. For this reason, there is no specific time interval that interruption of VLOS is 
permissible, as it would have the effect of potentially allowing a hazardous interruption 
or prohibiting a reasonable one. If VLOS cannot be regained, the remote PIC or person 
manipulating the controls should follow pre-determined procedures for a loss of VLOS. 
These procedures are determined by the capabilities of the sUAS and may include 
immediately landing the UA, entering hover mode, or returning to home sequence. Thus, 
the VLOS requirement would not prohibit actions such as scanning the airspace or briefly 
looking down at the small UA CS. 

5.7.1 Unaided Vision. VLOS must be accomplished and maintained by unaided vision, except 
vision that is corrected by the use of eyeglasses (spectacles) or contact lenses. Vision 
aids, such as binoculars, may be used only momentarily to enhance situational awareness. 
For example, the remote PIC, person manipulating the controls, or VO may use vision 
aids to avoid flying over persons or conflicting with other aircraft. Similarly, first person 
view devices may be used during operations, but do not satisfy the VLOS requirement. 
While the rule does not set specific vision standards, the FAA recommends that remote 
PICs, persons manipulating the controls, and VOs maintain 20/20 distant vision acuity 
(corrected) and normal field of vision. 
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5.7.2 VO. The use of a VO is optional. The remote PIC may choose to use a VO to supplement 
situational awareness and VLOS. Although the remote PIC and person manipulating the 
controls must maintain the capability to see the UA, using one or more VOs allows the 
remote PIC and person manipulating the controls to conduct other mission-critical duties 
(such as checking displays) while still ensuring situational awareness of the UA. The VO 
must be able to effectively communicate: 

• The small UA location, attitude, altitude, and direction of flight; 

• The position of other aircraft or hazards in the airspace; and 

• The determination that the UA does not endanger the life or property of another. 

5.7.2.1 To ensure that the VO can carry out his or her duties, the remote PIC must 
ensure that the VO is positioned in a location where he or she is able to see the 
small UA sufficiently to maintain VLOS. The remote PIC can do this by 
specifying the location of the VO. The FAA also requires that the remote PIC 
and VO coordinate to 1) scan the airspace where the small UA is operating for 
any potential collision hazard, and 2) maintain awareness of the position of 
the small UA through direct visual observation. This would be accomplished 
by the VO maintaining visual contact with the small UA and the surrounding 
airspace, and then communicating to the remote PIC and person manipulating 
the controls the flight status of the small UA and any hazards which may enter 
the area of operation, so that the remote PIC or person manipulating the 
controls can take appropriate action. 

5.7.2.2 To make this communication possible, the remote PIC, person manipulating 
the controls, and VO must work out a method of effective communication, 
which does not create a distraction and allows them to understand each other. 
The communication method must be determined prior to operation. This 
effective communication requirement would permit the use of 
communication-assisting devices, such as a hand-held radio, to facilitate 
communication from a distance. 

5.8 Operation Near Airports; in Certain Airspace; in Prohibited or Restricted Areas; or 
in the Proximity of Certain Areas Designated by a Notice to Airmen (NOTAM). 
Though many sUAS operations will occur in uncontrolled airspace, there are some that 
may need to operate in controlled airspace. Operations in Class B, Class C, or Class D 
airspace, or within the lateral boundaries of the surface area of Class E airspace 
designated for an airport, are not allowed unless that person has prior authorization from 
air traffic control (ATC). The link to the current authorization process can be found at 
www.faa.gov/uas/. The sUAS remote PIC must understand airspace classifications and 
requirements. Failure to do so would be in violation of the part 107 regulations and may 
potentially have an adverse safety effect. Although sUAS will not be subject to part 91, 
the equipage and communications requirements outlined in part 91 were designed to 
provide safety and efficiency in controlled airspace. Accordingly, while sUAS operating 
under part 107 are not subject to part 91, as a practical matter, ATC authorization or 
clearance may depend on operational parameters similar to those found in part 91. The 
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FAA has the authority to approve or deny aircraft operations based on traffic density, 
controller workload, communication issues, or any other type of operations that could 
potentially impact the safe and expeditious flow of air traffic in that airspace. Those 
planning sUAS operations in controlled airspace are encouraged to contact the FAA as 
early as possible. (For suggested references, please see paragraph 2.3.) 

5.8.1 Small UA Operations Near an Airport—Notification and Permissions. Unless the flight is 
conducted within controlled airspace, no notification or authorization is necessary to 
operate at or near an airport. When operating in the vicinity of an airport, the remote PIC 
must be aware of all traffic patterns and approach corridors to runways and landing areas. 
The remote PIC must avoid operating anywhere that the presence of the sUAS may 
interfere with operations at the airport, such as approach corridors, taxiways, runways, or 
helipads. Furthermore, the remote PIC must yield right-of-way to all other aircraft, 
including aircraft operating on the surface of the airport. 

5.8.1.1 Remote PICs are prohibited from operating their small UA in a manner that 
interferes with operations and traffic patterns at airports, heliports, and 
seaplane bases. While a small UA must always yield right-of-way to a 
manned aircraft, a manned aircraft may alter its flightpath, delay its landing, 
or take off in order to avoid an sUAS that may present a potential conflict or 
otherwise affect the safe outcome of the flight. For example, a UA hovering 
200 feet above a runway may cause a manned aircraft holding short of the 
runway to delay takeoff, or a manned aircraft on the downwind leg of the 
pattern to delay landing. While the UA in this scenario would not pose an 
immediate traffic conflict to the aircraft on the downwind leg of the traffic 
pattern or to the aircraft intending to take off, nor would it violate the 
right-of-way provision of § 107.37(a), the small UA would have interfered 
with the operations of the traffic pattern at an airport. 

5.8.1.2 In order to avoid interfering with operations in a traffic pattern, remote PICs 
should avoid operating in the traffic pattern or published approach corridors 
used by manned aircraft. When operational necessity requires the remote PIC 
to operate at an airport in uncontrolled airspace, the remote PIC should 
operate the small UA in such a way that the manned aircraft pilot does not 
need to alter his or her flightpath in the traffic pattern or on a published 
instrument approach in order to avoid a potential collision. Because remote 
PICs have an obligation to yield right-of-way to all other aircraft and avoid 
interfering in traffic pattern operations, the FAA expects that most remote 
PICs will avoid operating in the vicinity of airports because their aircraft 
generally do not require airport infrastructure, and the concentration of other 
aircraft increases in the vicinity of airports. 

5.8.2 Air Traffic Organization (ATO). The ATO does not have the authority to deny sUAS 
operations on the basis of equipage that exceeds the part 107 requirements. Because 
additional equipage and technologies, such as geo-fencing, have not been certificated by 
the FAA, they need to be examined on a case-by-case basis in order for the FAA to 
determine their reliability and functionality. Additionally, requiring ATC to review 
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equipage would place a burden on ATC and detract from other duties. Instead, a remote 
pilot who wishes to operate in controlled airspace because he or she can demonstrate 
mitigations through equipage may do so by applying for a waiver (see paragraph 5.19). 

5.8.3 Recurring or Long-Term Operations. For recurring or long-term operations in a given 
volume of controlled airspace, prior authorization could perhaps include a letter of 
agreement (LOA) to identify shortfalls and establish operating procedures for sUAS. 
This LOA will outline the ability to integrate into the existing air traffic operation and 
may improve the likelihood of access to the airspace where operations are proposed. This 
agreement will ensure all parties involved are aware of limitations and conditions and 
will enable the safe flow of aircraft operations in that airspace. For short-term or 
short-notice operations proposed in controlled airport airspace, a LOA may not be 
feasible. Prior authorization is required in all cases.    

5.8.4 Temporary Flight Restrictions. Certain temporary flight restrictions 
(http://tfr.faa.gov/tfr2/list.html) may be imposed by way of a NOTAM 
(https://pilotweb.nas.faa.gov/PilotWeb/). Therefore, it is necessary for the sUAS remote 
PIC to check for NOTAMs before each flight to determine if there are any applicable 
airspace restrictions. 

5.8.5 Type of Airspace. It is important that sUAS remote PICs also be aware of the type of 
airspace in which they will be operating their small UA. Referring to the B4UFly app or a 
current aeronautical chart (http://faacharts.faa.gov/) of the intended operating area will 
aid the sUAS remote PIC’s decisionmaking regarding operations in the NAS. 

5.9 Preflight Familiarization, Inspection, and Actions for Aircraft Operation. The 
remote PIC must complete a preflight familiarization, inspection, and other actions, such 
as crewmember briefings, prior to beginning flight operations. The FAA has produced 
many publications providing in-depth information on topics such as aviation weather, 
aircraft loading and performance, emergency procedures, ADM, and airspace, which 
should all be considered prior to operations (see paragraph 5.20). Additionally, all remote 
pilots are encouraged to review FAA publications (see paragraph 2.3). 

5.9.1 Prior to Flight. The remote PIC must: 

1. Conduct an assessment of the operating environment. The assessment must 
include at least the following: 

• Local weather conditions, 

• Local airspace and any flight restrictions, 

• The location of persons and property on the surface, and 

• Other ground hazards. 
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2. Ensure that all persons directly participating in the small UA operation are 
informed about the following: 

• Operating conditions, 

• Emergency procedures, 

• Contingency procedures, 

• Roles and responsibilities of each person involved in the operation, and 

• Potential hazards. 
3. Ensure that all control links between the CS and the small UA are working 

properly. For example, before each flight, the remote PIC must determine that 
the small UA flight control surfaces necessary for the safety of flight are 
moving correctly through the manipulation of the small UA CS. If the remote 
PIC observes that one or more of the control surfaces are not responding 
correctly to CS inputs, then the remote PIC may not conduct flight operations 
until correct movement of all flight control surface(s) is established. 

4. Ensure there is sufficient power to continue controlled flight operations to a 
normal landing. One of the ways that this could be done is by following the 
sUAS manufacturer’s operating manual power consumption tables. Another 
method would be to include a system on the sUAS that detects power levels 
and alerts the remote pilot when remaining aircraft power is diminishing to a 
level that is inadequate for continued flight operation. 

5. Ensure that any object attached or carried by the small UA is secure and does 
not adversely affect the flight characteristics or controllability of the aircraft. 

6. Ensure that all necessary documentation is available for inspection, including 
the remote PIC’s remote pilot certificate, aircraft registration (if required), and 
Certificate of Waiver (CoW) (if applicable). 

5.9.2 Safety Risk Assessment. These preflight familiarizations, inspections, and actions can be 
accomplished as part of an overall safety risk assessment. The FAA encourages the 
remote PIC to conduct the overall safety risk assessment as a method of compliance with 
the prohibition on operations over certain persons and the requirement to remain clear of 
other aircraft, which are discussed in paragraphs 5.11 and 5.12. Appendix A provides 
additional guidance on how to conduct an overall safety risk assessment. 

5.10 Operating Limitations for Small UA. The small UA must be operated in accordance 
with the following limitations: 

• Cannot be flown faster than a groundspeed of 87 knots (100 miles per hour); 

• Cannot be flown higher than 400 feet above ground level (AGL), unless flown within 
a 400-foot radius of a structure and does not fly higher than 400 feet above the 
structure’s immediate uppermost limit; 

• Minimum visibility, as observed from the location of the CS, may not be less than 
3 statute miles (sm); and 
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• Minimum distance from clouds being no less than 500 feet below a cloud and no less 
than 2000 feet horizontally from the cloud. 

Note: These operating limitations are intended, among other things, to support 
the remote pilot’s ability to identify hazardous conditions relating to 
encroaching aircraft or persons on the ground, and to take the appropriate 
actions to maintain safety. 

5.10.1 Determining Groundspeed. There are many different types of sUAS and different ways to 
determine groundspeed. Therefore, this guidance will only touch on some of the possible 
ways for the remote PIC to ensure that the small UA does not exceed a groundspeed of 
87 knots during flight operations. Some of the possible ways to ensure that 87 knots is 
not exceeded are as follows: 

• Installing a Global Positioning System (GPS) device on the small UA that reports 
groundspeed information to the remote pilot, wherein the remote pilot takes into 
account the wind direction and speed and calculates the small UA airspeed for a given 
direction of flight, or 

• Timing the groundspeed of the small UA when it is flown between two or more fixed 
points, taking into account wind speed and direction between each point, then noting 
the power settings of the small UA to operate at or less than 87 knots groundspeed, or 

• Using the small UA’s manufacturer design limitations (e.g., installed groundspeed 
limiters). 

5.10.2 Determining Altitude. In order to comply with the maximum altitude requirements of 
part 107, as with determining groundspeed, there are multiple ways to determine a 
small UA’s altitude above the ground or structure. Some possible ways for a remote pilot 
to determine altitude are as follows: 

• Installing a calibrated altitude reporting device on the small UA that reports the 
small UA altitude above mean sea level (MSL) to the remote pilot, wherein the 
remote pilot subtracts the MSL elevation of the CS from the small UA reported MSL 
altitude to determine the small UA AGL altitude above the terrain or structure; 

• Installing a GPS device on the small UA that also has the capability of reporting MSL 
altitude to the remote pilot; 

• With the small UA on the ground, have the remote pilot and VO pace off 400 feet 
from the small UA to get a visual perspective of the small UA at that distance, 
wherein the remote pilot and VO maintain that visual perspective or closer while the 
small UA is in flight; or 

• Using the known height of local rising terrain and/or structures as a reference. 

5.10.3 Visibility and Distance from Clouds. Once the remote PIC and VO have been able to 
reliably establish the small UA AGL altitude, it is incumbent on the remote PIC to 
determine that visibility from the CS is at least 3 sm and that the small UA is kept at least 
500 feet below a cloud and at least 2,000 feet horizontally from a cloud. One of the ways 
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to ensure adherence to the minimum visibility and cloud clearance requirements is to 
obtain local aviation weather reports that include current and forecast weather conditions. 
If there is more than one local aviation reporting station near the operating area, the 
remote PIC should choose the closest one that is also the most representative of the 
terrain surrounding the operating area. If local aviation weather reports are not available, 
then the remote PIC may not operate the small UA if he or she is not able to determine 
the required visibility and cloud clearances by other reliable means. It is imperative that 
the UA not be operated above any cloud, and that there are no obstructions to visibility, 
such as smoke or a cloud, between the UA and the remote PIC. 

5.11 Prohibited Operation Over Persons. Part 107 prohibits a person from flying a small 
UA directly over a person who is not under a safe cover, such as a protective structure or 
a stationary vehicle. However, a small UA may be flown over a person who is directly 
participating in the operation of the sUAS, such as the remote PIC, other person 
manipulating the controls, a VO, or crewmembers necessary for the safety of the sUAS 
operation, as assigned and briefed by the remote PIC. There are several ways that the 
sUAS remote PIC can comply with these requirements, such as: 

• Selecting an operational area (site) that is clearly unpopulated/uninhabited. If 
selecting a site that is populated/inhabited, have a plan of action which ensures 
persons remain clear of the operating area, remain indoors, or remain under safe 
cover until such time that the small UA flight has ended. Safe cover is a structure or 
stationary vehicle that would protect a person from harm if the small UA were to 
crash into that structure or vehicle; 

• Establishing an operational area in which the remote PIC has taken reasonable 
precautions to keep free of persons not directly participating in the operation of the 
sUAS; 

• Choosing an operating area that is sparsely populated, or, ideally, clear of persons if 
operating a small UA from a moving vehicle; 

• Having a plan of action that ensures the small UA remains clear of persons who may 
enter the operating area. 

• Adopt an appropriate operating distance from persons not directly participating in the 
operation of the sUAS. 

5.12 Remaining Clear of Other Aircraft. A remote PIC has a responsibility to operate the 
small UA so it remains clear of and yields to all other aircraft. This is traditionally 
referred to as “see and avoid.” To satisfy this responsibility, the remote PIC must know 
the location and flight path of his or her small UA at all times. The remote PIC must be 
aware of other aircraft, persons, and property in the vicinity of the operating area, and 
maneuver the small UA to avoid a collision, as well as prevent other aircraft from having 
to take action to avoid the small UA. 

5.13 Operations from Moving Vehicles. Part 107 permits operation of an sUAS from a 
moving land or water-borne vehicle over a sparsely-populated area. However, operation 
from a moving aircraft is prohibited. Additionally, small UA transporting another 
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person’s property for compensation or hire may not be operated from any moving 
vehicle. 

5.13.1 Waiving the Sparsely-Populated Area Provision. Although the regulation states that 
operations from a moving vehicle may only be conducted over a sparsely-populated area, 
this provision may be waived (see paragraph 5.19). The operation is subject to the same 
restrictions that apply to all other part 107 operations. For instance, the remote PIC 
operating from a moving vehicle is still required to maintain VLOS and operations are 
still prohibited over persons not directly involved in the operation of the sUAS unless 
under safe cover. The remote PIC is also responsible for ensuring that no person is 
subject to undue risk as a result of LOC of the small UA for any reason. If a VO is not 
located in the same vehicle as the remote PIC, the VO and remote PIC must still maintain 
effective communication. 

5.13.2 Careless or Reckless Operation of sUAS. Part 107 also prohibits careless or reckless 
operation of an sUAS. Flying an sUAS while driving a moving vehicle is considered to 
be careless or reckless because the person’s attention would be hazardously divided. 
Therefore, the remote PIC or person manipulating the flight controls cannot operate an 
sUAS and drive a moving vehicle in a safe manner and remain in compliance with 
part 107. 

5.13.3 Applicable Laws. Other laws, such as state and local traffic laws, may also apply to the 
conduct of a person driving a vehicle. Many states currently prohibit distracted driving 
and state or local laws may also be amended in the future to impose restrictions on how 
cars and public roads may be used with regard to an sUAS operation. The FAA 
emphasizes that people involved in an sUAS operation are responsible for complying 
with all applicable laws and not just the FAA’s regulations. 

5.14 Transportation of Property. Part 107 permits transportation of property by sUAS for 
compensation or hire. These operations must be conducted within a confined area and in 
compliance with the operating restrictions of part 107. When conducting the 
transportation of property, the transport must occur wholly within the bounds of a state. 
It may not involve transport between, 1) Hawaii and another place in Hawaii through 
airspace outside Hawaii, 2) the District of Columbia (DC) and another place in DC, or 
3) a territory or possession of the United States and another place in the same territory or 
possession, as this is defined by statute as interstate air transportation. 

5.14.1 Limitations. As with other operations in part 107, sUAS operations involving the 
transport of property must be conducted within VLOS of the remote pilot. While the 
VLOS limitation can be waived for some operations under the rule, it cannot for 
transportation of property. Additionally, part 107 does not allow the operation of an 
sUAS from a moving vehicle or aircraft if the small UA is being used to transport 
property for compensation or hire. This limitation cannot be waived. The maximum total 
weight of the small UA (including any property being transported) is limited to under 
55 pounds. Additionally, other provisions of part 107 require the remote pilot to know the 
UA’s location; to determine the UA’s attitude, altitude, and direction; to yield the 
right-of-way to other aircraft; and to maintain the ability to see and avoid other aircraft. 
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5.14.2 Hazardous Materials. Part 107 does not allow the carriage of hazardous materials because 
the carriage of hazardous materials poses a higher level of risk. 

5.15 Operations while Impaired. Part 107 does not allow operation of an sUAS if the remote 
PIC, person manipulating the controls, or VO is unable to safely carry out his or her 
responsibilities. It is the remote PIC’s responsibility to ensure all crewmembers are not 
participating in the operation while impaired. While drug and alcohol use are known to 
impair judgment, certain over-the-counter medications and medical conditions could also 
affect the ability to safely operate a small UA. For example, certain antihistamines and 
decongestants may cause drowsiness. We also emphasize that part 107 prohibits a person 
from serving as a remote PIC, person manipulating the controls, VO, or other 
crewmember if he or she: 

• Consumed any alcoholic beverage within the preceding 8 hours; 

• Is under the influence of alcohol; 

• Has a blood alcohol concentration of .04 percent or greater; and/or 

• Is using a drug that affects the person’s mental or physical capabilities. 

5.15.1 Medical Conditions. Certain medical conditions, such as epilepsy, may also create a risk 
to operations. It is the remote PIC’s responsibility to determine that their medical 
condition is under control and they can safely conduct a UAS operation. 

5.16 Daylight Operations. Part 107 prohibits operation of an sUAS at night, which is defined 
in part 1 as the time between the end of evening civil twilight and the beginning of 
morning civil twilight, as published in The Air Almanac, converted to local time. In the 
continental United States (CONUS), evening civil twilight is the period of sunset until 
30 minutes after sunset and morning civil twilight is the period of 30 minutes prior to 
sunrise until sunrise. In Alaska, the definition of civil twilight differs and is described in 
The Air Almanac. The Air Almanac provides tables which are used to determine sunrise 
and sunset at various latitudes. These tables can also be downloaded from the Naval 
Observatory and customized for your location. The link for the Naval Observatory is 
http://aa.usno.navy.mil/publications/docs/aira.php. 

5.16.1 Civil Twilight Operations. When sUAS operations are conducted during civil twilight, 
the small UA must be equipped with anticollision lights that are capable of being visible 
for at least 3 sm. However, the remote PIC may reduce the visible distance of the lighting 
less than 3 sm during a given flight if he or she has determined that it would be in the 
interest of safety to do so, for example if it impacts his or her night vision. sUAS not 
operated during civil twilight are not required to be equipped with anti-collision lighting. 

5.17 In-Flight Emergency. An in-flight emergency is an unexpected and unforeseen serious 
occurrence or situation that requires urgent, prompt action. In case of an in-flight 
emergency, the remote PIC is permitted to deviate from any rule of part 107 to the extent 
necessary to respond to that emergency. A remote PIC who exercises this emergency 
power to deviate from the rules of part 107 is required, upon FAA request, to send a 
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written report to the FAA explaining the deviation. Emergency action should be taken in 
such a way as to minimize injury or damage to property. 

5.18 Careless or Reckless Operation. As with manned aircraft, remote PICs are prohibited 
from engaging in a careless or reckless operation. We also note that because sUAS have 
additional operating considerations that are not present in manned aircraft operations, 
there may be additional activity that would be careless or reckless if conducted using 
an sUAS. For example, failure to consider weather conditions near structures, trees, or 
rolling terrain when operating in a densely populated area could be determined as 
careless or reckless operation. 

5.19 Certificate of Waiver. Part 107 includes the option to apply for a Certificate of Waiver 
(CoW). This CoW will allow an sUAS operation to deviate from certain provisions of 
part 107 if the Administrator finds that the proposed operation can be safely conducted 
under the terms of that CoW. A list of the waivable sections of part 107 can be found in 
§ 107.205 and are listed below: 

• Section 107.25, Operation from a moving vehicle or aircraft. However, no waiver of 
this provision will be issued to allow the carriage of property of another by aircraft 
for compensation or hire. 

• Section 107.29, Daylight operation. 

• Section 107.31, Visual line of sight aircraft operation. However, no waiver of this 
provision will be issued to allow the carriage of property of another by aircraft for 
compensation or hire. 

• Section 107.33, Visual observer. 

• Section 107.35, Operation of multiple small unmanned aircraft systems. 

• Section 107.37(a), Yielding the right of way. 

• Section 107.39, Operation over people. 

• Section 107.41, Operation in certain airspace. 

• Section 107.51, Operating limitations for small unmanned aircraft. 

5.19.1 Applying for a CoW. To apply for a CoW under § 107.200, an applicant must go to 
www.faa.gov/uas/ and follow the instructions. 

5.19.2 Application Process. The application must contain a complete description of the proposed 
operation and a justification, including supporting data and documentation (as necessary), 
that establishes that the proposed operation can safely be conducted under the terms of a 
CoW. Although not required by part 107, the FAA encourages applicants to submit their 
application at least 90 days prior to the start of the proposed operation. The FAA will 
strive to complete review and adjudication of waivers within 90 days; however, the time 
required for the FAA to make a determination regarding waiver requests will vary based 
on the complexity of the request. The amount of data and analysis required as part of the 
application will be proportional to the specific relief that is requested. For example, a 
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request to waive several sections of part 107 for an operation that takes place in a 
congested metropolitan area with heavy air traffic will likely require significantly more 
data and analysis than a request to waive a single section for an operation that takes place 
in a sparsely-populated area with minimal air traffic. If a CoW is granted, that certificate 
may include specific special provisions designed to ensure that the sUAS operation may 
be conducted as safely as one conducted under the provisions of part 107. A listing of 
standard special provisions for part 107 waivers will be available on the FAA’s Web site 
at http://www.faa.gov/uas/. 

5.20 Supplemental Operational Information. Appendix B, Supplemental Operational 
Information, contains expanded information regarding operational topics that should be 
considered prior to operations.
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CHAPTER 6.  PART 107 SUBPART C, REMOTE PILOT CERTIFICATION 

6.1 Applicability. This chapter provides guidance regarding the airman certification 
requirements and procedures for persons acting as remote pilot in command (PIC) of a 
small UA operated in the National Airspace System (NAS). In the aviation context, the 
FAA typically refers to “licensing” as “certification.” 

6.2 Remote Pilot Certification. A person exercising the authority of PIC in compliance with 
part 107 is considered a “remote pilot in command” (remote PIC). As such, prior to 
acting as remote PIC, he or she must obtain a remote pilot certificate with an sUAS 
rating. 

6.3 Eligibility. A person applying for a remote pilot certificate with an sUAS rating must 
meet and maintain the following eligibility requirements, as applicable: 

• Be at least 16 years of age. 

• Be able to read, speak, write, and understand the English language. However, the 
FAA may make an exception if the person is unable to meet one of these 
requirements due to medical reasons, such as a hearing impairment. 

• Be in a physical and mental condition that would not interfere with the safe operation 
of an sUAS. 

• Pass the initial aeronautical knowledge test at an FAA-approved knowledge testing 
center (KTC). However, a person who already holds a pilot certificate issued under 
14 CFR part 61, except a student pilot certificate, and has successfully completed a 
flight review in accordance with part 61 within the previous 24 calendar-months is 
only required to successfully complete a part 107 online training course, found at 
www.faasafety.gov. For more information concerning aeronautical knowledge tests 
and training, see paragraph 6.6. 

6.4 Application Process. This paragraph provides guidance on how a person can apply for a 
remote pilot certificate. 

6.4.1 Applicants Without Part 61 Certificates. A person who does not have a part 61 pilot 
certificate or a part 61 certificate holder who has not completed a part 61 flight review in 
the previous 24 calendar-months must use the following process. A part 61 pilot who has 
completed a flight review within the previous 24 calendar-months may elect to use this 
process. 

1. Pass an initial aeronautical knowledge test administered at a KTC (see 
paragraph 6.6). 

2. Complete the Remote Pilot Certificate and/or Rating Application for a remote 
pilot certificate (FAA Form 8710-13). 

• Option 1 (Online Form): This is the fastest and simplest method. The 
FAA Form 8710-13 application should be completed online using the electronic 
FAA Integrated Airmen Certificate and/or Rating Application (IACRA) system 
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(https://iacra.faa.gov/iacra/). The applicant must have already passed an initial 
aeronautical knowledge test. Once registered with IACRA, he or she will login 
with their username and password. Click on “Start New Application” and, 
1) Application Type “Pilot”, 2) Certifications “Remote Pilot,” 3) “Other Path 
Information,” and 4) “Start Application.” Continue through the application 
process and, when prompted, the applicant will enter the 17-digit Knowledge Test 
Exam ID from the knowledge test in IACRA. It may take up to 48 hours from the 
test date for the knowledge test to appear in IACRA. The KTC test proctor will be 
the one that verified the identity of the applicant. Once the applicant completes 
the online application in IACRA, he or she will sign the application electronically 
and submit it to the Airman Registry for processing. No FAA representative will 
be required to sign the application if the applicant was able to self-certify. 

Note: When the applicant uses this online option, the application will be 
transmitted electronically from the applicant to the Airman Registry. The 
only electronic signature that will be reflected on the IACRA application 
will be the applicant’s. The applicant will then receive a confirmation 
email once his or her application has completed the Transportation 
Security Administration (TSA) vetting process. The email will provide 
information that will allow the applicant to log into the IACRA system 
and print a copy of the temporary certificate.  

• Option 2 (Paper Application): An applicant could also submit a paper 
application. If the applicant chooses the paper method, the original initial 
aeronautical knowledge test report must be mailed with the application to the 
following address: 

DOT/FAA 
Airmen Certification Branch (AFS-760) 

P.O. Box 25082 
Oklahoma City, OK 73125 

Note: A temporary airman certificate will not be provided to the remote 
pilot applicant if they do not hold a part 61 certificate. For this reason, it 
would be of the applicant’s best interest to utilize Option 1 (IACRA 
system) instead of the paper method, in order to receive a temporary 
airman certificate once the application has completed the TSA vetting 
process. 

3. Receive permanent remote pilot certificate once all other FAA internal 
processing is complete. 

6.4.2 Applicants with Part 61 Certificates. Instead of the process described above, a person 
who holds a part 61 pilot certificate, except a student pilot certificate, and has completed 
a flight review within the previous 24 calendar-months may elect to apply using the 
following process: 
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1. Complete the online course (Part 107 small Unmanned Aircraft Systems 
(sUAS), ALC-451) located within the FAA Safety Team (FAASTeam) 
Web site (www.faasafety.gov) and receive a completion certificate. 

2. Complete the Remote Pilot Certificate and/or Rating Application for a remote 
pilot certificate (FAA Form 8710-13). 

• Option 1 (Online Application): In almost all cases, the application should be 
completed online using the electronic FAA IACRA system 
(https://iacra.faa.gov/iacra/). The applicant must include verification that he or she 
completed the online course or passed an initial aeronautical knowledge test. The 
applicable official document(s) must be uploaded into IACRA either by the 
applicant or the certifying officer. 

• Option 2 (Paper): The application may be completed on paper. Using this 
method, the certificate of completion for the online course or original initial 
aeronautical knowledge test report must be included with the application. Please 
note that the processing time will be increased if a paper application is used. 

3. Contact a FSDO, an FAA DPE, an ACR, or an FAA CFI to make an 
appointment to validate the applicant’s identification. The applicant must 
present the completed FAA Form 8710-13 along with the online course 
completion certificate or knowledge test report (as applicable) and proof of a 
current flight review. The FAA Form 8710-13 application will be signed by 
the applicant after the FSDO, DPE, ACR, or CFI examines the applicant’s 
photo identification and verifies the applicant’s identity. The FAA 
representative will then sign the application. The identification presented must 
include a photograph of the applicant, the applicant’s signature, and the 
applicant’s actual residential address (if different from the mailing address). 
This information may be presented in more than one form of identification. 
Acceptable methods of identification include, but are not limited to 
U.S. drivers’ licenses, government identification cards, passports, and military 
identification cards (refer to AC 61-65). If using paper or IACRA method, an 
appropriate FSDO representative, a DPE, or an ACR will issue the applicant a 
temporary airman certificate. 

Note: A CFI is not authorized to issue a temporary certificate. They can 
process applications for applicants who do not need a temporary certificate. If 
using IACRA and the applicant is utilizing a CFI as the FAA representative, 
the applicant can print their own temporary airman certificate after receiving an 
email from the FAA notifying them that it is available. If using the paper 
method and the applicant is utilizing a CFI as the FAA representative, the 
applicant will not be issued a temporary airman certificate. Once the FSDO has 
signed and approved the application, it will be mailed to the Registry for the 
issuance of the permanent certificate. 

4. Receive permanent remote pilot certificate once all other FAA internal 
processing is complete. 
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6.5 Security Disqualification. After the FAA receives the application, the TSA will 
automatically conduct a background security screening of the applicant prior to issuance 
of a remote pilot certificate. If the security screening is successful, the FAA will issue a 
permanent remote pilot certificate. If the security screening is not successful, the 
applicant will be disqualified and a temporary pilot certificate will not be issued. 
Individuals who believe that they improperly failed a security threat assessment may 
appeal the decision to the TSA. 

6.6 Aeronautical Knowledge Tests (Initial and Recurrent). It is important to have and 
retain the knowledge necessary to operate a small UA in the NAS. This aeronautical 
knowledge can be obtained through self-study, taking an online training course, taking an 
in-person training course, or any combination thereof. The FAA has published the 
Small Unmanned Aircraft Systems Airman Certification Standard 
(https://www.faa.gov/training_testing/testing/acs/) that provides the necessary reference 
material. 

Note: The below information regarding initial and recurrent knowledge tests 
apply to persons who do not hold a current part 61 airman certificate. 

6.6.1 Initial Test. As described in paragraph 6.4, a person applying for remote pilot certificate 
with an sUAS rating must pass an initial aeronautical knowledge test given by an 
FAA-approved KTC. The initial knowledge test will cover the aeronautical knowledge 
areas listed below:  

1. Applicable regulations relating to sUAS rating privileges, limitations, and 
flight operation; 

2. Airspace classification and operating requirements, and flight restrictions 
affecting small UA operation; 

3. Aviation weather sources and effects of weather on small UA performance; 
4. Small UA loading and performance; 
5. Emergency procedures; 
6. Crew Resource Management (CRM); 
7. Radio communication procedures; 
8. Determining the performance of small UA; 
9. Physiological effects of drugs and alcohol; 
10. Aeronautical decision-making (ADM) and judgment; 
11. Airport operations; and 
12. Maintenance and preflight inspection procedures. 

6.6.1.1 A part 61 certificate holder who has completed a flight review within the 
previous 24 calendar-months may complete an initial online training course 
instead of taking the knowledge test (see paragraph 6.7). 
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6.6.1.2 Additional information on some of the knowledge areas listed above can be 
found in Appendix B. 

6.6.2 Recurrent Test. After a person receives a remote pilot certificate with an sUAS rating, 
that person must retain and periodically update the required aeronautical knowledge to 
continue to operate a small UA in the NAS. To continue exercising the privileges of a 
remote pilot certificate, the certificate holder must pass a recurrent aeronautical 
knowledge test within 24 calendar-months of passing either an initial or recurrent 
aeronautical knowledge test. A part 61 pilot certificate holder who has completed a flight 
review within the previous 24 calendar-months may complete a recurrent online training 
course instead of taking the knowledge test. 

6.6.2.1 Figure 6-1, Recurrent Test Cycle Examples, illustrates an individual’s 
possible renewal cycles. 

Figure 6-1. Recurrent Test Cycle Examples 

Person passes an initial aeronautical 
knowledge test on 
September 13, 2016. 

then 
Recurrent knowledge test must be 
passed no later than 
September 30, 2018, which does not 
exceed 24 calendar-months. 

Person does not pass recurrent 
knowledge test until 
October 5, 2018. 

then 
Person may not exercise the privileges 
of the remote pilot certificate between 
October 1, 2018, and October 5, 2018, 
when the test is passed. The next 
recurrent knowledge test must be passed 
no later than October 31, 2020, which 
does not exceed 24 calendar-months. 

Person elects to take recurrent 
knowledge test prior to 
October 2020. The recurrent 
knowledge test is taken and passed 
on July 15, 2020. 

then 
The next recurrent knowledge test must 
be passed no later than July 31, 2022, 
which does not exceed 
24 calendar-months. 

6.6.2.2 The recurrent aeronautical knowledge test areas are as follows: 

1. Applicable regulations relating to sUAS rating privileges, 
limitations, and flight operation; 

2. Airspace classification and operating requirements and flight 
restrictions affecting small UA operation; 

3. Emergency procedures; 
4. CRM; 
5. ADM and judgment; 
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6. Airport operations; and 
7. Maintenance and preflight inspection procedures. 

6.6.3 Test Providers. KTCs will administer initial and recurrent examinations provided by the 
FAA. In order to take an aeronautical knowledge test, an applicant will be required to 
schedule an appointment with the KTC providing proper government-issued photo 
identification to the KTC on the day of scheduled testing. The location of the closest 
KTC can be found at http://www.faa.gov/training_testing/testing/media/test_centers.pdf. 

6.7 Aeronautical Knowledge Training Course (Initial and Recurrent). This section is 
applicable only to persons who hold a part 61 airman certificate, other than a student pilot 
certificate, and have a current flight review. 

6.7.1 Initial Training Course. As described in paragraph 6.4, a pilot applying for a remote pilot 
certificate may complete an initial training course instead of the knowledge test. The 
training course can be taken online at www.faasafety.gov. The initial training course will 
cover the aeronautical knowledge areas listed below: 

1. Applicable regulations relating to sUAS rating privileges, limitations, and 
flight operation; 

2. Effects of weather on small UA performance; 
3. Small UA loading and performance; 
4. Emergency procedures; 
5. CRM; 
6. Determining the performance of small UA; and 
7. Maintenance and preflight inspection procedures. 

Note: Additional information on some of the knowledge areas listed above can 
be found in Appendix B. 

6.7.2 Recurrent Training Course. After a pilot receives a remote pilot certificate with an sUAS 
rating, that person must retain and periodically update the required aeronautical 
knowledge to continue to operate a small UA in the NAS. As a renewal process, the 
remote pilot must complete either a recurrent training course or a recurrent knowledge 
test within 24 calendar-months of passing either an initial or recurrent aeronautical 
knowledge test. Figure 6-2, Recurrent Training Course Cycle Examples, illustrates an 
individual’s possible renewal cycles. 
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Figure 6-2. Recurrent Training Course Cycle Examples 

Person passes an initial aeronautical 
knowledge test on 
September 13, 2016. 

then 
Recurrent training course must be 
completed no later than 
September 30, 2018, which does not 
exceed 24 calendar-months. 

Person does not complete recurrent 
training course until 
October 5, 2018. 

then 
Person may not exercise the privileges 
of the remote pilot certificate between 
October 1, 2018, and October 5, 2018, 
when the course is completed. The next 
recurrent training course must be 
completed no later than 
October 31, 2020, which does not 
exceed 24 calendar-months. 

Person elects to complete recurrent 
training course prior to 
October 2020. The recurrent 
training course is taken and 
completed on July 15, 2020. 

then 
The next recurrent training course must 
be completed no later than 
July 31, 2022, which does not exceed 
24 calendar-months. 

6.7.2.1 The recurrent training course areas are as follows: 

1. Applicable regulations relating to sUAS rating privileges, 
limitations, and flight operation; 

2. Emergency procedures; 
3. CRM; and 
4. Maintenance and preflight inspection procedures.
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CHAPTER 7.  sUAS MAINTENANCE AND INSPECTION 

7.1 Applicability. Section 107.15 requires the remote PIC to perform checks of the UA prior 
to each flight to determine if the sUAS is in a condition for safe operation. This chapter 
provides guidance on how to inspect and maintain an sUAS. Additionally, Appendix C, 
sUAS Maintenance and Inspection Best Practices, contains expanded information and 
best practices for sUAS maintenance and inspection. 

7.2 Maintenance. sUAS maintenance includes scheduled and unscheduled overhaul, repair, 
inspection, modification, replacement, and system software upgrades of the sUAS and its 
components necessary for flight. Whenever possible, the operator should maintain the 
sUAS and its components in accordance with manufacturer’s instructions. The aircraft 
manufacturer may provide the maintenance program, or, if one is not provided, the 
applicant may choose to develop one. See paragraph 7.3.5 for suggested benefits of 
recordkeeping. 

7.2.1 Scheduled Maintenance. The sUAS manufacturer may provide documentation for 
scheduled maintenance of the entire UA and associated system equipment. There may be 
components of the sUAS that are identified by the manufacturer to undergo scheduled 
periodic maintenance or replacement based on time-in-service limits (such as flight 
hours, cycles, and/or the calendar-days). All manufacturer scheduled maintenance 
instructions should be followed in the interest of achieving the longest and safest service 
life of the sUAS. 

7.2.1.1 If there are no scheduled maintenance instructions provided by the sUAS 
manufacturer or component manufacturer, the operator should establish a 
scheduled maintenance protocol. This could be done by documenting any 
repair, modification, overhaul, or replacement of a system component 
resulting from normal flight operations, and recording the time-in-service for 
that component at the time of the maintenance procedure. Over time, the 
operator should then be able to establish a reliable maintenance schedule for 
the sUAS and its components. 

7.2.2 Unscheduled Maintenance. During the course of a preflight inspection, the remote PIC 
may discover that an sUAS component is in need of servicing (such as lubrication), 
repair, modification, overhaul, or replacement outside of the scheduled maintenance 
period as a result of normal flight operations or resulting from a mishap. In addition, the 
sUAS manufacturer or component manufacture may require an unscheduled system 
software update to correct a problem. In the event such a condition is found, the remote 
PIC should not conduct flight operations until the discrepancy is corrected. 

7.2.3 Performing Maintenance. In some instances, the sUAS or component manufacturer may 
require certain maintenance tasks be performed by the manufacturer or by a person or 
facility (personnel) specified by the manufacturer. It is highly recommended that the 
maintenance be performed in accordance with the manufacturer’s instructions. However, 
if the operator decides not to use the manufacturer or personnel recommended by the 
manufacturer and is unable to perform the required maintenance, the operator should 
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consider the expertise of maintenance personnel familiar with the specific sUAS and its 
components. In addition, though not required, the use of certificated maintenance 
providers are encouraged, which may include repair stations, holders of mechanic and 
repairman certificates, and persons working under the supervision of these mechanics and 
repairman. 

7.2.3.1 If the operator or other maintenance personnel are unable to repair, modify, or 
overhaul an sUAS or component back to its safe operational specification, 
then it is advisable to replace the sUAS or component with one that is in a 
condition for safe operation. It is important that all required maintenance be 
completed before each flight, and preferably in accordance with the 
manufacturer’s instructions or, in lieu of that, within known industry best 
practices. 

7.3 Preflight Inspection. Before each flight, the remote PIC must inspect the sUAS to 
ensure that it is in a condition for safe operation, such as inspecting for equipment 
damage or malfunction(s). The preflight inspection should be conducted in accordance 
with the sUAS manufacturer’s inspection procedures when available (usually found in 
the manufacturer’s owner or maintenance manual) and/or an inspection procedure 
developed by the sUAS owner or operator. 

7.3.1 Creating an Inspection Program. As an option, the sUAS owner or operator may wish to 
create an inspection program for their UAS. The person creating an inspection program 
for a specific sUAS may find sufficient details to assist in the development of a suitable 
inspection program tailored to a specific sUAS in a variety of industry programs. 

7.3.2 Scalable Preflight Inspection. The preflight check as part of the inspection program 
should include an appropriate UAS preflight inspection that is scalable to the UAS, 
program, and operation to be performed prior to each flight. An appropriate preflight 
inspection should encompass the entire system in order to determine a continued 
condition for safe operation prior to flight. 

7.3.3 Title 14 CFR Part 43 Appendix D Guidelines. Another option and best practice may 
include the applicable portions of part 43 appendix D as an inspection guideline 
correlating to the UA only. System-related equipment, such as, but not limited to, the CS, 
data link, payload, or support equipment, are not included in the list in appendix D. 
Therefore, these items should be included in a comprehensive inspection program for the 
UAS. 

7.3.4 Preflight Inspection Items. Even if the sUAS manufacturer has a written preflight 
inspection procedure, it is recommended that the remote PIC ensure that the following 
inspection items are incorporated into the preflight inspection procedure required by 
part 107 to help the remote PIC determine that the sUAS is in a condition for safe 
operation. The preflight inspection should include a visual or functional check of the 
following items: 
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1. Visual condition inspection of the UAS components; 
2. Airframe structure (including undercarriage), all flight control surfaces, and 

linkages; 
3. Registration markings, for proper display and legibility; 
4. Moveable control surface(s), including airframe attachment point(s); 
5. Servo motor(s), including attachment point(s); 
6. Propulsion system, including powerplant(s), propeller(s), rotor(s), ducted 

fan(s), etc.; 
7. Verify all systems (e.g., aircraft and control unit) have an adequate energy 

supply for the intended operation and are functioning properly; 
8. Avionics, including control link transceiver, communication/navigation 

equipment, and antenna(s); 
9. Calibrate UAS compass prior to any flight; 
10. Control link transceiver, communication/navigation data link transceiver, and 

antenna(s); 
11. Display panel, if used, is functioning properly; 
12. Check ground support equipment, including takeoff and landing systems, for 

proper operation; 
13. Check that control link correct functionality is established between the aircraft 

and the CS; 
14. Check for correct movement of control surfaces using the CS; 
15. Check onboard navigation and communication data links; 
16. Check flight termination system, if installed; 
17. Check fuel for correct type and quantity; 
18. Check battery levels for the aircraft and CS; 
19. Check that any equipment, such as a camera, is securely attached; 
20. Verify communication with UAS and that the UAS has acquired GPS location 

from at least four satellites; 
21. Start the UAS propellers to inspect for any imbalance or irregular operation; 
22. Verify all controller operation for heading and altitude; 
23. If required by flight path walk through, verify any noted obstructions that may 

interfere with the UAS; and 
24. At a controlled low altitude, fly within range of any interference and recheck 

all controls and stability. 
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7.3.5 Benefits of Recordkeeping. sUAS owners and operators may find recordkeeping to be 
beneficial. This could be done by documenting any repair, modification, overhaul, or 
replacement of a system component resulting from normal flight operations, and 
recording the time-in-service for that component at the time of the maintenance 
procedure. Over time, the operator should then be able to establish a reliable maintenance 
schedule for the sUAS and its components. Recordkeeping that includes a record of all 
periodic inspections, maintenance, preventative maintenance, repairs, and alterations 
performed on the sUAS could be retrievable from either hardcopy and/or electronic 
logbook format for future reference. This includes all components of the sUAS, 
including: small UA, CS, launch and recovery equipment, C2 link equipment, payload, 
and any other components required to safely operate the sUAS. Recordkeeping of 
documented maintenance and inspection events reinforces owner/operator responsibilities 
for airworthiness through systematic condition for safe flight determinations. 
Maintenance and inspection recordkeeping provides retrievable empirical evidence of 
vital safety assessment data defining the condition of safety-critical systems and 
components supporting the decision to launch. Recordkeeping of an sUAS may provide 
essential safety support for commercial operators that may experience rapidly 
accumulated flight operational hours/cycles. Methodical maintenance and inspection data 
collection can prove to be very helpful in the tracking of sUAS component service life, as 
well as systemic component, equipage, and structural failure events.
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APPENDIX A.  RISK ASSESSMENT TOOLS 

A.1 Purpose of this Appendix. The information in this appendix is a presentation of 
aeronautical decision-making (ADM), Crew Resource Management (CRM), and an 
example of a viable risk assessment process. This process is used to identify hazards and 
classify the potential risk that those hazards could present in an operation. It also provides 
examples of potential criteria for the severity of consequences and likelihood of 
occurrence that may be used by an sUAS remote pilot in command (PIC). 

A.2 Aeronautical Decision-Making (ADM). The ADM process addresses all aspects of 
decisionmaking in a solo or crew environment and identifies the steps involved in good 
decisionmaking. These steps for good decisionmaking are as follows: 

A.2.1 Identifying Personal Attitudes Hazardous to Safe Flight. Hazardous attitudes can affect 
unmanned operations if the remote PIC is not aware of the hazards, leading to such things 
as: getting behind the aircraft/situation, operating without adequate fuel/battery reserve, 
loss of positional or situational awareness, operating outside the envelope, and failure to 
complete all flight planning tasks, preflight inspections, and checklists. Operational 
pressure is a contributor to becoming subject to these pit-falls. 

A.2.2 Learning Behavior Modification Techniques. Continuing to utilize risk assessment 
procedures for the operation will assist in identifying risk associated with the operation. 
Conducting an attitude assessment will identify situations where a hazardous attitude may 
be present. 

A.2.3 Learning How to Recognize and Cope with Stress. Stress is ever present in our lives and 
you may already be familiar with situations that create stress in aviation. However, UAS 
operations may create stressors that differ from manned aviation. Such examples may 
include: working with an inexperienced crewmember, lack of standard crewmember 
training, interacting with the public and city officials, and understanding new regulatory 
requirements. Proper planning for the operation can reduce or eliminate stress, allowing 
you to focus more clearly on the operation. 

A.2.4 Developing Risk Assessment Skills. As with any aviation operation, identifying 
associated hazards is the first step. Analyzing the likelihood and severity of the hazards 
occurring establishes the probability of risk. In most cases, steps can be taken to mitigate, 
even eliminate, those risks. Actions such as using visual observers (VO), completing a 
thorough preflight inspection, planning for weather, familiarity with the airspace, proper 
aircraft loading, and performance planning can mitigate identified risks. Figure A-1, 
Hazard Identification and Risk Assessment Process Chart, is an example of a risk 
assessment tool. Others are also available for use. 

A.2.5 Using All Available Resources with More Than One Crewmember (CRM). A 
characteristic of CRM is creating an environment where open communication is 
encouraged and expected, and involves the entire crew to maximize team performance. 
Many of the same resources that are available to manned aircraft operations are available 
to UAS operations. For example, remote PICs can take advantage of traditional CRM 
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techniques by utilizing additional crewmembers, such as VOs and other ground crew. 
These crewmembers can provide information about traffic, airspace, weather, equipment, 
and aircraft loading and performance. Examples of good CRM include: 

A.2.5.1 Communication Procedures. One way to accomplish this is to have the VO 
maintain visual contact with the small UA and maintain awareness of the 
surrounding airspace, and then communicate flight status and any hazards to 
the remote PIC and person manipulating the controls so that appropriate 
action can be taken. Then, as conditions change, the remote PIC should brief 
the crew on the changes and any needed adjustments to ensure a safe outcome 
of the operation. 

A.2.5.2 Communication Methods. The remote PIC, person manipulating the 
controls, and VO must work out a method of communication, such as the use 
of a hand-held radio or other effective means, that would not create a 
distraction and allows them to understand each other. The remote PIC should 
evaluate which method is most appropriate for the operation and should be 
determined prior to flight. 

A.2.5.3 Task Management. Tasks very depending on the complexity of the 
operation. Depending upon the area of the operations, additional 
crewmembers may be needed to safely operate. Enough crewmembers should 
be utilized to ensure no one on the team becomes overloaded. Once a member 
of the team becomes over worked, there’s a greater possibility of an 
incident/accident. 

A.2.5.4 Other Resources. Take advantage of information from a weather briefing, 
air traffic control (ATC), the FAA, local pilots, and landowners. Technology 
can aid in decisionmaking and improve situational awareness. Being able to 
collect the information from these resources and manage the information is 
key to situational awareness and could have a positive effect on your 
decisionmaking. 

A.2.6 Evaluating the Effectiveness of One’s ADM Skills. Successful decisionmaking is 
measured by a pilot’s consistent ability to keep himself or herself, any persons involved 
in the operation, and the aircraft in good condition regardless of the conditions of any 
given flight. As with manned operations, complacency and overconfidence can be risks, 
and so there are several checklists and models to assist in the decisionmaking process. 
Use the IMSAFE checklist to ensure you are mentally and physically prepared for the 
flight. Use the DECIDE model to help you continually evaluate each operation for 
hazards and analyze risk. Paragraph A.5.5 and the current edition of AC 60-22, 
Aeronautical Decision Making, can provide additional information on these models and 
others. 

A.3 Hazard Identification. Hazards in the sUAS and its operating environment must be 
identified, documented, and controlled. The analysis process used to define hazards needs 
to consider all components of the system, based on the equipment being used and the 
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environment it is being operated in. The key question to ask during analysis of the sUAS 
and its operation is, “what if?” sUAS remote PICs are expected to exercise due diligence 
in identifying significant and reasonably foreseeable hazards related to their operations. 

Figure A-1. Hazard Identification and Risk Assessment Process Chart 

 

A.4 Risk Analysis and Assessment. The risk assessment should use a conventional 
breakdown of risk by its two components: likelihood of occurrence and severity. 

A.5 Severity and Likelihood Criteria. There are several tools which could be utilized in 
determining severity and likelihood when evaluating a hazard. One tool is a risk matrix. 
Several examples of these are presented in Figure A-2, Safety Risk Matrix Examples. 
The definitions and construction of the matrix is left to the sUAS remote PIC to design. 
The definitions of each level of severity and likelihood need to be defined in terms that 
are realistic for the operational environment. This ensures each remote PIC’s decision 
tools are relevant to their operations and operational environment, recognizing the 
extensive diversity which exists. An example of severity and likelihood definitions is 
shown in Table A-1, Sample Severity and Likelihood Criteria. 
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Table A-1. Sample Severity and Likelihood Criteria 

Severity of Consequences Likelihood of Occurrence 

Severity 
Level 

Definition Value Likelihood 
Level 

Definition Value 

Catastrophic Equipment destroyed, 
multiple deaths. 

5 Frequent Likely to occur many 
times 

5 

Hazardous Large reduction in 
safety margins, 
physical distress, or a 
workload such that 
crewmembers cannot 
be relied upon to 
perform their tasks 
accurately or 
completely. Serious 
injury or death. Major 
equipment damage. 

4 Occasional Likely to occur 
sometimes 

4 

Major Significant reduction in 
safety margins, 
reduction in the ability 
of crewmembers to 
cope with adverse 
operating conditions as 
a result of an increase 
in workload, or as 
result of conditions 
impairing their 
efficiency. Serious 
incident. Injury to 
persons. 

3 Remote Unlikely, but possible to 
occur 

3 

Minor Nuisance. Operating 
limitations. Use of 
emergency procedures. 
Minor incident. 

2 Improbable Very unlikely to occur 2 

Negligible Little consequence. 1 Extremely 
Improbable 

Almost inconceivable 
that the event will occur 

1 

A.5.1 Risk Acceptance. In the development of risk assessment criteria, sUAS remote PICs are 
expected to develop risk acceptance procedures, including acceptance criteria and 
designation of authority and responsibility for risk management decisionmaking. The 
acceptability of risk can be evaluated using a risk matrix, such as those illustrated in 
Figure A-2. Table A-2, Safety Risk Matrix—Example shows three areas of acceptability. 
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Risk matrices may be color coded; unacceptable (red), acceptable (green), and acceptable 
with mitigation (yellow). 

A.5.1.1 Unacceptable (Red). Where combinations of severity and likelihood cause 
risk to fall into the red area, the risk would be assessed as unacceptable and 
further work would be required to design an intervention to eliminate that 
associated hazard or to control the factors that lead to higher risk likelihood or 
severity. 

A.5.1.2 Acceptable (Green). Where the assessed risk falls into the green area, it may 
be accepted without further action. The objective in risk management should 
always be to reduce risk to as low as practicable regardless of whether or not 
the assessment shows that it can be accepted as is. 

A.5.1.3 Acceptable with Mitigation (Yellow). Where the risk assessment falls into 
the yellow area, the risk may be accepted under defined conditions of 
mitigation. An example of this situation would be an assessment of the impact 
of an sUAS operation near a school yard. Scheduling the operation to take 
place when school is not in session could be one mitigation to prevent undue 
risk to the children that study and play there. Another mitigation could be 
restricting people from the area of operations by placing cones or security 
personnel to prevent unauthorized access during the sUAS flight operation. 

Figure A-2. Safety Risk Matrix Examples 
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Risk 

Likelihood 

Frequent 5 

Occasional 4 

Remote 3 

Improbable 2 

Extremely I 
Improbable 

Table A-2. Safety Risk Matrix- Example 

Risk Severity 

Catastrophic Hazardous Major Minor 
A B C 0 

50 

40 

30 

2A 2B 2C 20 

IA IB Ie ID 
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Negligible 
E 

5E 

4E 

3E 

2E 

IE 

Note: The direction ofhigherllower and more/less scales Oll a matrix is at the 
discretion of the remote PIC. 

A.S.2 Other Risk Assessment Tools for Flight and Operational Risk Management. Other tools 
can also be used for flight or operational risk assessments and can be developed by the 
remote PIes themselves . The key thing is to ensure that all potential hazards and risks are 
identified and appropriate actions are taken to reduce the risk to persons and propel1y not 
associated with the operations. 

A.S.3 Reducing Risk. Risk analyses should concentrate not only on assigning levels of severity 
and likelihood, but on deteonining why these particular levels were selected. This is 
refelTed to as root calise mw~ysis, and is the frrst step in developing effective controls to 
reduce risk to lower levels. In many cases, simple brainstol1ning sessions among 
crewmembers is the most effective and affordable method of ftnding ways to reduce risk. 
This also has the advantage of involving people who will ultimately be required to 
implement the controls developed. 

A.S.3.1 It is also very easy to get quite bogged down in trying to identify all hazards 
and risks. That is not the purpose of a risk assessment. The focus should be 
upon those hazards which pose the greatest risks. As stated earlier, by 
documenting and compiling these processes, a remote PIC can build an 
arsenal of safety practices that will add to the safety and success of future 
operations. 
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A.5.4 Sample Hazard Identification and Risk Assessment. 

A.5.4.1 Example. I am the remote PIC of an sUAS in the proximity of an accident 
scene shooting aerial footage. Much like pilots in manned aircraft must adhere 
to preflight action (part 91, § 91.103), I must adhere to preflight 
familiarization, inspection, and aircraft operations (§ 107.49). Let’s say that 
there is an obvious takeoff and landing site that I intend to use. What if, while 
I am operating a manned aircraft (emergency medical services (EMS) 
helicopter) requires use of the same area and I am not left with a suitable 
landing site? Furthermore, I am running low on power. If I consider this 
situation prior to flight, I can use the Basic Hazard Identification and 
Mitigation Process. Through this process, I might determine that an acceptable 
level of risk can be achieved by also having an alternate landing site and 
possibly additional sites at which I can sacrifice the UA to avoid imposing 
risk to people on the ground or to manned aircraft operations. It is really a 
simple process: I must consider the hazards presented during this particular 
operation, determine the risk severity, and then develop a plan to lessen (or 
mitigate) the risk to an acceptable level. By documenting and compiling these 
processes, I can build an arsenal of safety practices that will add to the safety 
and success of future operations. The following are some proven methods that 
can help a new remote PIC along the way: 

A.5.4.2 Hazard Identification. Using the Personal Minimums (PAVE) Checklist for 
Risk Management, I will set personal minimums based upon my specific 
flight experience, health habits, and tolerance for stress, just to name a few. 
After identifying hazards, I will then input them into the Hazard Identification 
and Risk Management Process Chart (Figure A-1). 

1. Personal: Am I healthy for flight and what are my personal 
minimums based upon my experience operating this sUAS? 
During this step, I will often use the IMSAFE checklist in order to 
perform a more in-depth evaluation: 

• Illness – Am I suffering from any illness or symptom of an illness 
which might affect me in flight? 

• Medication – Am I currently taking any drugs (prescription or 
over-the-counter)? 

• Stress – Am I experiencing any psychological or emotional factors 
which might affect my performance? 

• Alcohol – Have I consumed alcohol within the last 8 to 24 hours? 

• Fatigue – Have I received sufficient sleep and rest in the recent past? 

• Eating – Am I sufficiently nourished? 
2. Aircraft: Have I conducted a preflight check of my sUAS (aircraft, 

control station (CS), takeoff and landing equipment, etc.) and 
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determined it to be in a condition for safe operation? Is the filming 
equipment properly secured to the aircraft prior to flight?  

3. EnViroment: What is the weather like? Am I comfortable and 
experienced enough to fly in the forecast weather conditions? Have 
I considered all of my options and left myself an “out?” Have I 
determined alternative landing spots in case of an emergency? 

4. External Pressures: Am I stressed or anxious? Is this a flight that 
will cause me to be stressed or anxious? Is there pressure to 
complete the flight operation quickly? Am I dealing with an 
unhealthy safety culture? Am I being honest with myself and 
others about my personal operational abilities and limitations? 

A.5.5 Controlling Risk. After hazards and risks are fully understood through the preceding 
steps, risk controls must be designed and implemented. These may be additional or 
changed procedures, additional or modified equipment, the addition of VOs, or any of a 
number of other changes. 

A.5.6 Residual and Substitute Risk. Residual risk is the risk remaining after mitigation has been 
completed. Often, this is a multistep process, continuing until risk has been mitigated 
down to an acceptable level necessary to begin or continue operation. After these controls 
are designed but before the operation begins or continues, an assessment must be made of 
whether the controls are likely to be effective and/or if they introduce new hazards to the 
operation. The latter condition, introduction of new hazards, is referred to as substitute 
risk, a situation where the cure is worse than the disease. The loop seen in Figure A-1 that 
returns back to the top of the diagram depicts the use of the preceding hazard 
identification, risk analysis, and risk assessment processes to determine if the modified 
operation is acceptable. 

A.5.7 Starting the Operation. Once appropriate risk controls are developed and implemented, 
then the operation can begin. 
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APPENDIX B.  SUPPLEMENTAL OPERATIONAL INFORMATION 

B.1 Determining Operational Performance. The manufacturer may provide operational and 
performance information that contains the operational performance data for the aircraft 
such as data pertaining to takeoff, climb, range, endurance, descent, and landing. To be 
able to make practical use of the aircraft’s capabilities and limitations, it is essential to 
understand the significance of the operational data. The use of this data in flying 
operations is essential for safe and efficient operation. It should be emphasized that the 
manufacturers’ information regarding performance data is not standardized. If 
manufacturer-published performance data is unavailable, it is advisable to seek out 
performance data that may have already been determined and published by other users of 
the same sUAS manufacturer model and use that data as a starting point. 

B.2 sUAS Loading and Its Effects on Performance. 

B.2.1 Weight and Balance (W&B). Before any flight, the remote PIC should verify the aircraft 
is correctly loaded by determining the W&B condition of the aircraft. An aircraft’s W&B 
restrictions established by the manufacturer or the builder should be closely followed. 
Compliance with the manufacturer’s W&B limits is critical to flight safety. The remote 
PIC must consider the consequences of an overweight aircraft if an emergency condition 
arises.  

• Although a maximum gross takeoff weight may be specified, the aircraft may not 
always safely take off with this load under all conditions. Conditions that affect 
takeoff and climb performance, such as high elevations, high air temperatures, 
and high humidity (high density altitudes) may require a reduction in weight 
before flight is attempted. Other factors to consider prior to takeoff are 
runway/launch area length, surface, slope, surface wind, and the presence of 
obstacles. These factors may require a reduction in weight prior to flight. 

• Weight changes during flight also have a direct effect on aircraft performance. 
Fuel burn is the most common weight change that takes place during flight. As 
fuel is used, the aircraft becomes lighter and performance is improved, but this 
could have a negative effect on balance. In UAS operations, weight change during 
flight may occur when expendable items are used on board (e.g., a jettisonable 
load).  

B.2.2 Balance, Stability, and Center of Gravity (CG). Adverse balance conditions (i.e., weight 
distribution) may affect flight characteristics in much the same manner as those 
mentioned for an excess weight condition. Limits for the location of the CG may be 
established by the manufacturer. The CG is not a fixed point marked on the aircraft; its 
location depends on the distribution of aircraft weight. As variable load items are shifted 
or expended, there may be a resultant shift in CG location. The remote PIC should 
determine how the CG will shift and the resultant effects on the aircraft. If the CG is not 
within the allowable limits after loading or do not remain within the allowable limits for 
safe flight, it will be necessary to relocate or shed some weight before flight is attempted. 
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B.3 Sources of Weather Information for Small UA Operations. Remote PICs are 
encouraged to obtain weather information prior to flight from Flight Service by using the 
Web site www.1800wxbrief.com. Remote PICs can create a free account in order to use 
the briefing service. While Flight Service does offer a telephone-based service, it is 
intended for manned aircraft pilots only. 

B.3.1 National Weather Service (NWS). Remote PICs are also encouraged to visit the NWS’s 
Aviation Weather Center (AWC) at www.aviationweather.gov. This free, Web-based 
service does not require registration and offers all of the weather products important to a 
remote PIC, such as Aviation Routine Weather Reports (METAR) and Terminal 
Aerodrome Forecast (TAF). While reviewing the weather for your intended operation, it 
is also critical that the remote PIC review any temporary flight restrictions (TFR) at the 
FAA’s TFR Web site, which can be found at http://tfr.faa.gov. 

B.4 Weather and the Effects on Performance. Weather is an important factor that 
influences aircraft performance and flying safety. Atmospheric pressure and density, 
wind, and uneven surface heating are factors that affect sUAS performance and must be 
considered prior to flight. 

B.4.1 Wind. Wind speed and direction are important as they affect takeoff, landing, and cruise 
of flight operations. Geological features, trees, structures, and other anomalies can affect 
the wind direction and speed close to the ground. In particular, ground topography, trees, 
and buildings can break up the flow of the wind and create wind gusts that change rapidly 
in direction and speed. The remote PIC should be vigilant when operating UAS near 
large buildings or other man-made structures and natural obstructions, such as mountains, 
bluffs, or canyons. The intensity of the turbulence associated with ground obstructions 
depends on the size of the obstacle and the primary velocity of the wind. This same 
condition is even more noticeable when flying in mountainous regions. While the wind 
flows smoothly up the windward side of the mountain and the upward currents help to 
carry an aircraft over the peak of the mountain, the wind on the leeward side does not act 
in a similar manner. As the air flows down the leeward side of the mountain, the air 
follows the contour of the terrain and is increasingly turbulent. This tends to push an 
aircraft into the side of a mountain. The stronger the wind, the greater the downward 
pressure and turbulence become. Due to the effect terrain has on the wind in valleys or 
canyons, downdrafts can be severe. 

B.4.2 Surface Heat. Different surfaces radiate heat in varying amounts. Plowed ground, rocks, 
sand, and barren land give off a larger amount of heat, whereas water, trees, and other 
areas of vegetation tend to absorb and retain heat. The resulting uneven heating of the air 
creates small areas of local circulation called convective currents, which creates bumpy, 
turbulent air. Convective currents, with their rising and sinking air can adversely affect 
the controllability of the small UA. 

B.5 Battery Fires. Lithium-based batteries are highly flammable and capable of ignition. 
A battery fire could cause an in-flight emergency by causing a LOC of the small UA. 
Lithium battery fires can be caused when a battery short circuits, is improperly charged, 
is heated to extreme temperatures, is damaged as a result of a crash, is mishandled, or is 
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simply defective. The remote PIC should consider following the manufacturer’s 
recommendations, when available, to help ensure safe battery handling and usage. 

B.6 sUAS Frequency Utilization. An sUAS typically uses radio frequencies (RF) for the 
communication link between the CS and the small UA. 

B.6.1 Frequency spectrum (RF) Basics. The 2.4 GHz and 5.8 GHz systems are the unlicensed 
band RFs that most sUAS use for the connection between the CS and the small UA. Note 
the frequencies are also used for computer wireless networks and the interference can 
cause problems when operating a UA in an area (e.g., dense housing and office buildings) 
that has many wireless signals. LOC and flyaways are some of the reported problems 
with sUAS frequency implications. 

• To avoid frequency interference, many modern sUAS operate using a 5.8 GHz 
system to control the small UA and a 2.4 GHz system to transmit video and 
photos to the ground. Consult the sUAS operating manual and manufacturers 
recommended procedures before conducting sUAS operations. 

• It should be noted that both RF bands (2.4 GHz and 5.8 GHz) are considered line 
of sight and the command and control link between the CS and the small UA will 
not work properly when barriers are between the CS and the UA. Part 107 
requires the remote PIC or person manipulating the controls to be able to see the 
UA at all times, which should also help prevent obstructions from interfering with 
the line of sight frequency spectrum. 

B.6.2 Spectrum Authorization. Frequency spectrum used for small UA operations are regulated 
by the Federal Communications Commission (FCC). Radio transmissions, such as those 
used to control a UA and to downlink real-time video, must use frequency bands that are 
approved for use by the operating agency. The FCC authorizes civil operations. Some 
operating frequencies are unlicensed and can be used freely (e.g., 900 MHz, 2.4 GHz, and 
5.8 GHz) without FCC approval. All other frequencies require a user-specific license for 
all civil users, except federal agencies, to be obtained from the FCC. For further 
information, visit https://www.fcc.gov/licensing-databases/licensing.
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APPENDIX C. sVAS MAINTENANCE AND INSPECTION BEST PRACTICES 

C.l In the interest of assisting v31ying background levels of sUAS knowledge and skill, 
below is a chart offering conditions that, if noticed during a preflight inspection or check, 
may supp0l1 a detemIinatioll that the UAS is not in a condition for safe operation. Ftu1her 
inspection to identify the scope of damage and extent of possible repair needed to remedy 
the unsafe condition lllay be necessary prior to flight. 

Table C-l. sUAS Condition Chart 

Conditions that lllay be found Illay include, but are not limited to, the fo llowing: 

Condition Action 

L Structural or skin cracking Fm1her inspect to detelmine scope of damage 
and existence of possible hidden damage that 
may compromise structural integrity. Assess 
the need and extent of repairs that may be 
needed for continued safe flight operations. 

2. Delamination of bonded surfaces Fmther inspect to determine scope of damage 
and existence of possible hidden damage that 
may compromise struchrral integrity. Assess 
the need and extent of repairs that may be 
needed for continued safe flight operations. 

3. Liquid or gel leakage Fmther inspect to detennine somce of the 
leakage . This condition may pose a risk of fire 
resulting in extreme heat negatively impacting 
aircraft structmes, aircraft performance 
characteristics, and flight dmation. Assess the 
need and extent of repairs that may be needed 
for continued safe flight operations. 

4. Strong fuel smell Fmther inspect to detelmine somce of the 
smell. Leakage exiting the aircraft may be 
present and/or accumulating within a sealed 
compartment. This condition may pose a risk 
of frre resulting in extreme heat negatively 
impacting aircraft structures, aircraft 
performance characteristics, and flight 
dmation. Assess the need and extent of repairs 
that may be needed for continued safe flight 
operations. 

5. Smell of electrical burning or arcing Fmther inspect to detennine somce of the 
possible electrical malfunction. An electrical 
hazard may pose a risk of fire or extreme heat 
negatively impacting aircraft stmctmes, 

C-l 
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aircraft performance characteristics, and flight 
duration. Assess the need and extent of repairs 
that may be needed for continued safe flight 
operations. 

6. Visual indications of electrical burning 
or arcing (black soot tracings, sparking) 

Further inspect to determine source of the 
possible electrical malfunction. An electrical 
hazard may pose a risk of fire or extreme heat 
negatively impacting aircraft structures, 
aircraft performance characteristics, and flight 
duration. Assess the need and extent of repairs 
that may be needed for continued safe flight 
operations. 

7. Noticeable sound (decibel) change 
during operation by the propulsion system 

Further inspect entire aircraft with emphasis on 
the propulsion system components (i.e., motors 
and propellers) for damage and/or diminished 
performance. Assess the need and extent of 
repairs that may be needed for continued safe 
flight operations. 

8. Control inputs not synchronized or 
delayed 

Discontinue flight and/or avoid further flight 
operations until further inspection and testing 
of the control link between the ground control 
unit and the aircraft. Ensure accurate control 
communications are established and reliable 
prior to further flight to circumvent possible 
loss of control  resulting in the risk of a 
collision or flyaway. Assess the need and 
extent of repairs that may be needed for 
continued safe flight operations. 

9. Battery casing distorted (bulging) Further inspect to determine integrity of the 
battery as a reliable power source. Distorted 
battery casings may indicate impending failure 
resulting in abrupt power loss and/or 
explosion. An electrical hazard may be 
present, posing a risk of fire or extreme heat 
negatively impacting aircraft structures, 
aircraft performance characteristics, and flight 
duration. Assess the need and extent of repairs 
that may be needed for continued safe flight 
operations. 

10. Diminishing flight time capability 
(electric powered  propulsion systems) 

Further inspect to determine integrity of the 
battery as a reliable power source. Diminishing 
battery capacity may indicate impending 
failure due to exhausted service life, internal, 
or external damage. An electrical hazard may 
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be present, posing a risk of fire or extreme heat 
negatively impacting aircraft structures, 
aircraft performance characteristics, and flight 
duration. Assess the need and extent of repairs 
that may be needed for continued safe flight 
operations. 

11. Loose or missing hardware/fasteners Further inspect to determine structural integrity 
of the aircraft and/or components with loose or 
missing hardware/fasteners. Loose or missing 
hardware/fasteners may pose a risk of 
negatively impacting flight characteristics, 
structural failure of the aircraft, dropped 
objects, loss of the aircraft, and risk to persons 
and property on the grounds. For continued 
safe flight operations, secure loose 
hardware/fasteners. Replace loose 
hardware/fasteners that cannot be secured. 
Replace missing hardware/fasteners. 
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Advisory Circular Feedback Form 

If you find an error in this AC, have recommendations for improving it, or have suggestions for 
new items/subjects to be added, you may let us know by contacting the General Aviation and 
Commercial Division (AFS-800) at 9-AFS-800-Correspondence@faa.gov or the Flight 
Standards Directives Management Officer. 

Subject: AC 107-2, Small Unmanned Aircraft Systems (sUAS) 

Date: _____________________ 

Please check all appropriate line items: 

☐ An error (procedural or typographical) has been noted in paragraph ____________  
on page _______. 

☐ Recommend paragraph _____________ on page __________ be changed as follows: 

______________________________________________________________________ 

______________________________________________________________________ 

☐ In a future change to this AC, please cover the following subject: 
(Briefly describe what you want added.) 

______________________________________________________________________ 

______________________________________________________________________ 

☐ Other comments: 

______________________________________________________________________ 

______________________________________________________________________ 

☐ I would like to discuss the above. Please contact me. 

Submitted by:   Date: ______________________ 
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FAA News  
Federal Aviation Administration, Washington, DC 20591 
_____________________________________________________________________ 
 
June 21, 2016 
SUMMARY OF SMALL UNMANNED AIRCRAFT RULE (PART 107) 
 

Operational Limitations • Unmanned aircraft must weigh less than 55 lbs. (25 kg). 
• Visual line-of-sight (VLOS) only; the unmanned aircraft must 

remain within VLOS of the remote pilot in command and the 
person manipulating the flight controls of the small UAS. 
Alternatively, the unmanned aircraft must remain within 
VLOS of the visual observer. 

• At all times the small unmanned aircraft must remain close 
enough to the remote pilot in command and the person 
manipulating the flight controls of the small UAS for those 
people to be capable of seeing the aircraft with vision 
unaided by any device other than corrective lenses. 

• Small unmanned aircraft may not operate over any persons 
not directly participating in the operation, not under a 
covered structure, and not inside a covered stationary 
vehicle. 

• Daylight-only operations, or civil twilight (30 minutes before 
official sunrise to 30 minutes after official sunset, local time) 
with appropriate anti-collision lighting.  

• Must yield right of way to other aircraft. 
• May use visual observer (VO) but not required. 
• First-person view camera cannot satisfy “see-and-avoid” 

requirement but can be used as long as requirement is 
satisfied in other ways. 

• Maximum groundspeed of 100 mph (87 knots). 
• Maximum altitude of 400 feet above ground level (AGL) or, if 

higher than 400 feet AGL, remain within 400 feet of a 
structure.  

• Minimum weather visibility of 3 miles from control station.  
• Operations in Class B, C, D and E airspace are allowed with 

the required ATC permission.  
• Operations in Class G airspace are allowed without ATC 

permission. 
• No person may act as a remote pilot in command or VO for 

more than one unmanned aircraft operation at one time. 
• No operations from a moving aircraft. 
• No operations from a moving vehicle unless the operation is 

over a sparsely populated area. 
• No careless or reckless operations. 
• No carriage of hazardous materials. 
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• Requires preflight inspection by the remote pilot in 
command. 

• A person may not operate a small unmanned aircraft if he or 
she knows or has reason to know of any physical or mental 
condition that would interfere with the safe operation of a 
small UAS. 

• Foreign-registered small unmanned aircraft are allowed to 
operate under part 107 if they satisfy the requirements of 
part 375. 

• External load operations are allowed if the object being 
carried by the unmanned aircraft is securely attached and 
does not adversely affect the flight characteristics or 
controllability of the aircraft. 

• Transportation of property for compensation or hire allowed 
provided that- 
o The aircraft, including its attached systems, payload and 

cargo weigh less than 55 pounds total; 
o The flight is conducted within visual line of sight and not 

from a moving vehicle or aircraft; and 
o The flight occurs wholly within the bounds of a State and 

does not involve transport between (1) Hawaii and 
another place in Hawaii through airspace outside 
Hawaii; (2) the District of Columbia and another place 
in the District of Columbia; or (3) a territory or 
possession of the United States and another place in 
the same territory or possession. 

• Most of the restrictions discussed above are waivable if the 
applicant demonstrates that his or her operation can safely 
be conducted under the terms of a certificate of waiver. 

Remote Pilot in Command 
Certification and 
Responsibilities 

• Establishes a remote pilot in command position. 
• A person operating a small UAS must either hold a remote 

pilot airman certificate with a small UAS rating or be under 
the direct supervision of a person who does hold a remote 
pilot certificate (remote pilot in command). 

• To qualify for a remote pilot certificate, a person must: 
o Demonstrate aeronautical knowledge by either: 

 Passing an initial aeronautical knowledge test at 
an FAA-approved knowledge testing center; or  

 Hold a part 61 pilot certificate other than student 
pilot, complete a flight review within the previous 
24 months, and complete a small UAS online 
training course provided by the FAA. 

o Be vetted by the Transportation Security Administration. 
o Be at least 16 years old. 

• Part 61 pilot certificate holders may obtain a temporary 
remote pilot certificate immediately upon submission of their 
application for a permanent certificate. Other applicants will 
obtain a temporary remote pilot certificate upon successful 
completion of TSA security vetting. The FAA anticipates that 
it will be able to issue a temporary remote pilot certificate 
within 10 business days after receiving a completed remote 
pilot certificate application. 

• Until international standards are developed, foreign-
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certificated UAS pilots will be required to obtain an FAA-
issued remote pilot certificate with a small UAS rating. 

 
 
A remote pilot in command must: 
• Make available to the FAA, upon request, the small UAS for 

inspection or testing, and any associated documents/records 
required to be kept under the rule. 

• Report to the FAA within 10 days of any operation that 
results in at least serious injury, loss of consciousness, or 
property damage of at least $500. 

• Conduct a preflight inspection, to include specific aircraft 
and control station systems checks, to ensure the small UAS 
is in a condition for safe operation. 

• Ensure that the small unmanned aircraft complies with the 
existing registration requirements specified in 
§ 91.203(a)(2). 

A remote pilot in command may deviate from the requirements 
of this rule in response to an in-flight emergency. 

Aircraft Requirements • FAA airworthiness certification is not required. However, the 
remote pilot in command must conduct a preflight check of 
the small UAS to ensure that it is in a condition for safe 
operation.  

Model Aircraft • Part 107 does not apply to model aircraft that satisfy all of 
the criteria specified in section 336 of Public Law 112-95. 

• The rule codifies the FAA’s enforcement authority in part 
101 by prohibiting model aircraft operators from endangering 
the safety of the NAS. 
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R 051700Z JAN 18
FM COMDT COGARD WASHINGTON DC//CG-7//
TO ALCOAST
UNCLAS //N03710//
ALCOAST 004/18
SUBJ: AUTHORIZED USE OF COAST GUARD UNMANNED AIRCRAFT SYSTEMS (UAS)
A. SMALL UNMANNED AIRCRAFT SYSTEMS, 14 CFR Part 107
B. COAST GUARD AIR OPERATIONS MANUAL, COMDTINST M3710.1 (SERIES)
C. COMDT (CG-7) memo 3700 of 15 May 2017
1. Short-Range UAS (SR-UAS) constitutes one of the most significant 
new and emerging technologies available to the Coast Guard today.  
In support of the COMDT’s strategic commitment to invest in new 
technologies, the Office of Aviation Forces (CG-711) is leveraging 
opportunities to deliver this new technology to the field. Pursuant 
to REF C, COMDT (CG-711) established the Group-1 UAS Prototype Program 
Initiative (GUPPI) as a mechanism for testing SR-UAS use in the fleet 
while simultaneously developing a sustainable Program of Record (PoR).  
GUPPI will develop and test potential capability solutions to 
integrate, train, and standardize this technology.
2. The USCG recognizes that small, hand-launched SR-UAS have the 
potential to be a highly effective and affordable tool for many 
missions. In the future, SR-UAS may supplement or even replace 
legacy capabilities in order to meet existing mission requirements.  
GUPPI will assist units in identifying mission requirements which 
are more effectively met through the use of SR-UAS.  Ice 
reconnaissance, post-storm survey, pollution response, antenna tower 
inspection, search and rescue, and law enforcement are a small 
sample of the potential uses of SR-UAS. 
3. GUPPI is a pilot program that will provide SR-UAS capabilities to 
meet the operational commander’s needs at the deck-plate level, 
employing properly trained personnel to test potential SR-UAS 
capability solutions. Simultaneously, SR-UAS remote pilots will 
generate the doctrine, training, and TTP necessary to validate a 
long-term PoR.  The GUPPI team, consisting of FAA-certified remote 
pilots within COMDT (CG-711), will equip six fleet units with SR-UAS 
and assist unit personnel with obtaining the necessary training and 
certification to operate the device for authorized missions. 
As operations progress and mature through 2018-2019, GUPPI membership 
will expand and authority to approve SR-UAS operations will be 
disseminated and delegated down to the appropriate level.  This 
initiative will sunset once a formal PoR has been established to 
fund and sustain the SR-UAS fleet. To understand our customers’
needs most effectively, I request that units forward any internally-
identified UAS requirements up their respective chains of command 
for consideration by the mission managers and COMDT (CG-711).  
4. In August 2016, REF (A) established a viable certification method 
and operating procedures for both public and private operators to 
operate SR-UAS within the National Air Space.  GUPPI was founded to 
explore potential avenues for Coast Guard operation of SR-UAS and 
will likely incorporate large elements for REF (A) into REF (B).  
Unit personnel interested in obtaining their Part 107 Remote Pilot 
certification are encouraged to visit the COMDT (CG-711) SR-UAS 
Portal Page for further guidance: https://cg.portal.uscg.mil/units/
cg711/SR-UAS/default.aspx   Units interested in participating in 
GUPPI shall route their request to COMDT (CG-711) through the 
appropriate chain of command for consideration.  
5. In addition to GUPPI, units are authorized to contract select UAS 
services from commercial vendors in order to obtain cost effective 
near-term solutions to current capability gaps. Units are reminded 
that the USCG should not acquire any property or retain any property 
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rights in the UAS or associated hardware, or technology under these 
service contracts.
   a. Notify COMDT (CG-711) and the next level chain of command prior 
to initiating any UAS contract obligations.
   b. Coast Guard units are authorized to seek photo or video imagery 
services from commercial UAS operators, in accordance with established 
contracting procedures. 
The following apply for any UAS services:
1) The UAS may be used for photo or video imagery in support of infra-
structure inspections, environmental observation, pollution response, 
post-storm survey, ice survey, communications support, and public relations.  
Commercial UAS support for other missions, including law enforcement, 
intelligence, defense operations, or search and rescue requires explicit 
COMDT (CG-711) and chain of command approval.
2) The UAS shall not be used to collect any Personally Identifiable 
Information (PII).
3) CG units contracting for UAS services, and their servicing legal 
offices, will ensure that the contract specifies that the commercial 
UAS operator shall be solely responsible for the operation of the UAS 
and compliance with applicable FAA laws and regulations.
4) CG units contracting for UAS services or flying organic UAS shall 
contact the nearest CG AIRSTA and District (DM) to ensure that CG manned 
aircrews are aware of the UAS operations and have a plan to deconflict 
the airspace.
   c. Use of commercial UAS for missions not listed here or for any uses 
other than capturing photo or video imagery requires further review 
by COMDT (CG-711) and shall be forwarded for consideration.  
6. Units may also partner with local, State, or Federal government 
agencies that operate UAS to obtain information from their UAS 
operations in support of Coast Guard operations.
7. SR-UAS will require specific operator qualifications, airworthiness 
certifications, and spectrum authority, at a minimum.  SR-UAS 
operations could subject the USCG to liability for any associated 
damage, injury, or death.  GUPPI is addressing these challenges 
and policies by identifying a controlled, risk-mitigated, environment 
for SR-UAS operational development.
8. The U.S. Army, Navy, and Marine Corps ceased all use of the prolific, 
industry-standard DJI SR-UAS products on 02 August, 2017.  This 
manufacturer of SR-UAS was found to have significant cyber security 
concerns, and current USCG policy is in alignment with our DoD 
counterparts. The Office of the Secretary of Defense plans to release 
DoD-wide guidance shortly on which COTS systems will be authorized by 
the DoD.  
9. The Research and Development Center and the Coast Guard Academy 
currently have authorization from COMDT (CG-711) for UAS use in support 
of education and research activities.  Units may request GUPPI team 
support through their chain of command in support of field missions.  
Unless specifically provided in this ALCOAST, all other access to SR-UAS
by fleet units remains prohibited.  
10. POC is CDR Daniel Broadhurst, COMDT (CG-7114).
11. RDML M.P. Ryan, Assistant Commandant for Capability, sends.
12. Internet release is authorized.
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R 251700 APR 18
FM COMDT COGARD WASHINGTON DC//CG-7//
TO ALCOAST
UNCLAS //N03710//
ALCOAST 156/18
COMDTNOTE 3710
SUBJ: UPDATE TO AUTHORIZED USE OF COAST GUARD UNMANNED 
AIRCRAFT SYSTEMS (UAS)
A. SMALL UNMANNED AIRCRAFT SYSTEMS, 14 CFR Part 107
B. COAST GUARD AIR OPERATIONS MANUAL, COMDTINST M3710.1 (SERIES)
C. DEPARTMENT OF HOMELAND SECURITY U. S. COAST GUARD OPERATIONAL 
IMAGERY SECURITY CLASSIFICATION GUIDE, DHS SCG USCG 009
1. ALCOAST 004-18 solicited for six fleet units to be included 
in the initial fielding of Short-Range UAS (SR-UAS) capabilities 
through the COMDT (CG-711) sponsored Group-1 UAS Prototype Program 
Initiative (GUPPI).  34 applications were received from DCO and 
DCMS units.  Due to significant fleet interest, and the 
opportunity to test against a wide variety of Coast Guard 
missions, selection was expanded from six to eight units.
2. The following units were selected based on primary mission, 
geographical diversity, demonstrated interest in this program, 
and the recommendations of Areas and Headquarters Program offices:
   a. ANT Duluth
   b. ANT Honolulu
   c. CGC Hollyhock
   d. CEU Oakland
   e. CEU Providence
   f. National Motor Lifeboat School
   g. Sector Houston/Galveston
   h. Sector Lower Mississippi River
3. As part of a comprehensive risk mitigation plan, units were 
selected whose missions pose typical potential cyber vulnerability, 
and have manageable proximity to FAA-controlled airspace.
4. There was a tremendous response from units having a Search and 
Rescue or Law Enforcement nexus including MSSTs, stations, and 
major cutters.  Unfortunately, GUPPI is not yet postured to support 
those missions until Coast Guard policy, legal opinions, and SR-UAS 
capability options develop further.
5. The GUPPI team, consisting of designated Remote Instructor 
Pilots within COMDT (CG-711), will provide selected units with 
initial allowance of authorized SR-UAS systems at no cost, and then 
train them for use of those systems during authorized missions.  
Unit visits by a GUPPI training team will be scheduled SEPCOR, with 
all eight units completing the training by the end of FY2018.  
6. Selected units will need to complete the following requirements 
prior to a GUPPI team visit:
   a. Have at least one member complete the following training 
   located on the COMDT (CG-7114) UAS Portal Page.
      1) Basic Unmanned Qualification – Level 1. 
      2) Obtain an FAA Remote Pilot Certificate in 
      accordance with reference (a).  There is a potential cost to
      the unit with this training, which can be mitigated through
      the use of a military testing facility.  
      3) Review Appendix D of reference (b).
      4) Become familiar with the SR-UAS SOP.
      5) Review the SR-UAS Operator’s Manual.
    b. Coordinate a training plan directly with COMDT (CG-7114). 
7. COMDT (CG-7114) continues to develop a system of records and 
methods for how long data will be stored following mission completion.  
In the interim, GUPPI units will handle data and imagery iaw 
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reference (c). 
8. As operations progress and mature through 2018-2019, GUPPI membership 
may further expand.  If this becomes the case, COMDT (CG-711) will 
resolicit for a second phase of the GUPPI program.
9. For those fleet units not selected for GUPPI and still desiring to 
employ SR-UAS capabilities, there are two other authorized methods 
to do so: 
    a. Contract for SR-UAS services in accordance with paragraph five
    of ALCOAST 004-18.
    b. Partner with local, State, or Federal government agencies that
    operate UAS to obtain imagery or other data in support of Coast Guard
    operations.
10. Prior to conducting any SR-UAS operations described in paragraph 9, 
units will submit an Unmanned Flight Clearance (UFC) request to 
COMDT (CG-7114) via the UAS CG Portal page.
11. All other access to SR-UAS by fleet units, including the use of 
personally-owned UAS or “drones” to record or otherwise capture imagery 
of official Coast Guard business, remains prohibited.
12. Interested personnel not currently involved in SR-UAS operations are 
encouraged to obtain their FAA Part 107 Remote Pilot Certification.  
Visit the COMDT (CG-7114) UAS Portal Page for further guidance.  
13.  The COMDT (CG-7114) UAS Portal Page may be accessed at: 
https://cg.portal.uscg.mil/units/cg711/UAS/SitePages/Home.aspx 
14. POC is LCDR Ryan Lampe, COMDT (CG-7114).
15. CAPT B. A. Cooper, Acting Assistant Commandant for Capability, sends.
16. Internet release is not authorized.
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ALCOAST COMMANDANT NOTICE CANCEL DATE 13 SEP 17

R 141446Z SEP 16
FM COMDT COGARD WASHINGTON DC //CG-7//
TO ALCOAST
UNCLAS//N03710//
ACN 331/16
SUBJ: AUTHORIZED USE OF COAST GUARD UNMANNED AIRCRAFT SYSTEMS (UAS)
A. COAST GUARD AIR OPERATIONS MANUAL, COMDTINST M3710.1 (SERIES)
B. OPERATION AND CERTIFICATION OF SMALL UNMANNED AIRCRAFT SYSTEMS, 
FAA Rule 2120-AJ60
1. In response to the rapid proliferation of available, affordable, 
and highly-capable commercial small UAS (commonly known as “drones”
in the civilian market), the Office of Aviation Forces (CG-711) released 
ALCOAST 082/14 in 2014, establishing the USCG’s baseline stance for 
the authorized uses of UAS technologies.  In short, Coast Guard units 
are prohibited from independently acquiring and operating UAS.  There 
are myriad reasons why this restriction is required, including cost, 
doctrine, standardization, liability, and privacy.  Those limited 
case-by-case UAS flight operations approved by COMDT (CG-711) are still 
governed by the requirements of reference (A).
2. On 21 June 2016, the Federal Aviation Administration released reference 
(B), which proposed allowing civilian commercial operators to legally 
employ UAS within the national airspace, under strict flight conditions, 
ranges, and requisite training.  Those Part 107 regulations, commonly 
known as “the Commercial Rule,” officially took effect on 29 August 2016.  
While groundbreaking for the commercial industry, the release of reference 
(B) does not change the requirements for public (DOD/DHS) aircraft to operate 
in accordance with established FAA and applicable agency regulations.  All 
existing regulations and restrictions remain in effect.
3.  The USCG recognizes that smaller, hand-launched (Group I) UAS may be a 
highly effective and affordable tool for many missions.  However, there are 
no approved operational requirements for these Group I UAS capabilities. As 
such, COMDT (CG-711) strongly encourages the forwarding of fleet-generated UAS 
requirements to their mission managers in support of a Group I UAS Program 
of Record.  To date, fleet-identified requirements include ice reconnaissance, 
post-storm survey, antenna tower inspection, and law enforcement.  These 
requirements are but a small example of the potential uses of these UAS in 
the fleet, and COMDT (CG-711) strongly encourages the continued generation of these 
UAS requirements.
4. To reiterate the verbiage of ALCOAST 082/14, UAS are defined as aircraft 
and as such, require specific operator qualifications, airworthiness 
certifications, and spectrum authority, at a minimum.  While executing official 
Government business, unauthorized UAS operations could subject the USCG to flight 
violations, and render the Service liable for any associated damage, injury, 
or death.  This not only applies to UAS commonly known as Unmanned Aerial 
Vehicles (UAV) and Remotely Piloted Aircraft (RPA), but also those “drones”
advertised as toys, models, or hobby aircraft. 
5. Operational USCG units are prohibited from procuring and/or operating all 
UAS until operational requirements are submitted by the appropriate mission 
managers and approved by COMDT (CG-711). Given the potential benefits of this 
capability, units are highly encouraged to submit requirements to their 
respective mission managers through the districts and areas.  Reference (A) 
contains specific guidance on USCG UAS operations, and should be carefully 
considered before submitting requirements.
6. POC is CDR Daniel Broadhurst, COMDT (CG-711).
7. CAPT D.L. Cottrell, Acting Assistant Commandant for Capability, sends.
8. Internet release is authorized.
BT
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U.S. Department of 
Homeland Security 

United States 
Coast Guard 

MEMO ANDUM 

Fro. D I 1. P. Nadeau 
COMDT (CG-7) 

To: COMDT (CG-71 I) 

Commandant 
United Stat<!S Coast Guard 

Stop 7331 
2703 Martin Luther King Jr Ave SE 
Washington. DC 20593-7331 
Staft Svmbol: CG·711 
Phone: (202)372-2201 
Fax: (202)372·2902 

37()() 

MAY I 5 2017 

Reply to: 
Attn of: 

Subj: GROUP 1 UNMANNED AIRCRAFT SYSTEMS (UAS) PROTOTYPE PROGRAM 
lNlTlA TIVE (GUPPI) TEAM CHARTER 

Ref: (a) 14 CFR Part 107, Small Unmanned Aircraft Systems 
(b) COMDT CDGARD Washington DC 141446Z Sep 16/A LCOAST 331116, CG-7, 

COMDTNOTE 3710 

I. PURPOSE: lAW reference (a), this charter memorandum authorizes a team of properly 
vetted and trained personnel within the Office of Aviation Forces (CG· 711) to develop and test 
potential Group I Short Range (SR)-UAS capability solutions in accordance with the Federal 
Aviation Administration (FAA)'s newly released Part 107 Rules for Small UAS. 

2. BACKGROUND: 

a. Because of the rapid growth of "drone" technology, the Coast Guard currently faces a 
gap in SR~UAS capabilities that are strongly desired by the fleet and immediately available 
via commercial off-the shelf (COTS) solution. 

b. SR· UAS represent the smaller end of the systems available in the drone industry today. 
They are light·weight, man portable. visual line of sight (VLOS) systems intended to 
enhance the safety and situational awareness of a single Coast Guardsman or a single 
response unit. They are typically battery powered and have an endurance of 15 to 25 
minutes, although some very high-end SR-UAS are capable of flights up to 25 hours. 

c. The SR-UAS category may encompass both Group I and Group U systems, which are 
Department of Defense (DoD) classifications representing sys tems that weigh <20 Ibs and 
21 -55Ibs, respectivel y. 

d. Despite modem military and commercial proliferation, the Coast Guard lacks codified 
requirements and other fonnal documentation necessary to establish a program of record 
(POR). Depending upon the size and scope of the SR·UAS acquisition, there may be between 
2 to 4 years required to complete eilber a non·major or major acquisition, respecti vely. 
These pre~acquisilional documents are being aggressively developed between sponsor, the 
Research and Development Center, and contracted support. To further accelerate the 
process, sponsors are also leveraging DoD equities at the Naval Air Systems Command 
(NA V AIR) to fast~track and streamline the development of CONOPS and requirements . 
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e. SR~UAS are typically low cost, widely available, and easy·to~use, making them a 
lucrative option to support many Coast Guard missions. However, without operational 
oversight, codified procedures. established training, and legal authorization, the use of SR~ 
VAS by individual units in the Coast Guard presents an unacceptable risk. In 2016, 
reference (b) was released to curtail the use of these V AS without proper programmatic 
oversight and authorization. 

3. DISCUSSION1DIRECTION: 

a. In order to eliminate a prolonged gap in SR·UAS employment and safely provide this 
highly~des ired capability to the Coast Guard, I authorize you to stand up the GUPPl program 
within CG-711 by: 

( 1) Conlinuing to develop the foundation documents needed to establish SR-UAS as an 
official POR. 

(2) Eliciting a legal opinion on the implications of operating public SR-UAS via Part 
107 of the Federal Aviation Regulations (FARs). 

(3) Procuring a Few SR-UAS for this initiative. pursuant to the legal opinion. For the 
purposes of the GUPP1, these UAS may be COTS systems, but shall be approved by the 
FAA for night within the National Airspace System (NAS). In execution of this pilot 
program, you are specifically directed to procure and employ only Group 1 UAS. 

(4) Qualifying a cadre of SR-UAS pilots lAW reference (a) and support selected Coast 
Guard units with these systems as workload pennits. 

b. The primary goal of this charter is to develop tactics, techniques, and procedures (TTP) 
that will ultimately validate a Capability Analysis Report (CAR) for SR·UAS capabilities. 
The TIP will also be incorporated into future programmatic documents focused on [[aming. 
certification, operations, and sustainability of an SR·UAS POR. 

c. Operational Missions for SR~UAS may include and are not limited to Aids To Navigation 
(ATON), antenna inspections, bridge inspections, spill response, ice operations, natural 
disaster surveys, and public affairs. 

d. The GUPPl's team of technical authorities and sponsor's representatives shall monitor 
the rapid growth and evolution of Group-l UAS technology and provide guidance to your 
office throughout the acquisition process. 

e. Your office will advise me when this capability is appropriately mature for dissemination 
to the Area Commanders and other operational units. 
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4. INITIAL MEMBERSHIP: 

5. RESOURCE ALLOCATION: Funding for analysis, operations. and lravel as required for 
this charter will be provided by CG-711. 

6. MAJOR MILESTONE PROJECTED T!MELINE: 

a. Jun 2017: 
b. JuI2017: 
c. Sop 2017: 
d. Jun 2018: 
e. Jun2019: 

Dist: GUPPI Membership 

lnitial systems acquisition complete 
Begin operational proof-of-concept and data gathering 
ALCOAST solicitation for proof-of-concept at operarionalunits 
CG-7J I program review of status (CONOPS, TTPs, etc. )..o...td... b r~6 ~ 
CG-7 program review for export of training package to Areas (.4-1 ( 1) ('0 

# ""\ w''') -w--_J. 

Copy: CG-2, CG-7, CG LANTAREA (LANT-37AF), CG PACAREA (PAC-37AF), CG-RDC 
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u.s. Department of 
Homeland Security 

United States 
Coast Guard 

MEMORANDUM 

FromF~J~~ ~APT 
COM~T lCG~-711) 

/ ;'7, [. ~qMI.-
To: COMDT (CG-7 

Commandant 
United States coast GU310 

Stop 7324 
2703 Martin Luther King Jr. Ave. SE 
Washington. DC 20593-7324 
Staff Symbol: CG-71 1 
Phone: (202) 372-2201 

3700 

HAR I 9 2011 

Reply 
Attn of: 

Subj: GROUP I UNMANNED AIRCRAFT SYSTEMS (VAS) PROTOTYPE PROGRAM 
[NITIA T[VE (GUPPI) UNIT SELECTION 

Ref: (a) ALCOAST 004/1811051700Z JAN 18 
(b) COMDT (CG-7) Memo 3700 of 15 May 2017 

1. Reference (a) solicited field units for inclusion in the GUPPI program_ 34 units have 
expressed interest, and my offi ce has received 23 fonnal requests. 

2_ I have selected the following units based on primary mission, geographica l diversity. 
demonstrated interest in this program, and the recommendations of both Areas and COM DT 
(CG-43): 

Unit Mission 
ANT Duluth Ice/ATON Shore 
ANT Honolulu Harbor A TON/Post-Stonn Survey 
CGC HOllYHOCK Ice/ATON Underway 
CEU Oakland ATON/lnfrastructure Inspections 
CEU Providence Post-Stann Assessment/Shore Infrastructure 
National Motor Lifeboat School Tra inin2lPAO 
Sector Houston/Galveston Pollution Resp<>nse/Disaster Survev 
Sector Lower Mississippi River In land ATONNsllnspectionIPost-Stonn Survey 

3. In accordance with reference (b), selected units will submit CONOPS for validation to 
include Aids To Navigation (ATON), antenna inspections, infrastructure inspections, spi ll 
response, ice operations, natural di saster surveys, public affairs, and training. 

4. As part of a comprehensive ri sk mitigalion pl,Ul, lhese mission sets will be limited to target 
areas that pose litt le threat of potential cybcr vulnerab ility. 

5. There was a tremendous response from units having a Search and Rescue or Law 
Enforcement nexus including MSSTs, small boat stations, and major Cutters. Unfortunately, 
GUPPl is not yet postured to support those missions until both Coast Guard policy and SR- UAS 
capability options further develop. 

6. My staff will draft message traffic to promulgate this announcement to the fl eet. 
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1. PURPOSE.  This document describes the operational procedures and operator training 
requirements necessary to ensure safe, efficient and lawful flight operations of Short-Range 
Unmanned Aircraft Systems (SR-UAS) by authorized USCG personnel. This document 
describes SR-UAS manuals and autonomous flight operations, maintenance and safety 
considerations, and personnel requirements related to the operation of SR-UAS capabilities. 

 
The CG Office of Aviation Forces COMDT (CG-711) has developed these Standard Operating 
Procedures (SOP) to guide the safe use of all SR-UAS platforms in the CG inventory. Safety, 
above all else, is the primary concern in each and every operation, regardless of the nature of 
the mission. 

 
2. PHILOSOPHY & MISSION STATEMENT.  It is the mission of CG personnel who are trained 

in the use of SR-UAS to use this SOP as a resource when operating any Coast Guard SR-UAS 
platforms, which are an additional tool for trained personnel to utilize in an effort to safely 
provide added value and efficiency when conducting statutory missions for the USCG. 

 
NOTE: 

This SOP must be present in the operational area of 
use.  A copy will also be maintained at the unit. 

 
3. APPLICABILITY.  This SOP is applicable to all military, CG Auxiliary, and civilian 

personnel who are actively involved and designated in the CG's SR-UAS program. Operational 
procedures described in this SOP will be used to maintain prudent, safe operating practices and 
to ensure appropriate response actions are taken in the event of an emergency. 

 
4. RESPONSIBILITIES. 
 

a. General.  The roles and responsibilities of personnel involved in both the operation and 
safety of SR-UAS flight operations are defined below. Roles and responsibilities are 
specific to the operation of Coast Guard SR-UAS platforms.  Safety is the primary concern 
for each mission. 

 
b. Short-Range Unmanned Aircraft Systems Platform Manager.  This individual is 

responsible for the general configuration management and maintenance of the Coast Guard 
SR-UAS fleet. The SR-UAS Platform Manager is responsible for managing all hardware 
and software configurations of the Coast Guard SR-UAS fleet in accordance with 
appropriate Airworthiness Release(s) issued by COMDT (CG-711). The Platform Manager 
is also responsible for providing training and oversight of SR-UAS Remote Pilots.  

 
c. Short-Range Unmanned Aircraft Systems Mission Commander.  For each mission that 

utilizes a SR-UAS, a Coast Guard service member, Auxiliarist, or general service employee 
who is certified by the SR-UAS Platform Manager as a SR-UAS Remote Pilot will be 
designated as the Mission Commander (MC). The MC is responsible for the planning, 
briefing, execution and safety during all SR-UAS flight operations associated with their 
assigned mission. The MC is empowered to make decisions and to take any immediate 
corrective action necessary to prevent an accident, injury to flight crew personnel and/or 
third parties, and/or damage to government or non-government property or equipment.  
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(1) While the MC typically serves as the SR-UAS pilot during the mission, another 

certified Remote Pilot is authorized to fly the SR-UAS; however, the MC must remain 
at the controlling site.  

 
(2) The MC’s duties include the following: 

 
(a) Complete the Flight Risk Assessment Tool in Appendix A that identifies all known 

risks and obtain appropriate approval prior to executing any SR-UAS mission. 
 

(b) Ensure the operational area meets any requirements prescribed for the mission 
location in accordance with Coast Guard and Federal Aviation Administration 
guidance and policy. 
 

(c) Ensure any additional risks not previously noted on the Flight Risk Assessment 
Tool are identified prior to starting the SR-UAS mission. 
 

(d) Eliminate unnecessary risks or implement adequate mitigations to risks prior to 
flight operations. 
 

(e) Ensure appropriate airspace deconfliction measures have been implemented. 
 

(f) Supervise all personnel involved in the SR-UAS mission. 
 

(g) Ensure all personnel supporting the SR-UAS mission are qualified for the role they 
are assigned. 
 

(h) Conduct a preflight brief with all SR-UAS personnel involved in the mission and 
any third party individuals who may be associated with the SR-UAS mission, 
ensuring all involved understand the plan of execution as well as the mishap action 
plan. 
 

(i) Ensure SR-UAS personnel involved in the mission are aware of emergency 
procedures. 
 

(j) Ensure logbooks are present and accurate prior to flight operations. 
 

(k) Conduct a preflight inspection of the SR-UAS to ensure all equipment is verified 
in proper working order and properly setup prior to flight operations. 
 

(l) Establish communication with the airspace owner/controlling agency (as required) 
and maintain an open line of communication throughout the duration of the SR-
UAS mission. 
 

(m) Ensure logbooks are properly and completely filled out following the SR-UAS 
mission. 
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(n) Conduct a post-flight brief with SR-UAS personnel following the mission as 
needed. 

 
d. Short-Range Unmanned Aircraft Systems Remote Pilot.  A Coast Guard service member, 

Auxiliarist, or civilian employee must be certified by COMDT (CG-7114) to become a 
Remote Pilot. Once certified, the individual will be designated in writing by COMDT (CG-
711) as a CG SR-UAS Remote Pilot. 

 
(1) When conducting SR-UAS flight operations, the SR-UAS Remote Pilot is responsible 

for the safe operation of the SR-UAS under both manual and autonomous flight 
modes.  

 
NOTE: 

When flying in autonomous mode, the SR-UAS 
Remote Pilot shall remain ready and able to resume 
manual control of the system at all times. 

 
(2) The SR-UAS Remote Pilot’s duties include the following: 

 
(a) Comply with all procedures outlined in this SOP, and all requirements prescribed 

for the mission location in accordance with Federal Aviation Administration 
and/or Coast Guard guidance and policy. 
 

(b) Maintain control of the SR-UAS at all times, unless properly relieved by the 
Mission Commander or by another designated Coast Guard SR-UAS Remote 
Pilot instructed to take control by the Mission Commander. 
 

(c) Ensure line-of-sight visibility is maintained at all times by either SR-UAS Remote 
Pilot or the SR-UAS Visual Observer. 
 

(d) Maintain communication with the SR-UAS Visual Observer throughout the 
duration of the mission and advise the observer of flight maneuvers the SR-UAS 
Remote Pilot is planning to execute. 
 

(e) Know the preplanned “ditching zone,” which is established in the mishap action 
plan and discussed during the preflight brief.  
 

(f) Monitor all system status indicators on the Ground Control System of the SR-
UAS platform, ensuring all systems are functioning properly. 
 

(g) Ensure logbook is properly and completely filled out following the SR-UAS 
mission. 
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NOTE: 
In the event of an emergency, the SR-UAS Pilot has 
the final decision on when to attempt to land or ditch 
the SR-UAS; however, the SR-UAS Pilot may not 
violate Federal Aviation Administration or 
Department of Defense regulations in an effort to 
“save” the SR-UAS. 

 
e. Short-Range Unmanned Aircraft Systems Visual Observer.  Prior to the start of all SR-

UAS missions, the Mission Commander shall assign an individual to serve as the SR-UAS 
Visual Observer. While it is not mandatory for the Visual Observer to be a designated SR-
UAS Remote Pilot, having one serve as the Visual Observer does mitigate risk, as he/she 
will better understand SR-UAS flight operations.  
 
(1) Once identified, the Visual Observer must remain at the controlling site until the 

mission is complete. 
 

(2) The SR-UAS Visual Observer’s duties include the following: 
 

(a) Maintain communication with the airspace owner/controlling agency (as required) 
and keep an open line of communication throughout the duration of the SR-UAS 
mission. 
 

(b) Monitor airspace and identify advise the SR-UAS Remote Pilot of any errant 
aircraft or unsafe conditions that arise during flight operations. 
 

(c) Monitor the surrounding area for personnel, equipment and other hazards (ex. birds, 
trees, wires, etc.) and identify the hazards to the SR-UAS Remote Pilot, ensuring 
the pilot avoids the areas. 
 

(d) Ensure line-of-site visibility with the SR-UAS is maintained at all times by either 
the SR-UAS Remote Pilot or SR-UAS Visual Observer. 
 

(e) Notify airspace owner/controlling agency of any mishap or emergency that occurs 
when conducting SR-UAS flight operations. 
 

(f) Maintain communication with the SR-UAS Remote Pilot throughout the duration of 
the mission and anticipate flight maneuvers the SR-UAS Remote Pilot is planning 
to execute. 
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5. PERSONNEL DESIGNATIONS & QUALIFICATIONS. 
 

a. Short-Range Unmanned Aircraft Systems Remote Pilot Designation. 
 
(1) A SR-UAS Remote Pilot will be approved for flight by the COMDT (CG-711), who 

will designate the individual as a SR-UAS Remote Pilot in writing. The SR-UAS 
Platform Manager and Remote Pilot will each maintain a copy of the designation letter 
on file.  
 

(2) The Designation will remain active for a period of two years. Once expired, the pilot 
must be reapproved by the SR-UAS Platform Manager and a new written Designation 
must be signed.  

 
(3) The SR-UAS Platform Manager, unit Commanding Officer, or Officer in Charge can 

revoke a Remote Pilot’s designation at any time.  Reinstatement of a Remote Pilot’s 
designation must include coordination between the unit Command and the SR-UAS 
Platform Manager. 

 
(4) In order for an individual to be approved for flight by the Coast Guard SR-UAS 

Platform Manager, the individual must successfully complete all required training 
listed in Section 6.1 INITIAL DESIGNATION TRAINING in this SOP. 

 
(5) Once initial designation is complete and an individual is approved by the SR-UAS 

Platform Manager, a Remote Pilot must fly a minimum of two (2) hours per month to 
maintain their SR-UAS Remote Pilot designation status. These hours can be flown on 
any authorized aircraft in the SR-UAS fleet and can be flown as part of a specific 
mission, training, or a combination of both. 

 
b. Short-Range Unmanned Aircraft Systems Mission Commander Qualification. 

 
(1) Any SR-UAS Remote Pilot, approved for flight by COMDT (CG-711), can act as a 

SR-UAS Mission Commander. 
 

(2)  Mission Commanders must meet the same qualifications as a SR-UAS Remote Pilot.  
 

(3) Once a SR-UAS Remote Pilot is identified as a Mission Commander for a SR-UAS 
flight operation, he or she is responsible for the duties described in Section 4, 
(SHORT-RANGE UNMANNED AIRCRAFT SYSTEMS MISSION 
COMMANDER) in this SOP. 
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c. Short-Range Unmanned Aircraft Systems Visual Observer Qualification. 
 

(1) Any Coast Guard service member, Auxiliarist, or general service employee can serve 
as a SR-UAS Visual Observer during SR-UAS flight operations.  
 

(2) In order to be selected and assigned as a Visual Observer for a specific SR-UAS 
mission or training flight, the individual must read and understand this SOP.  
Furthermore, the individual must have general knowledge of the Federal Aviation 
Administration and Coast Guard policies and regulations with regard to SR-UAS 
operations. 

 
6. TRAINING.  The key to safe operations is maintaining a professional level of competency and 

proficiency. The first step in this process is establishing an initial designation training program. 
The second step involves continued training for those who become designated Remote Pilots. 

 
a. Initial Designation Training.  In order for a Coast Guard service member, Auxiliarist, or 

general service employee to become approved for flight by the SR-UAS Platform Manager, 
the individual must complete the following: 
 
(1) Academic Training. 

 
(a) Complete Basic Unmanned Aircraft Systems Qualification Level 1 (BUQ-1) via 

Joint Knowledge Online. 
 
(b) Pass the FAA Part 107 knowledge test and obtain a Remote Pilot Certificate. 
 
(c) Review and understand Coast Guard SR-UAS emergency procedures listed in 

Appendix C. 
 

(2) Flight Operations Training. 
 

(a) Complete a training syllabus approved by COMDT (CG-711) for authorized SR-
UAS platforms to include: 
 
1) Flight/hover maneuvers. 

 
2) Maintaining ground track during takeoff and landing. 

 
3) Obstacle Avoidance. 

 
(b) Successfully complete no less than three (3) hours of training flight time, which 

must be supervised by a qualified SR-UAS Instructor Pilot. 
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b. Recurrent Training.  Upon successful completion of initial designation training, SR-UAS 
Remote Pilots will be responsible to conduct annual SR-UAS proficiency training to 
maintain their designation. The following is a list of required annual training pilots must 
complete: 

 
(1) Review this SOP. 

 
(2) Review SR-UAS emergency procedures. 

 
(3) Fly a minimum of two (2) hours each month in either a training status or mission status. 

 
(4) Maintain the certification requirements of FAA Part 107. 

 
7. GENERAL OPERATING PROCEDURES. 
 

a. Authority for SR-UAS Operations.  Use of Coast Guard SR-UAS capabilities in support of 
authorized missions will be approved by the unit Commanding Officer or Officer in 
Charge, who has the final authority to approve or deny SR-UAS support for a mission. 

 
b. Airspace Deconfliction.  Prior to conducting SR-UAS operations, the Mission Commander 

shall notify the nearest Coast Guard District (Drm) and Air Station of the planned location, 
altitude, and timeframe of the mission.  The use of an aviation-band handheld radio should 
be used to monitor air traffic, deconflict airspace, and make periodic advisory notifications 
in accordance with appendix G when operating within 5nm of an airport. 

 
c. Ground Operations.  Prior to launching any SR-UAS flight, the following procedures must 

be adhered to: 
 

(1) The Mission Commander must ensure all personnel comply with Coast Guard and 
Federal Aviation Administration requirements. 
 

(2) A single, designated control station will be established and controlled by the Mission 
Commander.   

 
NOTE: 

If operating under dual-controller protocol, the 
Mission Commander will ensure that the Remote 
Pilot and payload operator duties are clearly 
assigned. 

 
(3) The SR-UAS flight controller software/firmware will only be updated with approval by 

COMDT (CG-711).  
 

(4) Recharging of flight pack and auxiliary lithium-polymer batteries will be performed 
with lithium-polymer compatible chargers in accordance with the operating manual or 
instructions. 
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d. Risk Management and Briefings.  All SR-UAS flights, to include training flights will be 
operated within line of sight of either the Remote Pilot and/or the Visual Observer. 
Furthermore, prior to launching SR-UAS approved platforms, the Mission Commander will 
conduct a preflight brief with personnel supporting the flight. 
 

e. Weather.  SR-UAS shall not be operated in weather conditions that are below the 
limitations listed in FAA Part 107 including: 

 
(1)  

 
 

 
 

 
 

NOTE: 
The assigned Visual Observer is responsible for 
monitoring weather conditions throughout the 
duration of flight operations and advising the Mission 
Commander if adverse conditions are approaching. 
 

(5) The Mission Commander will ensure that any airspace adjustments due to changes in 
weather are accounted for throughout the mission period. (Surface Class E, etc.) 

 
f. Pre-flight Checklist.  Prior to any flight, to include mission flights and training flights, the 

Mission Commander will conduct a preflight checklist (See Appendix B). Completed 
checklists will be kept on file at the unit for no less than 90 days. 

 
g. Post-flight Checklist.  Following any flight, to include mission flights and training flights, 

the Mission Commander will conduct a post-flight checklist (See Appendix B). Completed 
checklists will be kept on file at the unit for no less than 90 days. 

 
h. Logbook.  Following every flight, the SR-UAS Remote Pilot will complete a logbook 

entry, and each unit will provide a monthly report to the SR-UAS Platform Manager 
including flight time, currency status, and any deficiencies or lapses in designation.  At 
minimum, the pilot will notate: 

 
(1) Name of the Remote Pilot. 

 
(2) Which SR-UAS was used for the flight. 

 
(3) Total flight time of the SR-UAS in hours. 

. 
(4) Which SR-UAS battery(ies) was (were) used. 

 
(5) Number of minutes the battery(ies) was (were) used. 
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8. INSPECTIONS / MAINTENANCE.  Prior to the execution of any SR-UAS mission and 
following the conclusion of any SR-UAS mission, the Mission Commander and/or SR-UAS 
Remote Pilot will perform an inspection of both the SR-UAS and its batteries in accordance 
with the SR-UAS Preflight Checklist (See Appendix B,) including structural integrity, 
propeller mounts, and loose components. 

 
NOTE: 

If the Mission Commander and/or SR-UAS Remote 
Pilot deems the platform unsafe to fly, he or she will 
immediately suspend flight operations until sufficient 
maintenance is completed. 

 
9. HAZARDOUS MATERIALS.  Except for Lithium-ion Batteries, no hazardous materials will 

be used as part of SR-UAS flight operations. However, this SOP allows the Coast Guard SR-
UAS fleet to operate in proximity of hazardous materials such as, but not limited to: 
ammunition and explosives on active, live-fire ranges, fuel storage facilities, or active spill 
locations. Safety concerns related to these hazardous material items will be documented and 
proper safety procedures and mitigations will be implemented prior to receiving flight 
approval. 
 

10. PERSONAL PROTECTIVE EQUIPMENT (PPE).  When operating any Coast Guard SR-UAS 
platforms, whether for an operational mission or training, the SR-UAS Remote Pilot and 
Visual Observer are required to wear the uniform of the day or appropriate organizational 
clothing.  Any member that is launching or recovering the SR-UAS by hand, should consider 
using the following equipment: 
 
a. Long sleeves. 

 
b. Eye protection in dusty environments. 

 
c. Head and eye protection if hand-launching from an unstable platform or moving vessel. 

 
11. MEDICAL REQUIREMENTS.  All Flight Personnel must be in a condition fit to perform their 

duties safely. No person may act as a member of the SR-UAS operation if they are under the 
influence of any drug, alcohol, or medication likely to impair their performance of duties.  The 
following are required to act as Mission Commander or Remote Pilot: 
 
a. Valid PHA (Active Duty or Reserve members). 

 
b. Valid state-issued vehicle operator’s license (Auxiliarist and CG civilian personnel). 

 
c. Vision correctable to 20/20 (recommended). 
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12. COLLECTION AND STORAGE OF IMAGERY.  All imagery and data collected by SR-UAS 
will be handled in accordance with appendix G.   

 
Note: 

SR-UAS, including removable media devices, shall 
not be connected to the CG-One network at any time 
in accordance with Coast Guard policy. 
 

13. PRIVACY.  The Coast Guard is committed to respecting the privacy rights of third parties 
impacted by and all SR-UAS flight operations.  No flight will be authorized if the operation 
would be in violation of any local, state, or federal law or regulation regarding privacy.  All 
efforts should be made to prevent the collection of personally identifiable information (PII) 
during the conduct of any SR-UAS mission. 
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HOW TO FILE A COMPLAINT WITH THE 
DEPARTMENT OF HOMELAND SECURITY 

APRIL 20~5 

qjftce for Ciril Rights and Cil'il Liberties 
U.S. De-I>lutmE'llt of Homl'i:md S('curity 
Washington. DC 20528 

Homeland 
Security 

The u.s. Deparnnem of Homeland Security ("DHS" or " Department") has many avenues for the public to make 
complaints involving DHS employees or programs, alleged violations of civil rights and civil liberries, 
inunigration filings, travel redress, and other types of grievances. This gUide b rings rogedler infonnation about 
these avenues. 

If you have questions regarding the types of information that should be included in a complaint or if you are 
uncertain whether a DHS office or Component listed in this guide has jurisdiction over your concerns, contact 
that Office or Component or visit their website for more in formation . 

(Nme: this gUide does not cover employment discrimination complaints. For infonnation on making a DHS 
equal employment oppornmity complaint, visit: 
\vv.'W .dhs. gov / filln g -eq nal-em ploym ent -opportunity -eeo-complaint. ) 

lfyon are deaf, hard-of-hearing, or have a speech disability, communication assistance is available drrough the 
Federal Relay Service (FedRelay) in the followi.ng forms: 

Telephonically -based: 

• TIY (text telephone)/ ASCII /Voice 

• STS (speech to speech) 

• Captioned Telephone (CapTel) 

Internet-based: 

• Video Relay Service (VRS) 

• IF Relay 
• Relay Conference Captioning (RCC) 

For more information about FedRelay, visit www.federalrelay.us/ . 
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This guide will help you direct the following types of complaints to the appropriate DHS Office: 
• Discrimination and ocher violations of civil rights and civil liberties 

• Criminal and non-criminal misconduct or serious and/or repeated violations of DHS rules, policies, or 
regulations by DHS employees or DHS comractors 

• Travel-related complaints 

• Discrimination in Federal Emergency Managemem A~ency (FEMA) funding, services, or benefits 

• Concerns with longstanding or complex u.s. Citizenship and Immigration Services (USClS) immigration 
fIlings or applications 

• Concerns regarding E-Verify and the SAVE Program 

• Concerns regarding U .S. Immigration and Customs Enforcement (ICE) Enforcement and Removal 
Operations (ERa) 

• General complaints involving any of the following : 
o U.S. Customs and Border Protection (CBP) 
o u.s. Immigration and Customs Enforcement (ICE) 
o Transportation Security Administration (TSA) 
o U.S. Citizenship and Immigration Services (USCIS) 
o Citizenship and Immigration Services Ombudsman (CIS Ombudsman) 
o U .S. Coast Guard (USCG) 
o U .S. Secret Service (USSS) 
o Federal Emergency Management Agency (FEMA) 
o Federal Protective Service (FPS) 

• Privacy complaints or allegations of privacy violations 

1. Discrimination and Other Violations of Civil Rights and Civil Liberties 

The DHS Office for Civil Rights and Civil liberties (eRCL) reviews and assesses infonnation concerning abuses of 
civil rights, civil liberties, and profIling on the basis of race, edmicity, o r religion, by employees, contractors and 
officials of the Department of H omeland Security and by recipiems of DHS assistance. 

You may contact CRCL to fIle complaints alleging issues such as: 

• Discrimination based on race, ethnicity, national origin, religion, sexual oriemation, gender identity, or 
disability 

• Denial of meaningful access to DHS or DHS-supported progranls, activities, or services due to limited 
English proficiency 

• Violation of rights w hile in inmligration detention o r as a subject of immigration enfo rcement 
• Discrimination o r inappropriate questioning related to entry into the United States 
• Violation o f right to due process, such as right to timely nocice of charges or access to lawyer 
• Violatio n of the Violence A2'ainst Women Act/T Visa/ U Visa confidentiality requirements or other 

inmligration status-related confidentiality requirements 
• Physical abuse or any ocher type of abuse 
• Any other civil rights, civil liberties, or human rights violation related to a Departmem program or 

activity, including allegations of discrimination by an organization or program that receives financial 
assistance from DHS 

CRCL works with dIe entire Deparnnent to address civil rights and civil liberties concerns. More info rmation and 
an optional complaint fonn are available at "\V\\'w.dhs.gov/ crcl. Complaints sent to CRCL are accepted in 
languages other than English. The complaint form is available online in multiple languages. 

2 
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As an alternative to reporting a complaint to CRCL, you may file a civil rights complaint with the DHS Office of 
Inspector General (See 2, below). 
 
To file a civil rights complaint with CRCL, contact: 

 

2. Criminal and Non-criminal Misconduct, including Serious and/or Repeated Violations of 
DHS Rules, Policies, or Regulations   

The DHS Office of Inspector General (OIG) is the primary investigative agency of criminal and non-criminal 
misconduct by DHS employees and contractors, as well as theft or misuse of DHS funds, property, or programs.  
For misconduct by DHS employees, the DHS OIG investigates: (1) allegations of criminal misconduct by any DHS 
employee; (2) allegations of misconduct against employees at the GS-15, GM-15 level or higher, or against 
employees in any DHS offices for internal affairs, inspections, audits or Professional Responsibility, or the DHS 
Office of Security; (3) allegations of serious, non-criminal misconduct against DHS law enforcement officers; and 
(4) allegations of visa fraud by DHS employees working in the visa issuance process.  The DHS OIG also reviews 
DHS programs and expenditures to identify mismanagement, fraud, waste, or abuse of DHS programs, funds, 
contracts, or grants, including fraud by contractors and grantees.   
 
The DHS OIG has the authority to investigate claims of civil rights abuses and whistleblower and retaliation 
matters within the Department.  For complaints alleging criminal or non-criminal misconduct, including 
serious/repeated violations of DHS rules, policies, or regulations by employees of all DHS Components, visit the 
OIG website at www.oig.dhs.gov/ and send your complaint electronically using the online DHS OIG Allegation 
Form.  The OIG may be contacted at: 
 

Phone: 800-323-8603 
Fax: 202-254-4297 

Mail:  Attn: Office of Investigations - Hotline 
Department of Homeland Security 
Office of Inspector General/Mail Stop 2600 
245 Murray Lane, SW, Building 410 
Washington, DC 20528 

 
  

You may send a complaint to CRCL in writing. 
 
Email: CRCLCompliance@hq.dhs.gov 
Fax:  202-401-4708  
 
You may complete CRCL’s optional online fillable 
complaint form and email the form to 
CRCLCompliance@hq.dhs.gov or fax or mail the 
form.  
 
If you have any questions, please call CRCL: 
Phone: 202-401-1474 or 866-644-8360 
TTY: 202-401-0470 or 866-644-8361  
 

 

Mail: Department of Homeland Security  
Office for Civil Rights and Civil Liberties  
Compliance Branch 
245 Murray Lane, SW 
Building 410, Mail Stop #0190 
Washington, DC 20528 

 

PLEASE NOTE: Mail takes up to 20 business days to 
arrive.  Email is faster. 
 
Complaints are accepted in languages other than English.  
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Alternative Filing Options: 
 
As an alternative to filing a complaint to the OIG, complaints involving U.S. Immigration and Customs 
Enforcement (ICE) or U.S. Customs and Border Protection (CBP) employees can be sent to the Joint Intake Center 
(JIC).  Allegations of misconduct received by the JIC are screened by the OIG and, when warranted, are returned 
to the JIC for appropriate action by the ICE Office of Professional Responsibility or the CBP Office of Internal 
Affairs.   
    
Email: Joint.Intake@dhs.gov 
Phone: 877-2INTAKE (877-246-8253) 
Fax: 202-344-3390 
 

Mail: Department of Homeland Security 
Joint Intake Center 
P.O. Box 14475  
1200 Pennsylvania Avenue, NW 
Washington, DC 20044 

 
Further, as an alternative to filing a complaint with the OIG, allegations of misconduct involving U.S. Citizenship 
and Immigration Services (USCIS) employees or contractors, may be filed with the USCIS Office of Security and 
Integrity (OSI) by fax or mail at:    
 
Fax: 202-233-2453 Mail: Chief, Investigations Division  

Office of Security and Integrity, MS 2275 
U.S. Citizenship and Immigration Services 
633 Third Street, NW, 3rd Floor 
Washington, DC 20529-2275 

 
To report criminal activity that you believe may be within the jurisdiction of the U.S. Coast Guard, visit 
www.uscg.mil/hq/cg2/cgis/, click on “regional contact info” and call the appropriate regional authority, or call 
the Coast Guard Investigative Service at 202-493-6600. 
 
As an alternative to reporting complaints to the OIG, allegations of serious misconduct involving National 
Protection and Programs Directorate (NPPD) employees or Federal Protective Service Protective (FPS) Security 
Officers can be sent to the NPPD Office of Compliance and Security. 

 

3. Travel-related Complaints 

For complaints related to difficulties experienced during travel screening, such as watch list issues; denied or 
delayed entry into or departure from the U.S. at a port of entry or border crossing; or situations where you 
believe you have been unfairly or incorrectly delayed, denied boarding, or identified for additional screening, use 
the DHS Traveler Redress Inquiry Program (DHS TRIP), www.dhs.gov/dhs-trip.  Once your application has been 
submitted, you will receive a Redress Control Number from DHS TRIP, which you may use to check the status of 
your application. 
 
Email: trip@dhs.gov  Mail: DHS Traveler Redress Inquiry Program (TRIP) 

601 S. 12th Street, TSA-901 
Arlington, VA 20598-6901 

 

Email: NPPD.compliance@hq.dhs.gov 
Phone: 703-235-4963 
Fax: 703-235-3059 
 

Mail:  Office of Compliance and Security 
National Protection and Programs Directorate  
U.S. Department of Homeland Security 
5th Floor, Mail Stop 0662 
245 Murray Lane, SW 
Arlington, VA  20598-0662 
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For complaints about your experience while clearing customs and immigration, including concerns about the 
inspection process, facilities, and penalties assessed, contact the CBP INFO Center.  An online complaint form is 
available at help.cbp.gov.  Or contact: 
 

Phone: 877-227-5511 or 202-325-8000  
TTY: 866-880-6582                            

Mail:  CBP INFO Center 
U.S. Customs and Border Protection 
1300 Pennsylvania Avenue, NW 
Washington, DC 20229 

 
For complaints alleging that you were treated unfairly or discriminated against by the Transportation Security 
Administration (TSA) because of your disability, race, national origin, religion, sex, or sexual orientation, or any 
other civil rights or civil liberties violation, contact the TSA Disability and Multicultural Division in the Office of 
Civil Rights & Liberties, Ombudsman and Traveler Engagement.  More information and an optional online 
complaint form are available at www.tsa.gov/traveler-information/civil-rights-travelers. 
 

Email: TSA-CRL@tsa.dhs.gov 
Phone:  866-289-9673  
 
 
   

Mail: Transportation Security Administration 
Disability and Multicultural Division  
Office of Civil Rights & Liberties,  
Ombudsman and Traveler Engagement (TSA-6) 
601 S. 12th Street  
Arlington, VA 20598-6006 

 

4. Discrimination in FEMA Funding, Services, or Benefits  
 
For complaints alleging discrimination in the application or distribution methods of Federal Emergency 
Management Agency (FEMA) funds, services, or benefits, whether by FEMA or by FEMA grantees, contact the 
FEMA Office of Equal Rights at: 
 

Phone: 800-621-3362 or 202-646-3535 
Fax: 202-646-4320 
           Attn: Civil Rights Title VI Program 

Mail: FEMA - Office of Equal Rights 
Attn: Civil Rights Title VI Program 
395 E Street, SW, 2nd Floor 
Washington, DC 20472-3505 

 

5. Concerns with Longstanding or Complex USCIS Immigration Filings or Applications  
 
For help resolving problems with U.S. Citizenship and Immigration Services (USCIS) immigration filings or 
applications, first try resolving the issue by using the USCIS customer service options available to you:  (1) Call 
the USCIS National Customer Service Center at 1-800-375-5283, 1-800-767-1833 (TTY); (2) Check “Case  
Status at www.uscis.gov; or (3) Make an InfoPass appointment with USCIS at infopass.uscis.gov. 
 
Individuals or employers who have exhausted all USCIS customer service options but still need help resolving a 
problem with an application or petition can request the assistance of DHS Headquarters by contacting the Office 
of the Citizenship and Immigration Services Ombudsman (CIS Ombudsman) and completing the online case 
assistance form, or, if outside of the United States, Form DHS-7001, Case Assistance Worksheet, found at 
www.dhs.gov/cisombudsman.  Please note: If the requested service involves the forms I-589, I-590, I-360 (Violence Against Women 
Act), I-914, I-918, or an I-751 battered spouse waiver, the applicant must sign the last page of Form DHS 7001 and attach it to the online 
case assistance form as a PDF file. 
 
 
  

USCG0186
000175epic.org EPIC-16-09-09-DHS-FOIA-20181029-USCG-Production-pt2



6 

  

The CIS Ombudsman is an independent, confidential, and impartial resource located in DHS Headquarters, and 
there is no fee for assistance provided by the Office.  The completed worksheet and any supporting 
documentation can be submitted online (preferred method) or by email, fax, or postal mail: 
 

Online case-problem assistance requests are preferred: 
 
Website: www.dhs.gov/cisombudsman  
Email: cisombudsman@hq.dhs.gov 
Phone: 202-357-8100 or Toll-Free:  855-882-8100  
 Monday through Friday (11a.m. – 3p.m. EST) 
Fax: 202-357-0042 

Mail: Citizenship and Immigration Services  
 Ombudsman 

Department of Homeland Security 
Attn:  Case Assistance 
245 Murray Lane, SW 
Building 410, Mail Stop #0180 
Washington, DC 20528-0180 

 

Concerns regarding E-Verify and the SAVE Program 
 
E-Verify is an Internet-based system that allows businesses to determine the eligibility of their employees to work 
in the United States.  For more information, visit www.uscis.gov/e-verify.  For help resolving problems with  
E-Verify policies and procedures, Form I-9 and employment eligibility, contact the USCIS Verification Programs 
Contact Center at: 
 

For Employers: Phone: 888-464-4218 
TTY: 877-875-6028  
Email: E-Verify@uscis.dhs.gov 

For E-Verify Employer Agents: Phone: 888-464-4218 
TTY: 877-875-6028  
Email: E-VerifyEmployerAgent@uscis.dhs.gov 

For Employees: Phone: 888-897-7781 
TTY: 877-875-6028  
Email: E-Verify@uscis.dhs.gov 

 
For immigration-related employment discrimination, including discrimination based on citizenship status, 
immigration status or national origin in Form I-9 and E-Verify processes, the U.S. Department of Justice Civil 
Rights Division Office of Special Counsel is available at: 
 

Employer Hotline: Phone: 800-255-8155 
TTY: 800-362-2735 (TTY) 

Employee Hotline: Phone: 800-255-7688 
TTY: 800-237-2515 (TTY) 

Email: osccrt@usdoj.gov 
Website: www.justice.gov/crt/about/osc 
 
The SAVE Program is an inter-governmental initiative designed to aid benefit-granting agencies in determining an 
applicant’s immigration status, thereby ensuring that only entitled applicants receive federal, state, or local public 

benefits and licenses. For more information, visit www.uscis.gov/save.  For questions on SAVE access methods, 
verification processes, and forms, contact the USCIS Verification Programs Contact Center by phone at  
877-469-2563 or by email at SAVE.HELP@dhs.gov. 
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6. Concerns about U.S. Immigration and Customs Enforcement (ICE) Enforcement and 
Removal Operations (ERO) 

For complaints and concerns about ICE policies, programs, and operations, including ICE civil enforcement 
priorities, immigration detention, or ICE actions involving U.S. citizens, contact your local ERO Community 
Field Liaison or the ERO Detention Reporting and Information Line to directly address your concern. 
 

 Contact a Community Field Liaison 

In the field, there are 24 Community field liaisons, which correspond to ICE ERO’s 24 Field Offices located 
throughout the United States.  All concerns or questions regarding ICE practices, policies and/or programs should 
first be directed to the local field liaison. These dedicated liaisons are in the best position to directly resolve issues 
and concerns regarding ERO practices, policies, and procedures on a local level.  To find the local Community 
field liaison in your area, use the map at this link to contact one of ICE’s 24 field liaisons:  
www.ice.gov/contact/ero/#fieldOffice . 
 

 Contact the  Detention Reporting and Information Line (DRIL)  

The Detention Reporting and Information Line (DRIL) is established to help those who have not been able to 
resolve a problem through traditional channels. Prior to contacting DRIL, you must first try to resolve your 
request or concern at the field level through the appropriate field office liaison. With any request, include a 
detailed description of all your attempts to resolve the concern and any supporting documentation. For more 
information about DRIL, visit www.ice.gov/contact/detention-information-line. 
 
You may also submit your requests, inquiries, or complaints to ERO headquarters using an optional ERO Contact 
Form at www.ice.gov/webform/ero-contact-form. 
 
Please note that, as is the case with all other DHS Components, ICE cannot share any details with you about 
another person without a signed Form G-28, privacy waiver, or, in certain circumstances, appropriate verification 
of an agency relationship with the individual. For information on ICE administration of privacy protections, visit: 
www.ice.gov/about/offices/management-administration/privacy/. 
 

If you have any questions, please call the ICE 
Detention Reporting and Information Line to speak to 
a live operator: 
Phone: 1-888-351-4024 
            Monday – Friday (8 a.m. – 8 p.m. EST) 
 
You may send a complaint to the Detention 
Reporting and Information Line in writing: 
Email: ERO.INFO@ice.dhs.gov 
 

Mail: Department of Homeland Security  
Detention Reporting and Information Line 
Custody Management 
Enforcement and Removal Operations  
U.S. Immigration and Customs Enforcement  
500 12th Street, SW 
Washington, DC 20536 
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7. General Complaints  
 
For general complaints about your overall experience with DHS—for example, those dealing with inappropriate 
conduct, or what you believe to have been incorrect outcomes—you can, in many circumstances, file a complaint 
verbally, in writing, on the phone, or on-line with the appropriate DHS Component: 
 

U.S. Customs and Border Protection (CBP) 

For complaints about the CBP customs clearance and immigration inspection process at ports of entry and 
customs processing of international trade:  

 In-person:  Supervisors are available to address travelers’ and importers’ concerns at every air, land, and sea 
Port of Entry.  If you have a concern about your customs clearance or immigration inspection while it is 
happening, ask to speak to a supervisor. 

 

 Online:  Complaints may be filed online at: www.CBP.gov.  On the home page, click on the 
Questions/Complaints tab and follow the instructions provided.  Further information about the online 
complaints system is available at www.cbp.gov, under “Questions/Complaints,” or at: 
help.cbp.gov/app/forms/complaint/session/L3NpZC8xbTFSdmd4bA%3D%3D. 

 

 By phone:  Complaints may be reported by calling the CBP INFO Center.  For domestic calls, the toll-free 
number is 877-227-5511. For international and/or local calls, the number is 202-325-8000.  The TTY 
number is 866-880-6582.  In addition, you may contact the Port of Entry or Border Patrol Sector directly 
and ask to speak with a supervisor.  CBP will make a record of all calls in a complaint tracking database.  If 
your complaint cannot be resolved over the phone, CBP will refer it for additional review and resolution. 

 

 By mail:  Written complaints also may be sent by mail.  Comments/complaints should be sent to the CBP 
INFO Center at: 

o CBP INFO Center 
U.S. Customs and Border Protection 
1300 Pennsylvania Avenue, NW 
Washington, DC 20229 

U.S. Immigration and Customs Enforcement (ICE)  
 

 By phone or mail:  ICE Enforcement and Removal Operations (ERO) field offices are located around the 
country and each office has a distinct area of responsibility.  The webpage www.ice.gov/contact/ero/ 
provides the address and phone number for each ERO field office.  
 

 By phone or mail:  ICE Homeland Security Investigations (HSI) field offices are located around the country.  
The webpage www.ice.gov/contact/inv/ provides the address, phone number, and fax number for the 
principal HSI field offices.  

 

Transportation Security Administration (TSA) 
 

 In person:  Some airports are staffed with a local TSA Customer Service Manager who is available to address 
travelers’ concerns.  To contact this representative if you have concerns about your TSA inspection, 
travelers may ask any TSA officer at the airport. In addition, a traveler who needs assistance or is 
concerned about his or her screening can ask a TSA checkpoint officer or supervisor for a TSA Passenger 
Support Specialist (PSS). The PSS program ensures that TSA personnel are available to provide additional 
support and information to travelers at TSA checkpoints. 
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 By phone, email or online:  Travelers may contact the TSA Contact Center for answers related to questions about 
TSA programs and policies.  Complaints, compliments, requests for information and suggestions are 
recorded and directed as appropriate within TSA headquarters.  The TSA Contact Center can be reached by 
telephone or email.  More information can be found at www.tsa.gov/contact-us. 
 

 Travelers may also contact TSA by postal mail.  
 

Phone: 866-289-9673  
Email: TSA-ContactCenter@tsa.dhs.gov 

Mail: Transportation Security Administration 
601 South 12th Street, TSA-1 
Arlington, VA  20598 

 

 Claims for lost, missing or damaged items:  If travelers’ property is damaged or misplaced during the TSA 
screening process, travelers may file a claim with TSA Claims Management Branch.  The TSA Claims 
Management Branch will attempt to resolve your claim as quickly as possible (often within 60 days); 
however, they may require up to six months to fully investigate your claim before they can make a 
recommendation to approve, deny, or offer a settlement.  Critical life-supporting medications and 
property will be expedited through the claims process.  More information on Claims Management can be 
found at www.tsa.gov/traveler-information/claims-management-branch and the Claims Management 
Branch may be contacted by email at tsaclaimsoffice@tsa.dhs.gov.  

 

U.S. Citizenship and Immigration Services (USCIS) 
 

 By phone:  To receive nationwide assistance for immigration services and benefits offered by USCIS, call the 
National Customer Service Center (NCSC) at 1-800-375-5283 if you are within the U.S., including Puerto 
Rico, Guam, and the U.S. Virgin Islands.  The TTY number is 1-800-767-1833. 

 By mail:  

o U.S. Citizenship and Immigration Services (USCIS) 
Customer Service and Public Engagement Directorate 
111 Massachusetts Avenue, NW, Suite 6000  MS 2260 
Washington, DC  20529   

 If you are outside the United States, contact your local U.S. Embassy or U.S. Consulate.   

 For more information, visit www.uscis.gov and click on “Contact Us.”  
 

Citizenship and Immigration Services (CIS) Ombudsman  
 
If you have a complaint or other feedback about an interaction or experience with the CIS Ombudsman’s Office, 
contact that Office at cisombudsman@hq.dhs.gov.  
  

U.S. Coast Guard (USCG) 
 By email:  If you have a question or concern about the Coast Guard, you may leave a comment and your 

email address at www.uscg.mil/ or visit that site and follow the prompts for information on specific 
subjects.  You also may direct your question or concern to the appropriate command or program office by 
clicking on “additional contact information” and following the prompts, or by obtaining a contact phone 
number at www.uscg.mil/global/mail/info pg.asp. 

   

 In person or by phone:  If you do not have Internet access, your local Coast Guard office may be the best way to 
address your complaint.  The phone numbers and addresses for local Coast Guard Offices are in the phone 
book.   
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 If your complaint cannot be resolved through your local Coast Guard office, you can contact the Coast 
Guard Office of Government and Public Affairs by postal mail at: 

o Commandant CG-092 
U.S. Coast Guard Headquarters 
2100 2nd Street, SW, Stop 7362  
Washington, DC  20593-7362 
Fax: 202-372-4980 

U.S.  Secret Service (USSS) 
 

If you have a question or concern regarding the U.S. Secret Service, you may contact the Secret Service: at:  

Phone: 202-406-6300 
Fax: 202-406-6560 or 202-406-6560 

Mail:  U.S. Secret Service 
Communications Center 
Attn: Special Agent in Charge (SAIC)  
Inspection Division  
245 Murray Lane, SW, Building T-5 
Washington, DC  20223 

 
 

8. Privacy Complaints and Allegations of Privacy Violations 
 
The DHS Privacy Office and DHS Components are responsible for responding to privacy complaints submitted by 
DHS employees, the public, other government agencies, and the private sector.  Privacy complaints are defined as 
allegations of harm or a violation of privacy compliance requirements or of the Privacy Act of 1974, 5 U.S.C.  
§ 552a.  Each Component manages and customizes its privacy complaint handling process to meet its needs and 
fulfill Department complaint handling and reporting requirements.  Please direct your complaint to the 
Component that you believe is responsible for the issue raised. Alternatively, privacy complaints can be directed 
to the DHS OIG or DHS Privacy Office for consideration and/or appropriate referral if there is a potential conflict 
of interest or you are unsure of the appropriate Component with which to file a complaint.  
 

CBP:    
Email: Privacy.CBP@cbp.DHS.gov  

 
DHS Privacy Office:   
Email: DHSPrivacy@hq.dhs.gov         
Mail: Privacy Office, Attn: Chief Privacy Officer 

U.S. Department of Homeland Security 
245 Murray Lane, SW, Mail Stop 0655 
Washington, DC  20528-0655 

 
FEMA:    
Email: FEMA-Privacy@fema.dhs.gov  
Phone: 202-646-3323 

ICE:   
Email: ICEPrivacy@ice.dhs.gov 
Phone: 202-732-3300   
Mail: Privacy Office 

U.S. Immigration and Customs Enforcement 
500 12th Street, SW, Mail Stop 5004 
Washington, DC 20536-5004 
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NPPD:    
Email: NPPDPrivacy@hq.dhs.gov  
Mail: Office of Privacy 

National Protection and Programs Directorate 
U.S. Department of Homeland Security  
245 Murray Lane, SW, Mail Stop 0380  
Washington, DC 20528-0380 

 
OIG:   
Email: DHSOIGHOTLINE@hq.dhs.gov 

 
POLICY:   
Email:  PolicyFOIA@hq.dhs.gov 
Mail: Office of Policy - Front Office 

U.S. Department of Homeland Security 
Attn:  FOIA and Privacy Officer 
245 Murray Lane, SW, Mail Stop 0445 
Washington, DC   20528-0445 

 
 

TSA:     
Email: TSAprivacy@tsa.dhs.gov  
Mail: Privacy Officer 

Transportation Security Administration, TSA-36 
601 S. 12th Street 
Arlington, VA 20598-6036 

 
USCG:   
Email: HQS-SMB-Privacy@uscg.mil      
Mail: Commandant (CG-61) 

Attn: Privacy Program 
U.S. Coast Guard  
2100 2nd Street, SW, Stop 7101 
Washington, DC 20593-7101 

 
USCIS:    
Email: USCISPrivacy@uscis.dhs.gov  
Phone: 202-272-8030 
Mail: U.S. Citizenship and Immigration Services 

Office of Privacy, Mail Stop 8000 
20 Massachusetts Avenue, NW, 5th Floor 
Washington, DC 20529 

 
USCIS Verification Division:  
Email: VerificationPrivacyComplaints@uscis.dhs.gov  
Phone: 888-464-4218            
Mail: Verification Privacy Office 

U.S. Citizenship and Immigration Services 
Department of Homeland Security 
131 M Street, NE, Suite 200, Mail Stop 2600 
Washington, DC  20529-2600 
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USSS:   
Email: privacy@usss.dhs.gov 
Mail: FOIA/PA Program 

Disclosure/Privacy Officer 
U.S. Secret Service 
245 Murray Lane, SW 
Building # T-5 
Washington, DC 20223 

 
US-VISIT:      
Email: usvisitprivacy@hq.dhs.gov 
Mail: Privacy Office 

U.S. Department of Homeland Security 
245 Murray Lane, SW, Mail Stop 0675 
Washington, DC 20528-0675 
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The Department of Homeland Security (DRS) United States Coast Guard (USCG) 
Research and Development Center (RDC) has been tasked and funded to evaluate small Unmanned 

Aircraft Systems (sUAS) for potential use by USCG for operational missions. sUAS include small 

aircrafts (typically less than 55 pounds in weight) that are generally operated using a wireless 

grOlmd control station (GCS). TIle aircraft are equipped with sensors and cameras that can capture 

images and transmit them to standalone GCSs to provide aelial views of USCG missions for 

situational awareness to the operators and users. USCG is conducting this Privacy Impact 

Assessment (PIA) to address the privacy impacts of sUAS smv eillance and image captming 
capabilities. 

Introduction 

sUAS technology has the potential to be a valuable tool for rapid response and situational 
awareness prior to and dming USCG operations. The sUAS are equipped with electro-optical (EO) 

and infrared (IR) cameras that feed images to standalone, non-networked flight computers (GCSs). 
Part of the research being conducted by the RDC is evaluating various cOllllllercially available 

EO/IR camera payloads for capability, capacity, limitation, and overall mission impact . All 

imagery collected dming sUAS evaluations is transmitted directly to the operator for the plupose 
of safely operating the aircraft and evaluation of the system 's target detection capabilities. The 

scope of this research includes the ongoing deployment and evaluation of sUAS from USCG 

vessels and shore sites at locations around the cOlmtIy over the next several years. TIlis technology 

is meant to eventually be a tool to supplement manned assets perfonuing USCG missions by 

providing critical situational awareness. 

The overall objective of the RDC's research efforts is not to collect personally identifiable 

infolTIlation (PII), but to understand how sUAS technology could facilitate USCG operations. This 

technology could enable more effective responses in all 11 USCG mission sets: p0l1s, waterways, 

and coastal secmity; drug interdiction; aids to navigation; search and rescue; living marine 
resom ces; marine safe ty; defense readiness; migrant interdiction; marine environmental 

protection; ice operations; and other law enforcement activities . 

Testing sUAS for USCG mission sets typically requires flights over the open water area 

sUlTounding USCG cutters. No PIT is collected dming these test flights by the sUAS (see below 
for the infOlIDation USCG collects and uses). However, USCG requires USCG test participants to 

assist in simulating targets of interest, whether they be disabled boaters, dmg smugglers, alien 

smugglers, or vessels fishing illegally . Tests include search pattel1lS, EO/IR payload evaluations, 

and sUAS endmance and capabilities as technology advances. All individuals acting as test 
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participants in sUAS testing will be active and consenting: members of the USCG RDC program, 

briefed on the capabilities of each sUAS system, assigned a portion of the test plan to execute to 

generate only the infoullation required to assess sUAS for USCG research pUlposes. 

EO and IR cameras provide the means for collecting images/infonnation and are capable 

of caphrring video at any altitude. However, the level of altitude impacts whether objects and 

images are recognizable. The higher the altihlde, the less visibility and detail of a particular 

object/image. At no point will the test participant ' s personal identification infonnation (e.g., 
name) be available to link to the unage . In addition, the quality of the imagelY should only be 

sufficient enough to distinguish between human, animal, and target type, and the relative size 

differences between individuals. Any inadvel1ent images caphued dming this test will not clearly 

differentiate between individuals, and no facial recognition technology is used. 

Nonetheless, RDC programs and projects will take all reasonable steps necessary to 

maintain the secmity of any potential PII, and will protect the data from inappropriate, 

lmauthorized, or unlawful access, use, disclosme, or destmction. All of the data (images/video) 

that is initially captmed in the GCS is for research exercises and can only be accessed by a few 

select individuals. The data is typically deleted from the GCS at the end of each day of the 

testing event. There are instances when images/video useful in supporting the ongoing analysis 

would be transfelTed to the USCG workstation project folder, which has access limited to the 

project team only. None of the images/video will constitute PII because the sUAS cameras and 

test procedmes do not allow for such visual clarity and the data will not be maintained in a 

manner that allows it to be linked to any PII. Should any of the images/video be selected for use 

in a brieflllg/presentation/report, the RDC has a rigidly controlled review process that includes 

the Program Manager (PM), Branch Chief, Scientific and Technical Infonnation (STINFO) 

Officer, Public Affairs Officer (PAO), Secmity Officer Technical Director, and Executive 

Director on a review panel to ensme that the appropriate level audience, markings, and secmity 

have been addressed. 

The test plans, controls, and Federal Aviation Administration (FAA) regulations I that 

govern each test event will prohibit reckless operation of a sUAS. The images caphued by sUAS 

are transmitted and stored on the GCS, which includes a standalone laptop . The GCS have access 

controls in place that ensme only those with an authorized need to know can access images. RDC 

stores relevant linages such as snapshots of test scenarios to show validity of various payload 

evaluations under password protection and typically deletes all images at the end of each day of 

the test event, unless it is useful in supp0l1ing ongoing analysis. 

I See Federal A viatioll Administration regulations at 14 CFR Part 107 - Small Unmanned Aircraft Systems. 
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Fair Information Practice Principles (FIPPs) 

The Privacy Act of 1974 311iculates concepts afhow the Federal Govellllllent should treat 
individuals and their illfol111ation and imposes duties upon federal agencies regarding the 

collection, use, dissemination, and maintenance of Pli . The Homeland Security Act of 2002 

Section 222(2) states that the Chief Pr ivacy Officer shall assure that infol1nation is handled in full 

compliance with the fa ir infol111atioll practices as set out in the Privacy Act of 1974. 

In response to this obligation, the DRS Privacy Office developed a set af Fair InfOim ation 

Practice Principles (FIPPs) from the lmderlying concepts of the Privacy Act to encompass the full 

breadth and diversity offhe infOiTIlation and interactions of DHS. The FIPPs account for the natme 
and purpose of the infonnation being collected in relation to DHS's mission to preselVe, protect, 

and secure . 

DHS conducts Privacy Impact Assessments on both programs and infonnation technology 

systems, pursuant to the E-GovelTIluent Act of 2002 Section 208 and the Homeland Security Act 
of2002 Section 222. USCG RDC is a research entity rather than particular infonna tion technology 

system. This PIA examines the privacy impact of USCG RDC sUAS research activity as it relates 

to the FIPPs. 

1. Pl'inciple of Transparency 

Principle: DR S should be transparent alld provide I/Otice to the individual regarding its 
collectioll, lise, disseminatioll, and moilltellollce of PI!. Technologies or systems usillg PIl/llllst be 
described ill a SORN alld PIA, as appropriate. There should be 110 system/he existellce ofwhich 
is 0 secret. 

This PIA provides a level oftransparency to the public regarding USCG RDC sUAS testing 

efforts. All individuals designated as test participants will be active and consenting members of 

the RDC program. Pa11icipants will be briefed on the capabilities of each sUAS system, assigned 

a portion of the test plan to execute, and fulfill a test team supp0l1 role in generating only non-PIT 
required to assess sUAS for USCG research.2 Each participant will be made aware that his or her 

lmidentifiable image could potentially be captmed during the execution of a test and at no point 

will the pa11icipant 's personal identification be available to conespond with the image . 

None of the sUAS systems as pal1 of this research eff0l1 are secret. Prior to each evolution 
of testing, RDC notifies the FAA (through the filing of publicly-available Notices to Ainllen 

2 TIle infommtion generated and how it is generated depends on the test perfon ned. Often it involves de ten nilling 
payload perfonnance; tactics, techniques, and procedures for operating sUAS on USCG surface platfomlS; and the 
impact the sUAS system can have on USCG mission se ts. 

USCG0197 
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(NOTAMs», the local air station, CG Office of Aviation Forces (CG-71 1» , and local and tribal 

leaders. 

2. Principle ofindividual Participation 

Pri1lciple: DRS should illvolve the il1div;dual 111 the process of IIS;'lg Pll. DRS should, to 

the ex/ellt practical, seek illdividual consent for the collectio1l, lise, dissemhwtioll, and 
mai1lfellallce of Pll alld should provide mechallisms for appropriate access, C01Tee/ioll, a1Jd 

redress regarding DRS's lise of P II. 

All designated test participants will be personnel from the RDC program. Participants will 

be briefed Oll the capabilities of each sUAS system, assigned a portion of the test plan to execute, 

and fulfill a test team support role in generating only the infonllation required to assess sUAS for 

USCG research. The RDC sUAS program is designed to not collect PIT. Prior to testing, all systems 
will be calibrated to ensure data quality and integrity. The imagery will only be of sufficient quality 

to distinguish between human, animal, and asset, and the relative size differences between 

individuals. The images taken will not be matched to any database or names of the participants, 

and will not be capable of perfolllling facial recognition. 

3. Principle of Purpose Specification 

Principle: DHS should specifically arfiCIIlafe fhe authority which penllits the colleCfion of 

Pll alld specifical~y arficulafe fhe pll1pose or purposes for which fhe Pll is intended to be used. 

The pUlpose of the research is to detelluine the effectiveness of sUAS in supp0l1ing various 
USCG operations, consistent with the requirements and authorities spelled out in 14 U.s.c. §§ 81 
and 87-89. This technology is meant to eventually be a tool to supplement manned assets 

perfollning USCG missions by providing critical situational awareness. 

USCG RDC currently owns ulllllanned aircraft systems that include aircraft typically lUlder 
55 pOlmds with wingspans of three (3) to six (6) feet or less that are characteristically operated 

using a GCS. Each sUAS is equipped with sensors and cameras capable of caphui.ng images or 

other data, and transmitting them to GCSs to provide aerial views in supp0I1 of numerous USCG 

1111SS10 n s . 

The systems lmder test will not collect PH when operated in accordance with the test plans, 

FAA regulations, and DHS and USCG policies that govern this effort. 

USCG0198 
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Pri1lciple: DRS should oll~Y collect PIl that ;s direcf~y relevant and 1Iecessary to 
accomplish the specified purpose(s) and o1l~Y retain PI! for as long as is lIecessmy to fulfill the 

specified pllrpose(s). PI! should be disposed of ill accordance with DRS records disposUioll 
schedules as approved by the Natiollal Archives alld Records Administratio1l (NARA). 

sUAS are only being tested for use as a potential situational awareness tool to supp0l1 

USCG missions. The RDC will provide its own test pal1icipants and platfOillis to generate imagery 

and teiemetIy to assess sUAS capabilities. While not collecting PIT from sUAS, the RDC will have 
access to the basic PIT of participants necessary to nm the program. This PIT will never be linked 

to data collected by sUAS. 

Any infonnation generated dming this research will be from consenting RDC program 

personnel. Prior to testing, all systems will be calibrated to ensme data quality and integrity. The 

quality of the imagelY should only be sufficient enough to distinguish between human, animal, 

and asset, and the relative size differences between individuals. The images taken will not be 

matched to any database and will not be used to supp0l1 a fac ial recognition program. 

Any inadvertent images caphrred dming this test will not clearly identify individuals . 

Images taken would consist of things like letter boards or an item in the water to simulate an oil 

spill. The RDC will take all reasonable steps necessary to maintain the secmity of the images 

caphrred and ensme no PIT is caphrred. All data and images retained from the sUAS testing events 

will be protected from inappropriate, lmauthorized, or unlawful access, use, disclosme, or 

destmction . 

Infonllation collected by or on behalf of the RDC using sUAS is deleted from the GCS at 

the end of each day of the test operation, unless retention of the infonnation is detennined to be 

necessalY to the ongoing teclmology assessment; it is then maintained in a system of records 
relative to the applicable USCG mission. 

Privacy Risk: There is a potential risk that sUAS operators may inadvel1ently collect more 

infonnation than needed. 

Mitigation: RDC programs and projects use the least amount of infonllation consistent 

with the doclllliented purpose(s), and use lninimization techniques such as synthetic data or 

anonymization where appropriate and practicable. The sUAS research projects do not need, nor 

would use any images of non-USCG taJgets for use in reporting test results. If any private or public 

images are inadvel1ently caphrred they will be deleted immediately and steps will be taken to 

minimize the possibility of recmTence. 

USCG0199 
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Pri1lciple: DRS should lise Pll sole~y for the purpose(s) specified ill the lIotice. Sharillg PII 

olltside the Department should be/or a p1l1]Jose compatible wUh the pll1]Josefor which the PII was 

collected. 

Although research test analysis data may be shared with federal pa11ners, no PIT data is 

collected from the sUAS, and thus none is shared extemally or internally. 

The systems tmder test will not collect PIT when operated in accordance with the test plans, 

FAA regulations, and DRS and USCG policies that govern tills effort. The authority to collect or 
purpose for the collection and use ofPII harbor no conceivable benefit to the research effort. 

Infonnation will only be used to assess the platfol1ll and payloads of the sUAS. Detection 

and vessel identification are key components to evaluating the systems and their ability to facilitate 

USCG missions. RDC will provide its own test participants and assets to generate imagelY for this 
assessment. 

Privacy Risk: There is risk that identifiable images of test pal1icipants will be collected 

inadvertently dming the test eff0l1s and used in analysis reports/presentations. 

Mitigation: USCG mitigates this risk by only using teclmology that does not allow for 
such visual clarity to identify any specific individuals. The RDC further mitigates this risk by 

carefully reviewing video and images captmed by the GCS and used in analysis 

reports/presentations to ensme no images contain PII. 

6. Principle of Data Quality and Integrity 

Pril/ciple: DHS should, to the exte1lt practical, e1lsure that PIl is accurate, releval/t, timely, 

and complete, withi1l the cOl/text 0/ each lise o/the PH 

Infol1llation collected will only be used to assess the platfolTIl and payloads of the sUAS . 

The video and images generated by the sUAS are used only to evaluate the system. There is no 
need for PIT to be collected to perfol1ll the assessment of the sUAS. 

RDC will be providing its own test participants and assets to generate imagelY for this 

assessment . Prior to testing, all assets and systems will be calibrated to ensme data quality and 

integrity. The quality of the imagelY should only be sufficient enough to distinguish between 
human, animal, and asset, and the relative size differences between individuals. The images taken 

will not be matched to any database and will not be capable of perfonning facial recognition. 

USCG0200 
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Pri1lciple: DRS should protect PII (;1/ all forms) through appropriate secu";ty safeguards 

against risks such as loss, unautllOri=ed access or lise, destruction, modification, or 1I11illfended or 

iI/appropriate disclosure. 

DHS and USCG will adhere to the secmity safeguards that govem all DHS and USCG 

operations as they would in the com se of any research eff0l1. All unages captmed by sUAS during 

the test exercises are transmitted to an encrypted, password-protected GCS, and only those 

individuals with an authorized need to know will have access to the GCS and the illfol1nation 

contained therein. 

Any private or public images/video captured by the sUAS will be deleted from the GCS 

immediately. The sUAS research projects do not need, nor would use any footage of non-USCG 

targets for use in rep0l1ing test results. 

Privacy Risk: There is a risk lmauthorized individuals may access the data. 

Mitigation: RDC programs and projects will take all reasonable steps necessruy to 

maintain the secmity of all data collected, and will protect the data from inappropriate, 

lmauthorized, or unlawful access, use, disc1osme, or destmction. All images captured by the sUAS 
dming the test exercises are transmitted to an encrypted, password protected, standalone GCS and 

accessed only by those having a need to know. Any PH inadvertently collected will be safeguarded 

along with all other data collected, but the PH will be deleted from the GCS once discovered. 

8. Principle of Accountability and Auditing 

Prillciple: DHS should be accolflltable for cOlllp~Villg with these principles, providing 

trailling to all employees and contractors who use PII, and should audit the actllaluse of PII to 

demonstrate compliance with these principles a1ld all applicable privacy protection requireme1lts. 

No PII will be collected by sUAS as part of this research effort ; however, all RDC 
personnel are required to complete annual DRS privacy training regarding the safe handling and 

protection of PIT. 

The images/video data initially caphrred in the GCS for research exercises is only 

accessible to a few select individuals. Data is deleted from the GCS at the end of each day of 
testing lmless there are instances in which the data might be useful in supporting the ongoing 

analysis. In such cases, the data would then be transferred to the USCG workstation project 

folder, which only the project team can access. 

USCG0201 
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Unmanned aircraft technology has the potential to be a valuable tool for rapid response and 

increased situational awareness prior to and dming potentially dangerous USCG operations. TIle 

overall objective of the RDC research efforts is not to collect PlI, but to tmderstand how this 

technology could fac ilitate USCG operations. Using sUAS for USCG mission sets typically 

requires flights over unpopulated areas or over open water, to detenlline the location or presence 
of vessels without the fidelity to collect images of inruviduals aboard. All data caphrred by sUAS 

are transmitted and stored Oll the GCS, which includes a standalone, nOll-networked laptop . The 

GCS has access controls in place that enSlU"e that only those with an authorized need to know 
access the system. RDC only stores relevant images of USCG test targets and conducts all test 

events in accordance with the sensitive infOim ation protection policies of DHS and USCG. RDC 

does not retain any imagery collected by sUAS that is not relevant to evaluating the operational 

utility of the system{s). 

Responsible Officials 
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Approval Signature 

Original, signed copy on file with the DHS Privacy Office. 
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Chief Privacy Officer 
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The Department of Homeland Security (DRS) United States Coast Guard (USCG) 
Research and Development Center (RDC) has been tasked and funded to evaluate small Unmanned 

Aircraft Systems (sUAS) for potential use by USCG for operational missions. sUAS include small 

aircrafts (typically less than 55 pounds in weight) that are generally operated using a wireless 

grOlmd control station (GCS). TIle aircraft are equipped with sensors and cameras that can capture 

images and transmit them to standalone GCSs to provide aelial views of USCG missions for 

situational awareness to the operators and users. USCG is conducting this Privacy Impact 

Assessment (PIA) to address the privacy impacts of sUAS smv eillance and image captming 
capabilities. 

Introduction 

sUAS technology has the potential to be a valuable tool for rapid response and situational 
awareness prior to and dming USCG operations. The sUAS are equipped with electro-optical (EO) 

and infrared (IR) cameras that feed images to standalone, non-networked flight computers (GCSs). 
Part of the research being conducted by the RDC is evaluating various cOllllllercially available 

EO/IR camera payloads for capability, capacity, limitation, and overall mission impact . All 

imagery collected dming sUAS evaluations is transmitted directly to the operator for the plupose 
of safely operating the aircraft and evaluation of the system 's target detection capabilities. The 

scope of this research includes the ongoing deployment and evaluation of sUAS from USCG 

vessels and shore sites at locations around the cOlmtIy over the next several years. TIlis technology 

is meant to eventually be a tool to supplement manned assets perfonuing USCG missions by 

providing critical situational awareness. 

The overall objective of the RDC's research efforts is not to collect personally identifiable 

infolTIlation (PII), but to understand how sUAS technology could facilitate USCG operations. This 

technology could enable more effective responses in all 11 USCG mission sets: p0l1s, waterways, 

and coastal secmity; drug interdiction; aids to navigation; search and rescue; living marine 
resom ces; marine safe ty; defense readiness; migrant interdiction; marine environmental 

protection; ice operations; and other law enforcement activities . 

Testing sUAS for USCG mission sets typically requires flights over the open water area 

sUlTounding USCG cutters. No PIT is collected dming these test flights by the sUAS (see below 
for the infOlIDation USCG collects and uses). However, USCG requires USCG test participants to 

assist in simulating targets of interest, whether they be disabled boaters, dmg smugglers, alien 

smugglers, or vessels fishing illegally . Tests include search pattel1lS, EO/IR payload evaluations, 

and sUAS endmance and capabilities as technology advances. All individuals acting as test 

USCG0204 
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participants in sUAS testing will be active and consenting: members of the USCG RDC program, 

briefed on the capabilities of each sUAS system, assigned a portion of the test plan to execute to 

generate only the infoullation required to assess sUAS for USCG research pUlposes. 

EO and IR cameras provide the means for collecting images/infonnation and are capable 

of caphrring video at any altitude. However, the level of altitude impacts whether objects and 

images are recognizable. The higher the altihlde, the less visibility and detail of a particular 

object/image. At no point will the test participant ' s personal identification infonnation (e.g., 
name) be available to link to the unage . In addition, the quality of the imagelY should only be 

sufficient enough to distinguish between human, animal, and target type, and the relative size 

differences between individuals. Any inadvel1ent images caphued dming this test will not clearly 

differentiate between individuals, and no facial recognition technology is used. 

Nonetheless, RDC programs and projects will take all reasonable steps necessary to 

maintain the secmity of any potential PII, and will protect the data from inappropriate, 

lmauthorized, or unlawful access, use, disclosme, or destmction. All of the data (images/video) 

that is initially captmed in the GCS is for research exercises and can only be accessed by a few 

select individuals. The data is typically deleted from the GCS at the end of each day of the 

testing event. There are instances when images/video useful in supporting the ongoing analysis 

would be transfelTed to the USCG workstation project folder, which has access limited to the 

project team only. None of the images/video will constitute PII because the sUAS cameras and 

test procedmes do not allow for such visual clarity and the data will not be maintained in a 

manner that allows it to be linked to any PII. Should any of the images/video be selected for use 

in a brieflllg/presentation/report, the RDC has a rigidly controlled review process that includes 

the Program Manager (PM), Branch Chief, Scientific and Technical Infonnation (STINFO) 

Officer, Public Affairs Officer (PAO), Secmity Officer Technical Director, and Executive 

Director on a review panel to ensme that the appropriate level audience, markings, and secmity 

have been addressed. 

The test plans, controls, and Federal Aviation Administration (FAA) regulations I that 

govern each test event will prohibit reckless operation of a sUAS. The images caphued by sUAS 

are transmitted and stored on the GCS, which includes a standalone laptop . The GCS have access 

controls in place that ensme only those with an authorized need to know can access images. RDC 

stores relevant linages such as snapshots of test scenarios to show validity of various payload 

evaluations under password protection and typically deletes all images at the end of each day of 

the test event, unless it is useful in supp0l1ing ongoing analysis. 

I See Federal A viatioll Administration regulations at 14 CFR Part 107 - Small Unmanned Aircraft Systems. 
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Fair Information Practice Principles (FIPPs) 

The Privacy Act of 1974 311iculates concepts afhow the Federal Govellllllent should treat 
individuals and their illfol111ation and imposes duties upon federal agencies regarding the 

collection, use, dissemination, and maintenance of Pli . The Homeland Security Act of 2002 

Section 222(2) states that the Chief Pr ivacy Officer shall assure that infol1nation is handled in full 

compliance with the fair infol111atioll practices as set out in the Privacy Act of 1974. 

In response to this obligation, the DRS Privacy Office developed a set af Fair InfOim ation 

Practice Principles (FIPPs) from the lmderlying concepts of the Privacy Act to encompass the full 

breadth and diversity offhe infonnation and interactions of DHS. The FIPPs account for the natme 
and purpose of the infonnation being collected in relation to DHS's mission to preselVe, protect, 

and secure . 

DHS conducts Privacy Impact Assessments on both programs and infonnation technology 

systems, pursuant to the E-GoVel1l111ent Act of 2002 Section 208 and the Homeland Security Act 
of2002 Section 222. USCG RDC is a research entity rather than particular infonna tion technology 

system. This PIA examines the privacy impact of USCG RDC sUAS research activity as it relates 

to the FIPPs. 

1. Pl'inciple of Transparency 

Principle: DR S should be transparent alld provide I/Otice to the individual regarding its 
collectioll, lise, disseminatioll, and moilltellollce of PI!. Technologies or systems usillg PIl/llllsl be 
described ill a SORN alld PIA, as appropriate. There should be 110 system/he existellce ofwhich 
is 0 secret. 

This PIA provides a level oftransparency to the public regarding USCG RDC sUAS testing 

efforts. All individuals designated as test participants will be active and consenting members of 

the RDC program. Pa11icipants will be briefed on the capabilities of each sUAS system, assigned 

a portion of the test plan to execute, and fulfill a test team supp0l1 role in generating only non-PIT 
required to assess sUAS for USCG research.2 Each participant will be made aware that his or her 

lmidentifiable image could potentially be captmed during the execution of a test and at no point 

will the pa11icipant 's personal identification be available to conespond with the image . 

None of the sUAS systems as pal1 of this research eff0l1 are secret. Prior to each evolution 
of testing, RDC notifies the FAA (through the filing of publicly-available Notices to Ainllen 

2 TIle infommtion generated and how it is generated depends 0.11 the test perfon ned. Often it involves deten nilling 
payload perfonnance; tactics, techniques, and procedures for operating sUAS 0.11 USCG surface platfomlS; and the 
impact the sUAS system can have 0.11 USCG mission sets. 
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(NOTAMs», the local air station, CG Office of Aviation Forces (CG-71 1» , and local and tribal 

leaders. 

2. Principle ofindividual Participation 

Pri1lciple: DRS should illvolve the il1div;dual 111 the process of IIS;'lg Pll. DRS should, to 

the ex/ellt practical, seek illdividual consent for the collectio1l, lise, dissemhwtioll, and 
mai1lfellallce of Pll alld should provide mechallisms for appropriate access, C01Tee/ioll, a1Jd 

redress regarding DRS's lise of P II. 

All designated test participants will be personnel from the RDC program. Participants will 

be briefed Oll the capabilities of each sUAS system, assigned a portion of the test plan to execute, 

and fulfill a test team support role in generating only the infonllation required to assess sUAS for 

USCG research. The RDC sUAS program is designed to not collect PIT. Prior to testing, all systems 
will be calibrated to ensure data quality and integrity. The imagery will only be of sufficient quality 

to distinguish between human, animal, and asset, and the relative size differences between 

individuals. The images taken will not be matched to any database or names of the participants, 

and will not be capable of perfolllling facial recognition. 

3. Principle of Purpose Specification 

Principle: DHS should specifically arfiCIIlafe fhe authority which penllits the colleCfion of 

Pll alld specifical~y arficulafe fhe pll1pose or purposes for which fhe Pll is intended to be used. 

The pUlpose of the research is to detelluine the effectiveness of sUAS in supp0l1ing various 
USCG operations, consistent with the requirements and authorities spelled out in 14 U.s.c. §§ 81 
and 87-89. This technology is meant to eventually be a tool to supplement manned assets 

perfollning USCG missions by providing critical situational awareness. 

USCG RDC currently owns ulllllanned aircraft systems that include aircraft typically lUlder 
55 pOlmds with wingspans of three (3) to six (6) feet or less that are characteristically operated 

using a GCS. Each sUAS is equipped with sensors and cameras capable of caphui.ng images or 

other data, and transmitting them to GCSs to provide aerial views in supp0I1 of numerous USCG 

1111SS10 n s . 

The systems lmder test will not collect PH when operated in accordance with the test plans, 

FAA regulations, and DHS and USCG policies that govern this effort. 

USCG0207 
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4. Principle of Data Minimization 

Privacy Impact Ass('ssmE'ut 
DHS!USCGIPIA-026 RDC sUAS Program 

Page 6 

Pri1lciple: DRS should oll~Y collect PIl that ;s direcf~y relevant and 1Iecessary to 
accomplish the specified purpose(s) and o1l~Y retain PI! for as long as is lIecessmy to fulfill the 

specified pllrpose(s). PI! should be disposed of ill accordance with DRS records disposUioll 
schedules as approved by the Natiollal Archives alld Records Administratio1l (NARA). 

sUAS are only being tested for use as a potential situational awareness tool to supp0l1 

USCG missions. The RDC will provide its own test pal1icipants and platfOillis to generate imagery 

and teiemetIy to assess sUAS capabilities. While not collecting PIT from sUAS, the RDC will have 
access to the basic PIT of participants necessary to nm the program. This PIT will never be linked 

to data collected by sUAS. 

Any infonnation generated dming this research will be from consenting RDC program 

personnel. Prior to testing, all systems will be calibrated to ensme data quality and integrity. The 

quality of the imagelY should only be sufficient enough to distinguish between human, animal, 

and asset, and the relative size differences between individuals. The images taken will not be 

matched to any database and will not be used to supp0l1 a fac ial recognition program. 

Any inadvertent images caphrred dming this test will not clearly identify individuals . 

Images taken would consist of things like letter boards or an item in the water to simulate an oil 

spill. The RDC will take all reasonable steps necessary to maintain the secmity of the images 

caphrred and ensme no PIT is caphrred. All data and images retained from the sUAS testing events 

will be protected from inappropriate, lmauthorized, or unlawful access, use, disclosme, or 

destmction . 

Infonllation collected by or on behalf of the RDC using sUAS is deleted from the GCS at 

the end of each day of the test operation, unless retention of the infonnation is detennined to be 

necessalY to the ongoing teclmology assessment; it is then maintained in a system of records 
relative to the applicable USCG mission. 

Privacy Risk: There is a potential risk that sUAS operators may inadvel1ently collect more 

infonnation than needed. 

Mitigation: RDC programs and projects use the least amount of infonllation consistent 

with the doclllliented purpose(s), and use lninimization techniques such as synthetic data or 

anonymization where appropriate and practicable. The sUAS research projects do not need, nor 

would use any images of non-USCG taJgets for use in reporting test results. If any private or public 

images are inadvel1ently caphrred they will be deleted immediately and steps will be taken to 

minimize the possibility of recmTence. 

USCG020B 
epic.org EPIC-16-09-09-DHS-FOIA-20181029-USCG-Production-pt2



000198

Homeland 
Security 

5. Principle of Use Limitation 

Privacy Impact Ass('ssmE'ut 
DHS!USCGIPIA-026 RDC sUAS Program 

Page 7 

Pri1lciple: DRS should lise Pll sole~y for the purpose(s) specified ill the lIotice. Sharillg PII 

olltside the Department should be/or a p1l1]Jose compatible wUh the pll1]Josefor which the PII was 

collected. 

Although research test analysis data may be shared with federal pa11ners, no PIT data is 

collected from the sUAS, and thus none is shared extemally or internally. 

The systems tmder test will not collect PIT when operated in accordance with the test plans, 

FAA regulations, and DRS and USCG policies that govern tills effort. The authority to collect or 
purpose for the collection and use ofPII harbor no conceivable benefit to the research effort. 

Infonnation will only be used to assess the platfol1ll and payloads of the sUAS. Detection 

and vessel identification are key components to evaluating the systems and their ability to facilitate 

USCG missions. RDC will provide its own test participants and assets to generate imagelY for this 
assessment. 

Privacy Risk: There is risk that identifiable images of test pal1icipants will be collected 

inadvertently dming the test eff0l1s and used in analysis reports/presentations. 

Mitigation: USCG mitigates this risk by only using teclmology that does not allow for 
such visual clarity to identify any specific individuals. The RDC further mitigates this risk by 

carefully reviewing video and images captmed by the GCS and used in analysis 

reports/presentations to ensme no images contain PII. 

6. Principle of Data Quality and Integrity 

Pril/ciple: DHS should, to the exte1lt practical, e1lsure that PIl is accurate, releval/t, timely, 

and complete, withi1l the cOl/text 0/ each lise o/the PH 

Infol1llation collected will only be used to assess the platfolTIl and payloads of the sUAS . 

The video and images generated by the sUAS are used only to evaluate the system. There is no 
need for PIT to be collected to perfol1ll the assessment of the sUAS. 

RDC will be providing its own test participants and assets to generate imagelY for this 

assessment . Prior to testing, all assets and systems will be calibrated to ensme data quality and 

integrity. The quality of the imagelY should only be sufficient enough to distinguish between 
human, animal, and asset, and the relative size differences between individuals. The images taken 

will not be matched to any database and will not be capable of perfonning facial recognition. 
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7. Principle of Security 

Privacy Impact Ass('sslllE'ut 
DHS!USCGIPIA-026 RDC sUAS Program 

Page 8 

Pri1lciple: DRS should protect PII (;1/ all forms) through appropriate secu";ty safeguards 

against risks such as loss, unautllOri=ed access or lise, destruction, modification, or 1I11illfended or 

iI/appropriate disclosure. 

DHS and USCG will adhere to the secmity safeguards that govem all DHS and USCG 

operations as they would in the com se of any research eff0l1. All unages captmed by sUAS during 

the test exercises are transmitted to an encrypted, password-protected GCS, and only those 

individuals with an authorized need to know will have access to the GCS and the illfol1nation 

contained therein. 

Any private or public images/video captured by the sUAS will be deleted from the GCS 

immediately. The sUAS research projects do not need, nor would use any footage of non-USCG 

targets for use in rep0l1ing test results. 

Privacy Risk: There is a risk lmauthorized individuals may access the data. 

Mitigation: RDC programs and projects will take all reasonable steps necessruy to 

maintain the secmity of all data collected, and will protect the data from inappropriate, 

lmauthorized, or unlawful access, use, disc1osme, or destmction. All images captured by the sUAS 
dming the test exercises are transmitted to an encrypted, password protected, standalone GCS and 

accessed only by those having a need to know. Any PH inadvertently collected will be safeguarded 

along with all other data collected, but the PH will be deleted from the GCS once discovered. 

8. Principle of Accountability and Auditing 

Prillciple: DHS should be accolflltable for cOlllp~Villg with these principles, providing 

trailling to all employees and contractors who use PII, and should audit the actllaluse of PII to 

demonstrate compliance with these principles a1ld all applicable privacy protection requireme1lts. 

No PII will be collected by sUAS as part of this research effort ; however, all RDC 
personnel are required to complete annual DRS privacy training regarding the safe handling and 

protection of PIT. 

The images/video data initially caphrred in the GCS for research exercises is only 

accessible to a few select individuals. Data is deleted from the GCS at the end of each day of 
testing lmless there are instances in which the data might be useful in supporting the ongoing 

analysis. In such cases, the data would then be transferred to the USCG workstation project 

folder, which only the project team can access. 
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Conclusion 

Privacy Impact Ass('ssmE'ut 
DHS!USCGIPIA-026 RDC sUAS Program 

Page 9 

Unmanned aircraft technology has the potential to be a valuable tool for rapid response and 

increased situational awareness prior to and dming potentially dangerous USCG operations. TIle 

overall objective of the RDC research efforts is not to collect PlI, but to tmderstand how this 

technology could fac ilitate USCG operations. Using sUAS for USCG mission sets typically 

requires flights over unpopulated areas or over open water, to detenlline the location or presence 
of vessels without the fidelity to collect images of inruviduals aboard. All data caphrred by sUAS 

are transmitted and stored Oll the GCS, which includes a standalone, nOll-networked laptop . The 

GCS has access controls in place that enSlU"e that only those with an authorized need to know 
access the system. RDC only stores relevant images of USCG test targets and conducts all test 

events in accordance with the sensitive infOim ation protection policies of DHS and USCG. RDC 

does not retain any imagery collected by sUAS that is not relevant to evaluating the operational 

utility of the system{s). 

Responsible Officials 

Research and Development Center 

United States Coast Guard 

Approval Signature 

Original, signed copy on file with the DHS Privacy Office. 

Philip S. Kaplan 
Chief Privacy Officer 
Department of Homeland SeclU"ity 
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PRIVACY THRESHOLD ANALYSIS (PTA) 

This form is used to determine whether 
a Privacy Impact Assessment is required. 

 

Please use the attached form to determine whether a Privacy Impact Assessment (PIA) is required under 

the E-Government Act of 2002 and the Homeland Security Act of 2002.   

Please complete this form and send it to your component Privacy Office.  If you do not have a component 

Privacy Office, please send the PTA to the DHS Privacy Office: 

 
Senior Director, Privacy Compliance 

The Privacy Office 
U.S. Department of Homeland Security 

Washington, DC 20528 
Tel: 202-343-1717 

 

PIA@hq.dhs.gov 

 

Upon receipt from your component Privacy Office, the DHS Privacy Office will review this form.  If a 

PIA is required, the DHS Privacy Office will send you a copy of the Official Privacy Impact Assessment 

Guide and accompanying Template to complete and return. 

A copy of the Guide and Template is available on the DHS Privacy Office website, 

www.dhs.gov/privacy, on DHS Connect and directly from the DHS Privacy Office via email: 

pia@hq.dhs.gov, phone: 202-343-1717. 
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PRIVACY THRESHOLD Al"ALYSIS (PTA) 

SUMMARY ll\'FORMATION 

Project or 
Robotic Aircraft for Mari time Public Safety (RAMPS) 

Program Name: 

Office 01' Component : U.S. Coast Guard Program: 

Xacla FISMA Xacta FISMA 
N aIllI' (if N/A N umber (if 
applicable) : applicable): 

Type of Project or Research. Development, Test. 
Projt"ct or 

Program: & Evaluation (RDTE) 
program 
status: 

Date fir st 05 March 20 l3 Pilot launch 
dt'veloped: daft': 
Daft' of last PTA 20 April 2016 Pilot end date: 
update 

ATD Status (if 
ATO 

N/A expiration date 
applicable) I (if applicable): 

PROJECT OR PROGRAlVI MAl"AGER 

Name: 

Phoue: 860-27 1-2789 

PrivxyOffice 
U S IJqwtnrnt ofH""",bnd St:curity 

Washingron, OC 20528 
202-343-1117, pia@dhsgO\' 

""'"w dhs govlpri''KY 

Privacy ThrE'shold Analysis 
Version number: 01-2014 

Page 2 olS 

Research and 
Development Center 
(ROC) A viatioll Branch 

NjA 

PilotIFunded 

20 April 20 15 

31 December 2018 

N/A 

INF OR1VIA nON SYSTEM SECURITY OFFICER (lSSO) (IF APPLICABLE) 

I Name: 
Phone: 

I N/A 
N/A I Email: 
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PrivxyOffice 
US IJqwtnrnt ofH""",bnd St:curity 

Washingron, OC 20528 

202-343-111 7. pia@dbs gO\' 

""'"w dbs govlpri\'xy 

Privacy ThrE'shold Analysis 
Version number: 01-2014 

Page 3 ofS 

SPECIFIC PTA QUESTIONS 

1. Reason fol' submitting the PTA: Choose an item. 

In partnership with the Department of Homeland Security (DHS) Borders and Maritime Security Division 
(HMD), the USCG ROC will conduct quarterly small Unmanned Aircraft System (SUAS) field testing at the 
Chesapeake Bay Test Range, Webster Field, MD. US Navy Webster Field was selected because the SUAS test 
flights are limited to restricted airspace where UAS tests and drills are already routinely conducted. 

A follow on effort was funded for evaluating payloads at Webster Field against CG mission scenarios. After the 
payloads have been evaluated the systems will be taken to various locations on CG assets for assessing the 
payload against real CG missions in different geographical locations. 

During the tests, the ROC RAMPS team will evaluate each luunanned system using key perfonnance 
parameters for each payload selected lUlder a wide variety of simulated, but realistic and relevallt real-world 
operational scenarios, focusing on mari tinle response to situations where human lives or marine resources are in 
imminent danger. 

Safety concenlS are also assessed, including the lUlllanned aircraft's capability for safe flight in the event of a 
loss of conlllUnicatiollS befl .... een the aircraft and the grolUld controller. Part of RAMPS project evaluation will 
include assessment of capabilities ofRDC-Q\VIled PUMA UIlllllumed aircraft. 

Tills PTA subnllssion is an update to the origitlal RAMPS PTA. The original PTA detel.1lllna tion stated Ihat 
resubmission was required upon receipt of nUiding, and that the CONOPSffest Plan be nlade available 10 the 
DHS Privacy Office before beginning testing. FlUldi.1lg for this project has now been received and the 
CONOPS/fest Plan for tillS project is currently lUlder development and is anticipated to be completed in 
December 2018. Upon completion of development. a copy of the CONOPSffest Plan will be fOTWarded to the 
DHS Privacy Office. Testing is clUTentiy scheduled to begin in April 2017. 

2. Does this system employ any of the 
following technologies: 

If you are /Ising any of these technologies and 
want coverage under the respective PIA/or thar 
technology please stop here and contact the DHS 
Privacy Qfficeforfurther f{lIidal1ce. 

3. From whom does the Project or 
Program coiled , maintain, lise, or 

k2J Closed Circuit Television (CCTV) 

D Social Media 

D Web portal' (e.g., SharePoint) 

D Contact Lists 

D None of these 

[ZJ This program does not collect any personally 
identifiable infOllllation2 

I InfOiTIlational and oollaboratiOll-based portals in operation at DHS and its components that collect, lise. maintain. and marc 
limited personally identifiable infonnation (PU) about individuals who are "members" of the portal or "potential members" who 
seck to gain acces~ to the portal. 

USCG0214 
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disseminate information? 
Please check all that apply. 

PrivxyOffice 
u s IJqwtnrnt ofH""",bnd St:curity 

Washingron, OC 20528 

202-343-111 7, pia@dbsgov 

""'"w dbs govlpri''KY 

Privacy ThrE'shold Analysis 
Version number: 01-2014 

Page 4 ofB 

D Members of the public 

D DHS employees!contractors (list components): 

D Contractors working on behalf of DHS 

D Employees of other federal agencies 

4. What spedfie information about individuals is collectt'd, geut'Tated or retained? 

The VA V platfol111 has the ability to carry various sensors such as an Electro Optical Camera (EO) and 
an hlfrared Camera (IR) which will be evaluated dluing the RAM:PS demonstration . The imagery 
collected from these payloads will be transmitted back to the operator for the purpose ofsafeJy 
operatin g the aircraft and for evaluation of target detection capabilities. During the evaluation periods of 
the RAMPS demonstrations. the EO and IR will be operational within the restricted airspace of US 
Navy Webster Field. 

Once CG UAVs are deployed and deemed fully operationaL they will have the capability of 
acquiring images of vessel crew/vessel passengers during CG search and rescue missions and 
images of CG pollution!law enforcement operations and relaying the data back to the 
operator/command center for evaluation. 

The RAMPSIPUMA. will not retain tillS infollnation; any such infoillmtion collected is deleted at the 
end of each day' s operations. 

4(1'1) Does the proj ect, program, or system 
I ~ No. Please continue to next question . 

retli eve information by personal identifier? 
D Yes. If yes. please list all personal identifiers 

used: 

4(b) Does the projl'ct, program, 01' system k2J No. 
use Social SeCllli ty Number s (SSN)? D Yes. 

4(c) If yes, please provide the specific legal 

basis and purpose for the collection of N /A 

SSNs: 

2 DHS defines pc[!'onal inforullltion as "Pe[!'onally Identifiab le Information" or PIJ. which is allY infomllltion thaI perunls the 
idClllity of an individual to be directly or indirectly inferred, including any inforullllion that is liJIkcd or linkable to that individual. 
regardless of whcthtt the individual is a U.S. citizen. lawful permanent resident , visitor 10 the U.S., or employee or contractor to 
the DcpartmCllt. "Sensitive PII" is PII. which iflo st. compronnsed. or disclosed \vithom authorization. could result in sub~lantial 
harm. embarrassmCllt, inconveniencc, or Imfaimess 10 an individual. For the pwposes of this PTA. SPII and PII arc treated the 
s.aJne. 
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4(d) If yes, please desuibt' fht" nsf'S of the 
SSNs within the project, program, 0 1' 

system: 
4(e) If this project, program, 01' system is 
an information technology/system, does it 
relate solely to infrastructure? 

For example, is the systelll a Local Area Network 
(LAN) or Wide Area Network (WAN)? 

PrivxyOffice 
U S IJqwtnrnt ofH""",bnd St:curity 

Washingron, OC 20528 

202-343-1117, pia@dbsgO\' 

""'"w dbs govlpri''KY 

Privacy ThrE'shold Analysis 
Version number: 01-2014 

PageS olS 

N /A 

I3J No. Please continue to next question. 

D Yes. If a log kept of conmlUuication traffic, 
please answer the following question. 

4(1) If header 01' pa}'load data3 is stored iu the commnnication traffic IOj!. please delail the data 
elements stored. 

N/A 

5. Does this project, program, or system I3J No. 
CODUt'ct, reeeivt', or share PH with any 

D Yes. If yes. please list: other DHS programs or systems"? 

Click here to enter text. 

6. Does this project, proe:ram, or system 
I3J No. conned , receive, or sbare PH witb any 

external (non-DHS) partners or D Yes. If yes, please list: 
systems? 

Click here to enter text. 

6(1'1) Is tbis external sbarine: pursuant to Choose an item. 
new or existine: information sbaline: 

Please describe applicable illfomllltioll sharing access agreement (MOU, MOA, LOI, 
etc.)? governance in place: 

7. Does the project, proe:ram, or system I3J No. 
provide role-based trainin~ for 

D Yes. If yes, please list: pt'l"sonnel who bave access in addition 
to annual plivacy trainine: required of 
all DHS personnel? 

3 When data is sent over the Internet. each unit tram,milled includes both header infoonation and the actual data being sent. The 
header identifies the !.Ource and destination of the packet. while the actual data is referred to as the payload. Because header 
infonnation. or overhead data, is only used in the transmission process, it is stripped from the packet when it reaches its 
destinatiOll. Therefore, the payload is the only data received by the destination system. 
4 PII lnay be shared. received. or cOIUlected to other DHS systems directly, automatically. or by manual processes. Often. these 
systems arc listed as "intercOllllected systems" in Xacta. 
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8. Per NIST SP 800-53 Re\,. 4, Appeudix 
J , dot's the project, program, or system 
maintain au accounting of disclosures 
of PH to individuals who have 
reQut'sted access to their PH? 

9. Is there a FIPS 199 determinafion? 4 

PrivxyOffice 
U S IJqwtnrnt ofH""",bnd St:curity 

Washingron, OC 20528 
202-343-1117, pia@dbsgO\' 

""'"w dbs govlpri''KY 

Privacy ThrE'shold Analysis 
Version number: 01-2014 

Page 60lS 

[3:J No. What steps will be taken to develop and 
maintain the accOlmtillg: 

D Yes. hI what [onnat is the aCcOllllting 
maintained: 

C2:l Unknown. 

DNa. 

D Yes. Please indicate the detennillations for each 
of the following: 

COllfidentiali ty: 

D Low D Moderate D High D Undefined 

Integrity: 

D Low D Moderate D High D Undefined 

Avai lability: 

D Low D Moderate D High D Undefined 

PRIVACY THRESHOLD REVIEW 

(TO BE COMPLETED BY COMPONENT PRIVACY OFFICE) 

Componenf Plivacy Office Reviewer: 

4 FIPS 199 is the Federal Infoffitation Procc<.~ing Standard Publication 199. Standards for Security Categorization ofFedcral 
Infonnation and Infonnat ion Systems and is used to cstabliili security categories of infomlalion systems. 
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Compouent Plivac), Office Recommendation: 
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Please include recommendation be/oll', ineluding what /lew privacy compliance documentation is needed. 
CG RAMPS has received funding to evaluate payloads at US Navy Webster Field, ~. 

Dming rhe evaluation period at US Navy Webster Field, the Electro Optical Camera and Infrared Camera 
will be operational within the restricted airspace however all imagery will be deleted at the conclusion of 
each day's mission. 

Upon completion of this evaluation period. payloads will be taken to various locations aboard CG assets 
to conduct tests under a wide variety of simulated but realistic mari time scenarios. 

The CG RAMPS CONOPSrrest Plan is under development and is scheduled to be completed on or about 
December 20 18. 

DHS/S&TIPIA-026, ti tled Robotic Aircraft and Public Safety (RAPS) Project and DHS/S&T -00 1, 
entitled Research, Development, Test, and Evaluation Records provides coverage for this collection . 

(TO BE COMPLETED BY THE DHS PRIVACY OFFICE) 

DHS Privacy Office Rt'viewe.l': 

PTA Expiration Date May 31, 2018. 

DESIGNATION 

Privacy Sensitivt' Systt'm: Yes. If "no" PTA adjudication is complete. 

Other. 
Category of System: 

If "other" is selected, please describe: Pilot testing. 

Determination: D PTA sufficient at this time. 

D Privacy compliance documentation detenllination in progress. 

D New infonllation sharing arrangement is required. 

D DHS Policy for Computer-Readable Extracts Containing Sensitive PH 
applies. 

D Ptivacy Act Statement required. 

lZ1 Privacy Impact Assessment (PIA) required. 

D System of Records Notice (SORN) required. 
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U Paperwork Reduction Act (PRA) Clearance may be required. Contact 
your component PRA Officer. 

D A Records Schedule may be required. Contact your component Records 
Officer. 

Covered by existing PIA. 
PIA: If covered by existing PIA, please list: 

DHS/S&TIPIA-026 Robotic Aircraft for Public Safety (RAPS) Project 

SORN: 
Choose an item. 

If covered by existing SORN, please list: 

DHS Privacy Offict' Comments: 
Please describe ranollaiera/" privacy compliance detenll illatioll abol'e. 
USCG has submitted this PTA as an update to their original Robotic Aircraft for Maritime Public Safety 
(RAMPS) PTA. This PTA selVes as a progress update that includes funding, test plans, and a Concept of 
Operations (CONOPS). The test simulates various realistic "real-world" scenall os that requires rapid 
response to situations of distress, such as a loss of cOIllIlllmications between an aircraft and a ground 
controller. RAMPS will evaluate payloads such as the Electro Optical Camera and hlfrared Camera. 
Because the test location, US Navy Webster Field in Maryland, is within the restricted airspace. any 
imagery collected during testing will be deleted at the end of each test day. 

The DHS Privacy Office ftnds that the RAMPS pilot test program is a privacy-sensitive system because 
the volunteer list combined with imagery collected by Small Unmanned Aircraft System (SUAS) 
constitute personally identifiable infomtation (P1I). Although any images of private citizens or property 
captured dluing the testing will be inmlediately deleted by the S&T RAPS team. images of consenting 
vohmteers may be used in test repOlt s or presentations to demonstrate the SUAS capabilities. 

The DHS Privacy Offtce fmds that the DHS/S&TIPIA-026 Robotic Aircraft and Public Safety (RAPS) 
Proj ect continues to provide coverage for the pilot test program and is consistent with the purpose of the 
PIA in that a military facility is considered a restricted airspace for testing and drills and limits public 
exposure to lUlwanted collection. A new PIA will be required when this pilot test becomes operational. 

The DHS Privacy Offtce requires the USCG Privacy office to submit the CONOPS test plans prior to the 
test conmlencement of acnlal testing in April 201 7. USCG shall snbmit an updated PTA \vithin 60 days 
of the completion of rhe test plans ifrhose plans include the collection of PH or new sensitive personal 
infonnation. USCG shall ensme the test plans include and comply with the requirements set forth in the 
February 15, 20 15 Presidential Memorandum. 

This PTA expires one year after completion of the test plan or in April 2018, whichever comes first. 
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PRIVACY THRESHOLD ANALYSIS (PTA) 

This form is used to determine whether 
a Privacy Impact Assessment is required. 

 

Please use the attached form to determine whether a Privacy Impact Assessment (PIA) is required under 

the E-Government Act of 2002 and the Homeland Security Act of 2002.   

Please complete this form and send it to your component Privacy Office.  If you do not have a component 

Privacy Office, please send the PTA to the DHS Privacy Office: 

 
Senior Director, Privacy Compliance 

The Privacy Office 
U.S. Department of Homeland Security 

Washington, DC 20528 
Tel: 202-343-1717 

 

PIA@hq.dhs.gov 

 

Upon receipt from your component Privacy Office, the DHS Privacy Office will review this form.  If a 

PIA is required, the DHS Privacy Office will send you a copy of the Official Privacy Impact Assessment 

Guide and accompanying Template to complete and return. 

A copy of the Guide and Template is available on the DHS Privacy Office website, 

www.dhs.gov/privacy, on DHSConnect and directly from the DHS Privacy Office via email: 

pia@hq.dhs.gov, phone: 202-343-1717. 

USCG0220
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Project or 
Program NaillI': 

Compouent: 

Xacta FISMA 
Namt' (if 
applicable): 

Type of Project or 
Program: 

Date first 
developed: 
Date of last PTA 
updatt' 

ATO Status (if 
applicable) 

Name: 

Office: 

Phone: 

Privacy ThrE'shold Analysis 
Version number: 01-2014 

Page 2 of7 

PRIVACY THRESHOLD Al"ALYSIS (PTA) 

SUMMARY ll\'FORMATION 

USCG Research & Development Center (RDC) Arctic VAS Operations 

U.S. Coast Guard 
Office or RDC Systems & Urumulled 

Program: Teclmology Branch 

Xacta FISl\<lA 
NiA Number (if NiA 

applicable): 

Research. Development, Test 
Project or 

and Evaluation (RDT &E) 
program Research 
status: 

March 2017 Pilot launch 
date: 

July 2017 

NiA Pilot end daft': August 2017 

ATO 
NiA t'xpil'atiou date NiA 

I (if .pplic.ble): 

PROJECT OR PROGRAM MANAGER 

Title: Project Manager 

860-271-2815 Email: keely.j .higbie@uscg.mil 

INFORMA nON SYSTEM SECURITY OFFICER (lSSO) (IF APPLICABLE) 

I N.me: 
PhoDe: 

I NiA 
NiA I Email : 

USCG0221 
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SPECIFIC PTA QUESTIONS 

1. Reason for submilting tbe PTA: 1\'"EW 
The USCG Research and Development Center (RDC) are engaged in an effort to detennine the suitability of 
Unmanned Aircraft Systems (VAS) to conduct Coast Guard missions in die maritime environment solely in a 
research capacity. The scope of this research includes the deployment of UAS from USCG vessels in the Arctic 
in intemational airspace. UAS will be operated at altitudes no greater than 700' Mean Sea Level (MSL) by 
properly trained Coast Guard operators. Testing in tills remole area eusures that our technology will not be 
interfered with and milllmizes the possibility of interactions with o ther air or sea assets allowing for a safe test 
bed for some newer tedlllology. TIle putpose ofthese efforts is nO! to collect infonllalion on individuals, but 
rather to assess die capabilities of the Ulllnauned systems Imder test. 

Specifically, these UAS will caprnre images of our technology deployed in the Arctic and will help the team 
beller coordinate technology and asse ts for evaluation. The UAS involved calTY Electro-Optical (EO) and 
hlfrared (IR) cameras that feed images to standalone, non-networked flight computers. All of the imagery 
collected during UAS evaluations is transmitted directly to the operator for the purpose of safely operating the 
aircraft and for coordination oftechnology and asset deployment. Upon completion of the exercise, imagery 
will be post processed for evaluation and deleted. Images/sti lls that are kept after post processiug will be of 
technology in the water and will be used for report/presentation purposes. It will not inclnde personnel or PII. 

All RDC UAS evaluations shall be conducted in accordance with the following gnidelines and policies: 

-MD 11 056. 1 - DHS SENSITIVE SECURITY INFORMATION 

-MD 11042.1 - DHS SAFEGUARDING SENSITIVE BUT UNCLASSIFIED (FOUO) INFORMATION 

-CIM: 5500.13 SERIES - US COAST GUARD SECURTIY AND INFORMATION ASSURANCE MANUAL 

-National TeiecommunicatioIlS and Illfonnation Administration (NTIA) 8est Practices for UAS Privacy. 
Transparency, and Accolllilability 

2. Does this system employ any of the 
foUowing technologies: 

If YOII are /Ising any of these technologies alld 
want coverage under the respective PIAfor that 
technolof!Y please stop here and contact the DHS 
Privacy Office for further guidance. 

3. From whom does tbe Project or 
Program collect, maintain, use, or 
disseminate information? 

D Closed Circuit Television (CCTV) 

D Social Media 

D Web portaJi (e.g" SharePoint) 

D Contact Lists 

t><1 None of these 

~ This progralll does not collect any personally 
identifiable infonnation2 

1 Infonnational and collaboration-ba~ed portals in operation at DHS and its cOlllponrnt~ that collect. lise. maintain. and ~harc 
limited personally identifiable infonnatioll (PU) about individuals who are ··members·' of the portal or '·potrntial members·' who 
seck \0 gain access to the portal. 
2 DHS defines personal infom13tioll as "Personally Identifiable InfOimation" or PIT. which i~ any infOimation that pamits the 
idrntiry of an indi"i dual to be dirtttly or indirc.:t1y infcrrcd. including any infoffi13tion that is linked or linkahle to that indi,idl131. 

USCG0222 
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D Members of the public 

D DHS employees/contractors (list components): 

D Contractors working 011 behalf of DHS 

D Employees of other federal agencies 

4. What specific information about individuals is collected, gent"ratt'd or retaint'd? 

NOlie. 

4(a) Dot's the project, program, 01' system 
I ~ No. Please continue to next question. 

retrieve iuformation by personal idt'utifiel'? 
D Yes. If yes. please list all personal identifiers 
used: 

4(b) Does the project, program, 01' system l2:l No. 
use Social St'f.lIrity Numbers (551\')? D Yes. 
4(c) If yes, please providt' the specific legal 
basis and purpose for the coUection of NiA 

SSNs: 
4( d) If yes, please desClibe the uses of the 
SSNs within the project, program, or NiA 

system: 
4(e) If this project, program, or system is l2:l No. Please continue to next question. 
an information technology/systt'm, does it 
relate solely to infrastructure? D Yes. If a log kept of cOlllllllmication traffic, 

For example, is tlte system a Local Area Network 
please answer the following question. 

(L4N) or Wide Area Network (WAN)? 
4(1) If header or payload datal is stored in the communication traffic log, plt'ase detail the data 
t'lemeuts stored. 

regardless of whether the indi .... idual is a U.S. citizen. lawful pennanclll resident. visitor \0 the U.S. , or employee or contractor \0 

the Department. "Sensitive PI!"' is PII, which ifiost. compromised, or disclosed withom authorization. could result in substantial 
hann. embarrassment, inconvenience. or Imfaimess 10 an individual. For the plllpoSes of this PTA. SPII and PII are treated the 
SlUne. 
3 WhC1l dala is sent over the Internct. cach Ullit transmitted includes both header infom13tion and the actual dala being sell!. Thc 
header identifies the !.OllfCe and destination of the packet, wlnle the actual data is referred to as the payload. Because hcader 
information. or overhead data. is only used in the transmission process. it is stripped from the packet when it reaches its destination. 
Thercfore, the payload is the only data re.:cived by the destination system. 

USCG0223 
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5. Dot's this project, program, or system 
(onnect, receive, or sharf' PH with auy 
other DHS pro~rams 01' systems"'? 

6. Does this project, program, or system 
connert, receive, 01' share PH wUh any 
t'xtt'rnal (non-DRS) partners 01' 

systems? 

6(3) Is this external sharing pursuant to 
new 01' existing information sbaring 
access agree.ment (MOU, MOA, LOI, 
etc.)? 

7. Does the project, program, 01' syste.m 
provide role-based training for 
personnl'l who have access in addition 
to annual privacy training rl'quired of 
all DHS personnel? 

8. Per1\'1ST SP 800-53 Rev. 4, Appendix 
J , does thl' project, program, or system 
maintain an accountin~ of disclosures 
of PH to individuals who have 
requested access to tbeir PIT? 

9. Is tbere a FIPS 199 detl'rmination?" 

I2J No. 

Privxy Office 
U S IJqwtnrnt ofH""",bnd St:curity 

Washingron, OC 10528 

202-343-1117, pia@dbs gO\' 

""'"w dbs govlpri''KY 

Privacy ThrE'shold Analysis 
Version number: 01-2014 

PageS ot7 

D Yes. If yes. please list: 

Click here to enter text. 

I2J No. 

D Yes. If yes. please list: 

Click here to enter text. 

Choose an item. 

Please describe applicable infonnatioll sharing 

govemance in place: 

NiA 

I2J No. 

D Yes. If yes, please list: 

[S] No. What steps will be taken to develop and 
maintain the accounting: N/A 

D Yes. In what fonnat is the accounting 
maintained: 

D Unknown. 

I2J No. 

D Yes. Please indicate the detenninations for each 
of the following: 

Confidentiality: 

4 Pll may be shared. received, or connected to other DHS ~tetns directly. a11l0matically. or by mannal processes. Often, these 
systems arc listed as " intercOllllected systems" in Xacta. 
4 FIPS 199 is the Federal Infoffitation Proces~ing Standard Publication 199, Standards for Security Categorization of Federal 
InfonnatiOll and Infonnat ion System5. and is used 10 establish security categories of infoln13tion 5.ystems. 

USCG0224 
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I U Low U Moderate U High U Unde fined 

Integrity: 
D Low D Moderate D Hi gh D Undefined 

Ava ilability: 
D Low D Moderate D Hi gh D Unde fined 

PRIVACY THRESHOLD REVIEW 

(TO BE COMPLETED BY COMPONENT PRIVACY OFFICE) 

Component Privacy Office Reviewer: 

4/ 14/201 7 

Component Privacy Office Recommendation: 
Please inelude recommendation what nell' is needed. 

sensitive system. 

(TO BE COMPLETED BY THE DHS PRIVACY OFFICE) 

DHS Privacy Offier Reviewt'r: 

DESIGNATION 

Plivacy St'Dsitive System: No If "no" PTA adjudication is complete. 

Choo~e an item. 
Category of System: 

If "other" is selected, please describe: Click here to enter text. 

Determination : CS.1 PTA sufficient at tltis time. 

USCG0225 
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U Privacy compliance documentation detenninatioll in progress. 

D New infOimation sharing arrangement is required. 

D DHS Policy for Computer-Readable Extracts Containing Sensitive PII 
applies. 

D Privacy Act Statement required. 

D Privacy hupaet Assessment (PIA) required. 

D System of Records Notice (SORN) required. 

D PapelWork Reduction Act (PRA) Clearance Illay be required. Contact 
your component PRA Officer. 

D A Records Schedule may be required. Contact your component Records 
Officer. 

Choo~e iln item. 

PIA: If covered by existing PIA, please list: 

System covered by existing SORN 

SORN: If covered by existing SORN. please list: 

DHS Privacy Orner Commruts: 
Please describe rationale for privacy cOIIIPliance detenllinatiolJ above. 
The DHS Privacy Office fInds that the USCG Research and Development Center (ROC) efforts to 
detennine the suitability ofUnmaIllled Aircraft Systems (UAS) is non privacy sensitive. The Coast Guard 
will deploy UAS from USCG vessel in international airspace in the arctic, operating at altitudes no 
greater than 700' above sea level in order to test the functionality of the UAS ' tecllllology in an 
environment free of interference and with minimal possibility of interaction with other air/sea assets. The 
systems are equipped with cameras capable of capturing both video and still images. Though capable of 
capnuing PIl retained images will only include only a few videos/stills of technology (supporting 
equipment, to include buoys/data markers. Umnanned Srniace Vehicles, Dye in the Water, Ull1llaIllled 
Undenvater Vehicles), and the vast majority of imagery will be deleted. No images ofpersOimel or PIT 
will be collected. TIle DHS Privacy Office fInds that PIA and SORN coverage are not necessary for tltis 
effort. However, the futther implementation ofUAS technology beyond the scope of this PIA would 
require a PTA update, and potentially additional compliance documentation. 

USCG0226 
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PRIVACY THRESHOLD ANALYSIS (PTA) 

This form is used to determine whether 

a Privacy Impact Assessment is required. 

 

Please use the attached form to determine whether a Privacy Impact Assessment (PIA) is required under 

the E-Government Act of 2002 and the Homeland Security Act of 2002.   

Please complete this form and send it to your component Privacy Office.  If you do not have a component 

Privacy Office, please send the PTA to the DHS Privacy Office: 

 
Senior Director, Privacy Compliance 

The Privacy Office 
U.S. Department of Homeland Security 

Washington, DC 20528 
Tel: 202-343-1717 

 

PIA@hq.dhs.gov 

 

Upon receipt from your component Privacy Office, the DHS Privacy Office will review this form.  If a 

PIA is required, the DHS Privacy Office will send you a copy of the Official Privacy Impact Assessment 

Guide and accompanying Template to complete and return. 

A copy of the Guide and Template is available on the DHS Privacy Office website, 

www.dhs.gov/privacy, on DHS Connect and directly from the DHS Privacy Office via email: 

pia@hq.dhs.gov, phone: 202-343-1717. 

USCG0227
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Project or 
Program Name: 

Component: 

Xacta FISMA 
Name (if 
applicable): 

Type of Project 01' 

Program: 

Date first 
dt'vt'loped: 
Daft' orblst PTA 
update 

ATO Status (if 
applicable) 

Nalllt': 

Office: 

PhODt': 

Plivacy Thl'E'shold Analysis 
Version number: 01-2014 

Page 2 0/8 

PRIVACY THRESHOLD Al'<ALYSIS (PTA) 

SUMl\1ARY TI\TFORi\fA nON 

USCG Research and Development Center (RDC) small Unmanned Aircraft 
Systems (sUAS) Program 

Office 01' Research and 
U.s. Coast Guard Program: Development Center 

(RDC) Aviation Branch 
Xacta FISMA 

N/A Number (if 
N/A 

applicable): 

Project 01' 

New Project program Development 
status: 

10/01/201 5 Pilot launr,b 
date: 

N/A 

N/A Pilot end date: N/A 

ATO 
N/A expiration date N/A 

I (if applicab1.): 

PROJECT OR PROGRAl'1 MAl"AGER -USCG RDC Aviation Branch 
Titlt': PM for sUAS Program 

860-271-2647 Email: EvallD.Gross@uscg.m.il 

INFORMATION SYSTEM SECURITY OFFICER (ISSO) (IF APPLICABLE) 

I Name: 
PhODt': 

I N/A 
N/A I Email: 

USCG0228 
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SPECIFIC PTA QUESTIONS 

1. Reason for submitting tbe PTA: Choose au item. 

PriVllCY Qffi"" 

us ~torHomolmdS«urity 
W3Shington, OC 10528 

202-343-1717, pi>@dhs ~ 

wwwdhsgov!pri'''"''Y 

Plivacy Thl'E'shold Analysis 
Version number: 01-2014 

Page 3 0[8 

TIle USCG Research and Development Center (RDC) is engaged in an effort to detennine the, 
suitability of Uumanned Aircraft Systems (UAS) to conduct all ofeoast Guard 's II missions (Ports 
WalelWays and Coastal Security, Dmg h itermctioll. Aids to Navigation. Search and Rescue, Living MariIle 
Resources, Marine Safety, Defense Readiness, Migrant hllerdictioll, Marine Environmental Protection. Ice 
Operations, and Other Law Enforcement) in the maritime environment solely in a research capacity. The 
scope oflhis research includes the ongoing deployment and evaluation of VAS from VSCG vessels 
and shore sites at locations around the cOlmtty over the next several years. 

TIle purpose of these efforts is not to collect infollllation on individuals, but rather to assess the 
capabilities of the mllllanned system s under test. The VAS involved include Electro-Optical (EO) and 
Infrared (IR) cameras that feed images to standalone, non-networked flight computers. All of the 
imagery collected during VAS evaluations is transmined directly to the operator for the purpose of 
safely operating the aircraft and for evaluation of tlle system 's target detection capabilities. 

While it is not the goal of this research, the potential exists for the inadvertent collection of images, 
which may include property such as vessels, as VAS system evaluations are conducted. However, as 
the flight control computers are intentionally separate from all network connections. all collected 
images are deleted from flight control computers at the end of each evaluation day, and all VAS 
operators shall be trained in DHS and Coast Guard policy for the identification. disposition, and 
safeguarding ofPII. There exists lin1e oppornmity for the collection of and/or inadvertent 
dissemination of PII. 

All RDC VAS evaluations shall be conducted in accordance with the following guidelines and 
policies: 

-MD 11056.1 - DHS SENSITIVE SECURITY INFORMATION 

-MD 11042.1 - DHS SAFEGUARDING SENSITIVE BUT UNCLASSIFIED CFOUO) 
INFORMA n ON 

-CIM 5500.13 SERIES - US COAST GUARD SECURITY AND INFORMATION ASSURANCE 
MANUAL 

-National Telecommmucations and Illfonnation Adnunistration (NTIA) Best Practices for V AS 
Privacy, Transparency. and Accomltability 

2. Does this system employ any of the 
foUowing technologies: 

Ifyoll are /Ising any o/these technologies alld 
want coverage under the respective PIA / or that 

[SJ Closed Circuit Television (CCTV) 

D Soc ial Media 

D Web portal l (e.g. , SharePoint) 

I Infonnational and collaboration-based portals in operation 301 DRS and it~ cOlllpone:nt~ that collc:ct, use:, mainta in. and share: 
limitc:d pc:rsonally idc:mifiable: infollnalion (PIT) about individuals who arc: ":me:lllbe:rs" of the: portal or "pote:ntialllle:lllbc:rs" who 
sc:ck to gain acce:~~ to the: portal. 

USCG0229 
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technolo?'y please stop here and contact the DHS 
Privacy Office/or f1lrther guidance. 

3. From whom dot's the Project or 
Program coiled, maintain, lise, 01' 
disseminatt' information? 
Please check all that apply. 

D Contact Lists 

D None of these 

Privxy Offi"" 

U S ~t ofHomdmd S«urity 

W3Shington. OC 105211 

202-343-1717, pi>@dhs ~ 

wwwdhsgov!priVKY 
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[SJ This program does not collect any personally 
identifiable infonnation2 

D Members of rhe public 

D DRS employees/contractors (list components): 

D Contractors working 0 11 behalf of DHS 

D Employees of other federal agencies 

4. What specific information about individuals is coUt'ctrd, generated 01' retained? 

None. 

4(1'1) Does the project, program, 01' systrID 
[ZJ No. Please continue to next question. 
D Yes. If yes, please list all personal identifiers 

rehieve information by personal identifier? 
used: 

4(b) Does the project, program, or system l5<J No. 
use Social SecUlity Numbers (SSN)? DYes. 
4(c) If yes, please provide the. specific It'gal 
basis and purpose for the coUection of NiA 

SSNs: 
4( d) If yt's, please describe the uses of the 
SSNs \\ithin the project, program, or NiA 

system: 
4(e) If this project, program, or system is [3] No. Please continue to next question. 
an information tt'chnology/system, does it 
relate solely to infrastructure? 

2 DHS <kfine:s pc:rw1l3l infonnation as "Personally I<kntifiable: Infoflllation"' or PII , which is any infofllIation that pennits the: 
identity of an irulividualto be: directly or indirectly infe:rred. including any infonnation tlIat is linked or linkable: to that individual. 
re:gardle:ss of whe:ther the: individual i~ a U.S. citize:n. lawful pc:nnanent reside:nt. visitor to the: U.S., or e:mploye:e: or contractor to 
the: Dc:partment. "Se:nsitive: PII"' is PII. which iflost. compromisc:<i. or disclose:d without alltllOrizatiou, could result in substantial 
hann. e:mbarrassme:nt, inconve:nie:nce: . or \UIfaime:~s to an individual. For the: pmpose:s of this PTA. SPII and PII arc: treate:d the: 
saine:. 

USCG0230 
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For example, is rhe system a Local Area Nehl'or k 
(LAN) or Wide Area Network (WAN)? 
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D Yes. If a log kept of cOllnmnllcation traffic, 
please answer the following question. 

4(1) If ht'adt'l' or payload datal is stored in tbt' communication traffic lo~, plel'lst' detail the data 
t'lemt'uts stored. 

NiA 

5. Does this project, pro2ram, 01' system I2l No. 
connect, receive, or shan' PH with any 

D Yes. If yes, please list: other DRS pl'o~rams 01' systems"'? 

Click here to enter text. 

6. Does this project, program, 01' system I2l No. connect, receive, 01' share PH with any 
external (non-DRS) partners or D Yes. If yes, please list: 
systems? 

Click here to enter text. 

6(1'1) Is this external shalin2 pursuant to Choose an item. 
new or existin2 information sharin2 

Please describe applicable infonnation sharing access agreement (MOU, MOA, LOI, 
etc.)? govemance in place: 

NiA 

7. Does the project, pr02ram, or system D No. 

provide role-based training for I2l Yes. If yes, please list: UAS operators rraining 
personnel who have ac,cess in addition includes infonllation specific to the system 
to annual privacy training required of regarding the display and storage of data. All test 
all DHS personnel? participants much show proficiency and currency 

with the UAS system lUider test. 

8. Per NIST SP 800-53 Rev. 4, Appendix CSJ No. What steps will be taken to develop and 
J , does the project, program, or system 
maintain an acc,ountint! of disclosures maintain the accOlUIting: 

j When data is ~ent over the Internet, each lUlit tram.mitled incilldc~ both header infOlUlation and the acmal data being ~t. The 
header identifies the source and destination of the packet. while the actual data is referred 10 as the payload. Because header 
infon nation. or overhead data . i~ only IIsed in the transmission process. it is stripped from the packet when it reaches its destination. 
Therefore, the payload is the only data received by the destinatiOll systcm. 
4 PII may be shared. rc:ce ivcd, or c0l.l11ected to other DHS systems dire>:tly, automatically. or by manual proce~ses. Often. these: 
systems arc: listed as " intercOllllected system s" in Xacta. 

USCG0231 
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of PIT to individuals who have 
requesfed access to their PIT? 

9. Is there a FIPS 199 determination?" 
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D Yes. In what fannat is the accomltillg 
maintained: 

D Unknown. 

cx:J No. 

D Yes. Please indicate the detenllinations for each 
of the fo llowing: 

Confidentiality : 
D Low D Moderate D High D Unde fined 

Integrity : 
D Low D Moderate D High D Unde fined 

Availability: 
D Low D Moderate D High D Unde fined 

PRIVACY THlITSHOLD REVIEW 

(IO BE COMPLETED BY COMPONENT PRIVACY OFFICE) 

Date submittt'd to Component Pl;vacy 
Office: 

Datt' submitted to DHS Privacy Office: 

Program is not a privacy sensitive system. 

November 1, 2016 

4. 20 16 

(IO BE COMPLETED BY THE DHS PRIVACY OFFICE) 

4 FIPS 199 is the Federal InfQQualjon ProcC:)5ing Standard Publication 199. Standards for Security Categorization of Federal 
Infonna tiOll and Information Sysle1llS and is used 10 establish security categories of infom13tion systems. 
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Privacy SeusUi\'e System: Yes. If "no" PTA adjudication is complete. 

Other 
Catt'gory of Systf'm: 

If "other" is selected, please describe: Program . 

Dett'rmination: D PTA sufficient at this time. 

D Privacy compliance documentation detemlination in progress. 

D New infonnation sharing arrangement is required. 

D DHS Policy for Computer-Readable Extracts Containing Sensitive PII 
applies. 

D Privacy Act Statement required. 

C8J Privacy Impact Assessment (PIA) required. 

D System of Records Notice (SORN) required. 

D Papenvork Reduction Act (PRA) Clearance lIlay be required. Contact 
your component PRA Officer. 

D A Records Schedule may be required. Contact your componen t Records 
Officer. 

System coVt'n'd by existing PIA 

PIA: If covered by existing PIA, please list: DHS/USCGIPIA-026 USCG Research and 

Development Center (RDC) Small Unmalllled Aircraft SystelllS (sUAS) Program 

SORi'f: 
Choose an item. 

If covered by existing SORN, please list: Click here to enter text. 

DHS Privacy Office Comments: 
Please describe rationalefor primcy compliance detenllination above. 
TIle DHS Privacy Office fmds that efforts/tests conducted by the USCG Research and Development 
Center (RDC) small Unmanned Aircraft Systems (sUAS) Program to detennine the sui tability ofUAS to 
support the Coast Guard's mission in the maritime environment represent privacy-sensitive test. While it 
is PRIV 's lmderstanding that there is no intention to collect personally identifiable infonnation (PID, the 
nature of this technology raises privacy cone ems. Though a PIA is not required for this type of activity 
under either the E-Govemment Act or rhe Plivacy Act. the DHS Privacy Office finds that tmder its 
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statutory responsibility (Section 222 of the Homeland Security Act) to assure that technologies sustain 
and do not erode privacy protections related to the use, collection, and disclosure of personal information, 
a FIPPs-based PIA is necessary. The PIA will provide an opportunity to outline the privacy risks and 
mitigations associated with this type of effort, as well as provide transparency for the public into how the 
Coast Guard is employing this type of technology. The DHS Privacy Office regularly conducts PIAs of 
technologies that may be considered privacy sensitive. 

Factors that contribute to the determination of whether a PIA is required include: 
1. Whether the UAS flies over inhabited public spaces,
2. Whether the UAS has the capability to collect images of the members of the public; and,
3. Whether the existing public perception of the UAS program warrants additional transparency for

DHS to maintain the public trust in DHS operations.

This PTA expires in one year. 

After a review, the DHS Privacy Office finds that this program is covered by the recently approved 
DHS/USCG/PIA-026 USCG Research and Development Center (RDC) Small Unmanned Aircraft 
Systems (sUAS) Program. 

The expiration date for this PTA has been extended to November 23, 2019. 
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