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Joint Statement 

Co·Chairs 

Depa rtment of Homeland Security 
Privacy, Civil Rights & Civi11..iberli~ 

Unmanned Aircraft Systems Working Group 

As co-chairs of the Department of Homeland Security's (DHS) Privacy, Civil Rights & Civil 
Libenies Unmanned Aircraft Systems Working Group (DHS Working Group), we are pleased to 
present these best practi ces, which reflect DHS' experiences in building unmanned aircraft 
system programs founded on strong pri vacy, civil rights, and civil liberties protections. 
Unmanned aircraft systems are an essential tool in DHS 's border securit y mission and present a 
great deaJ of promise for assisting first responders and improving situationaJ awareness . 

These best practices represent an optimal approach to protecting indi vidual rights that is 
innuenced by U.S. Customs and Border Protection's (CBP) ten years of experi ence using 
unmanned aircraft systems as a tool in protec ting and securing the Nation's borders. We are 
sharing these refl ecti ons broadly, recognizing that government entities (including CBP) have 
various limitations based upon their respective miss ions, operating characteristi cs, and legal 
authorities, and that many of the considerations that apply to our agency may not be applicable 
or appropri ate for other entities. The DHS Working Group neither proposes nor intends that thi s 
document regulate any other government entity. Our goal, rather, is simply to share the best 
practices we have identified as helping to sustain privacy, civil rights. and civi l li berties 
throughout the lifecyc1e of an unmanned aircraft systems program . I 

We provide these best practices to share DHS 's view of how to protect indi vidual ri ghts in thi s 
evolving technology-dri ven fi eld . The rapid changes in technology compel legal, privacy, and 
civil rights and civil li berties experts to continually review and update implementing documents 
(e.g .. best practices, standard operating procedures. and po licies) to properl y reflect changes in 
the law, as well as advances in the technology and new applications of the technology. It is 
imp0l1ant for government entities to ensure that technology is not used in a manner that erodes or 
violates an individual's statutory or constitutional rights. 

I Thi s guidance is intended for first responders (e.g .. emergency management. emergency medical service. fire 
departments. and security professionals responding to disasters and other emergencies), and does not seek to provide 
guidance in regard to investigative use of unmanned ai rcrati systems. DI-I S 's primary experience with U AS 
operations. which serves as the basis for these best practices. has come in the context ()f general border surveillance 
operations. 

1 
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Finally, even though these best practi ces are intended fo r DH S and our loca l, state, and federal 
government partners and grantees, the pri vate sector may also find these recommendations 
valuable and instructi ve in creating their unmanned aircraft system programs. 

~M~~ 
Omcer lbr CIvil Rlijtlll 
Ind Civil Uhcr11 .. 

Sincerely, 

kNalln.n 
CbtorPriVllC)' om"", 
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n. YOUI 

00p\I1Y Asst, mmlssloner 
U,S, CU~ton\J ond Domer Protection 
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U.S. Department of Homeland Security 

Best Practices for 

Protecting Privacy, Civil Rights 4.'V. Civil Liberties 
In 

Unmanned Aircraft Systems Programs 

Overview 

The term "unmanned aircraft systems" is used to define an unmanned aircraft and assoc iated 
elements (including communication links and the components that control the unmanned 
aircraft) that are required for the pilot or system operator in command to operate safely and 
efficiently in the national airspace system. l In the past, unmanned aircraft were referred to as 
"unmanned aeria l veh icles," but today they are si mply referred to as unmanned aircraft. 

Unmanned aircraft systems offer a variety of benefits for protecting our borders; supporting law 
enforcement: assisting in search and rescue operations: locat ing forest fire hot spots: evaluating 
dangerous environments (e.g., posl"-chemicaJ spill and radiological exposure); conducting forensic 
Imagery; inspecting pipeline and utiliti es: monitoring evacuation routes ; and relaying 
teJecommunicalion signals.2 

The development of a new technology. significant improvement of a cutTen! technology. or the new 
applicat.ion of an existing technology often results in COncerns about the impact on individual 
privacy, civ il rights, and civil liberties. For instance. the integrat ion of government and commercial 
unmanned aircraft systems into the National Airspace System by 20 15. as required by the Federa! 
A viation AdminisTration ModernizaTion and Re./orm Act of 2012, has prompted questions about how 
this might impact individual rights.3 

tn this regard, the Acting Officer for Civ i.1 Rights and Civil Liberties. the Actj ng Chief Privacy 
Officer, and the Assistant Commiss ioner for U.S. Customs and Border Protection, Office of Air 
and Marine jointly establi shed the DHS Unmanned Aircraft Systems Privac)" Civil Rights and 
Civil Liberties Working GrollP (DHS Working Group) in September 2012 to "provide leadership 
to the homeland security enterprise by clarifying the privacy, civi l rights, and civi l liberties legal 
and policy issues surrounding government use of [Unmanned AircraJt SystemsJ. ' .4 

I FAA Mu(lemization find Refill"ln Act 0/2012. Pub. L. No. 1 12-95. 
2 Govcmmcnt Accountabi lity Office. Ullmmllled Aircraft Sysrellls: Mellsun'nK Progre.l"J lind A(idressing Potential 
Prime), COflcems IVollfll Facilitate InrcgmtiOiI illlo the Notiollal Airspm;e System. p. 10. GAO-12-981 (September 
20 (2). 
3 /d. at2-J, 32-36. 
4 Memoralldllllljor Ihe Secreta/Y. Working Group to Safeguard Pril'fIC.'Y. Civil Righ'~', and Ci.·jJ Libertie~' ill/he 
Depa/'Imenl ·s Use (//Id Support of Unllla/lned Aerial Systems (VAS). from Tamara J. Kessler. Acting Officer, Office 
for Civil Rights and Civil Liberties: and Jonathan R. Cantor. Acting Chief Privacy Offil:t'r (Sep/emher 12. 2012). 
The DHS Vllmalllled Aircraft Systems Pril'(l()". Civil Right.~ {/I1l1 Civil Liberties Working Group. co-chaired by the 
DHS Oflice for Civil Right s & Civil Liberties. DHS Privacy Oftice and U.S. Customs and Border Protection, is 
comprised of policy and operational subject mailer expert s from across DHS including the U.S. Coast Guard. Office 
of Intelligence and Analysis. Office of the General Counsel. Office of Policy, National Protection and Programs 

3 
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The DHS Working Group publishes these best practices to inform DHS and our local, state. and 
federal government partners and grantees that want to establi sh unmanned aircraft programs 
based on policies and procedures that are respectfu l of privacy. civil r ights, and civil liberti es. 
These bes t practices are also consistent with the February 15,20 15 Presidential Memorandum : 
Promoting Economic Competitiveness while Safeguarding Priva(v, CiI'il Rights. and Civil 
Liberties ill Domestic Use of Unmallned Aircra.li Syslems.5 

Unmanned aircraft sys tems programs are encouraged to incorporate principles of transparency 
and accountab ility, while nOt revealing infomlation that could reasonab ly be expected [0 

compromise law enforcement or national security, and consider the issues that DHS has 
encountered in the context of developing its own policies and programs. 

These best practices are not prescripti ve, but rather are provided to share the Department 's 
considerable experience operati ng unmanned aircraft systems in securi ng the Nat ion's borders 
and supporting communities during naturaJ disasters and emergencies, and to provide unmanned 
aircraft system operators with privacy, civil rights, and civillibell ies practices to consider before 
initiating an unmanned aircraft program. The applicability or advisabi lity of implementing each 
recommended practice to a part icul ar unmanned aircraft program wi ll vary based upon each 
individual agency 's legal authorities, purpose of the mission, rllission of the agency, type of 
unmanned aircraft system, type of payload onboard, operating characteri stics, and flight profiles, 
Therefore, each agency is encouraged to consult with its legal counsel to ensure compliance with its 
agency's own particular legal requirements 

Although the intended audience is DHS and other govemment agencies, the private sector may 
also find these prflctices insLructive in creating or operating unmanned aircraft programs. 

It is important that agencies work closely wi th legal. pri vacy. civil ri ghts, and civil li bert ies 
experts to ensure compliance with app licable local, state , and federal laws and regul3tions when 
develop ing an unmanned aircraft program. 

Directorate. Science &Tcchnulugy DireclOrale. Federal Emergency Management Agency and Ihe Office of 
Operations Coordinalion and Planning. 
5 Pre~ idcntial Memorandum. Promo/iug Ecollollli, COIII{lefitil'cne.u while Slifegllardillg Pril'ac),. Civil Rights. alld 

Civil UberlieJ ill Damestic USl' of Villi/Willed Ail'cmjl S1'stems (2015). hllp:l/wh.guv/ibmmJ 
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Best Practices for Protecting 
Privacy, Civil Rights & Civil Liberties in 
Unmanned Aircraft Systems Programs 

1. Consult Your Legal Counsel. Privacy, Civil Rights. and Civil Liherties Experts to 
Ensure Legal Authority and CompJiance 
Prior to establi shing an unmanned aircraft program, work closely with your legal counsel to 
confirm there is legal authority La operate unmanned aircraft systems for the intended 
purpose and whether it is permissible to fly unmanned aircraft in the desired area. lnvalve 
legal, privacy. civil rights, and civil liberties expe11s at every stage of fomlUlation , 
operation, and rev iew of an unmanned aircraft program to ensure compliance w ilh 
applicable laws and poijcies . 

2. Clearly State the Purpose of the Unmanned Aircraft Program 
Clearly articul ate the primary purpose for establi shing the unmanned aircraft systems 
program. 

Considerations: 
• The public may better understand and appreciate an agency ' s reasons for estabUshing 

an unmanned aircraft program with a clearly slated and plainly worded purpose. 
• Identify the challenge that prompted your agency to create an unmanned aircraft 

program and how unmanned aircraft systems will assist in addressing that challenge. 
• Determine the appropriate payload(s) (e.g., infrared camera, video, radar) for each 

stated purpose. 
• Describe the primary purpose(s) of your unmanned aircraft program online andlor 

make thi s infonnation publicly accessible, while not revealing infonnation that could 
reasonabl y be expected to comprom ise law enforcement or national security. 

3. Stay Focused on the Purpose of the Unmanned Aircraft Program 
Recognizing that the purpose and utility of a UAS program may evolve over time, certain 
changes to the unmanned aircraft program's stated purpose that may impact individual 
ri ghts should be rev iewed by an agency' s legal, privacy, civi l rights and civi l liberties 
experts. 

Consideration: 
• Changes to the unmanned aircraft program' s primary purposes should be reflected in 

documents read il y ava il able to the public prior to implementing those changes (if 
feasible). 

4. Designate an lndividmtl Responsible for Privacy. Civil Rights . and Cjvil Liherties 
Compliance 
This should be a senior level individual within the organization, pre ferably in the offi ce(s) 
responsible for privacy. civil rights and civil liberties (if one exists) , with working 
knowledge of the relevant pri vacy, civil rights, and civi l liberti es laws and regulations. The 
senior level individual should have a "direc t line" to the person who has overall 
responsibility for the unmanned aircra fl program. 

5. Stay lnyolved from Conception Throughout Deployment and Thereafter 

5 
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Progr<ffil managers, technical staff, and operations staff should consult with legaJ , privacy, 
civil ri ghts. and civil liberti es experts throughout the lifecycle of the unmanned aircraft 
program. 

Considerations: 
• Establish and make publicly available clear policies and procedures to ensure respect 

for privacy, civil rights, and civil liberties while also making .it clear that some 
information may not be able to be made publicly available based upon other legal, 
investigative or operational securit y reasons. 

• Unmanned aircraft program managers should consult with legal, privacy, civil rights, 
and civi l liberties experts when formulating concepts of operations, standard 
operating procedures. agreements, procurement contracts, and other underl ying 
unmanned a.ircraft sy~t em documents . 

• Establish a routine program review process to assess whether the program 's purpose 
is being met and whether modifi cations are required. For example, the Pres idential 
Memorandum: Promoting Economic Competifiveness while Safegllarding Privacy. 
Civil Righ ts, and Civil Liberties ill DOllleslic Use of Ullmanned Aircra.fi Syslems 
requires federal agenc ies to perform such an assessment at least every three years and 
before new UAS programs are developed. 

6. Conduct aPriyacy Impad Assessment and Document Privacy CODlPlialll'e 
Agencies should conduct an analysis of potential privacy, civil rights, and civil liberties 
cOllcems before using unmanned aircraft systems. The Pres identia.l Memor;:mdum 
(referenced above) requires that Federal agencies exa.mine their existing UAS policies and 
procedures relating to the collecrion, use, retemion, and di ssemination of information 
obtained by UAS at leas t every three years, to ensure that pri vacy, civil rights, and civil 
libelties are protected. Although not required for all agencies , DHS found it useful to use a 
Privacy Impaci Assessment (piA) format for it s examination- similar to that required for 
federal govemment infol111ation technologies under the E-Government Act of 2002. Privacy 
assessments are beneficial in evaluating an agency's compliance wi th applicable legal, 
regulatory, and policy requirements. The decision as to when such an assessment is 
appropriate will be a contex tual decision for agencies to make based on t.heir experti ~e , and 
the facts and circumstances in volved. Any pri vacy assessment should identify potelllial 
ri sks to privacy. as well as steps an agency wilJ take to mitigate any potential privacy risks. 
DHS has also found the PIA fonnat useful for public notifi cation of its UAS acti vities . For 
more infonnation on the PIA format used by DHS (and to consult DHS PIAs that cover 
both uumanned aircraft systems and the use of sensors by aircraft) please visit the DHS 
Privacy Office webpage, available at http://www,dhs.gov! privacy-compliance ._ 

Considerations: 
• Some agencies conduct :.""I brief Privacy Threshold Analysis to determine whether any 

Personally Identifiable Lnformation2 is to be collec ted or whether an unmanned 

2 DHS defines "Personally Identifiable Infonnation"" as any infomlation that permit s the identity of an individual to 
be directly or indirectly inferred, includ ing any infonnation that is linked or linbble to that indi vidual , regard less of 
whether the individual is a U.S. c.it izcn, legal permanen t re~ide nl. visitor to the U.S., or employee or contractor to 
the Departmcnt. 

6 
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aircraft program raises privacy sensitivities before initiati ng a Privacy impact 
Assessment. 

• Consult state, local, and tribal or territorial laws to dec ide if an y public noti ce is 
required regarding the system used to store, use. or share information acq uired 
through unmanned aircraft systems. Federal agencies should consult the Privacy Act 
of 1974, as it may be applicable. 

7. Limit Collection. Use. Dissemination. and Retention of Unmanned Ajrcfufi System
RecQrded Data 
Collection, use, dissemination. and retention of unm;mned aircraft system-recorded data 
should be limited to data legally acqui red and relevant to the en tity's operations. See Best 
Praclice #3. 

COI/sic/eral ions: 
• Recorded images of indi vidual s should not be retained beyond a reasonable period as 

defined by ex isting agency/depanmental policy unless there is au thorizatjon based on 
a legal, policy or operational purpose. 

• Co ll ection. use , di ssemination, or retention of unmanned aircraft system-recorded 
data should not be based so lely on indi vidual characteri sti cs (e.g. , race , ethnicity, 
nat ional origin , sexual orientation, gender identit y, religion, age, or gender). which is 
a violation of the law. 

• The users of unmanned aircraft system-recorded data are responsible for ensuring 
dissemination of data is authorized and consistent with the recipients' legitimate need 
to know and authority to rece ive such data ; any further di ssemination by a dala 
recipienr should require the data owner's prior consent, wh ich should only be 
provided upon the advice of the en tity's legal counsel. 

• Federal agencies need to establi sh whether their systems collect and store PH, and if 
so, whether there is an appli cable System of Records Notice. Additionally, if their 
system does coll ect and store PH, agencies should consider whether they should limit 
the coll ection of personally identifi able infonnation in accordance with OMB M 7- 16, 
Safeguarding Against and Responding to the Breach of Personally fdentifiable 
Infonnalion.J 

• Requests for unmanned aircraft system data by commercial entiti es, civil litigants, or 
Freedom of Information Ac t requesters should be rev iewed by legal counsel to 
detennjne if such sharing is appropliate and penni ssible under applicable laws or 
regulations. 

• Unmanned aircraft program managers should employ reasonable technological or 
administrative sa feguards to ensure that images of people inciden tall y recorded who 
are not relevant to an operation are nol di sseminated or viewed unnecessaril y to 
protect individual ri ghts. This is espec ially important for recordingsthat include 
images of minors nOI relevant to an operat ion. 

• Foll ow and clarify (if necessary) existing procedures for identifying, di sseminating, 
retaining, index ing, and storing relevant and necess;:u-y unmanned aircraft system
recorded data in a retrievable manner. 

l OMS M 7 - 16. Safeguarding AgtlilJSI and Rl'SI)()/uling Iv the Bre(/ch of Pl'r~'ol/(/lfy ftll'IIliji(Jble I lIjom/(/lioll (2007). 
hnps:llwww.whireho llse.gov Isitesldefault/fi les/omb/memoranda/f y2007/m07 -I 6. pd f 
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• Establi sh or comply with an approved records retention schedule that systematically 
eliminates stored data a fter they are no longer legally required or operationally useful 
if not already present , thi s schedule should be periodicall y rev iewed and updated. 
Ensure retention periods are compatible wi th the type of data retained and needs of 
the unmanned aircrar1 program. Data collected that does not pertain to an authori zed 
purpose should not be retained beyond 180 days . 

8. Respect Constitutionally Protected Actiyities 
At times, govemment agencies may find it necessary to deploy unmanned aircraft systems 
to protect the public sarety or respond to emergencies while other constitutionally protec ted 
ac ri vi ti es may be taking place at the same location. 

Considerations: 
• Incidental images of identifi ab le individuals that are recorded, but not needed ror lega l 

compliance or law enforcement purposes, should be deleted according to established 
procedures and within 180 days. 

• Be attuned to the potential privacy ri sks or legal rami ficat ions ari sing from 
inadvel1en tl y capturing images of individ uals engaging in constitutionall y protected 
activities, and establish appropriate guidelines and administrati ve controls to 
anonymize, destroy. sa feguard or prevent the misli se of such data , consistent with 
applicable law . 

• Unmanned aircraft system-recorded data should not be coll ected , di ssemjnated or 
retained solely for the purpose of monitoring act ivities protected by the U.S. 
Constitution, such as the First Amendment 's protections of religion, speech, press , 
assembl y, and redress of grievances (e.g., protests, demonstrations). 

9. Haye a Redress Progrflm for indiyiduals that Covers Unmanned Aircraft System 
ActiYities 
A rob ust and streamlined redre.'';s program is essenti al for pennitting chall enges to all eged 
inappropriate capture of personall y identitiable informati on. Ensure that adequate 
procedures are in place to receive, investigate, and address, as appropriate, privacy, civil 
rights, and civil liberties complaints. 

COllsiderariolls: 
• Where an ad ministrati ve process is used, the process for resolving complaints should 

promote resolution within a reasonable ,ml0unt of time. 

• When circumstances permi t, and whi le not revealing infomlation that could 
reasonably be expected to compromise law enforcement or national securit y, 
individuals should be provided in fo rmation regarding the fact ual basis for redress 
detennjnations. 

• Info rmation on how an indi vidual requests redress should be succinct, 
straightforward , and readily avai lable to the public. 

10. Ensure Accountability in Mamlgement of Unmanned Aircraft Program 
Accountability is a key element to a successful unmanned aircraft program. A program that 
properly records access and use or unmanned airc raft sys tem-recorded data is better 
prepm·ed to identi fy and resolve problems, and is more responsive to the public and 
reg ul atory bodies. 

8 
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COIls iderafiollS: 

• Establi sh or con finn that existing oversight procedures (including audit s Or 
assessments) ensure compliance with po li cies and regulations; thi s may also serve as 
another layer of security and improve the overall integrity of the program. 

• Prov ide adequate supervision of personnel and a process for personnel to report 
suspected cases of misuse or abuse. 

• Lmpose penalties for misuse and nOll-compliance with policies and procedures. 
• Establish policies and procedures for doc umenting individuals access ing or 

requesting access to unmanned aircraft system-recorded data. 
• Institute a schedule of reguhul y submirted reports to agency legal, privacy. civil 

ri ghts, and civil liberti es experts documenting all unmanned aircraft system actj vities 
and complaints received during the prior reporting period. Reports should be 
submitted at least annually. 

• Determine whether there is a need for new data sharing agreemellls, and establi sh 
appropriate record management policies before sharing data with other agencies. 

I L. Properly Secure and Store Unmanned Aircraft System-Recorded Da1a 
An unmanned aircraft program should be des igned with appropriate security safeguards to 
prevent or mitigate data loss , unauthori zed access. use and di sclosure of data. 

COIlsiderafions: 

• Ensure access to unmanned aircraft system-recorded data is cOJ1lrolied by using 
appropriate physical, personnel or technical sec urity measures as appropriate (e.g .. 
digital watermarks, encryption, or other security and authentication techniques) to 
protect the data . 

• Appl y appropriate handling and safeguarding procedures to unmanned aircraft 
system-recorded data lhat may be linked to individuals, or to sensitive information 
that is not otherwise personall y identifiable (e .g. , sensitive government or business 
proprietary infonnation). 

• Ensure the unmanned aircraft program authenticates and estabbshes a chain-of
custody that preserves the integrit y of all d~lta stored in the event that the data are 
produced in litigation. 

• Develop procedures to ensure the system and its stored data are used onl y as 
authori zed. 

• Security measures should be layered to avoid reli ance on any single security measure; 
employ several measures that functionall y overl ap to create redundancy in the 
securit y of daul and the overall program. 

• Protect the pbys ical securit y of the communication links, and operational and data 
storage centers. 

• Individuals with access to unmanned aircraft sys tems should receive background 
checks in accordance with an agency's regulations. 

12. Reyiew Agency Procurement SQlicitations 
Agencies should consul! their legal. privacy, civ il right s. and civil libel1ies experts when 
rev iewing unmanned aircraft system sensor technology procurement solicitati ons to 
deteml ine if the technology impac ts individual ri ghts (e.g .. capable of observ ing non-pUblic 
ac ti vities). 

9 
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COIls iderafioll.l': 

• Work with unm~mned aircraft sys tem vendors, payload vendors, and field operators to 
ensure that onl y equipmenr capabilities needed to support a spec ified purpose are 
used. 

• Prior to any acquisition, enSure that the prospecti ve senSOr aligns with and furthers 
the purpose of the unmanned aircraft program, while minimi zing the potenrial risk 
upon use to privacy, c ivil ri ghts. or civil li berti es. 

J3. Transparency and Outreach 
Public support is essential for an unmanned aircraft program's success. A program that is 
not transparent according to applicable laws, agency policies, and best practi ces may 
quickl y lose support and create misperceptions about the program's intended mission(s). 

Considerations: 

• When organizing in iti al outreach efforts. consider using the best practkes Li sted in 
thi s guide that are operationally and legally feas ible for your agency as a starting 
point, and periodically engage the public to keep them infonned about the program 
and proposed significant changes. 

• Outreach effOits should consider how to include persons with limited English 
profi ciency and persons with di sabili ties. 

• When c ircumstances permjt, and whiJe not revealing infomlati on that could 
reasonably be expected to compromise law enforcement or national securit y" provide 
notice to the public as to where unmanned aircraft ro utinely operate (e.g .. a 
descri ption of the general operating area on webs ites, public doc uments. or through 
use of public signs). 

14. Tnti" Personnel 
Requi re that personnel receive training regarding privacy and civil liberti es policies that 
may apply to unamanned aircraft sys tem operations. The agency's offi ce(s) generally 
responSible for privacy, civil rights, and civil li berties should parti cipate in developing and 
conduct ing the annual training. 

Cons ide /'{/ t iollS: 

• Individuals with access to stored data should receive training des igned for the specific 
software and hardware employed by the agency's unmanned aircraft program. 

• Those personnel responsible fo r handling unmanned aircraft systems support requests 
from other agencies should receive additional training on the agency's standard 
operating procedures for handling such requests. 

• Staff should be instructed not to use any unmanned aircraft systems-acquired data for 
personal use. 

15. Develop Procedures to Handle Unmanned Aircraft Systems Support Requests 
The desirab ility and versatility of unmanned aircraft may prompt requests by outside 
organizations seeking unmanned aircraft systems support from an agency. 

10 
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COIlsiderafiollS: 

• Unmanned aircraft system assets used within the National Airspace System in suppOrt 
of an outside agency's reques t should only be operated by the agency authorized to 
operate unmanned aircraft by the Federal Aviation Administration. 

• Estab lish and publish gu idelines for agencies making unmanned aircraft sys tems 
support requests so that each requesting agency is aware of ex isting support 
Umitatiolls, and exactly what infonnation they must provide to the unmanned aircraft 
systems operator. 

• Ask sufficient questions of the reques ting agency to ensure the scope and breadth of 
the request is understood so an appropriate payload and asset. which may be other 
than illl unmanned aircraft (e.g., manned rotary- or fixed-wing aircraft), is provided to 
support the requesting agency. 

• Agencies should create standard operating procedures for handLing requests during 
both exigent and non-ex igent circumstances. 

• Standard operating procedw'es should (at a minimum) be reviewed by agency legal. 
privacy, civil rights, and civi l liberties experts on an annual basis. 

• It may be beneficial to have a memorandum or understanding Or a similar wrillen 
agreement that iden tities each agency's roles and responsibilities in fulfilling a 
request. This agreement may include identifying which agency wiJl exercise 
ownership, retention , and dissemination rights over any recorded data. It is best to 
create a template for support agreements that is then tailored 10 renee! each new 
request. 

• If a request is received from other government agencies, there should be an 
understanding and respect for each agency's authorities and jurisdiction in fulfilling 
the request. If feasible, include an accounting of support requests received by, and 
responses from, the unmanned aircraft program (e.g., gran ted, denied , or asset other 
than an unmanned aircraft provided) when meeting periodic rep0l1ing requirements. 
See BesT Practice #/0. 
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Joint Statement 

Co·Chairs 

Depa rtment of Homeland Security 
Privacy, Civil Rights & Civi11..iberli~ 

Unmanned Aircraft Systems Working Group 

As co-chairs of the Department of Homeland Security's (DHS) Privacy, Civil Rights & Civil 
Libenies Unmanned Aircraft Systems Working Group (DHS Working Group), we are pleased to 
present these best practi ces, which reflect DHS' experiences in building unmanned aircraft 
system programs founded on strong pri vacy, civil rights, and civil liberties protections. 
Unmanned aircraft systems are an essential tool in DHS 's border securit y mission and present a 
great deaJ of promise for assisting first responders and improving situationaJ awareness . 

These best practices represent an optimal approach to protecting indi vidual rights that is 
innuenced by U.S. Customs and Border Protection's (CBP) ten years of experi ence using 
unmanned aircraft systems as a tool in protec ting and securing the Nation's borders. We are 
sharing these refl ecti ons broadly, recognizing that government entities (including CBP) have 
various limitations based upon their respective miss ions, operating characteristi cs, and legal 
authorities, and that many of the considerations that apply to our agency may not be applicable 
or appropri ate for other entities. The DHS Working Group neither proposes nor intends that thi s 
document regulate any other government entity. Our goal, rather, is simply to share the best 
practices we have identified as helping to sustain privacy, civil rights. and civi l li berties 
throughout the lifecyc1e of an unmanned aircraft systems program . I 

We provide these best practices to share DHS 's view of how to protect indi vidual ri ghts in thi s 
evolving technology-dri ven fi eld . The rapid changes in technology compel legal, privacy, and 
civil rights and civil li berties experts to continually review and update implementing documents 
(e.g .. best practices, standard operating procedures. and po licies) to properl y reflect changes in 
the law, as well as advances in the technology and new applications of the technology. It is 
imp0l1ant for government entities to ensure that technology is not used in a manner that erodes or 
violates an individual's statutory or constitutional rights. 

I Thi s guidance is intended for first responders (e.g .. emergency management. emergency medical service. fire 
departments. and security professionals responding to disasters and other emergencies), and does not seek to provide 
guidance in regard to investigative use of unmanned ai rcrati systems. DI-I S 's primary experience with U AS 
operations. which serves as the basis for these best practices. has come in the context ()f general border surveillance 
operations. 
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Finally, even though these best practi ces are intended fo r DH S and our loca l, state, and federal 
government partners and grantees, the pri vate sector may also find these recommendations 
valuable and instructi ve in creating their unmanned aircraft system programs. 

~M~~ 
Omcer lbr CIvil Rlijtlll 
Ind Civil Uhcr11 .. 

Sincerely, 

kNalln.n 
CbtorPriVllC)' om"", 
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n. YOUI 

00p\I1Y Asst, mmlssloner 
U,S, CU~ton\J ond Domer Protection 
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U.S. Department of Homeland Security 

Best Practices for 

Protecting Privacy, Civil Rights 4.'V. Civil Liberties 
In 

Unmanned Aircraft Systems Programs 

Overview 

The term "unmanned aircraft systems" is used to define an unmanned aircraft and assoc iated 
elements (including communication links and the components that control the unmanned 
aircraft) that are required for the pilot or system operator in command to operate safely and 
efficiently in the national airspace system. l In the past, unmanned aircraft were referred to as 
"unmanned aeria l veh icles," but today they are si mply referred to as unmanned aircraft. 

Unmanned aircraft systems offer a variety of benefits for protecting our borders; supporting law 
enforcement: assisting in search and rescue operations: locat ing forest fire hot spots: evaluating 
dangerous environments (e.g., posl"-chemicaJ spill and radiological exposure); conducting forensic 
Imagery; inspecting pipeline and utiliti es: monitoring evacuation routes ; and relaying 
teJecommunicalion signals.2 

The development of a new technology. significant improvement of a cutTen! technology. or the new 
applicat.ion of an existing technology often results in COncerns about the impact on individual 
privacy, civ il rights, and civil liberties. For instance. the integrat ion of government and commercial 
unmanned aircraft systems into the National Airspace System by 20 15. as required by the Federa! 
A viation AdminisTration ModernizaTion and Re./orm Act of 2012, has prompted questions about how 
this might impact individual rights.3 

tn this regard, the Acting Officer for Civ i.1 Rights and Civil Liberties. the Actj ng Chief Privacy 
Officer, and the Assistant Commiss ioner for U.S. Customs and Border Protection, Office of Air 
and Marine jointly establi shed the DHS Unmanned Aircraft Systems Privac)" Civil Rights and 
Civil Liberties Working GrollP (DHS Working Group) in September 2012 to "provide leadership 
to the homeland security enterprise by clarifying the privacy, civi l rights, and civi l liberties legal 
and policy issues surrounding government use of [Unmanned AircraJt SystemsJ. ' .4 

I FAA Mu(lemization find Refill"ln Act 0/2012. Pub. L. No. 1 12-95. 
2 Govcmmcnt Accountabi lity Office. Ullmmllled Aircraft Sysrellls: Mellsun'nK Progre.l"J lind A(idressing Potential 
Prime), COflcems IVollfll Facilitate InrcgmtiOiI illlo the Notiollal Airspm;e System. p. 10. GAO-12-981 (September 
20 (2). 
3 /d. at2-J, 32-36. 
4 Memoralldllllljor Ihe Secreta/Y. Working Group to Safeguard Pril'fIC.'Y. Civil Righ'~', and Ci.·jJ Libertie~' ill/he 
Depa/'Imenl ·s Use (//Id Support of Unllla/lned Aerial Systems (VAS). from Tamara J. Kessler. Acting Officer, Office 
for Civil Rights and Civil Liberties: and Jonathan R. Cantor. Acting Chief Privacy Offil:t'r (Sep/emher 12. 2012). 
The DHS Vllmalllled Aircraft Systems Pril'(l()". Civil Right.~ {/I1l1 Civil Liberties Working Group. co-chaired by the 
DHS Oflice for Civil Right s & Civil Liberties. DHS Privacy Oftice and U.S. Customs and Border Protection, is 
comprised of policy and operational subject mailer expert s from across DHS including the U.S. Coast Guard. Office 
of Intelligence and Analysis. Office of the General Counsel. Office of Policy, National Protection and Programs 
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The DHS Working Group publishes these best practices to inform DHS and our local, state. and 
federal government partners and grantees that want to establi sh unmanned aircraft programs 
based on policies and procedures that are respectfu l of privacy. civil r ights, and civil liberti es. 
These bes t practices are also consistent with the February 15,20 15 Presidential Memorandum : 
Promoting Economic Competitiveness while Safeguarding Priva(v, CiI'il Rights. and Civil 
Liberties ill Domestic Use of Unmallned Aircra.li Syslems.5 

Unmanned aircraft sys tems programs are encouraged to incorporate principles of transparency 
and accountab ility, while nOt revealing infomlation that could reasonab ly be expected [0 

compromise law enforcement or national security, and consider the issues that DHS has 
encountered in the context of developing its own policies and programs. 

These best practices are not prescripti ve, but rather are provided to share the Department 's 
considerable experience operati ng unmanned aircraft systems in securi ng the Nat ion's borders 
and supporting communities during naturaJ disasters and emergencies, and to provide unmanned 
aircraft system operators with privacy, civil rights, and civillibell ies practices to consider before 
initiating an unmanned aircraft program. The applicability or advisabi lity of implementing each 
recommended practice to a part icul ar unmanned aircraft program wi ll vary based upon each 
individual agency 's legal authorities, purpose of the mission, rllission of the agency, type of 
unmanned aircraft system, type of payload onboard, operating characteri stics, and flight profiles, 
Therefore, each agency is encouraged to consult with its legal counsel to ensure compliance with its 
agency's own particular legal requirements 

Although the intended audience is DHS and other govemment agencies, the private sector may 
also find these prflctices insLructive in creating or operating unmanned aircraft programs. 

It is important that agencies work closely wi th legal. pri vacy. civil ri ghts, and civil li bert ies 
experts to ensure compliance with app licable local, state , and federal laws and regul3tions when 
develop ing an unmanned aircraft program. 

Directorate. Science &Tcchnulugy DireclOrale. Federal Emergency Management Agency and Ihe Office of 
Operations Coordinalion and Planning. 
5 Pre~ idcntial Memorandum. Promo/iug Ecollollli, COIII{lefitil'cne.u while Slifegllardillg Pril'ac),. Civil Rights. alld 

Civil UberlieJ ill Damestic USl' of Villi/Willed Ail'cmjl S1'stems (2015). hllp:l/wh.guv/ibmmJ 
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Best Practices for Protecting 
Privacy, Civil Rights & Civil Liberties in 
Unmanned Aircraft Systems Programs 

1. Consult Your Legal Counsel. Privacy, Civil Rights. and Civil Liherties Experts to 
Ensure Legal Authority and CompJiance 
Prior to establi shing an unmanned aircraft program, work closely with your legal counsel to 
confirm there is legal authority La operate unmanned aircraft systems for the intended 
purpose and whether it is permissible to fly unmanned aircraft in the desired area. lnvalve 
legal, privacy. civil rights, and civil liberties expe11s at every stage of fomlUlation , 
operation, and rev iew of an unmanned aircraft program to ensure compliance w ilh 
applicable laws and poijcies . 

2. Clearly State the Purpose of the Unmanned Aircraft Program 
Clearly articul ate the primary purpose for establi shing the unmanned aircraft systems 
program. 

Considerations: 
• The public may better understand and appreciate an agency ' s reasons for estabUshing 

an unmanned aircraft program with a clearly slated and plainly worded purpose. 
• Identify the challenge that prompted your agency to create an unmanned aircraft 

program and how unmanned aircraft systems will assist in addressing that challenge. 
• Determine the appropriate payload(s) (e.g., infrared camera, video, radar) for each 

stated purpose. 
• Describe the primary purpose(s) of your unmanned aircraft program online andlor 

make thi s infonnation publicly accessible, while not revealing infonnation that could 
reasonabl y be expected to comprom ise law enforcement or national security. 

3. Stay Focused on the Purpose of the Unmanned Aircraft Program 
Recognizing that the purpose and utility of a UAS program may evolve over time, certain 
changes to the unmanned aircraft program's stated purpose that may impact individual 
ri ghts should be rev iewed by an agency' s legal, privacy, civi l rights and civi l liberties 
experts. 

Consideration: 
• Changes to the unmanned aircraft program' s primary purposes should be reflected in 

documents read il y ava il able to the public prior to implementing those changes (if 
feasible). 

4. Designate an lndividmtl Responsible for Privacy. Civil Rights . and Cjvil Liherties 
Compliance 
This should be a senior level individual within the organization, pre ferably in the offi ce(s) 
responsible for privacy. civil rights and civil liberties (if one exists) , with working 
knowledge of the relevant pri vacy, civil rights, and civi l liberti es laws and regulations. The 
senior level individual should have a "direc t line" to the person who has overall 
responsibility for the unmanned aircra fl program. 

5. Stay lnyolved from Conception Throughout Deployment and Thereafter 

5 
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Progr<ffil managers, technical staff, and operations staff should consult with legaJ , privacy, 
civil ri ghts. and civil liberti es experts throughout the lifecycle of the unmanned aircraft 
program. 

Considerations: 
• Establish and make publicly available clear policies and procedures to ensure respect 

for privacy, civil rights, and civil liberties while also making .it clear that some 
information may not be able to be made publicly available based upon other legal, 
investigative or operational securit y reasons. 

• Unmanned aircraft program managers should consult with legal, privacy, civil rights, 
and civi l liberties experts when formulating concepts of operations, standard 
operating procedures. agreements, procurement contracts, and other underl ying 
unmanned a.ircraft sy~t em documents . 

• Establish a routine program review process to assess whether the program 's purpose 
is being met and whether modifi cations are required. For example, the Pres idential 
Memorandum: Promoting Economic Competifiveness while Safegllarding Privacy. 
Civil Righ ts, and Civil Liberties ill DOllleslic Use of Ullmanned Aircra.fi Syslems 
requires federal agenc ies to perform such an assessment at least every three years and 
before new UAS programs are developed. 

6. Conduct aPriyacy Impad Assessment and Document Privacy CODlPlialll'e 
Agencies should conduct an analysis of potential privacy, civil rights, and civil liberties 
cOllcems before using unmanned aircraft systems. The Pres identia.l Memor;:mdum 
(referenced above) requires that Federal agencies exa.mine their existing UAS policies and 
procedures relating to the collecrion, use, retemion, and di ssemination of information 
obtained by UAS at leas t every three years, to ensure that pri vacy, civil rights, and civil 
libelties are protected. Although not required for all agencies , DHS found it useful to use a 
Privacy Impaci Assessment (piA) format for it s examination- similar to that required for 
federal govemment infol111ation technologies under the E-Government Act of 2002. Privacy 
assessments are beneficial in evaluating an agency's compliance wi th applicable legal, 
regulatory, and policy requirements. The decision as to when such an assessment is 
appropriate will be a contex tual decision for agencies to make based on t.heir experti ~e , and 
the facts and circumstances in volved. Any pri vacy assessment should identify potelllial 
ri sks to privacy. as well as steps an agency wilJ take to mitigate any potential privacy risks. 
DHS has also found the PIA fonnat useful for public notifi cation of its UAS acti vities . For 
more infonnation on the PIA format used by DHS (and to consult DHS PIAs that cover 
both uumanned aircraft systems and the use of sensors by aircraft) please visit the DHS 
Privacy Office webpage, available at http://www,dhs.gov! privacy-compliance ._ 

Considerations: 
• Some agencies conduct :.""I brief Privacy Threshold Analysis to determine whether any 

Personally Identifiable Lnformation2 is to be collec ted or whether an unmanned 

2 DHS defines "Personally Identifiable Infonnation"" as any infomlation that permit s the identity of an individual to 
be directly or indirectly inferred, includ ing any infonnation that is linked or linbble to that indi vidual , regard less of 
whether the individual is a U.S. c.it izcn, legal permanen t re~ide nl. visitor to the U.S., or employee or contractor to 
the Departmcnt. 
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aircraft program raises privacy sensitivities before initiati ng a Privacy impact 
Assessment. 

• Consult state, local, and tribal or territorial laws to dec ide if an y public noti ce is 
required regarding the system used to store, use. or share information acq uired 
through unmanned aircraft systems. Federal agencies should consult the Privacy Act 
of 1974, as it may be applicable. 

7. Limit Collection. Use. Dissemination. and Retention of Unmanned Ajrcfufi System
RecQrded Data 
Collection, use, dissemination. and retention of unm;mned aircraft system-recorded data 
should be limited to data legally acqui red and relevant to the en tity's operations. See Best 
Praclice #3. 

COI/sic/eral ions: 
• Recorded images of indi vidual s should not be retained beyond a reasonable period as 

defined by ex isting agency/depanmental policy unless there is au thorizatjon based on 
a legal, policy or operational purpose. 

• Co ll ection. use , di ssemination, or retention of unmanned aircraft system-recorded 
data should not be based so lely on indi vidual characteri sti cs (e.g. , race , ethnicity, 
nat ional origin , sexual orientation, gender identit y, religion, age, or gender). which is 
a violation of the law. 

• The users of unmanned aircraft system-recorded data are responsible for ensuring 
dissemination of data is authorized and consistent with the recipients' legitimate need 
to know and authority to rece ive such data ; any further di ssemination by a dala 
recipienr should require the data owner's prior consent, wh ich should only be 
provided upon the advice of the en tity's legal counsel. 

• Federal agencies need to establi sh whether their systems collect and store PH, and if 
so, whether there is an appli cable System of Records Notice. Additionally, if their 
system does coll ect and store PH, agencies should consider whether they should limit 
the coll ection of personally identifi able infonnation in accordance with OMB M 7- 16, 
Safeguarding Against and Responding to the Breach of Personally fdentifiable 
Infonnalion.J 

• Requests for unmanned aircraft system data by commercial entiti es, civil litigants, or 
Freedom of Information Ac t requesters should be rev iewed by legal counsel to 
detennjne if such sharing is appropliate and penni ssible under applicable laws or 
regulations. 

• Unmanned aircraft program managers should employ reasonable technological or 
administrative sa feguards to ensure that images of people inciden tall y recorded who 
are not relevant to an operation are nol di sseminated or viewed unnecessaril y to 
protect individual ri ghts. This is espec ially important for recordingsthat include 
images of minors nOI relevant to an operat ion. 

• Foll ow and clarify (if necessary) existing procedures for identifying, di sseminating, 
retaining, index ing, and storing relevant and necess;:u-y unmanned aircraft system
recorded data in a retrievable manner. 

l OMS M 7 - 16. Safeguarding AgtlilJSI and Rl'SI)()/uling Iv the Bre(/ch of Pl'r~'ol/(/lfy ftll'IIliji(Jble I lIjom/(/lioll (2007). 
hnps:llwww.whireho llse.gov Isitesldefault/fi les/omb/memoranda/f y2007/m07 -I 6. pd f 
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• Establi sh or comply with an approved records retention schedule that systematically 
eliminates stored data a fter they are no longer legally required or operationally useful 
if not already present , thi s schedule should be periodicall y rev iewed and updated. 
Ensure retention periods are compatible wi th the type of data retained and needs of 
the unmanned aircrar1 program. Data collected that does not pertain to an authori zed 
purpose should not be retained beyond 180 days . 

8. Respect Constitutionally Protected Actiyities 
At times, govemment agencies may find it necessary to deploy unmanned aircraft systems 
to protect the public sarety or respond to emergencies while other constitutionally protec ted 
ac ri vi ti es may be taking place at the same location. 

Considerations: 
• Incidental images of identifi ab le individuals that are recorded, but not needed ror lega l 

compliance or law enforcement purposes, should be deleted according to established 
procedures and within 180 days. 

• Be attuned to the potential privacy ri sks or legal rami ficat ions ari sing from 
inadvel1en tl y capturing images of individ uals engaging in constitutionall y protected 
activities, and establish appropriate guidelines and administrati ve controls to 
anonymize, destroy. sa feguard or prevent the misli se of such data , consistent with 
applicable law . 

• Unmanned aircraft system-recorded data should not be coll ected , di ssemjnated or 
retained solely for the purpose of monitoring act ivities protected by the U.S. 
Constitution, such as the First Amendment 's protections of religion, speech, press , 
assembl y, and redress of grievances (e.g., protests, demonstrations). 

9. Haye a Redress Progrflm for indiyiduals that Covers Unmanned Aircraft System 
ActiYities 
A rob ust and streamlined redre.'';s program is essenti al for pennitting chall enges to all eged 
inappropriate capture of personall y identitiable informati on. Ensure that adequate 
procedures are in place to receive, investigate, and address, as appropriate, privacy, civil 
rights, and civil liberties complaints. 

COllsiderariolls: 
• Where an ad ministrati ve process is used, the process for resolving complaints should 

promote resolution within a reasonable ,ml0unt of time. 

• When circumstances permi t, and whi le not revealing infomlation that could 
reasonably be expected to compromise law enforcement or national securit y, 
individuals should be provided in fo rmation regarding the fact ual basis for redress 
detennjnations. 

• Info rmation on how an indi vidual requests redress should be succinct, 
straightforward , and readily avai lable to the public. 

10. Ensure Accountability in Mamlgement of Unmanned Aircraft Program 
Accountability is a key element to a successful unmanned aircraft program. A program that 
properly records access and use or unmanned airc raft sys tem-recorded data is better 
prepm·ed to identi fy and resolve problems, and is more responsive to the public and 
reg ul atory bodies. 

8 
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COIls iderafiollS: 

• Establi sh or con finn that existing oversight procedures (including audit s Or 
assessments) ensure compliance with po li cies and regulations; thi s may also serve as 
another layer of security and improve the overall integrity of the program. 

• Prov ide adequate supervision of personnel and a process for personnel to report 
suspected cases of misuse or abuse. 

• Lmpose penalties for misuse and nOll-compliance with policies and procedures. 
• Establish policies and procedures for doc umenting individuals access ing or 

requesting access to unmanned aircraft system-recorded data. 
• Institute a schedule of reguhul y submirted reports to agency legal, privacy. civil 

ri ghts, and civil liberti es experts documenting all unmanned aircraft system actj vities 
and complaints received during the prior reporting period. Reports should be 
submitted at least annually. 

• Determine whether there is a need for new data sharing agreemellls, and establi sh 
appropriate record management policies before sharing data with other agencies. 

I L. Properly Secure and Store Unmanned Aircraft System-Recorded Da1a 
An unmanned aircraft program should be des igned with appropriate security safeguards to 
prevent or mitigate data loss , unauthori zed access. use and di sclosure of data. 

COIlsiderafions: 

• Ensure access to unmanned aircraft system-recorded data is cOJ1lrolied by using 
appropriate physical, personnel or technical sec urity measures as appropriate (e.g .. 
digital watermarks, encryption, or other security and authentication techniques) to 
protect the data . 

• Appl y appropriate handling and safeguarding procedures to unmanned aircraft 
system-recorded data lhat may be linked to individuals, or to sensitive information 
that is not otherwise personall y identifiable (e .g. , sensitive government or business 
proprietary infonnation). 

• Ensure the unmanned aircraft program authenticates and estabbshes a chain-of
custody that preserves the integrit y of all d~lta stored in the event that the data are 
produced in litigation. 

• Develop procedures to ensure the system and its stored data are used onl y as 
authori zed. 

• Security measures should be layered to avoid reli ance on any single security measure; 
employ several measures that functionall y overl ap to create redundancy in the 
securit y of daul and the overall program. 

• Protect the pbys ical securit y of the communication links, and operational and data 
storage centers. 

• Individuals with access to unmanned aircraft sys tems should receive background 
checks in accordance with an agency's regulations. 

12. Reyiew Agency Procurement SQlicitations 
Agencies should consul! their legal. privacy, civ il right s. and civil libel1ies experts when 
rev iewing unmanned aircraft system sensor technology procurement solicitati ons to 
deteml ine if the technology impac ts individual ri ghts (e.g .. capable of observ ing non-pUblic 
ac ti vities). 

9 
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COIls iderafioll.l': 

• Work with unm~mned aircraft sys tem vendors, payload vendors, and field operators to 
ensure that onl y equipmenr capabilities needed to support a spec ified purpose are 
used. 

• Prior to any acquisition, enSure that the prospecti ve senSOr aligns with and furthers 
the purpose of the unmanned aircraft program, while minimi zing the potenrial risk 
upon use to privacy, c ivil ri ghts. or civil li berti es. 

J3. Transparency and Outreach 
Public support is essential for an unmanned aircraft program's success. A program that is 
not transparent according to applicable laws, agency policies, and best practi ces may 
quickl y lose support and create misperceptions about the program's intended mission(s). 

Considerations: 

• When organizing in iti al outreach efforts. consider using the best practkes Li sted in 
thi s guide that are operationally and legally feas ible for your agency as a starting 
point, and periodically engage the public to keep them infonned about the program 
and proposed significant changes. 

• Outreach effOits should consider how to include persons with limited English 
profi ciency and persons with di sabili ties. 

• When c ircumstances permjt, and whiJe not revealing infomlati on that could 
reasonably be expected to compromise law enforcement or national securit y" provide 
notice to the public as to where unmanned aircraft ro utinely operate (e.g .. a 
descri ption of the general operating area on webs ites, public doc uments. or through 
use of public signs). 

14. Tnti" Personnel 
Requi re that personnel receive training regarding privacy and civil liberti es policies that 
may apply to unamanned aircraft sys tem operations. The agency's offi ce(s) generally 
responSible for privacy, civil rights, and civil li berties should parti cipate in developing and 
conduct ing the annual training. 

Cons ide /'{/ t iollS: 

• Individuals with access to stored data should receive training des igned for the specific 
software and hardware employed by the agency's unmanned aircraft program. 

• Those personnel responsible fo r handling unmanned aircraft systems support requests 
from other agencies should receive additional training on the agency's standard 
operating procedures for handling such requests. 

• Staff should be instructed not to use any unmanned aircraft systems-acquired data for 
personal use. 

15. Develop Procedures to Handle Unmanned Aircraft Systems Support Requests 
The desirab ility and versatility of unmanned aircraft may prompt requests by outside 
organizations seeking unmanned aircraft systems support from an agency. 

10 
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COIlsiderafiollS: 

• Unmanned aircraft system assets used within the National Airspace System in suppOrt 
of an outside agency's reques t should only be operated by the agency authorized to 
operate unmanned aircraft by the Federal Aviation Administration. 

• Estab lish and publish gu idelines for agencies making unmanned aircraft sys tems 
support requests so that each requesting agency is aware of ex isting support 
Umitatiolls, and exactly what infonnation they must provide to the unmanned aircraft 
systems operator. 

• Ask sufficient questions of the reques ting agency to ensure the scope and breadth of 
the request is understood so an appropriate payload and asset. which may be other 
than illl unmanned aircraft (e.g., manned rotary- or fixed-wing aircraft), is provided to 
support the requesting agency. 

• Agencies should create standard operating procedures for handLing requests during 
both exigent and non-ex igent circumstances. 

• Standard operating procedw'es should (at a minimum) be reviewed by agency legal. 
privacy, civil rights, and civi l liberties experts on an annual basis. 

• It may be beneficial to have a memorandum or understanding Or a similar wrillen 
agreement that iden tities each agency's roles and responsibilities in fulfilling a 
request. This agreement may include identifying which agency wiJl exercise 
ownership, retention , and dissemination rights over any recorded data. It is best to 
create a template for support agreements that is then tailored 10 renee! each new 
request. 

• If a request is received from other government agencies, there should be an 
understanding and respect for each agency's authorities and jurisdiction in fulfilling 
the request. If feasible, include an accounting of support requests received by, and 
responses from, the unmanned aircraft program (e.g., gran ted, denied , or asset other 
than an unmanned aircraft provided) when meeting periodic rep0l1ing requirements. 
See BesT Practice #/0. 

11 
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September 14, 2012 

INFORMATION 

Office f.,. CivIl Rights and Civil Llberlies 
U.s. Department of Homeland Security 
Washington, DC 20528 

e. Homeland 
•.. ,;/ Security 

MEMORANDUM FOR THE SECRETARY 

FROM : Tamara J. KeSS le~~ 
Acting Oflicer d . 

SUBJECT: 

Purpose 

Office for Civil Rights and Civil Liberties 

Jonathan R. Canl~ 
Acting ChiefPriv~ffi~er 

Working Group to Safeguard Privacy, Civ il Rights, and Civil 
Liberties in the Department's Use and Support of Unmanned 
Aeria l Systems (UAS) 

The Office for Civi l Rights and Civil Liberties (CRCL) and the Privacy Office (PRIV) would 
like to assist OHS to provide leadership to the homeland security enterprise by clarifying the 
privacy, civil ri ghts, and civillibenies (P/CRCL) legal and policy issues surrounding government 
use ofUASs. TD accomplish this goal, we plan to establish a Department-wide working group, 
led by CRCL, PRIV and Customs and Border Protection (CBP). As the use ofUASs by federal, 
stat.e, and local enti ties expands, DI-IS will have an increasingly public-facing role; establishing a 
group on this issue would signal that DHS recognizes the importance ofprolecting privacy, civil 
rights, and civi l liberties in the use ofUASs. The working group wi ll serve to support all OI-lS 
mission areas and, in particular, PRIV and CRCL's mandate to ensure that privacy, civi l rights, 
and civil liberties are not diminished by effons, activities, and programs aimed at securing the 
homeland, 

Background 

This issue has attracted significant attention from Congress and the media, including technology. 
focused media. Earl ier this year Congress required the Federal Aviation Administration (FAA) to 
speed up the process by which it authorizes government agencies to operate UASs, relax 
requirements for state and local agency use of UASs, and mandated regulations for testing and 
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licensing of private and commercial UASs. These actions have led to expressions ofconcem by 
the public and stakeholders regarding the P/CRCL implications ofUAS use. 

A working group chaired by CRCL, PRIV, and CBP presents a unique opportunity to clarify any 
misunderstandings that exist regarding DHS's UAS program and to mitigate and address any 
outstanding P/CRCL concerns with DHS programs. We think that the working group will serve a 
similar purpose with respect to the UAS Joint Program Office. It will demonstrate that DI-IS 
intends to take a proactive leadership role in ensuring that privacy, civil rights, and civil liberties 
are safeguarded by the lawful use of UASs by DHS components and grant recipients. 

Discussion 

CRCL and PRIVare aware of three current uses ofUASs to support DHS's mission: 

I. 
2. 

3. 

We do not believe that DHS has any other active UAS programs, but realize that there may be 
additional proposals for the use of UASs by the Department over time. Therefore. we think that a 
working group should examine all active and planned DHS uses of UASs, as well as DHS 
support to state and local partners in their use ofUASs. 

The overarching goal of the working group is to detennine what policies and procedures are 
needed to ensure that protections for privacy, civil rights, and civil libert ies are designed into 
DHS and DHS-funded UAS programs while fully support ing the appropriate use of UASs to 
achieve homeland security enterprise mission objectives. Working group participants will 
include representatives from CRCL, PRlV, OGC, each component that either uses or plans to use 
UASs, and other relevant parties from within DHS. CBP, the Coast Guard, S&T, IGA, MGMT, 
PLCY. OPA, OLA,and OGC have all concurred with this plan. The working group will have 
four objectives: 

I. Establish a forum for DHS headquarters and components to discuss P/CRCL issues 
related to the Department's use and support of UASs; 

2. Ensure that P/CRCL guidance and policies are reflected within the different CONOPS for 
UAS uses by the Department; 

3. Identify potential privacy. civil rights, and civil liberties concerns with respect to the 
various current or planned uses of UASs by the Department; and 

4. Promote DHS best practices for safeguarding privacy, civil rights, and civil liberties in 
the use of UASs by DHS partners and grant recipients. 

OEL.'Btltf11I'E PRot£&) J'RiPILSGE X' .8f1$:Df.6i'Sf{)N;tl; ;j' F8R 6FFfOhtL USE ONLY 2 



DHS-001-0545-000057
epic.org EPIC-16-09-09-DHS-FOIA-20190729-DHS-2ndInterim-Production 000057

cc: 

Jane Holl Lute 
Deputy Secretary 

Ivan Fong 
General Counsel 

David V. Aguilar 
Acting Commissioner 
U.S. Customs and Border Protection 

General Michael C. Kostelnik 
Assistant Commissioner 
CBP OfTice of Air and Marine 

Admiral Robert J. Papp 
Commandant 
U.S. Coast Guard 

Dr. Tara O'Toole 
Under Secretary 
Science and Technology 
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u.s. Department of Homeland Security 

Status Report 
As Directed in the 

Presidential Memorandum: 
Promoting Economic Competitiveness While Safeguarding 
Privacy, Civil Rights, and Civil Liberties in Domestic Use of 

Unmanned Aircraft Systems (February 15, 2015) 

Submitted by: 

Office for Civil Rights and Civil Liberties 

Privacy Office 

August 6, 2015 
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Forward 

The U.S. Department of Homeland Security (DHS) Office for Civil Rights and Civil Liberties 
(CRCL) and the DHS Privacy Office (Privacy Office) are pleased to provide this status report on 
its implementation of privacy, ci viJ ri ghts, and civil liberties protections in the collection, use, 
retention, and di ssemination of infonnation captured by unmanned aircraft systems, as required 
by Section I (e) of the Presidential Memorandum, Promoting Economic Competitiveness While 
Safeguarding Privacy, Civil Rights, and Civil Liberties in Domestic Use of Unmanned Aircraft 
Sys tems (FebrualY IS, 20 15) (Presidential Memorandum). 

~tL-~\~~ 
Megan H. Mack 
Officer 
Office for Civil Rights and Civ il Liberti es. 

Karen Neuman 
Chief Privacy Officer 
Pri vacy Office 

I I P n g c 
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Presidential Memorandum 

Section 1 Language 

Section 1 sels forth the foUowing requirements for unmanned aircraft systems (VAS): 

VAS Policies and Procedures (or Federal GOl'crnme11l Use. The Federal Govemlllcnr currently 
operates VAS ill the Un ired States for several pU/poses, including 10 manage Federal lands, 
mOllitor wildfires, conduct sciellfijic research, monitor 0111' border:;;, s lIpport law enforcement, 
and effectively Irain our military. As wilh informatiol1 collected by the Federal Governmel1l 
llsillg any technology, where VAS is the pIal/ann for col/ection. illjormalioll 1I111s1 be coilecled, 
IIsed, retained. (lIId disseminated co/Hislen, with rhe Constitl/tioll, Federal la w, and otiler 
applicable regulatiollS and policies. Agencies mllst, for example, comply with the Privacy ACT of 
1974 (5 U.S.c. 552a) (the "Privacy ACT"), which, all/ollg other things, restricts the collection and 
dissemination o/il1dividuals ' in/ormation that is maintained ill systems o/records, inciuding 
personally identifiable injormation (PII), and permits individuals to seek access to and 
amelldmellf of records. 

(a) Privac\' Protections Particularly in light of the diverse potential uses of VAS i,l the NAS 
[National Airspace System}, expected advancements in VAS technologies, and the anticipated 
increase in UAS use in thell/lllre, the Federal Government shall take steps to ensure that privacy 
protections Qlut policies relative to VAS cominue 10 keep pace with these developments. 
Accordingly, agencies shall, prior to deployme11l of flew VAS technology and a/ least evelY 3 
years, examine their existing UAS policies and procedures relating to the colleCTion, use, 
retention, and dissemination of ill formation obtained by VAS, to ensure that privacy, civil rights, 
al1d civil liberties are protected. Agencies shall upda/e their policies alld procedllres, or issue 
new policies alld procedures, as necessQly. 111 addition to requiring compliance lVith tile Privacy 
Act ill applicable circlImstances, agencies that collect informationthrollgh VAS ill the NAS shall 
ensure that their policies and procedures with respect to such info rmation incorporate the 
fol/olVing requiremell/s: 

(i) Collection and Use. Agencies shall only collect illformation using VAS, or use VAS
collected info rmation, to the extent that sllch collection or lise is consistent with alld 
relevant/o an aUlhorized pllrpose. 
(ii) Retemioll. b !/ormation col/ec/ed using VAS tllat may coma in PII shall 1/01 be relail/ed 
for more than 180 days IIl1less retention of the inforlllation is determined to be lIecessmy 
to an allthorized mission of the retaining agency, i~' maintained in a system of records 
covered by the Privacy Act, or is required to be retailledjor a IO/Iger period by al/.r other 
applicable law or regula/ioll. 
(iii) Dissemination. VAS-collected injormation lliat is lIot maintained in a system of 
records covered by the Privacy Act shall not be disseminated olltside of the agency IIl1less 
dissemination is required by law, orlitlfills all Cllllhorized pll rpose and complies with 
agency requ;remel1/s. 

(b) Civil Rights and Civil Liberties ProiectiollS. To protect civil rights and civil liberties, 
agencies shall; 

21 P a.£l: 
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(i) ensure that policies are in place 10 prohibillhe collection. lise, retell/ion. or 
dissemination of data in any manlier that wOl/ld violate the First Amendment or ill allY 
mal/fler that would dis criminate agaillst persons based upon their erlmicity, race, gender. 
national origin, religion. sexual orientation, or gender identity, in violation of law; 
(iO ellSure that VAS activities are pClformed in a mallller cOlISistellt with the Constiwtion 
(l1U1 applicable lallls, Executive Orders, Glut other Presidential directives; and 
(iii) ensure that adeqlta/e procedures are in place 10 receive. investigate, and address. as 
appropriate, privacy, civil rights, and civi/liberties complaints. 

(c) Acco/lllrabilitv. To provide Jar effective oversight, agencies shall: 

(i) ensure that oversight procedures for agencies ' VAS use, illeluding audits or 
assessmellfs, comply vi/ith existing agency policies and regulatiom; 
(ii) ver(fl tIle existence of rules of condllcl and training for Federal Govemmem 
personnel (md contractors who work 0/1 VAS programs, and procedllresfor repvrtil1g 
suspected ca:H!}j' of misuse or abuse of VAS technologies: 
(iii) establish policies and procedures, or cOlrfil7ll that policies and procedures are ill 
place. that provide meaningflll ol,etsight oJifldividuals who have access to sensitive 
i't/ormation (including any PII) col/ected w'ing VAS: 
(iv) ensllre that any data-sharing agreemellfs or policies, data lise poliCies, and record 
management policies applicahle to VAS COliform to applicable laws, regulatiollS, and 
policies; 
(I') es tablish policies and procedures, or confirmlhat policies and procedures are ill 
place, to awJlOrize the lise of VAS in response to a request for VAS assistance in support 
of Federal, State, local, tribal, or territorial government operations; and 
(vi) require that State, locat, tribal, find territorial govemme11l recipients of Federal 
gram fill/ding Jor the purchase or lise of VAS Jor their O\VIl operations have in place 
policies and procedllres 10 safeguard indil'iduals ' primcy, civil rights, and civil liberties 
prior to e.tpending stich Junds . 

(d) Trallsparwt-". To proll/ote trallsparency abollt their VAS activities within the NAS, 
agencies that use VAS ~'hall, while /lot revealing ill formation that could reasonably be expected 
to compromise law enforcement or notional security: 

(i) provide notice to the Pllblic regarding where the agency's VAS are authorized 10 
operate i/l the NAS: 
(ii) keep the public illformed abollt the agency's VAS program as well as changes that 
1V0uld significantly affect priva(~y, civil rights, or civil liberties; and 
(iii) make available to the public. 01/ WI amlllal basis, a general Sllfll1lWIY o/the agellcy's 
VAS operations during the previolls fiscal year, to include a brief description of types or 
categories of missiolls.JlolVn, and the mOl/bel' of times the agency provided assistance to 
other agencies, or to State, local, tribal, or territorial governments. 

(e) Repons. Within 180 days of the dale of this memorandum, agencies shall provide the 
Pres idem with a status report 011 the implementation of this section. Within I year of the date of 
Ihis memorandum, agencies shall publish information all how to access their publicly avai·!able 
policies and procedures imp/emcntillg this section. 

31 P , I g.l: 
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Background 

U.s. Customs OIld Border Proteclioll 's Use of UIlI"allll ed Aircraft Syslems 

DHS's U. S. Customs and Border Protection (CBP). Oftice of Air and Marine, is the onl y 
component in the Department with an operational unmanned aircraft system (UAS) program. J 

With a decade of experience operating VAS, CBP has established policies and procedures 
concerning proper data use, minimization, retention, data quality and integrity, and dala security, 
as well as a decision-making process for determining when it is appropriate to use a DHS UAS 
ill support of other requesting agencies. 

CBP is responsible for protecting nearly 7.000 miles of land border the United States shares with 
Canada and Mex ico and 2,000 miles of coastal waters surrounding the Florida peninsula and off 
the coast of Southern California. The agency also protects 95,000 miles of maritime border in 
pm1nership with the United States Coasl Guard (USCG). To achieve these missions, CBP 
employs several types of aircraft, including manned helicopters and manned fixed-wing aircraft. 
These aircraft assist CBP in patrolling the border. Survei llance aircraft may be used to: ( I) patrol 
the border; (2) conduct surve illance for investigati ve operations; (3) conduct damage assessment 
and consequence management in di saster situations; and (4) respond LO emergencies. Although 
infrequent , CB P al so fli es its unmanned aircraft in response to disaster situations as they are 
equipped with fI 'C),'E !unmanned aircraft can also map 
critical infrastructure before amI after hUlTicanes, which allows the FederaJ Emergency 
Management Agency (FEMA) to track storm damage and note changes to the topography. 

CBP owns and operates~ :r~t Ithat allow it to conduct missions in areas that are remote. 
too rugged for ground access, or otherwise considered 10 0 high-ri sk for manned aircraft or 
ground personnel. The aircraft are stationed and principally cOIlI'rolled at ~ It'- itl 

CBP' s UAS operate in the National Airspace in accordance with Federal Aviation 
Administration (FAA) regulatjons and within designated special use airspace as publisbed andlor 
authori zed through the FAA Cenificate of Authori zation process. 

I Although esp. Offi ce of Air "nu M"rine. is the focus of this Status Report . other DHS entities. sllch as' the Science 
"nd Technology Directorate. U.S. Border Patrol. U.S. Coast Gu"rd. and U.S Secret Service are involved in testing 
VAS capabil it ies or countermeaslires. 

4I P :l£l: 
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CBP cond ucts it s UAS missions at altitudes b)(7)(£ I 

DHS Privacy Office and Office fo r Civil Rights ami Civil Liberties 

The Homeland Securi ty Act of 2002, Section 222, prov ides the Chief Pri vacy Officer with primary 
responsibilit y fo r assuring that "the use of techno logies sustain , and do not erode, privacy protections 
rel ating to the use, collection, and di sclosure of personal infonnation." Based on thi s authority, in 
June, 20 I 0, the Pri vacy Oftice requested C BP complete a Pri vacy Threshold Analys is on its use of 
aeri al surve illance systems, including UAS. 

Fo llowing submiss ion o f the Pri vacy T hreshold Analysis , and in consultat ion with CSP, the Pri vacy 
Otfice detemlined that C BP's use o f sensors onboard its aircraft- manned and unmanned-couJd 
implicate the pri vacy of persons with whom CBP encounters. With CB P' s agreement , the Pri vacy 
Office directed CBP to prepare a Pri vacy Impact Assessment of all aircra ft sensors. ThiS' Aircraft 
Systems Pri vacy Impact Assessment (September 9, 2013) and may be found al 
http ://www.dhs.gov/publ icat ion/dhscbppia-O 18-aircraft-systems. Consistent with DHS policy, the 
Aircraft Systems Pri vacy lmpact Assessment wiU be rev iewed every three (3) years and updated as 
necessary. However, if e BP empluys new, di fferent, or updated technologies, or if operating 
environments change, or the Federal Government or DHS create new policies before three years 
have passed, CS P and the Privacy Office wi ll update and amend the Privacy Im pact Assessment to 
retl ect these changes. 

Altho ugh individuals cannot pal1icipale in the initial decision by CBP to collect information un 
them, they may contest or seek redress through any resulting proceedings brought agai nst them 
by contacting CSP, CRCL, and/or the Pri vacy Office. 

VIIS Uumanlled Aircraft Systems Privacy, Civil Rights~ and Civil Liberties Workillg Group 

In recognizing the increased public and congressional concern over the govemme11l 's use of 
UAS, CRCL and the Privacy Office jointly establi shed a Depflrtment-wide working group in 
September 20 12. 

The DHS Unlllanned Aircraft S .... 'srems Privacy. Civil Rigi1ls. and Civil Liberlies Working Grollp 
(the Unmanned Aircraft Sys tems Working Group), chaired by CRCL, Privacy, and CSP's Office 
of Air and Marine (OAM) is responsible for "prov id[ing] leadership to the homeland security 
enterpri se by c1 rui fy ing the privacy, civil rights, and civil liberties legal and po li cy issues 
suno undi ng govemment use of unmanned aircraft systems.,,1 The goal for th is body is 10 serve 

2 Working Group /0 SajegllMeI Prime),. Ci llil Rights. (jnd Civil Liberlies in the Df'pllrlmmr's Usc (jlld Support oj 
Unmal/ll ed Aerial SysTems (VAS), Memor(//ulumjor the Secrew ry. from Tamara 1. Kessler, Acting Officer. Office 
for Civil Rights and Civil Liberties; and Jonathan R. Cantor, Acting Ch ief Privacy Officer (Workillg Group Memo) 

5j P agc 
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as a collaborative forum for components and offices to identify, di scuss, and address unmanned 
aircraft system issues potentially impacting pri vacy, c ivi l ri ghts, and civ il liberti es. 

(Seplembe r 12. 2012). H lip ://wlVw.tlhs. go ~:I.~ ili'.\/de{(lII/ll/ile slpuhl iCa/ ;ollsl[oia/work; 11 !,'-g roUP-lo-sale r: ua rd-wivacv
ci vi /- righls-and-ci I'i/-/ ibe rties- i IHhe-depa I"Imellfs-use-lI/u/ -support -O{:wl/1llllllled-nc ria/-.n'slelll.~-u{/.\·-s I -ill fO rmat iO/l
mcmomndlll1l-09/420 12 .pdf 
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DHS Status Report on Section I Implementation 

I. Privacv Protections (Section l(a)(i -iii» : In addition to requiring compliance with the 
Primcy Act ill applicable circumstances, agencies that collect information through VAS 
in the NAS shall eflSlIre Ihat Iheir policies and procedl/res with respect 10 sl/ch 
i11fo17nation incorporate the following requiremenls: 

Status: 

OJ CoIJecliol/ and Vse. Agencies shall ollly coilect information using VAS. or use 
VAS-collected inj(mnation, to the extent that such collection or use is consistent 
with and relevant to an authorized purpose. 

(ij) Retention. Illjol11wlion coiiected /Ising VAS lhal may comain PI! shall 1101 be 
retained for more than 180 days unless retention of the information is determined 
to be necessw)' to an authorized mission of the retaining agency, is maintained in a 
system of records covered by the Privacy Act, or is required 10 be retailledjol' a 
!ollger period by any olher appJicabie law or regulation. 

{iii! Dissemination. VAS-collected information that is not maintained in a system of 
records covered by Ihe Privacy Act sha" not be disseminated outside of the agel/(;Y 
IInless dissemination is required by law. orjlllftlls an alllhorized pillpose and 
complies with agency requirements. 

Privacy Protections: 

Collection and Use (Sect.ion I (a)(i)) : Agencies shall only collect information using VAS, 
or lise VAS-collected information, to the extent tilat such collection or use is consistent 
will, and reieva11l10 an alllllOl'ized pllIpose. 

CBP's UAS only collect video and/or radar images pursuant to its law enforcement authority, as 
part of its border security miss ion, or when fl ying a miss ion in support of another agency when 
that other agency's authority covers the mission either through delegation of authority or direct 
control of the information collected. CBP has a broad mandate to determine the admiss ibility of 
persons and to ensure goods brought into the counlry comply with United States law.3 

CBP's OAM is authori zed under current and past appropriations to provide UAS support to other 
Federal, State, and local agencies. Refl ecting similar language in past appropriations, in 2015 
Congress directed OAM to use appropriated funds, in part , 

38 USC §§ 1225, 1357. other pertinent provisions of the immigration laws and regulations; 19 U.S.c. §§ 482. 507, 
1461, 1496, 1581, 1582, 1595a(d). and other pertinent provisions of custOntS laws and regulations. 

71 P agc 
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[[jor . .. necessary expenses for the operat ions, maintenance, ami procurement of marine 
vessels, aircraft, unmanned aircraft systems, the Air and Marine Operations Center, and 
other related equipment of the air and marine program . . . the operations of which 
inc.lude the following: the interdiction of narcotics and other goods: the provision of 
support to Federal, State, and local agencies in the enforcement or administration of laws 
enforced by the Department of Homeland Security: and, at the di scretion of the Secretary 
of Homeland Security, the provision of ass istance to Federal . State, and local agencies in 
other law enforcement and emergency humanitarian eff0l1 s.4 

Together, these authorities allow CBP to obtain information in support of border interdiction of 
narcoti cs and other contraband, the prevention of the ill egal entry of aliens into the United States, 
the security of airspace for high-ri sk areas or Nat ional Special Securi ty Events, and in support of 
Federal, State, and local law enforcement, counterterrorism, and emergency humanitarian effort s. 

CBP may use video, still images, and/or radar images, obtained from aircraft, to apprehend 
indi viduals and to provide evidence of an illegal border cross ing or other violation of law. 
Consistent with applicable laws and System of Record Notices. the information may be shared 
with other State, local, Federal, tribal , and foreign law enforcement agencies in furtherance of 
enforcement of their laws.5 

Although CSP's use of UAS is not limited to areas along the border. eRP is cUiTently limited to 
operations consistent with Federal law and is limited by Certificates of Authori zation and 
internally by CSP's own policies and procedures. In response to exigent circumstances, UAS 
may be used outside ex isting Certificates of Authorization, with authorization by the FAA, to 
assist in natural disasters and in suppOrt of State, local, and other Federal law enforcement 
operations. CSP's UAS are always operated by CBP FAA-certified pilots and CBP-contracted 
FAA-certified pUots. In ajoint program with the USCG. some USCG pilots and sensor operators 
serve as crew members in the operation ofCBP UAS. In addirion , the FAA has granted CB P 
Certificates of Authorization to ferry VAS between the different operat ional areas and airfields. 
Should the FAA change the requirement for Certificates of Authorization, CSP wi ll operate it s 
UAS in accordance with the same policies and procedures that apply to CBP manned aircraft. 

CSP's 20 13 Pri vacy Impact Assessment on Aircraft Systems found that it remained true to irs 
miss ion when using UAS. While the information obtained by UAS sensors alone are insufficient 
to ident.ify a person, the images or infoll1wtion may be associated with an individual from 
context within the image, circumstances surrounding the activi ty occurring in the image, or 
additional infoll11at ion obtained directly from the person by an offi cer or agent. importantly, 
images or information are onl y associated wi th an individual if the indi vidual is apprehended or 
if the images are taken as part of an ongoing law enforcement investigation , 

4 lJepartmem of Homeland Secllrif), Appropriariol/s ACf, 2015, Public Law 114-4, 129 STAT. 39, 42. 
5 Itl. 
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There are also internal controls in place to ensure UAS are nOI used for unauthorized purposes. 
Any changes or expansion to the program that might impact individual rights will be reviewed 
by CRCL and the Privacy Office in close consultation with CBP's operations personnel and 
component privacy personnel. 

Retention (Section I (a)(ii)). InJormtllion collecred /lsillg VAS rhot way cOlllain PII shall 
lIot be retained for more ,hall 180 days IInJess rerention of the illjormafion is determined 
to be lIecessary to an authorized mission of the retaining agency, is maintained in a 
SYSTem oj records covered by the Privacy Act. or is required to be retainedJor a longer 
period by allY other applicable law or regulafion 

eBP seeks to minimize lhe collection and relention of video and radar to thai which is necessary 
and relevant to carry out eBP's mission. Accordingly, when aircraft are flown to patrol the 
border, they are authOlized to fly within the designated border survei l1ance mission area to 
ensure they are onl y capturing images and information necessary to detect , identify, apprehend, 
and remove persons and their possessions illegally entering the United States at and between 
Ports of Entry. 

When aircraft are flown for investigat ive operations, officer safety incidents, or natural disasters, 
eBP approves and defines the specific miss ion that is authorized and works with the FAA to 
construct a Certifi cate of Authority to establi sh airspace for that specific operation. Video not 
associated with a case JYb l(lXEl 

Li ve video ca pt u;;re~d~b?y-:t::h:Jer>b)('J(Eb;') ~~~~~~~~~l:~::n~Uc:A~S:cc:i so.::,,:;,,::n::cs I~n~i t~t e~d:..::th~r.::o:::u:!!g::.h~t::.h~e--, 
DHS firewall to P' )(')(E) 

Ji'\(f ) 

If an individual is apprehended by eBP as a result of observation by aircraft or subsequent 
association from the presence of CBP assets, CBP may have video of that individual' s 
apprehension associated with his or her enforcement case file. That video is retained according to 
the retention schedule of the System of Records Notice of the corresponding case management 
system. 

9j P rtgc 
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Video and radar images obtained from UAS border patTols are also provided tcfbXil(f) I 

Therefore, video not associated with a case remains on the digital video recorder until it is 

Dissemination (Section 1 (a)(iii». VAS-collected iI!formatloll that is n01l11oillfained in a 
sysTem o/records covered by the Privacy ACI shallI/O( be disseminated outside olthe 
agency IIl1less dissemination is required by lall', orfulfills all authorized plllpose and 
complies with agency reqllirements. 

The data collected by DHS 's UAS is not subject to the Plivacy Act unless it is retrieved by using 
an individual' s name or other unique identifier. As stated above, data collected that are not 
assoc iated with a case res ide on a digital video recorder until it is over-written by new data , after 

toX7)(£) I consequently thi s unassociated data 
is not maintained in a system of records. However, persons who are apprehended and who were 
recorded by an unmanned aircraft may bave video of their crossing and/or apprehension 
associated with a case fi le that contains their personally identifiable information. 

CBP has procedures and processes in place for sharing any data collected by aircraft, including 
when that infomlation becomes associated with a case and is used as ev idence against an 
apprehended individual. In addition, all requests for aer ial surveillance for intelligence gatbering 
purposes must receive prior approval by the Executive Director or Deputy of CBP National Air 
Security Operations, before the air asset can conduct the flight. Similarly, requests for analytical 
products incorporating bistorical analysis of tbe border topography must al so be approved by the 
Executive Director or Deputy ofCBP National Air Security Operat ions. 

Once the images or videos are cross-referenced wi th, and included wi thin records relating to an 
ongo ing invest igation or case, they become covered by the system of records for that particular 
case fi le system and subject to the Privacy Act requirements of that sys tem. 

II. C ivil Rights and Civil Liberties Protections (Section I (b)(i-iii». To proleci cipil righlS 
and civil liberties, agencies shall: 

(i) ensure Thm policies are in place TO prollibillhe collection. lise. retelllion. or 
dissemillalioll oldala ill any mWlllerlhal ulot/ld violate Ihe First Amendlllellt or in 
allY mallner tilat would discriminate aga inst persons based lIpOIl their ethllicity, 
race, gender. I/ational origin, religion, sexual orientation, ()r gender identity, in 
I'io/alion 0/ law: 

IO j P nge 
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(ii) ellSllre that VAS activities are pelj(Hmed in a manner cOllSistenl with the 
COllStitll1ion (md applicable Imvs, £recurive Orders, (Ind OIher Presidelllial 
directives: and 

(iii) ensure that adequate procedures em' ill place to receil'e, inwstigate. and 
address. as appropriauj. primc)'. civil rights, and civil liberties complaillls. 

(i) ellsure Ihal policies are in place to prohibit the coffecriol1. lise. retention. or 
dissemination of data in allY manlier ,hat lVould violate fhe Firs' Alllelldmelll or in any 
nUlI/ner that would discriminate against persons based IIpon their eflll1iciry, race, gender. 
natiollalorigin, religion, sexual orientation, (II' gender identity, in I,iolalion of law; 

CBP's VAS, pursuant to the Certifi cate of Authori zation approved by the FAA, operate 
primarily at an aititude(Ol(')(E) 

tb~}\(El rrom that 
height. CBP's Certificates of Authori zation also place limits on its VAS operations, such as from 
fl yi ng over major cities. 

The VAS do not physically intrude upon or interfere with the use of private property. The 
cameras on the VAS are not intended, nor do they have the capabil ity.tbKTXE, 

(ii) ensure that VAS aCfivities are pClformed i/1 a manlier consistent wifh tlte COllstiflttir)ll 
and applicable laws, Executive Orders, and otfler Presidellfia! direclives; 

CBP's VAS are flown by sworn Federal law enforcement officers, who are guided by the 
Constitution, applicable US Code, DHS policy, and CBP OAM 's evidence collection/retention 
policy. 

In addition to CRCL and the Privacy Office' s Department-wide oversight functions, CBP also 
has its own privacy officer and staff, which was reorganized in 201 3 into the Pri vacy and 
Di versity Office under the CBP Commiss ioner to strengthen its ability to provide immediate on
site guidance and oversight of all CBP systems and programs. 

As technology improves, operating environments change, laws evolve, and polic ies adapt, the 
Pri vacy Office and CBP staff wilJ update or amend the Privacy Impact Assessment to refr esh the 
illlalys is of these changes on the pri vacy of persons. CBP remains committed to involving legal, 
privacy, civil rights, and civil li berties experts throughout the life cycle of future projects 
involving sensor technologies used on VAS. In addition, CRCL and the Pri vacy Offi ce's 
statutory authoriti es provide the means by which privacy and civi l ri ghts and civi l liberties 
experts will remain involved from conception through deployment and therea fter. 

The Pri vacy Office also conducts Pri vacy Compliance Reviews, which are designed to improve a 
program's ability to compl y with assurances made in pri vacy compliance documentation 

II ! P ug e 
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including Pri vacy Impact Assessments, System of Records Notices, andlor fo rmaJ agreements 
such as Memoranda of Understanding or Memoranda of Agreement. Pri vacy Compliance 
Rev iews are perfonned at the discretion of the Chief Privacy Officer at any time during a 
program' s li fe cycle. 

(ii i) ensure that adequQle procedures are in place to reccil'e. investigate, and address. 
as appropriale, pril'acy, civil rights, and civil liberties complaints. 

CRCL' s Compli ance Branch investigates and resolves civil rights and civil liberti es complaints 
fil ed by the public regarding DHS policies or acti vities. Complaints may be in itiated by members 
of the public, Federal agencies or agency personnel, non-governmental organizations, media 
reports, and other sources through submissions to CRCL via mail, e-mail, fax , or telephone. 
Once a complaint is opened, CRCL staff determines whether to refer the complaint to the 
approptiate component for fact-in vestigating or to retain the complaint for in vestigation by 
CRCL (unless the Departmenl 's Offi ce of Inspector General dec ides to investigate the 
allegations). If referred, the component is required to report its findings to CRCL. If the 
complaint is retained, CRCL staff conducts an investigation to determine if the fac tual 
allegations in the complaint can be verified. Whether a fact investigation is conducted by CRCL 
or a component , CRCL may recommend steps to be taken by the component to address policy 
issues of concern. 

The Ptivacy Office is responsible for ensuring that the Department has procedures in place to 
receive, investigate, respond to, and provide redress for complaints from individuals who allege 
that the DHS has violated their privacy, or that DHS has not complied with privacy compliance 
requirements. U.S. citi zens, Lawful Permanent Res idents, visitors to the United States, and aliens 
may submit pti vacy complai nts to the Privacy Office. Between June 1,2013 and May 31, 2014, 
the DHS received 3,627 privacy complaints and closed 3,7 14. 

As of the writing of th is report, no correspondence or formal complaints regarding CBP's use of 
unmanned aircraft systems have been received by CBP, CRCL, or the Privacy Office. 

III . Accountabilitv (Sec tion I (c)(i-v i). To provide for effective oversight, agencies shall: 
(0 ensure that oversight procedures for agencies' VAS use, ineluding audits or 
assessmmts, cOli/ply wilh existing agency policies al1d regulmiofls: 

(ii) verify the existence of rules of conduct and lraining for Federal Government 
personnel and contractors who work 011 VAS programs, and procedures/or 
reporTing slIspecled cases of misllse or abuse of VAS leclmologies: 

(iii) establish policies and procedures, or cOllfirm that policies and procedures 
(Ire in place, tilat provide meaningiul OI'ersighf of individuals I\Iho have access to 
scnsiri\'c illjormatioll (inell/dil1g any Pll) collected using VAS: 

(iv) ensure that any data-sharing agreemell/s or policies, data lise policies, and 
record mal1agemeflf policies applicable to VAS cOflform 10 applicable laws, 
regulalions. {lnd policies: 

12 1P age 
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(II) establish pnlicies alld procedures, n f cOllfirm that policies alld pmcedlfres are 
ill place, 10 all/florize (he lise 0/ VAS ill response fa a request for VAS assistall(.:e 
in support of Federal, State, local, tribal, or territorial govemmellf nperafiolls; 
alld 

(d) require that Stare, local. f riba!. alld ferritorial gOllel'lllllenf recipie1lls of 
Federal grant jllflding for the purchase or lise of VAS for their 011'11 operations 
have in place policies and procedllres to safeguard individuals' primcy, eil!il 
rigilts, and civil fiber/ies prior 10 expending sHchltlnds. 

(i) ensure ,liar oversight procedures fnr agencies' VAS lise, includillg audits or 
assessmell1s, comply wilh existing agency policies and regula/iOlls: 

In order to hold personnel accountable for their use of data obtained by UAS, CBP has an 
established process for restricting the dissemination of video, st ill images, and radar images and 
keeps a log of di sclosures. CBP complies with establi shed privacy policies, practices. and 
procedures for associated recording systems. All Aviation Support Requests and chain of 
custody with regard to ev idence are kept by OAM. Req uests for Information are kept by 01; 
discrepancies di scovered in the logs initially are addressed by holding componenl. Incidents 
involving inappropriate use, di sc losures, or breaches involving data acquired by UAS are 
covered by the DHS Privacy Incidem Handling Guide. which includes a process for assessing 
responsibility for incidents as we ll as mitigation strategies. CBP is al so held accountable for 
redacting Law enforcement sensitive information, personally identifiab le information, and other 
sensitive related data unless the requestor has a valid need to know. 

CRCL and the Privacy Office are granted broad oversight authority over all DHS components to 
ensure accountability. For instance, the Officer for Civi l Rights and Civil Liberties is charged 
with "oversee[ing] compliance with constitutional , statutory, regulatory, policy, and other 
requirements relating to the civiJ rights and civil liberties of individuals affected by the programs 
and act ivi ties of the Depanmenl. ,,6 Both officers for CRCL and the Privacy Office are required 
to coordinate efforts to ensure that "programs, policies, and procedures involving civil ri ghts, 
civi llibenies, and privacy considerations are addressed in an integrated and comprehensive 
manner." 7 In the context of UAS, thi s coordination is clearly exhib ited by the two offices' joint 
creation of the Unmanned Aircraft Systems Working Group, and close collaboration in drafting 
UAS best practices to protect privacy, c ivil rights, and civi llibenies. 

CRCL and the Privacy Office both have statutory authority to investigate DHS components. As 
previously di scussed, CRCL is empowered to ';investigate complaints and information indicating 
possible abuses of civil rights or civillibenies, unless the Inspector General of the Department 
determines that any such complaint or infomlation should be investigated by the Inspector 

' 6 U.S .c. §345(a)(4). 
76 U.S .c. §345(a)(5); sec also 6 U.S.c. § I 42(a)(5)(A) (parallel responsibility for the DHS Chi ef Privacy Officer). 

13 1P nge 
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General. ,,8 This authority empowers CRCL to inves tigate complaints related to CBP' s use of 
UAS. 

Similarly, the Privacy Office is authorized to "make such investigat ions and reports relating to 
the administration of the programs and operations of the Department as are, in the senior 
official' s judgment, necessary or desirab le;" 9 and, subject to coordination wi th the Inspector 
General for investigat ions of possible violat ions or abuse, subpoena necessary documentary 
evidence and administer to, or take from any person, an oath, affinnation, or affidavit. The 
Unmanned Aircraft Systems Working Group also provides a forum where issues of concern may 
be brought to the attention of the members, which in tum can be rai sed to the Secretary for 
resolution, if necessary. 

Finall y, as previously mentioned, the DHS Chief Privacy Officer has the di scretion to direct a 
Privacy Compliance Review of a program to ensure compliance wi th assurances made in privacy 
compl iance documentation and formal agreemen ts. 

(ii) lIerify the existel/ce of rules of cOlldliCI and lrail/illg for Federal GOl'emmt!111 
personnel and contracfors 1Vho lvork 011 VAS programs, and procedures/or reporting 
sllspected cases of misuse or abuse of VAS technologies: 

All CBP employees are required to complete annual privacy awareness in addi tion to ethics and 
CBP Code of Conduct training, Access control s, both physical and technological. are in place to 
ensure onl y authorized access to the aircraft systems and the collected data/images. CBP also 
requires it s employees 10 successfully complete training on techniques to copy recorded evidence 
to portable digital media, which requires them 10 fo llow procedures to ensure that such evidence 
is not co-mingled with data from other investigations. Employees are also trained to follow 
procedures to maintain an adequate chain of custody in the event that the information is used as 
ev idence. 

(iii) eSlablish policies and procedures, or co/1}inl1lhm pulicies and procedures an' ill 
place, rilar provide meaningflll ol'eniglir nfimlillidlwls who have access 10 semilive 
in/onnation (ineluding allY PII) collected /lsillg VAS; 

The Pri vacy Office Privacy Compliance Reviews, as di scussed, provide meaningful oversight of 
Departmental projects as the discret ion of the Chief Privacy Officer. eBP's 01 also has a process 
for restricting the dissemination or video, still images , and radar images and keeps a log of the 
disclosures, 01 redact's law enforcement sensitive information, personall y jdentitiable 
information, and other sensitive related data unless the requestor has a valid need-to-know. 
Separately, CBP periodically rev iews the logs or di sclosure records to ensure compliance with 
establi shed privacy policies, practices, and procedures for associated systems. 

~ 6 U.S.c. §345(a)(6), 
~ 6 U.S.c. §142(b). 

14j P age 
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(ill) ellSure lhal any data-sharing agreements or policies, dala lise policies, and record 
m{///{/gclllem policies applicable to VAS COI!/0f111 10 applicable laws, regulmions, and 
policies; 

As di scussed earl ier, the Pri vacy Office and CBP privacy staff wi ll update or amend the Privacy 
Impact Assessment to refl ect changes that may impact individual privacy. CBP remains 
commiLled to involving legal, pri vacy, and civil ri gh ts and civil li berties experts throughout the 
li fe cycle of future projects involving sensor technologies used on unmanned aircraft. In 
addition, the statutory authoriti es for CRCL and the Plivacy Office provide both offices with the 
means to ensure indi vidual ri ghts are sustained throughout a UAS program's life cycle. 

The DHS Unmanned Aircraft Systems Working Group may also serve as a fOlUm for learning 
abou t UAS initiatives and identifying potential issues. 

(v) establish policies and procedures. or collfirm lhat po/icie:; and procedures are ill 
place, to authorize the lise of VAS ill response to a request for UAS assistance ill support 
a/ Federal. Srale. local. fribal. OJ' lerritorial govemmell! O/leraliollS; 

CBP has existing policies and procedures for handling requests for UAS support . All reques ts for 
CBP UAS support must be coordinated through the National Command Duty Officer. Prior to a 
miss ion launch, requests for CBP UAS support must be coordinated in accordance with the 
current OAM Aviation Support Request Policy , through the Executive Director or Deputy of 
CBP National Air Security Operat ions. Each reques t ror information follows a standard process 
that is reviewed and considered based on the req uesting agencies ' authorities to receive the 
sought after infonnation, CBP's own authority to lend assistance. and CBP's ability to integrate 
the infonnation collec ti on into its miss ion. 

DAM determines the availability of aircra ft type and the integration of the requested acti vity in to 
its flight operations. Typical support missions include overhead observation of persons, specified 
locations, and particular conveyances for enhanced situational awareness and increased officer 
safety. For example, a UAS could conduct surveillance over a building to inform ground unit s of 
the general external layout of the building or provide the location of vehicles or individuals 
outside the building. When fl ying a UAS in support of another component or government agency 
for an investigati ve operation, CBP may provide the other agency P' (i~j I 

p'10l(E) ~n whole or in 
part, based on the reg uest. 

The deployment of a CBP UAS must be conducted on a priority bas is; however, thi s 
commitment will not precl ude the use of other CBP aviation resources in support of add itional 
authori zed CBP mission and/or investigation. The following miss ion sets are listed in order of 
priority: I. National CB P Missions; 2. CBP Mjssions: and 3. Other Federal/State/Local Miss ions 
(Resources Pennitting) 

Specific miss ions listed in order of priority include: I. CBP law enforcement officer needs 
assistance: 2. Any other persons need assistance in life-threatening situations; 3. Reported crimes 

15j P rtge 
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in progress; 4. Investigati ve or other air support miss ions; 5. Routine mission support ; and 6. 
Maintenance test tl ights. 

(vi) require that State, local, tribal, alld territorial government recipiellls of Federal 
grafll jlllU/illg for the purchase or use vf VAS for their own opemtions have in place 
policies and procedures 10 safeguard individuals ' privacy. civil rights. and civil liberlies 
prior to expending such/linds. 

DHS's Federal Emergency Management Agency (FEMA) is responsible for reviewing and 
approving grants to State, local, tribal, and territori al governments. As a condition of accepting 
an award under the variolls preparedness grant programs, all recipients are required to execute 
and submit a full y completed Standard FOllll 424B ("SF-424B"), titl ed "Assurances for Non
Construction Programs." Assurance Number 6 in the SF-424B requires recipients to affirm that 
they will comply with all Federal non-discrim ination statutes, including Title VI of the Civil 
Rights Act of 1964, which prohibits di sc rimination on the basis of race, color, or national 
origin. This assurance serves as a prohibition of the lise of grant funds for any illegal 
di scriminatory practices. Assurance Number 18 places a blanket req uirement on rec ipients to 
comply with all Federal laws, executive orders, and regulations and policies governing the 
program. So by accepting an award, the rec ipients is acknowledging and certifying that any 
equipment purchased witb grant funds, including UAS , will be employed and operated in 
compliance with all applicable laws and regulations. 

Beyond these legal assurances, FEMA is currently working on an Information Bulietin/FEMA 
Policy to inform recipients that any requests to use grant funds fo r the purchase of a UAS must 
be accompanied by the rec ip ients' civil rights, civil Liberties, and privacy policies. In addition, 
the RecommendatiOl/S Pursuant to £recurive Order 13688 Federal Support for Local Law 
Enforcement Equipment Acquisition Law (May 20 15), li sted UAS under the controlled 
equipment category and placed additional requirements on tbe purchase thereof. These 
req uirements must also be incorporated into the lnformation Bulletin/FEMA Policy, as well as 
future Notices of Funding Opportunity. In the meantime, FEMA is not approving any requests 
for purchase of UAS with grant funding until such time as these requirements are finali zed, 
which is anticipated to be fo r the FY 2016 grant funding cycle. 

IV. T ransparency (Sec tion I (d)(i- ii i) . To promote lrallsparency abollt Iheir VAS aClivilies 
within the NAS, agencies that use VAS shall, while not revealing information that cOllld 
reasonably be eJ.pected to compromise law enforcement or national security: 
(i) provide nOlice to Ille public regardil1g where the agency's VAS are all1horized to 
operafe in the NAS: 

(ii) keep the public ill/armed abollt the agency's VAS progra/JI as well as ciulllges tilat 
wOllld sigl1ljicalllly aj/eCl privac.)'. civil rights. or civil liberties: and 

(iii) make available to the public, 011 an allf1lwl basis. a general SlIIwnal)l of the agency 's 
VAS operatiolls dllring the previolls fiscal year, fo inelude a brief descriptioll of types or 
cllfegories of mis~/ions.f7own, alld the IlI lmber of fillies the agency provided assis/(lI1ce fa 
other agencies. or 10 State, local, tribal, or terrilOrial governmellts. 
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Status: 

FOR OFFICIA L USE ONLY 

(0 provide nolice to the public regarding where the agency's VAS are alllhorized 10 

operate in the NAS; 
The privacy impact assessment published in September 2013 on CSP's aircraft systems provides 
transparency to the public about the current survei llance programs undertaken by CSP. Also, the 
video images associated with an individual' s case file are covered by the appropriate law 
enforcement ca.;;e management' s system of records notice, which maintains the case file. All 
DHS privacy impact assessments, which are posted on DHS's webs ite, are reviewed and 
updated, as necessary, every three (3) years. CBP will periodicall y re-assess the means by which 
the images from the aircraft are retri eved to determine whether the requirement for a system of 
records notice is triggered. 

(ii) keep the public if!/ormed about the agency's VAS program as well as changes ,har 
would significa1llly affeci privacy, civil rig/liS. or civil liberties; 

CSP provides a UAS Fact Sheet accessible on its website 
hup://www.cbp.gov/sites/defaultlfi les/documents/FS 20 14 UAS.pdf describing the Predator S 
UAS, it s capabilities and its area of operations. In addition, periodic briefings by CSP, CRCL, 
and the Privacy Office to Members of Congress and their staffs, regular meetings with advocacy 
groups, and publication of privacy documentation on DHS' s website provide a measure of 
transparency. Documents have already been released to the public under the Freedom of 
Information Act. The Privacy Office and CSP privacy staff will continue to update or amend the 
currentl y posted aircraft privacy impact assessment to reflect changes that may impact individual 
pnvacy. 

(iii) make ami/able 10 the public, 011 an anllual basis, a general Sf/fill/Wry of the agency's 
VAS operations during Ihe previolls fiscal year, 10 include a brief description a/lypes or 
categories oj missions flolVlI. and the number of tillles the agency provided assistGllce to 
otlier agencies, or to State, local, tribal, or territorial governments. 

eBP's website currently provides public access 10 summaries of its signiricant UAS 
accomplishments for Fiscal Years 2011- 2014, which includes flight hours, types and amount of 
drug seizures, and generallocalions flown . hnp://www.cbp.gov/border-security/air
sealmilestones-and-achievements/ fi scal-year-20 14-unmanned-aircraft -s ystems-highl ights. CB P 
also provides aggregate statistics for UAS supported activities and hours flown for FY 2006-
20 14.http: //www .cbp. gov/sites/defaul tlfi les/documents/ Aggreeate%20Stats U AS%20Supported 
%20Results%20and%20Hours 022515 FINAL O.pdf. Summaries for FY IS wi ll be posted after 
the end of the fiscal year and once statj sl'ics are compiled. 
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