
FALCON funding request for follow-on Contract 

• Anticipated Period of performance: 

» Base Year: March 2013 through March 2014 

» Two option years 

• Independent Government Cost Estimate: 

Year Operation and Expansion of cores to allow for Backup/ Total! Year 

Maintenance more users and enhancements Recovery 

Infrastructure 

b)(7)(E) 

Notes: 
(b)(7)(E) 

a. Maintenance 

Pa lantir's Enterprise Operations and Maintenance (O&M) program includes: remote support, onsite 
support, training, rapid turnaround, simple data integration and configuration, analyst support, and 
program management . All of these are detailed in the section "Technical Support." 

Under Enterprise O&M, on site and remote engineering support is offered to integrate with third party 

products, enable interoperabi lity, simple data integration tasks and simple helper development. At the 

discretion of Palanti r, additiona l support may be provided, as a part of the maintenance fees, which will 

not cause a deduct ion from any applicable yearly on site support hours specificalJy included in 

applicable maintenance costs. This level of support shall be determined by Pa lantir. 

b. Technical Support 
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Helpdesk Support: 

Technical issues can be submitted via email tq{b){7){E) IThe 

l{b){7){E) Fmail address will be dist ributed widely by Palantir personnel during all 

group and desk side training interactions as the primary resource for resolving any and all issues 

in using Palantir to support users' work. Palantir personnel will staff a shared inbox between 

gAM and SPM EST. All requests to the helpdesk will be pursued until resolved or until the users 

chose to stop corresponding with the helpdesk. The helpdesk will also be used as a 

communication tool for disseminating relevant information to users on an ad hoc basis. 

Onsite Support: 

Under Enterprise O&M, the explicit level of guaranteed support is 30 hours per annum of onsite 

support per core. Our past deployment experience indicates that this is an adequate level of 

support given the relative complexity of larger deployments. Palantir requires onsite access to 

accomplish the included on site support. To secure onsite support, the customer must 

coordinate with the Palantir deployment lead . Palantir will request the COR's approva l for the 

personnel supporting this cont ract. 

Training: 

Palantir will provide training to ICE agents, special agents, group supervisors and any other 

employee involved in directly supporting act ive investigations. Training wi ll be pursued on a 

strategic basis targeting only users with a clear, operational use for the Palantir system. Training 

schedules wi ll give preference to locations where entire groups - agents, analysts and group 

supervisors - can be trained together, creating entire units capable of working together in 

Palantir to complete investigations. There is no explicit t raining goal by user count. 

Remote Support: 

Pa lantir documentation, Palant ir DevZone, and Pa lanti r Labs are available without additiona l 

charge as long as Standard O&M is current. 

Expansion of cores to allow for more users and enhancements 

(b)(7)(E) 
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(b)(7)(E) 

Backup/Recovery Infrastructure 

b)(7)(E) 

• Pricing Allocation Justification 

Vear HSI (40%) INTEL (30%) OIA (20%) OPR (10%) Total 

(b)(7)(E) 

b)(7)(E) 

2018-ICLI -00009 2848 

002848epic.org EPIC-17-08-14-ICE-FOIA-20180821-6thInterim-Production-pt3



(b)(7)(E) 
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AMENDMENT OF SOUCITATIONIMODIFICATION OF CONTRACT 

114VHQ6ISI0013 

ICE/Info Tech Svs/IT Services 
Immigra t ion and Customs Enforcement 
Office of Acquisi t ion Mana ement 
801 I Street NW, Suite b)(6): 

ICE/Info Tech Svs/ IT Services 
Immigration and Customs Enforcemen t 
Office of Acquisition 

Washington DC 20536 

PALANTI R TECHNOLOGIES INC 
100 HAMILTON AVENUE 
SUITE 300 
PALO ALTO CA 9430 11 650 

'01 

06/ 13/2013 

o The 8bo<ie numbwaod IOIiciIation 10 __ I I _ Ionh in ""'" 14. The hoI6 _ dor. sp«:jfiId lor .... 'P of 0IIt0r1 10 .. , .... act = is not uten:lMl 
0f'Jer. muoI ~ r~ of fill ~ prior 10 it. 1'OJt __ ~.." in .. IIOIiciI-.on ()( .. __ • by _ of 1M IoIowing m.o.odl: (I) 8y comp~ 

...... r. _« \eIoogr'" ..,." ~ • ...-..:. 10" IoficiIIIioft nlll\'letldm4onl ~ FAL~E OF YOUR ACI(HO'M.EOGEMENT TO BE RECEM:D AT 
THE PlACE OESIGHATEO FOR THE RECEIPT OF OFFERS PA10A TO THE HOUR AND DATE Sf'ECFIEO MAY RESULT IH REJECTiOt<I OF YOUR OFFER. by 
vir1uI of II'IiI .,._ \'011""'" to ~ iM'i -1hId)I..--. sucto ctwogo moy bI ..... by \eIoogrwII ()( _ . ~ ...", \eIoogrwII ()( __ ~era 

10 .. IiOIIo::iIaIlon nihil _ . _ • '--' prior 10 ChI optt*og to.or and ct.Io ~. 

12. ACCOUHnNQAHO APPROPRIATION DATA(It~ 

See Schedule 
Net I ncrease : (b)(4) 

n . tHII IlEM ONLY API'UES TO MODlFICJIo TlON Of COHTRloCTSIOROEJlL IT MODIfiES tHE COHTRACTIOItOEJI NO. AS DESCRIBED IN ITEM W. 

CIiECK OHE A THIS CHANGe ORDER is ISSueD PURSUANT TO: (SpeQIy~ THE CHANGES SET FORTH IN ITEM 14AAt;. MADE IN THE COH"TRACT 
ORDER NO IN ITEM 1M. 

8. THE ABOVE NLiM8ER£OCQfORACTIOROER IS MOOFIED TO REFLECT THE ADMINISTRATIVE CHANGeS(wch •• ~s;"IY""II DI'IIat, 
1Pf1I'O(JiIMiot-. Mi:' SET FOAlM IN ITEM 14. PURSUAHlTOlME AUTHORITY Of FAR 43.103(0). 

I.' HI~ ~P ... L~MEH'Al AuR~EMENT I~ ENTERED INTU PURSUANT TU AUT HUH' Y U~ 

X Pu rs uant to FAR 52 . 217-9 (Opt ion t o Extend t he Term of the Contract) c l ause 

E. ' ''POltTANT, Con\IlICIOI" ° 14. DESCRIPTION OF AMENOMENTIMOOIFICATIDN (CItgoniled ~y VCF ~ heeding,. indudng soIIiar~f"'" wbted ~ w'*- 1H$l~ ) 
DUNS Numbe r: 362130 952 
Exempt Act i on: N 
This modification obligates funding and fully funds Option Pe r i od 1 CLINs t ha t were 
previous ly increme nta l l y f unded. See attached. 

LIST OF CHANGES : 
Reason for Modification : Funding Only A~c~t~i~o~n~ ________ , 

Obl i gated Amount for t h is Modification; ~K~( b~)~(~4~)~======~====~========:=J New Total Obligated Amount for this Award :l(b)(4) 
Inc r emental Funded Amount changed from kb)(4) 

Continued ... 
E.oeptll ...,. __ on. II ...... _ c:ondmonI of 1M doo..rnenI rer .. WOC«l in .... ~ ()( 1M. .. ~ ~ ,.... ..... ~ I<'ICI in U Iofw I<ld IIIIect 

lSA. NAME AHO TmE Of SIGNER /Type or """'J l IlA. ~~ T~E OF CONT G OFFICER /TYP' or ptllltJ 

b)(6);(b)(7)(C) 
158. CONTRACTORIOFFEROR 151;. DATE SIGNED 

~oc ;7;~ '-I 
'~"_"""""'1iI0iQfII 

NSN 75<10-01 ·1!2-$)70 1/ • M 30 (Ht:V 1O,;;j) 

P_iouIldi!ion unualOie Preaerobe<! Dr GSA 

2018-ICLI -00009 2850 

002850epic.org EPIC-17-08-14-ICE-FOIA-20180821-6thInterim-Production-pt3



REFERENCE NO. OF DOCUMENT BEING CONTINUED 

CONTINUATION SHEET GS- 35 F- 008 6U /HSCETC-13- F-O 0030 / P00003 

NAME OF OFFEROR OA CONTRACTOR 

PALANTIR TECHNOLOGIES INC 

ITEM NO. SUPPLIEs/SERVICES 

(A) (B) 

CHANGES FOR LINE ITEM NUMBER: 1001 
Obligated Amount fo r t hi s modification : 
b)(4) 

chanaed from 
(b)(4) I 

I NEW CODE 
(b)(7)( E) 

CHANGES FOR LINE ITEM NUMBER; 1006 
Obligated Amount for this modification : 
$1,157.281.35 
I ncremen tal Funded Amoun t changed from 
$1,367,696.14 to $2,524,977.49 

NEW ACCOUNTING CODE ADDED : 
(b)(7)( E) 

CHANGES E"OR LINE ITEM NUMBER: 1007 
Obliaated Amount for th is modification: 
b)(4) 
Incremental Funded Amount changed f,am tb)(4) Ito 
l(b)(4) I 
NEW ACCOUNT I NG CODE ADDED : 

[ b)(7)( E) 

I 
Period af Performance: 06/14/2013 to 03/13/2015 

Change Item 1001 to read as fo llows( amount shown 
is the obligated amount ) : 

Option Year 1 (3/14/14 to 3/13/15l 

1001 132-34-PT-PG-IOOOOl Pa1antir Operations and 
Maintenance Support Services. This is a 
firm-fixed price optional CLIN for annual support 
and maintenance of 56 Palantir Gotham Licenses. 
This CLIN includes Palantir Phoenix and Palantir 
Mobi le at no additional cost to the Government. 
Fully Funded Obligation kb)(4) I 
Continued ... 

NSH 1~o.o1 · 1S2-l10&1 

QUANTITY~~ I T 
(Cl (D) 

rb)(4) 

2018-ICLI -00009 2851 

UNIT PRICE 

(E) 
AMOUNT 

(F) 

OPTIONAL FORM 336 401& 
S'OOO ... .., tIy(lSA 
FAA ("CFR}!>3.110 

7 

I 
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REFERENCE NO OF DOCUMENT BEING CONTINUED 

CONTINUATION SHEET GS-35F- 0086U / HSCETC - 13- F-0 0030/P00003 

NAME OF OFFEROR OR CONTRACTOR 

PALANTIR TECHNOLOGIES INC 

ITEM NO SUPPlIE$lSERVlCES 

(A) (B) 

Incrementa l l y Funded Amount: )(4 ) 

Accountinq Info: 
(b)(7)(E) 

Change Item 1006 to read as fo110ws{amount shown 
is the obligated amount) : 

Opt i on Year 1 (3/14/14 to 3/13/15) 

1006 b)(7)(E) 

Accounting Info: 

b)(7)(E) 

Change Item 1007 to read as fo11ows (amount shown 
is the obligated amount): 

Option Year 1 (3/14/14 to 3/13/15) 

Continued ... 

QUANTITY ~"" (e) 10) 

l(b)(7)(E) 

2018-ICLI -00009 2852 

UNIT PRICE 

( E ) 

AMOUNT 

(F) 

Of'TlONAL FORM 33!i I~ 115) 
Spon .. te<! by c;s,o 
FAA (08 CFfI) ~J ,,0 

7 

I 
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REFERENCE NO OF DOCUMENT SEING CONTINUED 

CONTINUATION SHEET GS - 35F-OOa 6U/HSCETC-1 3~ F- 00030 / P00003 

NAME OF OFFEROR OR CONTRACTOA 

PALANTIR TECHNOLOG IES INC 

ITEM NO SUPPlIESlSEIMCES 

(A ) (8) 

1007 PT PG-OOOOOI Palantir Gotham Perpetual License , 
per server core . No additiona l user license~ 
required. Includes initial year O&M. Deployed 
in support of EIO. This i s a firm-fixed price 
CLIN for 80 Palantir Gotham Perpetual Licenses 
and annua l support and maintenance for the 
inc lusion of the EIO dataset from 3/14/2014 to 
3/13/2015 . 
Fu lly Funded Obligation Amounl(b)(4) I 
Incrementally Funded Amount: L. ______________ ". 

(b)(7)(E) 

aUANTlTY~rT 
(C) (D) 

l(b)(4) 

2018-ICLl-00009 2853 

UNIT PRICE ,E, 
I 

"'0'"'' ,F, 

OI'TIONAI. FOFlll! ~ ('-lIS) 
S-"brGSA 
FAA (<I6CFR) ~ 110 

7 

0 . 00 
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Contract: GS-35F-0086U (Palantir Techno logies Inc) 
Task Order: HSCETC-13-F-00030 
Mod: P00003 
Title: FALCON Operations and Maintenance Support Services 

Ceiling and Funding Information 

Prior to this action This action 

Task Order Ceiling w/ Options 

Total 

Total Task Order Fixed Price l{b){7){ E) 
Total Obligated Funding 

L-______________________________________ ~ 

Contracting Officer 

l(b)(6);(b)(7)(C) 

DHS/lCFlITAD 

80 11 StNW 

Washington, DC 2000 I 

Telephone: 202-732~ 
Ema; l tb)(6);(b )(7)(C) 

COR 
l(b)(6);(b)(7)(C) I 

Begins 

6/1412013 

Period of Performance 

Task Order Administration 

Ends 

3/1312015 

Contract Specialist 

tb)(6);(b)(7)(C) I 

DHSIICElITAD 

8011 StNW 

Washington, DC 20001 

Telephone: 202-732;;;(b")("'6"'); 
Em.;!: b)(6);(b)(7)(C) 

Contracting Officer Representatives (CORIACOR) 
ACOR 

I(b )(6);(b )(7)(C) 

Management and Program Analyst 

DHS - ICE - HSI - IS&IM 

Management and Program Analyst 

DHS - ICE - HSJ - IS&IM 

500 12th St NW 

Washington, DC 20024 
Telephone: 202-732j ;::(b:')(~6~);(~~ 
Em.; I Kb 1(6); (b )(7 He) 

Attachment Number 

I 

500 lih 5t SW 

Washington, DC 20524 

Telephone: 202-732 b){6) 

Ema;!: (b)(6);(b)(7)(C) 

List of Attachments and Other Documents 

Attachment Title Date Number of Pages Cross Document Version 
Reference 
Materials 

Attachment 1 311912014 2 POOO03 
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Contract: GS-3SF-0086U (Palantir Technologies Inc) 
Task Order: HSCETC-I3-F-00030 
Mod: P00003 
Title: FALCON Operations and Maintenance Support Services 

I. This modification obligates the remaining funding to fully fund Option Period [ as outlined below: 

(a) Contract Line Item Numbers (CLINs) listed below are fully funded as shown in the below table. 

CLrN T CLiN Price I Previous ,Funding I This Funding I 
(b)(7)(E) 

2. Contractors shall use these procedures when submitting an invoice. 

Invoice Submission: 

• Prima method of submission is email. Invoices shall be submitted to: 
(b)(7)(E) 

Total CLiN 

Each email shall be in a .pdffonnat; contain only onc (I) invoice and the subject line of the emai l wilt annotate the 
invoice number. 

• Altemate method of submission is fax. Invoices shall be submitted to: 
802-288-7658 

Each fax shall have a cover sheet identifying point of contact, phone number and number of pages. 

Note: The Contractor's Dunn and Bradstreet (0&8) DUNS number must be active in the System for Award 
Management (SAM) at https:llwww.sam.gov. 

Content of Invoices: Each invoice submission shall contain the following infonnation: 

(0 Name and address of the Contractor. The name, address and DUNS number on the invoice MUST match the 
information in both the Contract/Agreement and the infonnation in the SAM; 
(ii) Dunn and Bradstreet (0&8) DUNS number; 
(iii) Invoice date and invoice number; 
(iv) Agreement/Contract number, contract line item number and, if applicable, the order number; 
(v) Description, quantity, unit of measure, unit price and extended price of the items delivered; 
(vi) Shipping number and date of shipment, including the bill of lading number and weight of shipment if shipped 
on Government bill of lading; 
(vii) Tenns of any discount for prompt payment offered; 
(viii) Remit to Address; 
(ix) Name, title, and phone number of person to notify in event of defective invoice; 
(x) Whether the invoice is "Interim" or "Final" and 
(xi) ICE program office designated on orderlcontractlagreemcnt. 

In accordance with Contract Clause, FAR 52.212-4(g)( I), Contract Tenns and Conditions - Commercial Items, or 
FAR 52.232-25(a)(3), Prompt Payment, as applicable. the infonnation identified above is required with each invoice 
submission. 

Attachment I 
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Contract: GS-35F-0086U (paJantir Technologies Inc) 
Task Order: HSCETC-13-F-00030 
Mod: POOO03 
Title: FALCON Operations and Maintenance Support Services 
Payment Jnguiries: Questions regarding invoice submission or payment, please contact ICE financial Operations at 
1-877-491-6521 or by .-mail atl(b )(7)(E) I 

Attachment I 
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For Official Use Only 

F' ALCON Operatior ~ Maintenance Support 
Performance Work Slwemenl 

u.s. Immigration 
and Customs 
Enforcement 
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FALCON OperatioJ 11: Maintenance Support 
Performance Work Statement 

FALCON (Palantir Government) System Operations & Maintenance Support Services 
Performance Work Statement 

1.0 PROJECT TITLE 

Performance Work Statement (PWS) for FALCON (Palantir Government) System Operations 
and Maintenance Support Services 

2.0 BACKGROUND 

United States Immigration and Customs Enforcement (ICE) is the largest investigative branch of 

the Department of Homeland Security (DHS). As part of ICE, Homeland Security Investigations 

(HSI) is a critical asset in accomplishing the ICE mission and is responsible for investigating a 

wide range of domestic and international activities arising from the illegal movement of people 

and goods into, within and out of the United States. For this acquisition, the Contractor shall be 

responsible for the overall management, planning, development, operation, maintenance, 

coordination, and support of one ofHSI Information Sharing and Infrastructure Management's (lSIM) 

technology platforms and software assets, FALCON. FALCON is HSI's implementation of a 

commercial, off-the-shelf (COTS) product, Palantir Government (aka Gotham), It provides 

HSJ's agents and analysts with a key investigative resource: a wholly integrated, consolidated 

platform performing federated search, analytics, geospatial referencing, reporting and situational 

awareness capabilities across a broadly diverse universe of structured and unstructured law 

enforcement data residing in numerous, disparate source environments. 

3.0 SCOPE 

Current and future releases of FALCON are required to have System Maintenance and Services 
support for the purpose of applying adaptive, perfective and corrective maintenance to the 
application as well as operating and maintaining the FALCON infrastructure, authoring and 
delivering training, supporting the end user community and delivering small-to medium-scale 
enhancements to the existing application, 

4.0 APPLICABLE DOCUMENTS 

All ICE systems sball comply witb the following guidelines aod regulations: 

• DHS Acquisition Management Directive 102-01 Handbook 
• ICE Enterprise Systems Assurance Plan 
• ICE System Lifecycle Management (SLM) Handbook, Version 1.4, January, 2012 
• ICE Technical Architecture Guidebook 
• ICE Technical Reference Model (TRM) (Standards Profile) 

• The Offeror shall identify any hardware, software, and/or licenses 

2 
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FALCON Operatior \ Maintenance Support 
Performance Work Slalement 

required for its proposed solution. The Government is prepared to 
provide any hardware and software items that are included within 
the ICE Technical Reference Model (TRM) that would reasonably 
be utilized by Offerors for the system development. Test and 
evaluat ion tools listed within the TRM are not provided as 
Government Furnished Equipment (GFE). 

• 4300A DHS Information Security Policy 
• 4300A Sensitive Systems Handbook 

The following documents are applicable to understanding the target ICE/HSI systems: 

• International Information Systems Security Certification Consortium (ISC2
) Standards 

• National Industrial Security Program Operating Manual (NISPOM), February 28, 2006 
• National Institute of Standards and Technology (NIST) Computer Security Resource 

Center (CSRC) 
o Guidelines 
o Special Publications 
o Standards 

• NIST Special Publication 800-37, Guide for the Certification and Accreditation of 
Federal Information Systems 

• Federal Information Processing Standard (FlPS) 199 
• Federal Information Security Management Act (FISMA). November 22, 2002 
• Federal Information Technology Security Assessment Framework (FITSAF), November 

28, 2000 
• Federal OMS Circular A-l30, Management of Federal Information Resources 
• Federal Privacy Act of 1974 (As Amended) 
• Federal Records Act 
• DHS 4300A, Sensitive Systems Policy Directive, Version 6.1.1, October 31, 2008 
• DHS Management Directive (MO) 4300.1, Information Technology Systems Security, 

November 03, 2008 
• DHS MD Volume 11000 - Security 
• DHS Office of Chief Information Officer (OCIO) E-Government Act Repcrt 2008 

Please note that if newer versions of these documents are officially released, the Contractor shall 
comply with the updated versions within the tirneframe established by the Government. 

5.0 TASKS 

The Contractor shall provide qualified. experienced personnel to deliver support for the continued 
System Maintenance and Services tasks associated with FALCON. This General Services 
Administration (GSA) Schedule 70 task order purchase includes the tasks described in the 
following sections: 

5.1 Tier 1 - Help Desk Support 

Help Desk Support consists of the following resp~nsibilities: 
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FALCON OperatiOl 1t Maintenance Support 
Performance Work Statement 

-Receiving and recording accurately all inquiries from End Users regarding application 
functionality and services and assigning tasks as needed to the appropriate 
Software Maintenance Tier 2 or Tier 3 Support group for reso lution; 

• Dealing directly with: 
o simple requests such as password resets and account unlocks 
o basic network and application troubleshooting 
o application usage and operational feature questions and issues; 

-Monitoring the tickets created to ensure users are updated on tickets' status and progress; 
- Providing reports to ICE management and System I Application Program Management as 

required or requested. 

Tier 1 hours of operation shall be from 0900 to 1700 Eastern Time (ET) Monday thru Friday 
with support response times during these hours being immediate for telephonic inquiries and 
within one hour for email reports. Non-emergency, off-hours inquiries/ticket submissions will be 
addressed as soon as is practical and serviced no later than one hour after the commencement of 
nonnal operating hours. 

At the governments discretion Tier I - Help Desk Support may be ultimately transitioned to the 
ICE Enterprise Help Desk at the EOC. The contractor will be required to support such a 
transition by providing 'How Tos,' F AQ responses, scripted tutorials, etc. consistent with the 
provision of this level of customer support and problem resolution. 

Tier 2 System Maintenance and Support 

All items that cannot be resolved at the Tier I Support level shall be automatically turned 
over to Tier 2 System Maintenance and Support; 

- The Contractor shall report the status of the ticket using Atlassian Jira 
tracking software; 

- Typical Tier 2 activities would include patching systems, running scripts, 
effecting minor fixes, etc.; 

- Tier 2 System Maintenance and Support shall be operational in accordance with 
the service level agreements (SLA); 

- The Contractor shall respond to all Tier 2 System Maintenance tickets in 
accordance with the SLA; 

• The Contractor shall develop an application feedback loop. whereas systemic 
issues identified during common Tier I , 2, and 3 escalation procedures are 
routinely evaluated and reviewed with the appropriate Project Manager to assess 
the need for a System Change Request (SCR) for a future release. 

• If Tier 2 System Maintenance Support cannot resolve the assigned ticket or 
perform the required tasks then the ticket shall be referred to the Tier 3 - System 
Maintenance and Support. 

Tier 3 - System Maintenance and Support 

The Contractor shall identify and correct software, performance, and implementation failures for 
the application software as well as evaluate and estimate the level of effort associated with requests for 
system modification. Corrective work includes perfonning System Change Requests (SCRs) that 

4 
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FALCON Operatio! 'Ie Maintenance Support 
Performance Work Statement 

reflect a change to requirements or technical specifications, as well as updating and maintaining 
the required Systems Lifecycle Methodology (SLM) docwnentation as necessary. Contractor staff 
and the COR will come to mutual agreement over which changes to the system constitute SeRs, 
as opposed to every day System Tuning (Section 5.2.3) and System Administration (Section 
5.2.4) actions not requiring the SCR process. 

• 

• 

• 

• 

• 

• 

All maintenance activities that reach this level shall have an SCR opened and be 
reported using Atlassian Jira; 
SCRs will be prioritized and agreed to by the authorized government personnel 
and entered into the ICE approved management tracking tool. SCRs will be 
approved in writing by the government; 
Prior to commencing a system modification, the Contractor and the Office of the 
ChiefInfonnation Officer (OCIO) Information Technology (IT) project 
manager shall agree on the degree of the modification as minor, moderate, or 
major (see table below for classification); 
The Contractor shall develop an application feedback loop, whereas systemic 
issues identified during conunon Tier I , 2, and 3 escalation procedures are 
routinely evaluated and reviewed with the IT Project Manager to assess the need 
for a System Change Request (SCR) in future release. 
The Contractor shall respond to all Tier 3 System Maintenance Support tickets in 
accordance with service level agreements (SLA' s); 
Software changes to applications are based upon the submission of an SCR, 
and are classified as minor, moderate, or major changes, where: 

Table I: Change Requests 

/TYpe Cbange Estimated Effort 
Required 

~inor Change 1-40 Hours 

~oderate Change ~1 -250 Hours 

~ajor Change bSI - lOOO Hours 

·Development is any enhancement that is estimated to exceed 250 Hours and shall fall under Section 5.S Optional 
System Enhancement Support. 

The Contractor shall provide Software Maintenance Tier 2 and Tier 3 Support. Software 
Maintenance Tier 2 and Tier 3 Support hours of operation shall be Monday through Friday 8am-
6pm, ET, excluding holidays and weekends. 

For emergency situations both during and outside of the nonna! support business hours that 
involve a system outage or a widespread interruption in user access to FALCON, the Contractor 
shall notify the FALCON Program Manager or designate within 30 minutes of occurrence. 
Emergencies will be further defmed as part ofthe Software Tier 3 Support procedures, but in 
general an emergency is when the system is down or when multiple users are unable to access 
FALCON. It is anticipated that these calls will occur no more than 10 times a year and can most 
likely be addressed via telephone and/or remote access to the FALCON operating infrastructure. 
The Contractor shall document all user problem !J0tifications and solutions. 
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FALCON Operatior ~ Maintenance Support 
Performance Work Stalement 

For Tier 3 Software Maintenance and Support, the number of anticipated SCRs is listed in the 
matrix below: 

Estimaled Effort 
Estimated Dumber of 

Chuge Classification Required 
SCRs 10 Be Conducted -

Per Year 

Minor Change I - 40 Hours 20 

Moderate Change 41 - 250 Hours 12 

Major Change 25 1 - 1000 Hours 2 

SCRs for FALCON may include requirements analysis, design, development, integration & 
testing, and implementation, including any updates needed to product documentation. 
Typically, these activities involve the development ofPalantir helper applications, 
interfacing programs communicating with FALCON via the common operating APls and 
the mapping and integration of additional data sources. 

ICE reserves the right to request FAR 52.227-14 (Alt IV) for any software 
development/modification/enhancement that is considered a major SCR under this 
performance work statement. 

5.2 Operational Support 

The Contractor shall provide Operational Support for the FALCON system. Table 2 and Table 
3 detai l the hardware and software infrast ructure currently in place for FALCON. 

Table 2. FALCON System I-Iardware 

Hardware/Operaline: SYlltem I Location I Remarks 
b)(7)(E) 

Table 3. FALCON System Software 

Operating Information System I Location I Remarks 
b)(7)(E) 

6 
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Ooeratinl!' Information Svstem I Location I 
b)(7)(E) 

PCN-Potomac Center North, 50012" St SW, Washington, DC 20536 

I Hardware Dev", 
b)(7)(E) 

Table 4. FALCON s;stem Firmware 
Firmwar I 

Operational support shall include the activities below: 

5.2. 1 Operational Support - Interfaces and Data Sources 

b)(7)(E) 

5.2.2 Operational Support - Database 

(b)(7)(E) 

5.2.3 Operational Support - System Tuning 

tb)(7)(E) 

2018·ICLI ·00009 2863 
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Performance Work Statement 

5.2.4 Operational Support - System Administration 

b)(7)(E) 

5.3 Configuration Management 
b)(7)(E) 

5.4 Training Support Included in Operations and Maintenance Services 

(b)(7)(E) 

5.5 Optional Software Enhancement Support 

In the event that the hour estimate for an individual SCR is identified as exceeding 250 
8 
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hours, the Contractor may be tasked to deve lop additional IT so lutions as components of the 
current application via task order modification. This is an optiona l requireme nt , not to be 
priced at this time, as the act ual requirements for this type of work are not known at this 
time. The Contracting Officer will request a proposal regarding such a SCR when this task is 
utilized. Should a major SCR result in a feature change or enhancement which the 
Contractor will then offer to other customers of their Gotham product as part of Gotham's 
included/core functionality, the Contractor will absorb the cost of this SCR; the government 
will not be charged for the labor hours expended. 

5.6 Optional Classroom Training 

As requests for either Palantir Bootcamp Training or Palantir Workshop Traini ng are made, the 
Contractor shall arrange for and provide classroom training of the types and for the numbers of 
ICE employees andlor contractors, as we ll as classroom locations, specified in the individual 
service call. The Contractor shall be responsible for collecting all necessary permission forms 
and feedback fonns from attending ICE employees and returning these fo rms to the FALCON 
PMO. 

5.7 Optional Palantir Gotham Appliance Cores 

If called upon, the Contractor shall propose additional Palantir Gotham Appliance cores to meet 
customer specifications. This includes Pa lantir Phoenix functionality, and Palantir Mobile 
functionality. Pricing wi ll be based on the software line items in Palantir's GSA Schedule 70 
Pricing. If the proposal is approved by the FALCON PMO and the COR, the additional Gotham 
cores will be put into production. and a change order will be defini tized on the task order within 
2 weeks. 

6.0 PERFORMANCE STANDARDS 

The following table defines the performance standards to be adhered to for the FALCON System 
Maintenance and Services effort. 

Table 5 Perrormance Standards 

T ..... Metric 
Service Lev.1 How ItwiU be 

AVOO .. •nt meas.red 

Tier I - Help Desk Response Time for The end of the Time the email is 
Support incoming emails during current day received in the Help 

business hours M~F Desk lnbox until time 
09:00- I 7:00pm EST the request is accessc 

for action. 

1 AnV enhancements, corrective maintenance, or other code changes to FALCON should not negativelv impact system 
performance. Specificallv, system performance will be baselined at the beginning of the contract and will be re
baselined at the completion of any major releases. This baseline will serve as the minimum for acceptable system 
performance. 9 
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Tier I - Help Desk 
Support 

Tier I - Help Desk 
Support 

Tier 2 
Software Support 

Tier 2 
Software Support 

Tier 2 
Software Support 

Response Time for 
incoming emails after 
help desk hours 

Resolution Time for 
incoming emails that 
have been accessed for 
action during 09:00-
17:00pm EST and after 
hours. 

Response time for 
Tier 2 tickets 
received during 
defined business 
hours 

Average resolution 
time of Tier 2 tickets 

Response time for 
Tier 2 tickets, after 
hours 

FALCON Operatiof ~ Maintenance Support 
Performance Work Stalement 

The end of the Time the email is 
following day received in the Help 

Desk Inbox until time 
the request is accesse 
for action. 

No More than 24 hours from the 
24 hours, or time when the email 

when the user is accessed for action 
stops until it is resolved or 

responding moved to Tier 2 or 3. 

The end of the Time the ticket is 
current day assigned to Tier 2 

until the time the 
ticket is accessed for 
action. 

8 business Time the ticket is 
days placed in the Tier 2 

queue for action to 
the time it appears 
as closed or 
referred, system, 
divided by the total 
number of tickets. 

The end ofthe Time the ticket is 
following day assigned until the 

time the ticket is 
picked up for action. 

10 
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Tier 2 
Software Support 

Tier 3 Software 
Support 

Tier 3 
Software Support 

Tier 3 
Software Support 

Average resolution 
time for Tier 2 
tickets, received 
after defined 
business hours 

Response time for 
Tier 3 tickets during 
specified business 
hours not involving a 
system outage or denial 
of access to substantial 
numbers of users 

Average reso lution 
time of 
Tier 3 tickets not 
involving a system 
outage or denial of 
access to substantial 
numbers of users 

Response time for 
Emergency tickets, 
either during specified 
business hours or after 
hours, that involve a 
system outage or 
denial of access to 
substantial numbers of 
users 

FALCON Operatiot ~ Maintenance Support 
Performance Work Statement 

8 business days Time the ticket is 
placed in the Tier 2 
queue for action to 
the time it appears 
as closed or 
referred, system. 
divided by the total 
number of tickets. 

No more than 4 Time the ticket is 
hours assigned to Tier 3 

until the time the 
ticket is accessed 
for action. 

8 business Time the ticket is 
days placed in the Tier 3 

queue for action to 
the time it appears 
as closed or 
referred, system., 
divided by the total 
number of tickets 

FALCON Time the ticket is 
Program assigned as an 

Manager or Emergency until the 
designate shall 

time the ticket is 
be alerted no 
more than 30 picked up for action. 

minutes after 
occurrence 

II 
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Tier 3 Average resolution No more than 8 Time the ticket is 
Software Support time for Emergency hours placed in the Tier 3 

tickets, either during queue for action to 
specified business 

the time it appears hours or after hours 
as closed or 
referred, system., 
divided by the total 

nwnber of tickets 

Tasks Metric 
Sen-ice Level 
Agreement 

How it wiD be 
measured 

Operational Uptime Rate· 98% or higher Cumulative uptime 
Support Percentage aftime per month divided by 

that the application is the total time per 
available to users in month that FALCON 

fully·functioning is scheduled 
mode2 available. 

Configuration All SCR level changes 100% No changes will be 

Management will be made to the baseline 
tracked without an associated 

SCR. 

Training Training and Training 100% on time Delivery date versus 
Material Delivery scheduled delivery 

date. 

Transition Out Transition Out Plan 90 calendar days Delivery date 
prior to end of POP 

7.0 DELIVERABLES AND DELIVERY SCHEDULE 

Specific deliverables related to each activity are outlined below. 

2 The uptime rate refers to specific application outages-not external/network issues. Additionally. uptime rate will 
not Include outages for scheduled maintenance and enha~c:!ments. 
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7.1 System Lifeeyele Management (SLM) DeUverables 

The Contractor shall provide SLM deliverables as required for System Maintenance 
Services projects. All appropriate documentation shall be prepared in accordance with the 
guidelines specified by the SLM and the approved Project Tailoring Plan. 

7.2 Quarterly Progress Report 

The Contractor shall prepare a quarterly progress report to be briefed at the Unit Chief level. The 
initial report is due forty-five calendar days after start of the task and shall cover the first calendar 
month of performance. Subsequent reports shall be provided quarterly y within five calendar days 
of the end of each quarter until the last quarter of performance. The fmal delivery shall occur ten 
days before the end of the fmal option period and sha ll summarize performance during the period 
of performance and provide the status of any planned transition activity. The quarterly reports can 
be delivered via email and shall contain the following: 

• 
• 
• 
• 

Description of work accomplished (Accomplishments) 
Work planned for the following month (Planned Activities) 
Deviations from planned activities 
Open risks and issues 

7.3 Certification and Accreditation (C&A) Documentation 

The Contractor shall be responsible for maintaining and updating existing C&A artifacts to stay 
current with DHS/ICE and Federal requirements. These C&A updates will be required every 
three years unless a major change impacts security. The Contractor shall also be responsible for 
supporting the Information Systems Security Officer (ISSO) for any annual C&A activities. 
which may be requested (i.e. self-assessments, contingency plan tests. vulnerabi lity scans, etc.). 

7.4 Quality Assurance Surveillance Plan 

The Quality Assurance Surveillance Plan (QASP) is the document used by the Government to 
evaluate Contractor actions whi le implementing the PWS. It is designed to provide an effective 
surveillance method of monitoring Contractor perfonnance for each listed task in the PWS. 

The QASP provides a systematic method to evaluate the services the Contractor is required to 
furnish. The Contractor, and not the Government, is responsible for management and quality 
control actions to meet the terms of this task order. The role of the Government is quality 
assurance monitoring to ensure that the task order standards are achieved. 

The Contractor shall be required to develop a comprehensive program of inspections and 
monitoring actions. Once the quality control program is approved by the Government, careful 
application of the process and standards presented in the QASP document will ensure a robust 
quality assurance program. The QASP below was developed by ICE and is indicative of the 
type of metrics that apply to the deliverables. The offeror may propose other metrics they 
determine upon the uniqueness and relevance of their own technical approach in meeting the 
task order objectives. The QASP is subject to di~cussionslnegotiations . 
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FALCON Operations and Maintenance (O&M) Support Services Contract Quality Assurance Surveillance 
Plan (QASP) Attachment 1 

Tasks Metri .. Service Level How II will be ExeeptioDa. Very Good Satisfadory Marginal U Dsatisfadory 
Agreement measured RaliDg RaliDg RaliDg RaliDg RaliDg 

Tier I Help Response Time The end of the Time the emai l is Meets SLA Meets SLA Meets SLA 90 Meets Meets SLA less 
Desk Support for incoming urrent day received in the 98-100% of 95-97.9% 0 94.9% of SLA 85- than 85% of 

emails Help Desk Inbox instances instances instances 89.9% of instances 
until time the instances 
request is accesse( 
for action. 

Tier 2 Software Response time he end of the Time the ticket is Meets SLA Meets SLA Meets SLA 90 Meets Meets SLA less 
Support for Tier 2 ~urrent day assigned to Tier 2 98-100% of 95-97.9% 0 94.9% of SLA 85- than 85% of 

until the time the instances instances instances 89.9% of instances 
ticket is accessed instances 
for action. 

Tier 3 Response time ~o more than Time the ticket is Meets SLA Meets SLA Meets SLA 90 Meets Meets SLA less 

Software for Tier 3 hours assigned to Tier 3 98-100% of 95-97.9% 0 94.9% of SLA 85- than 85% of 

Support tickets not until the time the instances instances instances 89.9% of instances 
involving ticket is accessed instances 
system outage for action. 
or denial of 
service to 
substantial 
numbers of 
users 
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Tasks Metrics ~rvlce Level 
/"Ireement 

Tier 2 and Tier 3 Average I" business 
Software Suppor resolution ~ys 

time of Tier 2 
and Tier 3 
tickets 

~ -'f' 
Ci 
r 

~ 
~ -

FALCON Operations & MaiDtenance Support 
Performance Work Statement 

How It will be Exceptional Very Good 
measured Rating Rating 

Time the ticket is Average of5 Average of 
placed in the Tier or fewer 6 to 7 
2 or Tier 3 queue business days business 
for action to the days 
time it appears as 
closed or referred, 
system, divided by 
the total number 0 

tickets. 

Satisfactory Marginal Unsatisfactory 
Rating Rating Rating 

Meets SLAof Average Average of 
average of8 of9 to 12 more than 12 
business days business business days 

days 
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T ..... 

Tier 3 
Software Suppor 

Tier 3 
Software Suppor 

Metria 

Response time for 
Emergency 
tickets, during 
business hours or 
after hours, 
involving system 
outage or denial 
of service to 
substantial 
numbers of users 

Average 
resolution 
time for 
Emergency 
tickets, during 
business hours 
or after hours, 
involving 
system outage 
or denial of 
service to 
substantial 
numbers of 
users 

Serviee 
Level 

~tDt 

t:Jo more 
han 30 

!minutes 

!No more 
han 8 hours 

FALCON Operations & Maintenance Support 
Performance Work Statement 

H_II"illbe Exc:eptloul Very~ 
measured Ratlq Rallal 

Time the Meets SLA Meets SLA 
FALCON PM or 98-100% of 95-97.9% of 
designate is instances instances 
informed of 
situation. 

Time the ticket is Average is Average is 
assigned as an less than 6.5 6.5 to 7.49 
Emergency until hours hours 
the time the ticket 
is closed. 

S.lId ..... .,. M ...... aJ V ... IId ..... .,. 
Rallq Rallal Ratlq 

Meets SLA Meets Meets SLA less 
90-94.9% of SLA 85- than 85% of 
instances 89.9% of instances 

instances 

Average is Average i Average is 9.5 
7.5 to 8.49 8.5 to 9.41 hours or longer 
hours hours 
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Operational 
Support 

Configuration 
Management 

Training 

Uptime Rate' -
Percentage of 
time that the 
application is 
available to 
users in fully-

functioning mode 

All changes will 
be tracked 

Training and 
Training 
Material 
Delivery 

FALCON Operations & Maintenance Support 
Performance Work Statement 

8% or higher Cumulative uptime 99.5-100% 98.5-99.49"/0 
per month divided available available 
by the total time 
per month that 
FALCON is 
scheduled as 
available. 

100% No changes will b< 100% 98-99.9"/0 
made to the 
baseline without 
an associated SCR 

100% on time Delivery 99-100% of 95-98.9"/. of 

date versus instances on instances on 

scheduled time time 

delivery 
date. 

97.5-98.49"/0 %.5- Less than 96.50/, 
available 97.49"/0 available 

available 

96-97.9"/. 94-95.9% Less than 94% 

90-94.9% of 85-89.9"/. Less than 85% 
instances on of of instances on 
time instances time 

on time 
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ICE Employee Rating on 
Satisfaction with Feedback Form 
Training Received from 

Trained ICE 
Employees 
Following 
Training 
(Ratings of 
Very Satisfied, 
Satisfied, 
Partially 
Satisfied, or 
Not Satisfied) 

~ -'f' 
Ci 
r 

~ 
~ 
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Performance Work Statement 

~O% or more of Feedback fonns 98% or more 93-97.9% of 
respondents turned in from of respondents 
eport being ICE employees respondents report being 
~atisfied or Very who received report being Satisfied or 
~atisfied classroom or Satisfied or Very 

desk-side Very Satisfied 
training Satisfied 

88-92.9% of 83-87.9% Less than 83% 
respondents of of respondents 
report being responde report being 
Satisfied or Is report Satisfied or Very 
Very being Satisfied 
Satisfied Satisfied 

or Very 
Satisfied 
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• Measurements will be performed quarterly. 

• Measurements will be carried out by Contractor. 

• QASP measurement report will be turned in quarterly to the government Contracting Officer's 
Representative (COR) within fifteen calendar days after the end of the quarter under review. 

• An overall quarterly QASP Rating wi ll be computed for the Contractor by the COR, according 
to the following methodology: 

o For each of the QASP Tasks listed above, the Contractor will be assigned the following 

number of points: 

• Except ional: 4 points 

• Very Good: 3.5 points 

• Satisfactory: 2.75 points 

• Marginal: 1.75 points 

• Unsatisfactory: 0 points 

o The points for the 10 QASP Tasks will be averaged (the sum total divided by 10). The 

overall quarterly QASP Rating will be assigned as fo llows (CPARS is the Contractor 

Performance Assessment Reporting System): 

QASPRatiDg Point Level Co_a .. .., 
Exceptional 3.7 - 4.0 Exceptional rating for quarter 

entered into CPARS at end of 
performance period 

Very Good 3.2 - 3.69 Very Good rating for quarter 
entered into CPARS at end of 
performance period 

Satisfactory 2.7-3 .1 9 Satisfactory rating fo r quarter 
entered into CPARS at end of 
performance period 

Marginal !.7 - 2.69 Marginal rating for quaner 
entered into CPARS at end of 
performance period. 

Unsatisfactory < 1.7 Unsatisfactory rating for quarter 
entered into CPARS at end of 
performance period. 

7.S DeUverables Table 
19 
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7.5 Deliverables Table 
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The Contractor shall provide the fo llowing deliverables via email to the COR, unless noted 
otherwise: 

Dellvcrable FmjuencX ReciRi~nts 

SLM Deliverables (Doc) & As Required Electronic copy· PM, Electronic 
Software (SW) (Software Library Management System 
includes updates/new (ELMS) 

versions of the primary 
Software (SW): ICE source Gotham platform; new 

workflow applications and control repository (Subversion); 
updated versions of existing aCla representative on 
workflow applications; data FALCON PMO (either Walter 
ingestions; and customized Wagner or alternati ve OCIO 
versions of Gotham Mobi le representative) 
and the Phoenix and Raptor 

I Dl ue- ins) 
Project Schedule (SLM As Required Electronic copy - PM, ELMS, 
Deliverable) Contracting Officer 

Quarterly Progress Report Quarterl y, within 15 Electronic copy: PM, Contracting 
calendar days of the Officer, COR 
end of the quarter 
being reviewed 

Certificat ion and As Required 
Electronic copy: PM, ELMS, 

Accreditation 
Documentation 

COR 

Transition In Plan· Final 15 ca lendar days Electronic copy: PM, Contracting 
after award Officer, COR 

Transit ion Out Plan 120 calendar days 
Electronic copy: PM, Contracting 

before the end of the 
Officer, COR 

POP 

QASP- Final 15 calendar days Electronic copy: PM, Contracting 
after award Officer, COR 

7.6 Delivery Instructions 

The Contractor shall prov ide electronic copies of each deliverable. Electronic copies shall 
be delivered via emai l attachment. The electronic copies shall be compatible with MS 

20 
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Office 201 0 or other applications as appropriate and mutually agreed to by the parties. The 
documents shall be considered final upon receiving Government approval. All deliverables 
shall be delivered electronically (unless a hardcopy is requested) to the COR. If a hardcopy 
is requested, it will be delivered to the designated COR, not later than 4:00 PM ET on the 
deliverable's due date. Once created, deliverables and work products are considered the 
property of the Federal Government. Any work that deviates from this task order and the 
approved deliverables listed herein shall not be accepted without prior approval from the 
COR. 

7.7 Draft Deliverables 
The Government will provide written acceptance, comments and/or change requests, if 
any, within 15 working days from receipt by the Government of each draft deliverable. 
Upon receipt of the Government comments, the Contractor shall have 15 working days to 
incorporate the Government's comments and/or change requests and to resubmit the 
deliverable in its fmal form. 

7.8 Written AcceptancelRejection by the Government 

The Government shall provide written notification of acceptance or rejection of all fmal 
deliverables within fifteen (15) calendar days. All notifications of rejection will be 
accompanied with an explanation of the specific deficiencies causing the rejection. 

Items must be approved by the COR and/or the appropriate Government authority to be 
considered "accepted." The Government will provide written acceptance, comments, or 
change requests within fifteen (15) calendar days from receipt by the Government, of al1 
required deliverables. 

7.9 Non-Conforming Products or Services 

Non-conforming products or services will be rejected. The Government will provide written 
notification of non-conforming products or services within fifteen (15) calendar days. 
Deficiencies shall be corrected within 30 days of the rejection notice. If the deficiencies 
cannot be corrected within 30 calendar days, the Contractor shall immediately notify the COR 
of the reason for the delay and provide a proposed corrective action plan within ten (10) 
calendar days. 

7.10 Notice Regarding Late Delivery 

The Contractor shall notify the COR as soon as it becomes apparent to the Contractor that a 
scheduled delivery will be late. The Contractor shall include in the notification the rationale 
for late delivery, the expected date for the delivery, and the impact of the late delivery on the 
project. The COR will review the new schedule with the PM and provide guidance to the 
Contractor. 

8.0 CONSTRAINTS 

21 
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Tbe following project constraints are applicable to the FALCON System Maintenance and 
Services task order: 

• Changes to source databases TECS and the Enforcement Case Tracking System 
(ENFORCE) are being planned under TECS Modernization and E3; 

• FALCON will be primarily accessed from the existing ICE standard desktop; 
• ICE-OCIO must approve in writing any exceptions to the established ICE-OCIO 
System Lifecycle Management (SLM) processes; 
• The Contractor will support and coordinate with ICE HSI's move from PCN to ICE
aCID approved alternate data centers. This move is to be completed no later than the 
end of the first option year (21 months from commencement of the POP); 

• The Contractor shall comply with all DHS information security regulations 
for all Law Enforcement sensitive data; 

• The Contractor shall comply with all applicable technology standards and 
architecture policies, processes, and procedures defined in ICE OCIO 
Architecture Division publications; 

• The Contractor shall comply with the FALCON specific configuration management 
plan for all design and development artifacts in accordance with guidelines set forth 
in the Plan. 

• ICE will provide Government Furnished Equipment as necessary to support all 
FALCON System Maintenance and Services activities. 

DHS Enterprise Architecture Compliance 

All solutions and services shall meet DHS Enterprise Architecture policies, standards, and 
procedures. Specifically, the contractor shall comply with the following HLS EA 
requirements: 
• All developed solutions and requirements shall be compliant with the HLS EA. 
• AlIlT hardware and software shall be compliant with the HLS EA Technical Reference 
Model (TRM) Standards and Products Profile. 
• Description information for all data assets, information exchanges and data standards, 
whether adopted or developed, shall be submitted to the Enterprise Data Management Office 
(EDMO) for review, approval and insertion into the DHS Data Reference Model and 
Enterprise Architecture lnfonnation Repository. 
• Development of data assets, information exchanges and data standards will comply with the 
DHS Data Management Policy MD 103-0 I and all data-related artifacts will be developed 
and validated according to DHS data management architectural guidelines. 
• Applicability of Intemet Protocol Version 6 (IPv6) to DHS-re1ated components (networks, 
infrastructure, and applications) specific to individual acquisitions shall be in accordance with 
the DHS Enterprise Architecture (per OMB Memorandum M-05-22, August 2, 2005) 
regardless of whether the acquisition is for modification, upgrade, or replacement. All EA
related component acquisitions shall be IPv6 compliant as defined in the U.S. Government 
Version 6 (USGv6) Profile National Institute of Standards and Technology (NIST) Special 8 
lTAR Quick Essentials Guide 2011 v2.0 Publication 500-267) and the corresponding 
declarations of conformance defined in the USGv6 Test Program. 

22 
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9.0 GOVERNMENT FURNISHED EQUIPMENT AND INFORMATION 

The Contractor shall keep an inventory ofGovenunent-furnished equipment (GFE), which 
shall be made available to the COR and Government Call Monitor upon request. The 
Government will provide basic equipment (e.g., laptops, desktops, VPN tokens, and aircards) 
in accordance with the contract. All GFE shall be entered into ICE's Property Inventory 
System (Sunflower) within 48 hours of receipt. The Contractor shall provide their own 
network connectivity capability with a minimum connection speed of 1 OMbps. 

Items of GFE which are inventoried and tracked in Sunflower include the following twelve 
laptops and two Blackberry handheld devices: 

Model I Serial Number LaptopNPN 
Number 

(b)(7)(E) 

"" 
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10.0 OTHER DIRECT COSTS (ODCs) 

Travel outside the local metropolitan Washington, DC area may be expected during 
performance of the resulting task order. Therefore, travel will be undertaken following the 
General Services Administration Field Travel Regulation. Reimbursement for allowable 
costs will be made. Any travel and training expenditures shall be pre-approved by the COR. 
Costs for transportation, lodging, meals and incidental expenses incurred by Contractor 
personnel on official company business are allowable subject to FAR 31.205-46, Travel 
Costs. These costs will be considered to be reasonable and allowable only to the extent that 
they do not exceed on a daily basis the maximum per diem rates in effect at the time of travel 
as set forth in the Federal Travel Regulations. The Contractor will not be reimbursed for 
travel and per diem within a 50-mile radius of the worksite where a Contractor has an office. 
Local travel expenses within the Washington Metropolitan area will not be reimbursed (this 
includes parking). All travel outside the Washington Metropolitan area must be approved by 
the COR in advance. No travel will be reimbursed without prior approval from the COR. 

11.0 PLACE OF PERFORMANCE 

Work, meetings, and briefmgs will be perfonned primarily at Contractor facilities. 
Frequent travel to ICE offices located at 801 I Street NW, Washington, D.C., or 500 12th 
St SW, Washington, D.C., or to the Tech Ops facility in Lorton, VA will be required. 
Additionally, travel to the Law Enforcement Support Center (LESC) facility located in 
Williston, VT may be required. Due to regular interaction with a multitude of program 
stakeholders, the Contractor's staff shall be located in the Greater Washington Area 
(GWA). 

12.0 PERIOD OF PERFORMANCE 

The period of perfonnance of the FALCON System Maintenance and Services contract will 
consist ofa base period of nine (9) months plus four (4) twelve (12) month option periods. 

13.0 SECURITY 

Contractor personnel performing work under this PWS will not be dealing with classified 
information, but will be Sensitive but Unclassified (SBU) data. If it is detennined that a 
higher security classification is necessary, based on a change to the scope of work of this 
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PWS, required documentation from the contractor will be requested by the contracting 
officer prior to any modification adding classified work to this task order. 

13.1 Section 508 Compliance 

If applicable, Section 508 compliance information on the services in this task order is 
available in 
Electronic and Information Technology (EIT) at the following website: 
http://www.section508.gov/. 

13.2 General Clause 

To ensure the security of the DHS/ICE information in their charge, ICE Contractors and Sub
contractors shall adhere to the same computer security rules and regulations as Federal 
Government employees unless an exception to policy is agreed to by the prime Contractors, 
ICE Information Systems Security Manager (lSSM) and Contracting Officer and detailed in 
the contract. Non-DHS Federal employees or Contractors who fail to comply with DHS/ICE 
security policies are subject to having their access to DHS/ICE IT systems and facilities 
terminated, whether or not the failure results in criminal prosecution. The DHS Rules of 
Behavior document applies to DHSIICE support Contractors and Sub-contractors. 

13.3 Security Policy References Clause 

The following primary DHS/ICE IT Security documents are applicable to Contractor/Sub
contractor operations supporting Sensitive But Unclassified (SBU) based contracts. 
Additionally, ICE and its Contractors shall conform to other DHS Management Directives 
(MD) (Note: these additional MD documents appear on DHS-Online in the Management 
Directives Section. Volume 11000 "Security and Volume 4000 "IT Systems" are of particular 
importance in the support of computer security practices): 
o DHS 4300A, Sensitive Systems Policy Directive 
o DHS 4300A, IT Security Sensitive Systems Handbook 
o ICE Directive, IT Security Policy for SBU Systems 

13.3.1 
Clause 

Contractor Information Systems Security Officer (lSSO) Point of Contact 

The Contractor shall appoint and submit a name to ICE ISSM for approval , via the ICE COR, 
of a qualified individual to act as ISSO to interact with ICE personnel on any IT security 
matters. 

13.3.2 Protection of Sensitive Information 

The Contractor shall protect all DHS/ICE "sensitive information" to which the Contractor is 
granted physical or electronic access by adhering to the specific IT security requirements of 

25 

2018·ICLI-00009 2881 

002881epic.org EPIC-17-08-14-ICE-FOIA-20180821-6thInterim-Production-pt3



FALCON Operatio' Ik Maintenance Support 
Performance Work Statement 

this contract and the DHS/ICE security policies specified in the Reference Section above. The 
Contractor shall ensure that their systems containing DHS/ICE information and data be 
protected from unauthorized access, modification and denial of service. Further, the data shall 
be protected in order to ensure the privacy of individual's personal information. 

13.3.3 Information Tecbnology Security Program 

Ifperformance of the contract requires that DHS/ICE data be stored or processed on 
Contractor-owned information systems, the Contractor shall establi sh and maintain an IT 
Security Program. This program shall be consistent with the referenced DHS/ICE IT security 
policy documents and at a minimum contain and address the following elements: 

13.3.4 

• Handling of DHS/lCE sensitive information and IT resources to include media 
protection, access control, auditing, network security, and rules of behavior 

• Certification and Accreditation (C&A) and FISMA compliance of Systems 
containing, processing or transmitting of DHS/ICE data 

• Training and Awareness for Contractor personnel 
• Security Incident Reporting 
• Contingency Planning 
• Security Reviews 
• Contract Closeout Actions 

Handling of Sensitive Information and IT Resources 

The Contractor shall protect DHS/ICE sensitive information and all government provided and 
Contractor-owned IT systems used to store or process DHS/ICE sensitive information. The 
Contractor shall adhere to the following requirements for handling sensitive information: 

• Media Protection. The Contractor shall ensure that all hardcopy and electronic 
media (including backup and removable media) that contain DHS sensitive 
information are appropriately marked and secured when not in use. Any sensitive 
information stored on media to be surplused, transferred to another individual, or 
returned to the manufacturer shall be purged from the media before disposal. 
Disposal shall be performed using DHS/ICE approved saniti zation methods. The 
Contractor shall establish and implement procedures to ensure sensitive information 
cannot be accessed or stolen. These procedures shall address the handling and 
protection of paper and electronic outputs from systems (computers, printers, faxes, 
copiers) and the transportation and mailing of sensitive media.) 

• Access Control. The Contractor shall control user access to DHS/ICE sensitive 
information based on positive user identification, authentication, and authorization 
(Roles and Rules based) mechanisms. Access control measures employed shall 
provide protection from unauthorized alternation, loss, unavailability, or disclosure 
of infonnation. The Contractor shall ensure its personnel are granted the most 
restrictive set of access privi leges needed for performance of authorized tasks. The 
Contractor shall divide and separate duties and responsibilities of critical IT 
functions to different individuals so that no individual has all necessary authority or 
systems access privileges needed to disrupt or corrupt a critical process. 

• Auditing. The Contractor shall ensure that it's Contractor-owned IT systems used 
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to store or process DHS/ICE sensitive information maintain an audit trail sufficient 
to reconstruct security relevant events. Audit trails shall include the identity of each 
person and device accessing or attempting to access the system, the time and date of 
the access and the log-off time, activities that might modify, bypass, or negate 
security safeguards, and security-relevant actions associated with processing. The 
Contractor shall periodically review audit logs and ensure that audit trail s are 
protected from modification, authorized access, or destruction and are retained and 
regularly backed up. 

• Network Security. The Contractor shall monitor its networks for security events 
and employ intrusion detection systems capable of detecting inappropriate, 
incorrect, or malicious activity. Any interconnections between Contractor-owned IT 
systems that process or store DHSIlCE sensitive information and IT systems not 
controlled by DHS/ICE shall be established through controlled interfaces and 
documented through formallnterconnection Security Agreements (ISA). The 
Contractor shall employ boundary protection devices to enforce access control 
between networks, including Internet and extranet access. The Contractor shall 
ensure its e-mail systems are secure, properly configured, and that network 
protection mechanisms implemented in accordance with DHS/ICE requirements. 
The Contractor shall conduct periodic vulnerability assessments and tests on its IT 
systems containing DHSIICE sensitive information to identify security 
vulnerabilities. The results, of this information, will be provided to the ICE aCIO 
for review and to coordinate remediation plans and actions. 

• DHS employees and Contractors shall not transmit sensitive DHS/ICE information 
to any personal e-mail account that is not authorized to receive it. 

• Rules of Behavior. The Contractor shall develop and enforce Rules of Behavior for 
Contractor-owned IT systems that process or store DHS/ICE sensitive information. 
These Rules of Behavior shall meet or exceed the DHS/ICE rules of behavior. 

• The Contractor shall adhere to the policy and guidance contained in the DHSIICE 
reference documents. 

Training and Awareness 

The Contractor shall ensure that all Contractor personnel (including Sub-contractor personnel) 
who are involved in the management, use, or operation of any IT systems that handle 
DHS/ICE sensitive information, receive annual training in security awareness, accepted 
security practices, and system rules of behavior. If the Contractor does not use the ICE
provided annual awareness training, then they shall submit to the ICE ISSM their awareness 
training for approval. Should Contractor Training be approved for use, the Contractor shall 
provide proof of training completed to the ICE ISSM when requested. 

The Contractor shall ensure that all Contractor personnel , including Sub-contractor personnel, 
with IT security responsibilities, receive specialized DHS/ICE annual training tailored to their 
specific security responsibilities. If the Contractor does not use the ICE-provided special 
training, then they shall submit to the ICE ISSM their awareness training for approval. Should 
Contractor training be approved for use, the Contractor shall provide proof of training 
completed to the ICE lSSM when requested. 
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Any Contractor personnel who are appointed as ISSO, Assistant ISS0s, or other position with 
IT security responsibilities, i.e. , System/LAN Database administrators, system analyst and 
programmers may be required to attend and participate in the annual DHS Security 
Conference. 

13.3.6 Certification and Accreditation (C&A) and FISMA compliance 

The Contractor shall ensure that any Contractor-owned systems that process, store, transmit or 
access DHS/ICE information shall comply with the DHS/ICE C&A and FISMA requirements. 

Any work on developing, maintaining or modifying DHS/ICE systems shall be done to ensure 
that DHS/ICE systems are in compliance with the C&A and FISMA requirements. The 
Contractor shall ensure that the necessary C&A and FISMA compliance requirements are 
being effectively met prior to the System or application's release into Production (this also 
includes pilots). The Contractor shall use the DHS provided tools for C&A and FISMA 
compliance and reporting requirements. 

13.3.7 Security Incident Reporting 

The Contractor shall establish and maintain a computer incident response capability that 
reports all incidents to the ICE Computer Security Incident Response Center (CSfRC) in 
accordance with the guidance and procedures contained in the referenced documents. 

13.3.8 Contingency Planning 

If performance of the contract requires that DHS/ICE data be stored or processed on 
Contractor-owned information systems, the Contractor shall develop and maintain 
contingency plans to be implemented in the event normal operations are disrupted. All 
Contractor personnel involved with contingency planning efforts shall be identified and 
trained in the procedures and logistics needed to implement these plans. The Contractor shall 
conduct periodic tests to evaluate the effectiveness of these contingency plans. The plans 
shall at a minimum address emergency response, backup operations, and post-disaster 
recovery. 

13.3.9 Security Review and Reporting 

The Contractor shall include security as an integral element in the management of this 
contract. The Contractor shall conduct reviews and report the status of the implementation 
and enforcement of the security requirements contained in this contract and identified 
references. 

The Goverrunent may elect to conduct periodic reviews to ensure that the security 
requirements contained in this contract are being implemented and enforced. The Contractor 
shall afford DHS/lCE, including the Office of Inspector General, ICE ISSM, and other 

28 

2018-ICLI -00009 2884 

002884epic.org EPIC-17-08-14-ICE-FOIA-20180821-6thInterim-Production-pt3



FALCON OperatiOJ '( Maintenance Support 
Performance Work Statement 

government oversight organizations, access to the Contractor's and Sub-contractors' facilities, 
installations. operations, documentation, databases, and persOlUlei used in the perfonnance of 
this contract. Access shall be provided to the extent necessary for the Government to carry out 
a program of inspection, investigation, and audit to safeguard against threats and hazards to 
the integrity, availability. and confidentiality of DHS/ICE data or the function of computer 
systems operated oli behalf of DHS/ICE, and to preserve evidence of computer crime. 

13.3.10 Use of Government Equipment 

Contractors are not authorized to use Government office equipment (IT systems/computers) 
for personal use under any circumstances, unless limited personal use is specifically pennitted 
by the contract. When so authorized, Contractors shall be governed by the limited personal 
use policies in the referenced documents. 

13.3.11 Contract Closeout 

At the expiration of this contract, the Contractor shall return all sensiti ve DHSnCE 
information and IT resources provided during the life of this contract. The Contractor shall 
certify that all DHS/ICE infonnation has been purged from any Contractor-owned system 
used to store or process DHSnCE infonnation. Electronic media shall be sanitized 
(overwritten or degaussed) in accordance with the sanitation guidance and procedures 
contained in reference documents and with DHSINISTlNational Security Agency (NSA) 
approved hardware and software. 

13.3.12 Personnel Security 

DHsnCE does not pennit the use of non U.S. Citizens in the performance of this contract or to 
access DHS/ICE systems or infonnation. 

All Contractor personnel (including Sub-contractor personnel) shall have favorably 
adjudicated background investigations commensurate with the sensitivity level of the position 
held before being granted access to DHS/ICE sensitive infonnation. 

The Contractor shall ensure all Contractor personnel are properly submitted for appropriate 
clearances. 

The Contractor shall ensure appropriate controls have been implemented to prevent Contractor 
personnel from obtaining access to DHSnCE sensitive infonnation before a favorably 
adjudicated background investigation has been completed and appropriate clearances have 
been issued. At the option of the Government, interim access may be granted pending 
completion of a pre-employment check. Final access may be granted only upon favorable 
completion of an appropriate background investigation based on the risk level assigned to this 
contract by the Contracting Officer. 

The Contractor shall ensure its personnel have a validated need to access DHSnCE sensitive 
infonnation and are granted the most restrictive set of access privileges needed for 
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The Contractor shall ensure that its personnel comply with applicable Rules of Behavior for all 
DHS/ICE and Contractor-owned IT systems to which its personnel have been granted access 
privileges. 

The Contractor shall implement procedures to ensure that system access privileges are revoked 
for Contractor personnel whose employment is tenninated or who are reassigned to other 
duties and no longer require access to DHS/ICE sensitive information. 

The Contractor shall conduct exit interviews to ensure that Contractor personnel who no 
longer require access to DHS/ICE sensitive infonnation understand their obligation not to 
discuss or disclose DHS/ICE sensitive infonnation to which they were granted access under 
this contract. 

13.3.13 Pbysical Security 

The Contractor shall ensure that access to Contractor buildings, rooms, work areas and spaces, 
and structures that house DHS/ICE sensitive infonnation or IT systems through which 
DHS/ICE sensitive information can be accessed, is limited to authorized personnel. The 
Contractor shall ensure that controls are implemented to deter, detect, monitor, restrict, and 
regulate access to controlled areas at all times. Controls shall be sufficient to safeguard IT 
assets and DHS/ICE sensitive infonnation against loss, theft, destruction, accidental damage, 
hazardous conditions, fire, malicious actions, and natural disasters. Physical security controls 
shall be implemented in accordance with the policy and guidance contained in the referenced 
documents. 
14.4 CONTRACTOR PERSONNEL SECURITY REQUIREMENTS 

14.4.1 General 

The United States Inunigration and Customs Enforcement (ICE) has determined that 

perfonnance of the tasks as described in ContractHSCTE-13-F-OOOlO requires that the 

Contractor, subcontractor(s), vendor(s), etc. (herein known as Contractor) have access to 

sensitive DI-IS information, and that the Contractor will adhere to the following. 

14.4.2 Fitness Determination 

ICE will exercise full control over granting; denying, withholding or tenninating unescorted 

government facility and/or sensitive Government information access for Contractor 

employees, based upon the results ofa background investigation. ICE may, as it deems 

appropriate, authorize and make a favorable expedited pre-employment determination based 

on preliminary security checks. The expedited pre-employment detennination will allow the 

employees to commence work temporarily prior to the completion of the full investigation. 

The granting of a favorable pre-employment detennination shall not be considered as 
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assurance that a favorable full employment detennination will follow as a result thereof. The 
granting of a favorable pre-employment determination or a full employment determination 
shall in no way prevent, preclude, or bar the withdrawal or termination of any such access by 
ICE, at any time during the tenn of the contract. No employee of the Contractor shall be 
allowed to enter on duty andlor access sensitive information or systems without a favorable 
preliminary fitness determination or final fitness determination by the Office of Professional 
Responsibility, Personnel Security Unit (OPR-PSU). No employee of the Contractor shall be 
allowed unescorted access to a Government facility without a favorable pre-employment 
determination or full employment determination by the OPR-PSU. Contract employees are 
processed under the DHS Management Directive 6-8.0. The contractor shall comply with the 
pre-screening requirements specified in the DHS Special Security Requirement - Contractor 
Pre-Screening paragraph located in this contract. if HSAR clauses 3052.204-70, Security 
Requirements for Unclassified Infonnation Technology (IT) Resources; andlor 3052.204-71, 
Contractor Employee Access are included in the Clause section of this contract. 

14.4.3 Background Investigations 

Contractor employees (to include applicants, temporaries. part-time and replacement 
employees) under the contract, needing access to sensitive information. shall undergo a 
position sensitivity analysis based on the duties each individual will perform on the contract. 
The results of the position sensitivity analysis shall identify the appropriate background 
investigation to be conducted. Background investigations will be processed through the 
Personnel Security Unit. Prospective Contractor employees shall submit the following 
completed forms to the Personnel Security Unit through the Contracting Offices 
Representative (COR), no less than 35 days before the starting date of the contract or 5 days 
prior to the expected entry on duty of any employees, whether a replacement, addition. 
subcontractor employee. or vendor: 

I. Standard Form 85P (SF 85P) "Questionnaire for Public Trust Positions" Form 
shall be submitted via e-QIP (electronic Questionnaires for Investigation Processing) 
(Original and One Copy) 

2. Three signed eQip Signature forms: Signature Page, Release of Information and 
Release of Medical Information (Originals and One Copy) 

3. Two FD 258. "Fingerprint Card" 

4. Foreign National Relatives or Associates Statement (Original and One Copy) 

5. DHS 11000-9, "Disclosure and Authorization Pertaining to Consumer Reports 
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Pursuant to the Fair Credit Reporting Act" (Original and One Copy) 

6. Optional Form 306 Declaration for Federal Employment (applies to contractors 

as well) (Original and One Copy) 

Prospective Contractor employees who currently have an adequate current investigation and 

security clearance issued by the Defense Industrial Security Clearance Office (DISCO) or by 

another Federal Agency may not be required to submit complete security packages, and the 

investigation will be accepted for adjudication under reciprocity. 

An adequate and current investigation is one where the investigation is not more than five 

years old and the subject has not had a break in service of more than two years. 

Required forms will be provided by ICE at the time of award of the contract. Only complete 

packages will be accepted by the OPR-PSU. Specific instructions on submission of packages 
will be provided upon award of the contract. 

Be advised that unless an applicant requiring access to sensitive information has resided in the 

US for three of the past five years, the Government may not be able to complete a satisfactory 

background investigation. In such cases, DHS retains the right to deem an applicant as 

ineligible due to insufficient background information. 

The use of Non-U.S. citizens, including Lawful Permanent Residents (LPRs). is not permitted 

in the performance of this contract for any position that involves access to DHS lICE IT 

systems and the information contained therein, to include, the development and / or 

maintenance ofDHSIICE IT systems; or access to information contained in and / or derived 

from any DHS/ICE IT system. 

14.4.4 Transfers From Other DUS Contracts 

Personnel may transfer from other DHS Contracts provided they have an adequate and current 

investigation (see above). If the prospective employee does not have an adequate and current 
investigation, an eQip Worksheet shall be submitted to the Intake Team to initiate a new 

investigation. 

Transfers will be submitted on the COR Transfer Form, which will be provided by the Dallas 

PSU Office along with other forms and instructions. 
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If a prospective employee is found to be ineligible for access to Government facilities or 

infonnation, the COR will advise the Contractor that the employee shall not continue to work 

or to be assigned to work under the contract. 

The OPR·PSU may require drug screening for probable cause at any time and! or when the 

contractor independently identifies, circumstances where probable cause exists. 

The OPR·PSU may require reinvestigations when derogatory information is received andlor 

every 5 years. 

ICE reserves the right and prerogative to deny and! or restrict the facility and information 

access of any Contractor employee whose actions are in conflict with the standards of 

conduct, 5 CFR 2635 and 5 CFR 3801, or whom ICE detennines to present a risk of 

compromising sensitive Government information to which he or she would have access under 

this contract. 

14.4.6 Required Reports 

The Contractor shall notify OPR-PSU of all tenninationsl resignations within five days of 

occurrence. The Contractor shall return any expired ICE issued identification cards and 

building passes, or those oftenninated employees to the COR. If an identification card or 

building pass is not available to be returned, a report must be submitted to the COR, 

referencing the pass or card number, name of individual to whom issued, the last known 

location and disposition of the pass or card. The COR will return the identification cards and 

building passes to the responsible 10 Unit, 

The Contractor shall provide, through the COR, a Quarterly Report containing the names of 

personnel who are active, pending hire, have departed within the quarter or have had a legal 

name change (Submitted with documentation), The list shall include the Name, Position and 

SSN (Last Four) and should be derived from system(s) used for contractor payroll/voucher 

processing to ensure accuracy, 

Submit reports to the email addres~Lb_)(_7_)(_E) __________ --l 

14.4.7 Employment Eligibility 

The contractor shall agree that each employee working on this contract will successfully pass 

the DHS Employment Eligibility Verification (E-Verify) program operated by USCIS to 
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establish work authorization. 

The E-Verify system, formerly known as the Basic PilotlEmployment Eligibility verification 

Program, is an Internet-based system operated by DHS USCIS, in partnership with the Social 

Security Administration (SSA) that allows participating employers to electronically verify the 

employment eligibility of their newly hired employees. E-Verify represents the best means 

available for employers to verify the work authorization of their employees. 

The Contractor shall agree that each employee working on thi s contract will have a Social 

Security Card issued and approved by the Social Security Administration. The Contractor 

shall be responsible to the Government for acts and omissions of his own employees and for 
any Subcontractor(s) and their employees. 

Subject to existing law. regulations and! or other provisions of this contract. illegal or 

undocumented aliens will not be employed by the Contractor, or with this contract. The 
Contractor shall ensure that this provision is expressly incorporated into any and all 

Subcontracts or subordinate agreements issued in support of this contract. 

14.4.8 Security Management 

The Contractor shall appoint a senior official to act as the Corporate Security Officer. The 

individual will interface with the OPR-PSU through the COR on all security matters. to 

include physical, personnel , and protection of all Government information and data accessed 

by the Contractor. 

The COR and the OPR·PSU shall have the right to inspect the procedures. methods, and 

facilities utilized by the Contractor in complying with the security requirements under this 

contract. Should the COR determine that the Contractor is not complying with the security 

requirements of this contract. the Contractor will be informed in writing by the Contracting 

Officer of the proper action to be taken in order to effect compliance with such requirements. 

The following computer security requirements apply to both Department of Homeland 

Security (DHS) U.S. Immigration and Customs Enforcement (lCE) operations and to the 

former Immigration and Naturalization Service operations (FINS). These entities are hereafter 

referred to as the Department. 

14.4.9 Information Technology Security Clearance 

When sensitive government information is processed on Department telecommunications and 

automated information systems, the Contractor agrees to provide for the administrative control 
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of sensitive data being processed and to adhere to the procedures governing such data as 

outlined in DHS IT Security Program Publication DHS MD 4300. Pub. or its replacement. 

Contractor personnel must have favorably adjudicated background investigations 

commensurate with the defined sensitivity level. 

Contractors who fail to comply with Department security policy are subject to having their 

access to Department IT systems and facilities terminated, whether or not the failure results in 

criminal prosecution. Any person who improperly discloses sensitive information is subject to 

criminal and civil penalties and sanctions under a variety of laws (e.g., Privacy Act). 

14.4.10 Information Technology Security Training and Oversight 

All contractor employees using Department automated systems or processing Department 

sensitive data shall be required to receive Security Awareness Training. This training will be 
provided by the appropriate component agency of DHS. 

Contractors involved with management, use, or operation of any IT systems that handle 

sensitive information within or under the supervision of the Department, shall receive periodic 

training at least annually in security awareness and accepted security practices and systems 

rules of behavior. Department contractors, with significant security responsibilities, shall 

receive specialized training specific to their security responsibilities annually. The level of 

training shall be commensurate with the individual's duties and responsibilities and is 

intended to promote a consistent understanding of the principles and concepts of 

telecommunications and IT systems security. 

All personnel who access Department information systems will be continually evaluated while 

performing these duties. Supervisors should be aware of any unusual or inappropriate 

behavior by personnel accessing systems. Any unauthorized access, sharing of passwords, or 

other questionable security procedures should be reported to the local Security Office or 

Information System Security Officer (ISSO). 

14.4.11 Non-Disclosure Agreement 

Contractors were required to sign DHS 11000-6, Non-Disclosure Agreement. due to access to 

a sensitive ICE system. These Non-Disclosure Agreements will be maintained by the COR 

and CO and shaH be updated as necessary prior to new personnel commencement of work on 

this task order. 
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15.0 LIST OF ACRONYMS 

The list of acronyms in connection to this PWS is attached as Appendix A. 

PWS Appendix A: List of Acronyms 

AHS Application Hosting Services 
AIDW Automated Information Data Warehouse 
AJAX Asynchronous Java and XML 
API Application Programming Interface 

C&A Certification and Accreditation 

CCB Change Control Board 
CFR Code of Federal Regulation 

CO Contracting Officer 
COB Close of Business 
COR Contracting Officer's Representative 

COTR Contracting Officer's Technical Representative (same as COR) 

COTS Commercial Off-The-Shelf 

CPIC Capital Planning and Investment Control 

CPU Central Processing Units 

CSIRC Computer Security Incident Response Center 

CSRC Computer Security Resource Center 

DC District of Colwnbia 

DCID Director of Central Intelligence Directive 

DHS Department of Homeland Security 
DISCO Defense Industrial Security Clearance Office 
DoJ Department of Justice 

E3 Next Generation of ENFORCE 

EA Enterprise Architecture 

EADM Enforcement Alien Detention Module 

EARM Enforcement Alien Removal Module 

EIT Electronic and Information Technology 

EIU Executive Information Unit 

ELMS Electronic Library Management System 

ENFORCE Enforcement Case Tracking System 

EOD Entry on Duty 

ETL Extract, Transfer and Load 
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E-VERIFY 

FAR 
FINS 

FIPS 

FISMA 
FITSAF 

FRD 

FTR 

GFE 
GFI 

GFP 

GNR 
GOTS 

GWA 

HSI 

12MS 

IBM 

ICE 

ICEPIC 

ICFlSAC 

ID 

IPT 

IRRIS 

ISA 

ISB 

ISC2 

ISSM 

ISSO 
IT 

ITCR 

KITE 

LECAD 

LEISS 

LESC 

LPR 

MCC 
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Eligibility Verification 
Federal Acquisition Regulations 

Fonner Immigration Naturalization Service 

Federal Information Processing Standard 

Federal Information Security Management Act 

Federal Information Technology Security Assessment Framework 

Functional Requirements Document 

Federal Travel Regulations 

Government Furnished Equipment 
Government Furnished Information 

Government Furnished Property 

Global Name Recognition 

Government Off-The-Shelf 

Greater Washington. DC Area 
Homeland Security Investigations 

Investigative Information Management System 

International Business Machines 

Immigration and Customs Enforcement 
ICE Pattern Analysis Information Collection Tool 

ICE Special Agent in Charge 

Identification Card 

Integrated Project Team 

Investigation Records Review for Information Sharing 

Interconnection Security Agreements 

Investigative Systems Branch 

International Info Systems Security Certification Consortium 

Information Systems Security Manager 

Information Systems Security Officer 

Information Technology 

Information Technology Change Request 

Palantir Data Ingestion 
Law Enforcement Centralized Access Development 

Law Enforcement Information Sharing System 

Law Enforcement Support Center 

Lawful Permanent Residents 

Mobile Command Center 
37 
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MD 

MS 

NISPOM 

NIST 

NSA 

O&M 

OAST 

OCIO 

OCONUS 

ODC 

01 

OlT 

OMB 

OPR 

PCN 

PCTS 

PHOENIX 

PM 

PMO 

PMP 

POP 

PSU 

QAP 

QASP 

QCP 

RAPTOR 

RELRES 

RFD 

ROI 

SBU 

SCI 

SCR 

SDA 

SDD 

SEACATS 

SELC 

FALCON Opcratior ?, Maintenance Support 
Performance Work Statement 

Management Directive 

Microsoft 

National Industrial Security Program Operating Manual 
National Institute of Standards and Technology 

National Security Agency 

Operations and Maintenance 

Office on Accessible Systems and Technology 

Office of the Chief Information Officer 

Outside of the Continental United States 

Other Direct Cost 
Office of Investigations 

Office of Information and Technology 

Office of Management and Budget 

Office of Professional Responsibility 
Potomac Center North 

Parole Case Tracking System 

Palantir Big Data Platform 

Program Manager 

Program Management Office 
Project Management Professional 

Period of Performance 

Personnel Security Unit 

Quality Assurance Plan 
Quality Assurance Surveillance Plan 

Quality Control Plan 

Palantir Data Index Tool 

Relationship Resolution 
Request for Deviation 

Records of Investigation 

Sensitive But Unclassified 

Sensitive Compartmented Information 

System Change Request 

System Design Alternative 

Systems Development Division 

Seized Asset and Case Tracking System 

System Enterprise Lifecycle 
38 
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SEN 
SLA 
SLM 
SOP 
SOW 
SRD 
SW 
TAIS 
TLS 
TMP 
TO 
TRM 
TS 
UAT 
USCIS 
VPN 

FALCON Operatior \ Maintenance Support 
Performance Work Statement 

Significant Event Notification 

Service Level Agreement 

System Lifecycle Management 
Standard Operating Procedure 

Statement of Work 

System Requirements Document 

Software 
Telecommunications and Automated Infonnation Systems 

Telephone Linking System 

Transition Management Plan 

Task Order 
Technical Reference Model 

Top Secret 

User Acceptance Testing 

United States Citizenship and Immigration Services 

Virtual Private Network 

39 
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",;w.; COMMERCIAL ITEMS 1 ~92113VH06ISIOO19.1 Ie",; ~ I " 5 f t , 17, II, 14. ' JO 

, 
1°5/29/2013 ,. fOR SOLICITATION ~ I~ 

INfORNA TION CALI.: ~ ; 
1_ ISSOED ev ,~ 

'" 
.. M · 

IMJ.\IEN-O'MED sw.u. 8US1!<IESS 
ICE/Info Tech Svs/IT Services [J SMALL IklSlHESS ~ (WOS8) ELIGiBlE UNOelIt WE WOMEN-OI'If'EO 

Immigration and Customs En f orcement ~ K.alCM. SMAlL SIlI\LL.IIOSINESS AAOOIWoI - 511210 
~u ,,~ 

Office of Acquisition Manai ement 
D~_ED ... $35 . 5 801 I Street NW, SUite kb)(6 :(bj 
W~ ~n~ 

Washington DC 20536 -~~ 

" · D '~ Net 30 !'MIl COHT/tJICT IS A -, AATro~t.INDtA. 

DPAS('5CFR7OO) 
, 

o SEE SCKOUlI =~, ; ~e 

,.. 
ICE Hmlnd Sec lnv HO Div. 6 ","'C Tech Svs/IT Services 
Immigr ation and Customs Enforcement and Customs Enforcement 
500 12th Street SW JLLL~e of Acquisition 15mi' Washington DC 20024 801;~ NW, . 

Attn, . 

.71 ' OfFEROR 
,~ 

20000 I '~I 
, ,-" ro~ [V , 

PALANTIR TECHNOLOGIES INC ~H;; . ICE 
100 HAMILTON AVENUE Finance Center 
SUITE 300 P.O. .0' 1620 
PALO ALTO CA 943011650 IAt tn: ICE-HSI-HQ-DIV 6 

ill;· VT 05495 - 1620 

ltl£J'HONE NO. 

'" , , <-~ 

" ". " I.:;, n " ~~ ecHEtlUlJ: OF ..-...r~ES ~ ~- ~ 

IDUNS Numb«, 3' 
This is a Fi rm-Fixed Price (FfP) task order for 

Operations and Maintenance (O&M) Support 
The cont ractor shall provide the 

~up~lies and services i n accordance with the 
Work Statement (PWS) , all task order 

and as outlined in this task order 
document. 
Act ion : N 

Info : 
... 

~ ACCOUNTING AND N'f'ROPfUATION DATA r See schedule I 
27_, SOUCITATION INCORPORATES BY REFERENCE FAR 51.212-1. 52 212'" FAA 52 212-3 AND 52.212-6ARE ATTACHED, ADDENDA [; ARE _ ARE NOT ATTACHED 

iil27b, COHTRACTIPURCHASE ORDER INCORPORATES BY REFERENCE FAR 52.212 .... FAR 52.212-6 15 ATTACHED. 

;]~_ CONTRACTOA IS REOUIFIED TO SIGN THIS DOCUMENT ANO RETURN 
CoPES TO ISSUING OFFICE CONlltACTOA AGREES TO FURNISI'4AND DELIVER 
.t.ll ITEMS SET FORTH OR OTHERWISE IOENTFIEDAlIOV£ AND OH ANY ADOffiONAl. 
SHEETS SUBJECT TO THE TERMS AND CONDITIONS SPECifiED 

AODENDA J!iARE 0 1 

. REF -1.1-Q- OFFER 

05/31/2013 YOUR OFFER OH SOI.ICITATl(lJl (BI.OCK 5), 
SETFOATH 

7)(C) 

,,,m ' 
, , 

PREVIOUS EDITION IS NOT USABLE 
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2 of 62 

" M " n n " ITEM NO SCtEOULE Of 8Ul'RJES/SfiR>nCES ~~ ~, _~a ~ 

(b){7){E) 

Period of Per f ormance: 06/14/201 3 to 03/13/2014 

Base Year (6/14/13 to 3/13/14) 

0001 132-34-PT-PG-IOOOOl Pa1antir Operations and b){4) 

Maintenance Support ,Services. This is a 

firm-fixed price CL I N for annual support and 

maintenance of 56 Palantir Gotham Licenses . This 

CLIN includes Palantir Phoeni x and Pa lantir 

Mobile at no addit ional cost to the Government. 

Option Year 1 (3/14/14 to 3/13/15) 

1001 132-34-PT- PG-100001 Palantir Operations and l{b){4) I 
Ma i ntenance Support Services . This is a 

firm- fixed price optional CLIN for annual support 

and maintenance of 56 Palantir Gotham Licenses. 

This CLIN includes Pa lantir Phoenix and Palantir 

Mobile at no additional cost to the Government. 

(Option Line Item) 

Option Year 1 (3/14/14 to 3/13/15) 

1002 132-33-PT-PG-OOOOOl Pa1antir Gotham Perpetual Kb){4) 

Cont inued ... I 
32. auANTTTY IN COlUMN 21 HAS BEEN 

RECEIVED - INSPECTED ACCEPTED. AND CONFORMS TO THE CONTRACT. EXCEPT AS NOTED 

l2b SIGNATtJRE OF "lJTHORIZED GOVERNMENT REPRESENTATIVE 13k DATE 32<1 PRIHTED NAME AHOnn.E OF AUTliOFIllED GOVERNMENT REPRESENTATlVE 

32. MAR.IIIG ADDRESS OF AUTHORIZEO GOVERNMENT REPRESENTATIVE l2f TELEPHONE NUMBER OF AUTHORIZED GOVERNMENT REPRESENTATIVE 

l2g e ......... IlOF AUfloIORlZED GOVERNMENT REPRESENTATIVE 

33. SHIP NUMBER 304 VOUCHER NUMBER 5 AMOUNT VERIFIEO :lI8 PAYMENT 31 CHECK NUMBER 
CORRECT FOR. 

COMptETE PARTIAl " ..... -L. PARTW. ,-
J8 SIR ACCCiUf(f NUMBER )9 SIR VOUCHER NUMBER -0. PAlO BY 

4,. I CERTIFY THIS ACCOUNT IS CORRECT ANO PROPER FOR PAYMENT 42. RECEIVED BY (PM/) 

41b SIGNATURE AND TITlE OF CERTIFYING OFFICER ~1e DATE 

42b RECEIVEOAT~J 

~2c. DATE REC'O (YVNAKlO/ 142d TOTAL CONTAINERS 
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ERENCE NO. OfF OOCUMEHT _ CONTN..EO 

CONTINUATION SHEET S- 35F-008 6U/HSCETC-lJ- F-00030 

_ OF OFFEROR Oft COIffl\IICTOR 

PALANTIR TECHNOLOGIES INC 

1003 

_. 
(6, 

Licenses, per server core. This is a firm-fixed 
price optional CLIN for an additional 8 Palantir 
Gotham Licenses to include server hardware at no 
additional cost to the Government to support the 
additional licenses. 
(Option Line Item) 

Option Year 1 (3/14/14 to 3/13/15) 

l32-50- PBT Pa1antir Bootcamp Training. This is a 
firm-fixed price optional CLIN for training for 
up to 500 employees as r e quired . 
(Option Line Item) 

Option Year 1 (3/14/14 to 3/13/15) 

62 

0lWmTY UMT UNT PRICf- ~ 

(C) (0) (E) (F) 

b)(4) 

1004 132-50-PWT Palantir Workshop Training. This is a fb){4) 
firm-fixed price optional for training for up to '---------------------------------------~ 
100 employees as required. 

1005 

2001 

(Option Line Item) 

Option Year 1 (3/14/14 to 3/13/15) 

rravel. This is an optional CLIN for travel Not 
to Exceed (NTE) $230,000 . 00. If this optional 
CLIN is exercised, the contractor is not 
authorized to exceed this amount without prior 
approval from the Contracting Officer. If the 
NTE amount is exceeded , the contra ctor does so at 
their own risk. 
(Option Line Item) 

Option Year 2 (3/14/15 to 3/13/16) 

132-34-PT-PG-lOOOOl Palantir Operations and 
Maintenance Support Services. This is a 
firm-fixed price optional CLIN for annual support 
and maintenance of 64 Palantir Gotham Licenses. 
This CLIN includes Palantir Phoenix and Palantir 
Mobi le at no additional cost to the Government. 
(Option Line Item) 

Continued .. . 
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EFER€NC£NO. ~ DOCIJIoIetoT KINO CONlII«JU) 

CONTlNUATION SHEET S-35F'-0086U/HSCETC-13-F-00030 

N.\Io!E OF ~FE_ OR CQNTR.t.CTOR 

PALANTIR TECHNOLOGIES INC 

fT~NO. 

'A) 

2002 

~~, 

'B) 

Option Year 2 (3/l4/15 to 3/13/16) 

l32-33-PT-PG-000001 Palantir Gotham Perpetual 
Licenses, per server core. This is a fi~-fixed 
price optional CLIN for an additional 8 Palantir 
Gotham Licenses to include server hardware at no 
add i tional cost to the Government to support the 
additional licenses. 
(Option Line Item) 

Option Year 2 (3/14/15 to 3/13/16) 

OlwmTY I.HT 
(C) [0) ~, E ) 

62 

~ 

(F) 

2003 132-50-PBT Pa1antir Bootcamp Training. This is a fb)(4) 
firm-fixed price optional CLIN for training for L-________________________________________ ~ 

2004 

2005 

3001 

up to 500 employees as required . 
(Option Line Item) 

pption Year 2 (3/14/15 to 3/13/16) 

132-50-PWT Palantir Workshop Training. This is a 
firm-fixed price optional CLIN for training for 
up to 100 employees as required. 
(Option Line Item) 

Option Year 2 (3/14/15 to 3/13/16) 

Travel. This is an optional CLIN for travel Not 
to Exceed (NTE) $230,000.00. If this optional 
CLIN is exercised, the contractor is not 
authorized to exceed this amount without prior 
approval from the Contracting Officer. If the 
NTE amount is exceeded, the contractor does so at 
their own risk. 
(Option Line Item) 

Option Year 3 (3/14/16 to 3/13/17) 

132-34-FT-PG-100001 Palantir Operations and 
Maintenance Support Services. This is a 
firm-fixed price optional CLIN for annual support 
and maintenance of 72 Palantir Gotham Licenses. 
This CLIN includes Palantir Phoenix and Palantir 
Mobil e at no additional cost to the Government . 
Continued 

tb)(4) 

l(b)(4) 
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------------------<:~'ffi~,..~=.,~.=,,"OX==':~T~==~O>mNUO===:=-------------------------

CONTINUATION SHEET S-35F-OOS6U/HSCETC-13-F-00030 

_01' Ofl'~ CII OOHT1'W:toft 

PALANTIR TECHNOLOGIES INC 

ITCMHO. 
(AI 

3002 

3003 

SUPPUEfIISE.I\\IICES 

181 

(Option Line Item) 

Option Year 3 (3/14/16 to 3/13/17) 

132-33-PT-PG-OOOOOl Palantir Gotham Perpetual 
License~, per server core . This is a firm-fixed 
price optional CLIN for an additional 8 Palantir 
Gotham Licenses to include server hardware at no 
additional cost to the Government to support the 
additional licenses. 
(Option Line Item) 

Option Year 3 (3/14/16 to 3/13/17) 

lJ2 - 50-peT Palantir Bootcamp Training. This is a 
firm-fixed price opt ional CLIN for training for 
up to 500 employees as required. 
(Option Line Item) 

Option Year 3 (3/14/16 to 3/13/17) 

~~~ 

(e) (0) 

tb)(7)(E) 

3004 132-50-PWT Palantir Workshop Training. Thi!l is a ~ b)(7)(E) 

~-(EI 
~ 

IFI 

62 

firm-fixed price optional CLIN for training for L 
up to 100 employees as required. "---------------------------------------------" 

3005 

4001 

(Option Line Item) 

Option Year 3 (3/14/16 to 3/13/17) 

Travel. This is an optiona l CLIN for travel Not 
to Exceed (NTEl $230,000.00 . If this optional 
CLIN is exercised, the contractor is not 
authorized to exceed this amount without prior 
approval from the Contracting Officer. If the 
NTE amount is exceeded, the contractor does so at 
their own risk. 
(Option Line Item) 

Option Year 4 (3/14/17 to 3/13/18) 

132-34-PT-PG-100001 Palantir Operations and 
Maintenance Support Services. This is a 
firm-fixed price optional CLIN f or annual support 
Continued ... 

i'b)(7)(E) 

l(b)(7)( E) 
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EFEREHCE NO ~ ClOCUIoIa<T IIU«i CONTINUO) 

CONTINUATION SHEET S-35F-0086U/HSCETC-13-F-00030 

PALANTIR TECHNOLOGIES INC 

rrEMNO. 
(A) 

4002 

4003 

4004 

4005 

~ 

(8) 

and maintenance of 80 Palantir Gotham Licenses. 
This CLIN includes Palantir Phoenix and Palantir 
Mobile at no additional co~t to the Government. 
(Option Line Item) 

Option Year 4 (3/14/17 to 3/13/18) 

l32-33-PT-PG-00000I Palantir Gotham Perpetual 
Licenses, per server core. This is a firm-fixed 
price optional CLIN for an additional 8 Pa1antir 
Gotham Licenses to include server hardware at no 
additional cost to the Government to support the 
additional licenses. 
(Option Line Item) 

Option Year 4 (3/14/17 to 3/13/18) 

132-S0-PBT palantir 800tcamp Training. This is a 
firm-fixed price optional CLIN for training for 
up to 500 employees as requ i red . 
(Option Line Item) 

Option Year 4 (3/14/ 17 to 3/13/18) 

132-S0-PWT Palantir Workshop Training. This is a 
firm-fixed price opt ional CLIN for training for 
up to 100 employees as required . 
(Option Line Item) 

Option Year 4 (3/14/17 to 3/13/18) 

Travel. This i~ an optional CLIN for travel Not 
to Exceed (NTE) $230,000 . 00. If this optional 
CLIN is exercised, the contractor is not 
authorized to exceed this amount without prior 
approva l from the Contracting Officer. If the 
NTE amount is exceeded, the contractor does so at 
their own risk. 
(Option Line Item) 

FAR 52.217-8 (3/14/18 to 9/13/18) 

Continued ... 

~~, 

eC) (D) 
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~(E) 
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ERENCE NO. ~ DOCUoEHt BEING ~o 

CONTINUATION SHEET S-35F-0086U/HSCETC-13-F-00030 

PALANTIR TECHNOLOGIES INC 

5001 

~~. 

IB) 

132-34-PT-PG-IOOOOl Palantir Operations and 
Maintenance Support Services. This is a 
finn-fixed price CLIN for annual support and 
faintenance of 88 Palantir Gotham Licenses in 
accordance with FAR 52.211-8 . This CLIN includes 
Palantir Phoenix and Palantir Mobile at no 
additional cost to the Government. 
(Option Line Item) 
Product/Service Code: 0309 
Product/Service Description: IT ANO TELECOM
INFORMATION AND DATA BROADCASTING OR DATA 
DISTRIBUTION 

The total amount of award: l(b)(4) h he 
obligation for this award is shown in box 26. 

62 

OUN(Ill"I' UNIT ~ 

(C) (OJ IF) 

(b)(4) 

NSN7~1.In.fIO!Il OPTlOIW.fORM)3I( ..... } 
1lpanI.Oq<I1>J GSA 
fAR (UCfR3U 110 
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Contract: GS·35F·0086U (Pa lantir 1 !no logies Inc) 
Task Order: HSCETC-1 3-F-00030 
BASE Contract 
Title: FALCON Operations and Maintenance Support Services 

Ceiling and Funding Information 

Total Task Order Fixed Price 

Total Obligated Funding 

Contracting Officer 

Harold Honegger 

DHSlICElITAD 

80 1l StNW 

Washington, DC 20001 

Telephone: 202·732·2668 

Prior to t b is act jon tb)(7)(E) 
This action 

~ 
6/14120 13 

Period of Performance 

Task Order Administration 

Email: harold.honegger@ice.dhs.gov 

Ends 

3/13120 14 

Contract Specialist 

Vanessa McNair 

DHs/ICElITAD 

80 1 lStNW 

Total 

Washington, DC 2000 I 

Telephone: 202·732·2589 

Email: vancssa.p.mcnair@ice.dhs.gov 

COR 
Andrew Fox 

Contracting Officer Representatives (CORJACOR) 
ACOR 

Sefanit Bayou 

Management and Program Analyst 

DHS - ICE - HS I - IS&IM 

500 12'11 5t NW 

Washington, DC 20024 

Telephone: 202-732·3666 

Email: andrew.fox@ice.dhs.gov 

Management and Program Analyst 

DHS · ICE - HSI - IS&IM 

500 12m St SW 

Washington, DC 20524 

Telephone: 202-732-3663 

Email: sefanjt.bayou@ice.dhs.gov 

List of Attacbments and Other Documents 

Attachment Number AUachm ent T ille Date Number of Pages Cross Document Version 
Reference 
Materia ls 

I Contract 6113120 13 4 Base 
Adm inistration 

2 PWS 6113120 13 39 Base 

3 Special Terms and 611312013 " Bas. 
Conditions 

2018-IC LI-00009 2903 

002903epic.org EPIC-17-08-14-ICE-FOIA-20180821-6thInterim-Production-pt3



Contract Administration 

A. CONTRACT ADMINISTRATION REPRESENTATIVES 

Contracting personnel responsible for administering this contract: 

Contract S ecialist: 
b)(6);(b)(7)(C) 

DHSIICE 
901l StNW 
Washington, DC 20001 
Office: (202) 732 (b)(6);( 
Email: (b)(6);(b)(7)(C) 

Contract S ecialist: 
(b)(6);(b)(7)(C) 

DHSIICE 
901 I StNW 
Washington, DC 20001 
Office: (202) 732~(b)(6);( I 
Email tb)(6);(b)(7)(C) 

Contracting Officer Representatives (CORs) for this contract: 

Contractin Officer Representative (COR): 
(b)(6);(b)(7)(C) 

Management and Program Analyst 
DHS - ICE - HSI - IS&IM 
50012" St NW 
Washington, DC 20024 
Office: (202) 7321(b)(6);@ 
Emai l : ~b)(6 ) ; (b )(7 )(C) 

Alternate Contracting Officer Representative (ACOR): 
kb)(6);(b)(7)(C) I 
DHS/ICElHSIIDIV 6 
Homeland Security Investigations 
Potomac Center North 
50012" St SW 
Washington, DC 20536 
Office: 202 732 (b)(6);( 
Email : (b)(6);(b)(7)(C) 

B. APPROVAL OF CONTRACTOR TRAVEL 

I. Unless exempted from the advanced approval requirements outlined in paragraph (b) 
below, any contractor travel which may be directly charged to the contract must be authorized in 
advance by the Contracting Officer Representative (COR). Travel shall be authorized under this 

Attachment I 
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Contract Administration 

task order only when the travel is required to provide a direct service or specific product to the 
Government that is identified in the Perfonnance Work Statement (PWS). The contractor shall 
identify the need for travel and shall clearly identify in an accompanying narrative the 
relationship of the travel to the direct service required by the Government. Unless/until the COR 
specifically approves the travel, the contractor shall not invoice for any travel costs incurred. 
Travel and associated costs for such travel (lodging, per diem, and incidental expenses) shall be 
allowable only in accordance with the limitations of FAR 31.205-46. 

2. The advance approval of travel covered in this clause does not apply to local 
transportation. Local transportation, for this task order, is defined as travel within 100 miles 
from the contractor personnel 's assigned work location for perfonnance of the task order that 
does not involve an overnight stay. 

3. To obtain the approval for travel, the contractor shall submit a separate written request 
(via email) to the COR for each instance of travel for the contractor (including subcontractors 
andlor consultants) that is contemplated as a direct charge under the task order. The request shall 
include (at a minimum) the following infonnation: 

a. lndividual(s) traveling. Identify position and affiliation as a contractor/subcontractor 
employee or authorized consultant. 

b. Description of circumstances necessitating the travel. Identify the tasks that will 
benefit from the travel and detail the correlation of the travel to the requirements of the statement 
of work. 

c. Identify the estimated cost to include a cost breakdown. Explain why this is the most 
cost effective means to fulfill the statement of work requirements. 

4. For approved travel, the contractor shall be reimbursed for allowable and allocable travel 
costs actually incurred by and paid to the contractor's employees, provided such costs do not 
exceed the amount that would be payable to an employee of the Immigration and Customs 
Enforcement (ICE) conducting the same travel while on Government business. In detennining 
the dollar value of allowable contractor employee travel costs, the limitation of the Federal 
Travel Regulations effective on the date of travel will apply to contractor employees to the same 
extent they apply to Federal Government employees. 

5. The contractor may be required to furnish to the Contracting Officer (CO) documentary 
proof of every travel expenditure that exceeds twenty-five dollars ($25), including receipts for 
common carrier transportation expenditures. Bona-fide lodging receipts may be required to be 
submitted by the contractor along with the monthly invoices. 

6. The contractor may elect to reimburse its employees for meals and incidental expenses (as 
defined in the Federal Travel Regulations) on a per diem basis, and the contractor will be 
reimbursed for such payments. In no event shall the reimbursement allowed under this provision 
exceed the standard per diem for meals and incidental expenses allowable under the Federal 
Travel Regulations. 

7. To the maximum extent practicable, consistent with travel requirements, the contractor 

Attachment 1 
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Contract Administration 

agrees to use the reduced air transponation and hoteVmotel rates and services provided through 
available Government discount air fares and lodging rates for bona-fide employee travel that is 
otherwise reimbursable as a direct cost pursuant to this task order when use of such rates results 
in the lowest overall cost. The contractor shall submit a request, including pertinent infonnation, 
for specific authorization to use these rates to the Contracting Officer. 

8. While on travel. contractor personnel shall clearly identify corporate affiliation at the start 
of any meeting. While conducting training. attending ICE-sponsored meetings, or while on a 
Government site, contractor personnel shall wear a badge which identifies the individual as a 
contractor employee. Contractor personnel are strictiy prohibited from acting as a representative 
of the ICE. 

C. INVOICING INSTRUCTIONS 

1. lnvoices shall be submitted on a monthly basis to as outlined below. The monthly invoice 
amount will be based on the total price of the base period divided by the period of performance 
of the base period. Ifan option period is exercised under this task order. the invoicing for the 
option period will be determined in the same manner. Invoicing for ODCs will occur at cost to 
the offeror. Proper documentation ofODC costs shall be submitted along with invoices. 

2. Invoice Submission: 

a. Primary method of submission is email. Invoices shall be submitted to: 

fb)(7)(E) 

Additionally, copies of all submitted invoices shall be emailed to the Contracting 
Officer (CO) and Contracting Officer Representative (COR). 

Each email shall be in a .pdffonnat; contain only one (1) invoice and the subject line 
of the email will annotate the invoice number. 

b. Alternate method of submission is fax. Invoices shall be submitted to: 

802-288-7658 

Each fax shall have a cover sheet identifying point of contact, phone number and 
number of pages. 

Note: The Contractor's Dunn and Bradstreet (D&B) DUNS number must be active in 
the System for Award Management (SAM) at https:llwww.sam.gov. 

3. Content of Invoices: Each invoice submission shall contain the following information: 

a. Name and address of the Contractor. The name, address and DUNS number on the 
invoice MUST match the infonnation in both the Contract/Agreement and the information in 
the SAM; 

b. Dunn and Bradstreet (D&B) DUNS number; 
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Contract Administration 

c. Invoice date and invoice number; 
d. Agreement/Contract number, contract line item number and, if applicable, the order 

nwnber; 
e. Description. quantity. unit of measure. unit price and extended price of the items 

delivered; 
( Shipping number and date of shipment. including the bill oflading number and weight 

of shipment if shipped on Government bill of lading; 
g. Tenns of any discount for prompt payment offered; 
h. Remit to Address; 
i. Name, title, and phone number of person to notify in event of defective invoice; 
j. Whether the invoice is "Interim" or "Final"; and 
k. ICE program office designated on order/contract/agreement. 

In accordance with Contract Clause, FAR 52.212-4(g)(I). Contract Terms and Conditions 
- Commercial Items, or FAR 52.232-25(a)(3), Prompt Payment, as applicable, the 
information identified above is required with each invoice submission. 

4. Payment Inquiries: Questions regarding invoice submission or payment. please contact 
ICE Financial Operations at 1-877-491-6521 or bye-mail at fb)(7)(E) I 
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Special T enns and Conditions 

A. Federal Acquisition Regulation (FAR) clauses that are pertinent to this task order and are 
hereby incorporated by reference. 

FAR 52.202-1 

FAR 52.204-2 

FAR 52.204-4 

FAR 52.204-9 

FAR 52.204-12 

FAR 52.204-13 

FAR 52.212-4 

FAR 52.217-8 

FAR 52.227-19 

FAR 52.228-5 

FAR 52.229-3 

FAR 52.232-1 

FAR 52.232-8 

FAR 52.232-ll 

FAR 52.245-1 

FA R 52.245-9 

DEFINITIONS (JAN 2012) 

SECURITY REQUIREMENTS (AUG 1999) 

PRINTED OR COPIED DOUBLE-SIDED ON POSTCONSUMER 
FIBER CONTENT PAPER (MAY 20ll) 

PERSONAL IDENTITY VERIFICATION OF CONTRACTOR 
PERSONNEL (JAN 201 I) 

DATA UNIVERSAL NUMBERING SYSTEM NUMBER 
MAINTENANCE (DEC 2012) 

CENTRAL CONTRACTOR REGISTRATION MAINTENANCE 
(DEC 2012) 

CONTRACT TERMS AND CONDITIONS (FEB 2012) 

OPTION TO EXTEND SERVICES (FEB 2012) 

COMMERCIAL COMPUTER SOFTWARE LICENSE (DEC 2007) 

INSURANCE-WORK ON GOVERNMENT INSTALLATION (JAN 
1997) 
FEDERAL, STATE, AND LOCAL TAXES (FEB 2013) 

PAYMENTS (APR 1984) 

DISCOUNTS FOR PROMPT PAYMENT (FEB 2002) 

EXTRAS (APR 1984) 

GOVERNMENT PROPERTY ALTERNATE I (APR 2012) 

USE AND CHARGES (APR 2012) 

The clauses incorporated by reference outlined above are with the same force and effect as if 
they were given in full text. Upon request, the Contracting Officer will make their full text 
available. Also, the full text of these clauses may be accessed electronically at 
http://farsite.hill.af.millvffar l.htm or http://farsite.hill .af.mill 
Immigration and Customs Enforcement: 
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B. Federal Acquisition Regulation (FAR) clauses that are pertinent to this task order and are 
provided in full text. 

FAR 52.212-5 CONTRACT TERMS AND CONDITIONS REQUIRED TO 
IMPLEMENT STATUES OR EXECUTIVE ORDERS -
COMMERCIAL ITEMS (JAN 2013) 

(a) The Contractor shall comply with the following Federal Acquisition Regulation (FAR) 
clauses, which are incorporated in this contract by reference, to implement provisions of law or 
Executive orders applicable to acquisitions of commercial items: 

(I) 52.222-50. Combating Trafficking in Persons (FEB 2009) (22 U.S.c. 7104(g». 
_ Alternate I (AUG 2007) of 52.222-50 (22 U.S.C. 71 04(g)). 
(2) 52.233-3, Protest After Award (AUG 1996)(31 U.S.C. 3553). 
(3) 52.233-4, Applicable Law for Breach of Contract Claim (OCT 2004) (Pub. L. lOS-77, 
lOS-7S). 

(b) The Contractor shall comply with the FAR clauses in this paragraph (b) that the contracting 
officer has indicated as being incorporated in this contract by reference to implement provisions 
of law or Executive orders applicable to acquisitions of commercial items: 

[Contracting Officer check as appropriate.] 
_ X_ (1) 52.203-6, Restrictions on Subcontractor Sales to the Government 
(Sept 2006), with Alternate I (Oct 1995)(41 U.S.C. 253g and 10 U.S.c. 
2402). 
X (2) 52.203-13, Contractor Code of Business Ethics and Conduct 

(Apr 2010) (Pub. L. II 0-252, Title VI, Chapter 1 (41 U.S.C. 251 note)). 
_ (3) 52.203-15, Whistleblower Protections under the American 
Recovery and Reinvestment Act of 2009 (Jun 2010) (Section 1553 of Pub 
L. 111-5) (Applies to contracts funded by the American Recovery and 
Reinvestment Act of2009). 
_X_ (4) 52.204-10, Reporting Executive compensation and First-Tier 
Subcontract Awards (Aug 2012) (Pub. L. 109-282) (31 U.S.C. 6101 note). 

(5) 52.204-11 , American Recovery and Reinvestment Act- Reporting 
Requirements (Jul 20 I 0) (Pub. L. 111-5). 
_X_ (6) 52.209-6, Protecting the Government' Interest When 
Subcontracting with Contractors Debarred, Suspended, or Proposed for 
Debarment (Dec 2010) (31 U.S.C. 6101 note). 
_X_ (7) 52.209-9, Updates of Publicly Available Infonmation Regarding 
Responsibility Matters (Feb 2012) (41 U.S.c. 2313). 
_ X_ (8) 52.209-10, Prohibition on Contracting with Inverted Domestic 
Corporations (May 2012) (section 73S of Division C of Public Law 112-
74, section 740 of Division C of Pub. L. 111-117, section 743 of Division 
D of Pub. L. III-S, and section 745 of Division D of Pub. L. 110-161). 
_ (9) 52.219-3, Notice of HUBZone Set-Aside or Sole-Source Award 
(Nov 2011) (15 U.S.c. 657a). 
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_ (1 0) 52.219-4, Notice of Price Evaluation Preference for HUBZone 
Small Business Concerns (Jan 2011) (if the offeror elects to waive the 
preference. it shall so indicate in its offer)( 15 U.S.c. 657a). 
_ (I I) [Reserved] 
_ (12) (i) 52.219-6, Notice of Total Small Business Aside (Nov 201 I) 
(15 U.S.C. 644). 
_ (ii) Alternate I (Nov 201 I). 

(iii) Alternate II (Nov 2011). 
_ (13) (i) 52.219-7, Notice of Partial Small Business Set-Aside (June 
2003) (15 U.S.C. 644). 
_ (ii) Alternate I (Oct 1995) of52.219-7. 

(iii) Alternate II (Mar 2004) of 52.219-7. 
_ (14) 52.219-8, Utilization of Small Business Concerns (Jan 20 II) (15 
U.S.C. 637(d)(2) and (3». 
_ (15) (i) 52.219-9, Small Business Subcontracting Plan (Jan 201 I) (15 
U.S.C. 637 (d)(4).) 
_ (ii) Alternate I (Oct 2001) of52.219-9. 
_ (iii) Alternate II (Oct 2001) of52.219-9. 
_ (iv) Alternate III (July 2010) of 52.219-9. 

(16) 52.219-13, Notice of Set-Aside of Orders (Nov 2011) (15 U.S.C. 
644(r». 
_ (17) 52.219-14, Limitations on Subcontracting (Nov 2011) (15 U.S.C. 
637(a)(14». 
_ (18) 52.219-16, Liquidated Damages-Subcontracting Plan (Jan 
1999) (15 U.S.c. 637(d)(4)(F)(i». 
_ (19) (i) 52.219-23, Notice of Price Evaluation Adjustment for Small 
Disadvantaged Business Concerns (Oct 2008) (10 U.s.c. 2323) (if the 
offeror elects to waive the adjustment, it shall so indicate in its offer). 
_ (ii) Alternate I (June 2003) of 52.219-23. 
_ (20) 52.219-25, Small Disadvantaged Business Participation 
Program- Disadvantaged Status and Reporting (Dec 2010) (Pub. L. 103-
355, section 7102, and 10 U.S.C. 2323). 
_ (21) 52.219-26, Small Disadvantaged Business Participation 
Program- Incentive Subcontracting (Oct 2000) (Pub. L. 103-355, section 
7102, and 10 U.S.C. 2323). 
_ (22) 52.219-27, Notice of Service-Disabled Veteran-Owned Small 
Business Set-Aside (Nov 2011) (15 U.S.C. 657f). 
_ (23) 52.219-28, Post Award Small Business Program 
Rerepresentation (Apr 2012) (15 V.S.c. 632(a)(2». 
_ (24) 52.219-29, Notice of Set-Aside for Economically Disadvantaged 
Women-Owned Small Business (EDWOSB) Concerns (Apr 2012) (15 
U.S.C. 637(m». 

(25) 52.219-30, Notice of Set-Aside for Women-Owned Small 
Business (WOSB) Concerns Eligible Under the WOSB Program (Apr 
2012) (15 U.S.C. 637(m». 
_ (26) 52.222-3, Convict Labor (June 2003) (E.O. 11755). 
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_ (43) 52.226-4, Notice of Disaster or Emergency Area Set-Aside (Nov 
2007)(42 U.S.C. 5150). 
_ (44) 52.226-5, Restrictions on Subcontracting Outside Disaster or 
Emergency Area (Nov 2007) (42 U.S.C. 5150). 
_X_ (45) 52.232-29, Terms for Financing of Purchases of Commercial 
Items (Feb 2002)(41 U.S.C. 255(1), 10 U.S.c. 2307(1)). 
_ (46) 52.232-30, Installment Payments for Commercial Items (Oct 
1995) (41 U.S.C. 255(1), 10 U.S.C. 2307(1)). 
_X_ (47) 52.232-33, Payment by Electronic Funds Transfer---{;entral 
Contractor Registration (Oct. 2003) (31 U.S.C. 3332). 
_ (48) 52.232-34, Payment by Electronic Funds Transfer---{)ther Than 
Central Contractor Registration (May 1999) (31 U.S.C. 3332). 
_ (49) 52.232-36, Payment by Third Party (Feb 2010) (31 U.S.C. 3332). 
_X_ (50) 52.239-1 , Privacy or Security Safeguards (Aug 1996) (5 U.S.C. 
552a). 
_ (5 1) (i) 52.247-64, Preference for Privately Owned U.S.-Flag 
Commercial Vessels (Feb 2006) (46 U.S.C. Appx 1241 (b) and 10 U.S.C. 
263 I). 
_ (ii) Alternate I (Apr 2003) of 52.247-64. 

(c) The Contractor shall comply with the FAR clauses in this paragraph (c), applicable to 
commercial services, that the Contracting Officer has indicated as being incorporated in this 
contract by reference to implement provisions of law or executive orders applicable to 
acquisitions of commercial items: 

[Contracting Officer check as appropriate.] 
_X_ (I) 52.222-41 , Service Contract Act of 1965 (Nov 2007) (41 U.s.C. 
351, el seq.). 
_X_ (2) 52.222-42, Statement of Equivalent Rates for Federal Hires 
(May 1989) (29 U.S.C. 206 and 41 U.S.C. 351, el seq.). 
_X_ (3) 52.222-43, Fair Labor Standards Act and Service Contract Act-
Price Adjustment (Multiple Year and Option Contracts) (Sep 2009) (29 
U.S.C.206 and 41 U.S.C. 351 , el seq.). 
_ (4) 52.222-44, Fair Labor Standards Act and Service Contract Act-
Price Adjustment (Sep 2009) (29 U.S.C. 206 and 41 U.S.c. 351 , el seq.). 
_ (5) 52.222-51, Exemption from Application of the Service Contract 
Act to Contracts for Maintenance, Calibration, or Repair of Certain 
Equipment--Requirements (Nov 2007) (41 U.S.C. 351, el seq.). 
_ (6) 52.222-53, Exemption from Application of the Service Contract 
Act to Contracts for Certain Services--Requirements (Feb 2009) (41 
U.S.C. 351 , el seq.). 
_X_ (7) 52.222-17, Nondisplacement of Qualified Workers (Jan 2013) 
(E.O. 13495). 
_ (8) 52.226-6, Promoting Excess Food Donation to Nonprofit 
Organizations. (Mar 2009) (Pub. L. 110-247). 
_ (9) 52.237-11, Accepting and Dispensing of$1 Coin (Sep 2008) (31 
U.S.C.5 112(p)(I)). 
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(d) Comptroller General Examination of Record The Contractor shall comply with the 
provisions of this paragraph (d) if this contract was awarded using other than sealed bid, is in 
excess of the simplified acquisition threshold, and does not contain the clause at 52.215-2, Audit 
and Records -- Negotiation. 

(e) 

(1) The Comptroller General of the United States, or an authorized representative of the 
Comptroller General , shall have access to and right to examine any of the Contractor's 
directly pertinent records involving transactions related to this contract. 
(2) The Contractor shall make available at its offices at all reasonable times the records, 
materials, and other evidence for examination, audit, or reproduction, until 3 years after 
final payment under this contract or for any shorter period specified in FAR Subpart 4.7, 
Contractor Records Retention, of the other clauses of this contract. Jfthis contract is 
completely or partially terminated, the records relating to the work terminated shall be 
made available for 3 years after any resulting final termination settlement. Records 
relating to appeals under the disputes clause or to litigation or the settlement of claims 
arising under or relating to this contract shall be made available until such appeals, 
litigation, or claims are finally resolved. 
(3) As used in this clause. records include books, documents, accounling procedwes and 
practices, and other data, regardless oflype and regardless of form. This does not require 
the Contractor to create or maintain any record that the Contractor does not maintain in 
the ordinary course of business or pursuant to a provision of law. 

(I) Notwithstanding the requirements of the clauses in paragraphs (a), (b), (c) and (d) of 
this clause, the Contractor is not required to flow down any FAR clause, other than those 
in this paragraph (e)(l) in a subcontract for commercial items. Unless otherwise indicated 
below, the extent of the flow down shaH be as required by the clause-

(i) 52.203-13, Contractor Code of Business Ethics and Conduct (Apr 2010) (Pub. 
L. 110-252, Title VI, Chapter 1(41 U.S.C. 251 note)). 
(ii) 52.219-8, Utilization of Small Business Concerns (Dec 2010) (I5 U.S.C. 
637(d)(2) and (3», in all subcontracts that offer further subcontracting 
opportunities. If the subcontract (except subcontracts to small business concerns) 
exceeds $650,000 ($1.5 million for construction of any public facility), the 
subcontractor must include 52.219-8 in lower tier subcontracts that offer 
subcontracting opportunities. 
(iii) 52.222-17, Nondisplacement of Qualified Workers (Jan 2013) (E.O. 13495). 
Flow down required in accordance with paragraph (I) of FAR clause 52.222-17. 
(iv) 52.222-26, Equal Opportunity (Mar 2007) (E.O. 11246). 
(v) 52.222-35, Equal Opportunity for Veterans (Sep 2010) (38 U.S.c. 4212). 
(vi) 52.222-36, Affirmative Action for Workers with Disabilities (Oct 2010) (29 
U.S.C. 793). 
(vii) 52.222-40, Notification of Employee Rights Under the National Labor 
Relations Act (Dec 2010) (E.O. 13496). Flow down required in accordance with 
paragraph (I) of FAR clause 52.222-40. 
(viii) 52.222-41 , Service Contract Act of 1965, (Nov 2007), (41 U.S.C. 351, et 
seq.) 
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(ix) 52.222-50, Combating Trafficking in Persons (Feb 2009) (22 U.S.C. 
7104(g)). 

_ Alternate I (Aug 2007) of 52.222-50 (22 U.S.C. 7104(g)). 
(x) 52.222-5 1, Exemption from Application of the Service Contract Act to 
Contracts for Maintenance, Calibration, or Repair of Certain Equipment-
Requirements (Nov 2007) (4 1 U.S.C. 35 1, e1 seq.) 
(xi) 52.222-53, Exemption from Application of the Service Contract Act to 
Contracts for Certain Services--Requirements (Feb 2009) (41 U.S.c. 351, e1 seq.) 
(xii) 52.222-54, Employment Eligibility Verification (JuI 2012). 
(xiii) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations. 
(Mar 2009) (Pub. L. 110-247). Flow down required in accordance with paragraph 
(e) of FAR clause 52.226-6. 
(xiv) 52.247-64, Preference for Privately-Owned U.S. Flag Commercial Vessels 
(Feb 2006) (46 U.S.C. Appx 1241 (b) and ID U.S.C. 263 1). Flow down required in 
accordance with paragraph (d) of FAR clause 52.247-64. 

(2) While not required, the contractor may include in its subcontracts for commercial 
items a minimal number of additional clauses necessary to satisfy its contractual 
obligations. 

FAR 52.217-8 OPTION TO EXTEND SERVICES (FEB 2012) 

The Government may require continued performance of any services within the limits and at the 
rates specified in the contract. These rates may be adjusted only as a result of revisions to 
prevailing labor rates provided by the Secretary of Labor. The option provision may be exercised 
more than once, but the total extension of performance hereunder shall not exceed 6 months. The 
Contracting Officer may exercise the option by written notice to the Contractor 30 calendar 
days prior to the end of the current period of performance. 

FAR 52.217-9 OPTION TO EXTEND THE TERM OF THE CONTRACT (MAR 
2000) 

(a) The Government may extend the term of this contract by written notice to the Contractor 
within 30 calendar days; provided that the Government gives the Contractor a preliminary 
written notice of its intent to extend at least 60 days before the contract expires. The preliminary 
notice does not commit the Government to an extension. 

(b) If the Government exercises this option, the extended contract shall be considered to include 
this option clause. 

(c) The total duration of this contract, including the exercise of any options under this clause, 
shall not exceed four (4) years and nine (9) months. 
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FAR 52.232-19 AVAILABILITY OF FUNDS FOR THE NEXT FISCAL YEAR 
(APR 1984) 

Funds are not presently available for performance under this contract beyond March 13,2014. 
The Government's obligation for performance of this contract beyond that date is contingent 
upon the availability of appropriated funds from which payment for contract purposes can be 
made. No legal liability on the part of the Government for any payment may arise for 
performance under this contract beyond March 13,2014, until funds are made available to the 
Contracting Officer for perfonnance and until the Contractor receives notice of availability, to be 
confinned in writing by the Contracting Officer. 

C. Homeland Security Acquisition Regulation (HSAR) clauses that are pertinent to this task 
order and are provided in full text. 

HSAR 3052.204-70 SECURITY REQUIREMENTS FOR UNCLASSIFIED 
INFORMATION TECHNOLOGY RESOURCES (JUN 2006) 

(a) The Contractor shall be responsible for Infonnation Technology (IT) security for all systems 
connected to a DHS network or operated by the Contractor for DHS, regardless of location. This 
clause applies to all or any part of the contract that includes information teclmology resources or 
services for which the Contractor must have physical or electronic access to sensitive 
information contained in DHS unclassified systems that directly support the agency's mission. 

(b) The Contractor shall provide, implement, and maintain an IT Security Plan. This plan shall 
describe the processes and procedures that will be followed to ensure appropriate security ofIT 
resources that are developed, processed, or used under this contract. 

(1) Within 30 calendar days after contract award, the contractor shall submit for approval its IT 
Security Plan, which shall be consistent with and further detail the approach contained in the 
offeror's proposal. The plan, as approved by the Contracting Officer, shall be incorporated into 
the contract as a compliance docwnent. 

(2) The Contractor's IT Security Plan shall comply with Federal laws that include, hut are not 
limited to, the Computer Security Act of 1987 (40 U.S.C. 1441 et seq.); the Government 
Information Security Reform Act of2000; and the Federal Infonnation Security Management 
Act of2002; and with Federal policies and procedures that include, but are not limited to, OMS 
Circular A·130. 

(3) The security plan shall specifically include instructions regarding handling and protecting 
sensitive infonnation at the Contractor's site (including any information stored, processed, or 
transmitted using the Contractor's computer systems), and the secure management, operation, 
maintenance, programming, and system administration of computer systems, networks, and 
telecommunications systems. 

(c) Examples of tasks that require security provisions include--
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(1) Acquisition, transmission or analysis of data owned by DHS with significant replacement 
cost should the contractor's copy be corrupted; and 

(2) Access to DHS networks or computers at a level beyond that granted the general public (e.g., 
such as bypassing a firewall). 

(d) At the expiration of the contract, the contractor shall return all sensiti ve DHS information and 
IT resources provided to the contractor during the contract, and certify that all non-public DHS 
infonnation has been purged from any contractor-owned system. Components shall conduct 
reviews to ensure that the security requirements in the contract are implemented and enforced. 

(e) Within 6 months after contract award, the contractor shall submit written proof of IT Security 
accreditation to DHS for approval by the DHS Contracting Officer. Accreditation will proceed 
according to the criteria of the DHS Sensitive System Policy Publication, 4300A (Version 2.1 , 
July 26, 2004) or any replacement publication, which the Contracting Officer will provide upon 
request. This accreditation will include a final security plan, risk assessment, security test and 
evaluation, and di saster recovery plan/continuity of operations plan. This accreditation, when 
accepted by the Contracting Officer, shall be incorporated into the contract as a compliance 
document. The contractor shall comply with the approved accreditation documentation. 

HSAR 3052.204-71 CONTRACTOR EMPLOYEE ACCESS - ALTERNATE I (JUN 2006) 

(a) Sensitive Information, as used in this Chapter, means any information, the loss, misuse, 
disclosure, or unauthorized access to or modi fication of which could adversely affect the national or 
homeland security interest, or the conduct of Federal programs, or the privacy to which individuals 
are entitled under section 552a of title 5, United States Code (the Privacy Act), but which has not 
been specifically authorized under criteria established by an Executive Order or an Act of Congress 
to be kept secret in the interest of national defense, homeland security or foreign policy. This 
definition includes the following categories of information: 

(I) Protected Critical Infrastructure Information (PCII) as set out in the Critical Infrastructure 
Information Act of2002 (Title II, Subtitle B, of the Homeland Security Act, Public Law 107-296, 
196 Stat. 2135), as amended, the implementing regulations thereto (Title 6, Code of Federal 
Regulations, Part 29) as amended, the applicable PCII Procedures Manual , as amended, and any 
supplementary gu idance officia lly communicated by an authorized officia l of the Department of 
Homeland Security (including the PCII Program Manager or hi slher designee); 

(2) Sensitive Security In formation (SSI), as defined in Title 49, Code of Federal Regulations, Part 
1520, as amended, "Policies and Procedures of Safeguarding and Control of SSI," as amended, and 
any supplementary guidance offic ially communicated 

by an authorized offic ial of the Department of Homeland Security (including the Assistant Secretary 
for the Transportation Security Administration or hislher designee); 

(3) Information des ignated as "For Official Use Only," which is unclassified information of a 
sensitive nature and the unauthorized disclosure of which could adversely impact a person's privacy 
or welfare, the conduct of Federal programs, or other programs or operat ions essentia l to the national 
or homeland security interest; and 
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(4) Any information that is designated "sensit ive" or subject to other controls, safeguards or 
protections in accordance with subsequent ly adopted homeland security information handling 
procedures. 
(b) "Information Technology Resources" include, but are not limited to, computer equipment, 
network ing equipment, telecommunications equipment, cabling, network drives, computer drives, 
network software, computer software, software programs, intranet sites, and internet sites. 

(c) Contractor employees working on this contract must complete such forms as may be necessary 
for security or other reasons, including the conduct of background investigations to determine 
suitability. Completed forms shall be submitted as directed by the Contracting Officer. Upon the 
Contracting Officer's request, the Contractor's employees sha ll be fingerprinted, or subject to other 
investigations as required. All contractor employees requiring recurring access to Government 
facilities or access to sensitive information or IT resources are required to have a favorably 
adjudicated background investigation prior to commencing work on this contract unless this 
requirement is waived under Departmental procedures. 

(d) The Contracting Officer may require the contractor to prohibit individuals from working on the 
contract if the government deems their initial or continued employment contrary to the public interest 
for any reason, including, but not limited to, carelessness, insubordination, incompetence, or security 
concerns. 

(e) Work under this contract may involve access to sensitive information. Therefore, the Contractor 
shall not disclose, orally or in writing, any sensitive information to any person unless authorized in 
writing by the Contracting Officer. For those contractor employees authorized access to sensitive 
information, the contractor shal l ensure that these persons receive training concerning the protection 
and disclosure of sens itive information both during and after contract performance. 

(f) The Contractor shall include the substance of this clause in all subcontracts at any tier where the 
subcontractor may have access to Government facilities, sensitive information, or resources. 

(g) Before receiving access to IT resources under this contract the individual must receive a security 
briefing, which the Contracting Officer's Technical Representative (COTR) will arrange, and 
complete any nondisc losure agreement furnished by DHS. 

(h) The contractor shall have access only to those areas of DHS information technology resources 
explicitly stated in this contract or approved by the COTR in writing as necessary for performance of 
the work under this contract. Any attempts by contractor personnel to ga in access to any information 
technology resources not expressly authorized by the statement of work, other terms and conditions 
in this contract, or as approved in writing by the COTR, is strictly prohibited. In the event of 
violation of this provision, DHS will take appropriate actions with regard to the contract and the 
individual(s) invo lved. 

(i) Contractor access to DHS networks from a remote location is a temporary privilege for mutual 
convenience while the contractor perfonns business for the DHS Component. It is not a right, a 
guarantee of access, a condition of the contract, or Government Furnished Equipment (GFE). 

Attachment 3 
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Special Tenns and Conditions 

G> Contractor access will be tenninated for unauthorized use. The contractor agrees to hold and save 
DHS harmless from any unauthorized use and agrees not to request additiona l time or money under 
the contract for any delays resulting from unauthorized use or access. 

(k) Non-U.S. citizens sha ll not be authorized to access or assist in the development, operation, 
management or maintenance of Department IT systems under the contract, unless a waiver has been 
granted by the Head of the Component or designee, with the concurrence of both the Department's 
Chief Security Officer (CSO) and the Chief Infonnation Officer (CIO) or their designees. Within 
DHS Headquarters, the waiver may be granted only with the approval of both the CSO and the CIO 
or their designees. In order for a waiver to be granted: 

(I) The individual must be a legal pennanent resident of the U. S. or a citizen of Ireland, Israe l, the 
Republic of the Philippines, or any nation on the Allied Nations List maintained by the Department 
of State; 

(2) There must be a compelling reason for using this individual as opposed to a U. S. citizen; and 

(3) The waiver must be in the best interest of the Government. 
52-606-01-2006 HSAR 

(I) Contractors shall identify in their proposals the names and citizenship of all non-U.S. citizens 
proposed to work under the contract. Any additions or deletions of non-U.S. citizens after contract 
award shall also be reported to the contracting officer. 

HSAR 3052_228-70 INSURANCE (DEC 2003) 

In accordance with the clause entitled " Insurance - Work on a Government Installation" [or 
Insurance - Liability 10 Third PersonsJ in Section I, insurance of the following kinds and minimum 
amounts shall be provided and maintained during the period of perfonnance of this contract: 

(a) Worker's compensation and employer's liability. The contractor shall, as a minimum, meet the 
requirements specified at (FAR) 48 CFR 28.307-2(3). 

(b) General liability. The contractor shall, as a minimum, meet the requirements specified at (FAR) 
48 CFR 28.307-2(b). 

(c) Automobile liability. The contractor shall, as a minimum, meet the requirements spec ified at 
(FAR) 48 CFR 28.307-2(c). 

Attachment 3 
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AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT 11 COHTRACT ID COOE I P47 01 PAGfS 2 

2 AMENOMENTIMOO IFICATION NO, 3 EFFECTIVE DATE ~ , REOU1SITIONIPURCHASE REO NO 15 PROJECT NO Iltapplic.OIe) 

POOO06 See Block 16C 192 1l 4VHQ6 I SI 0039 
6 lSSUEOIIY CODE ICE/TC/IT SERVICE 1 ADMINISTERED IIY (II 0It»t _ IHtm 0) CODE ICE/TC/IT 
ICE/l nfo Tech Svs/IT Services ICE/Info Tech Svs/IT Services 
Immigration and Customs Enforcement Immigration and Customs Enforcement 
Office of Acquisition l a)(9j ment Office of Acquisition Management 
901 I Street NW, Suite b 6): 801 I Street NW , Suite b 6);(1 
Washington DC 20536 Attn: )( 

Washington DC 20536 
e NAAIEANO ADDRESS (lFCONTRACTOR 1No. _ _ • __ lPCo6o) 'x, 9A. f<MENOMENT OF SOLICITATION NO 

PALANTIR TECHNOLOGIES INC 
100 HAMILTON AVENUE 98 DATED (SEE ITEM II) 

SUITE 300 
PALO ALTO CA 943011650 

1~ MQ01f1(;ATk)N OF CONTRACTIOROER NO x GS-35F-0086U 
HSCETC-13-F-00030 
lOB OATEO(SEE ITEM IJ} 

CODE 3621309520000 I FACILITY COOE 06/ 13/2013 , , 
n.. .r>ow .....-~_---.a .. MlJor1h .. ..... l~ n..hour .... .... ~Ior'~of on.. . .. _ . -->_ ,.,.""_ 
01!.1 mUll ~ ~ of "'" -.:ImenI. pnor 10 \Iv hour .... dale t.pIOcifOld in ..... lOIicit*oon Of .. .."..-. by _ of IP'IIo ~ m~l: (I) 8 y compIMfIg 

l1em1 B and 1 S. _ ,etvrning cop;.l of ..... ~ ... : (II) 8y ~ """ipI of ""'" .... ....."... on NCh copy III 1M c/Ier aubmined. or (e) 8y 
Hparale leU« Of lellogr .... which incl.odel' ... '....::.!IIO Irle 1Or;c,~tion _ ","""""*'1 nun~1 F41lURE OF YOUR ACKNOW"EOGEMENT TO BE RECENEOAT 
TliE PlACE DESIGNATED FOR THE RrCEI'T OF OFFERS PRIOR TO THE HOIJR AND OATE SPECIFED M4Y RrSUL T IN REJECTION OF YOUR OFFER • by 
...,... of _ ~ )'OJ -... 10 c:IIIOCII '" alief ~ ~. IUd> ~ "III' 0. I'I\Ide by IMg'" '" ,. ... jII'OIIided ur;h IMgmI or _ m_ Nferllf10l 
10 .... aoIioIMion _ "'" ~ _ iI ........., pnor 10 ... 0!*'Iin0 hour_ dIHo ~ 

Ilb)(7)(E) 

CtECKOHE 

n . THIS ITEM ONLY APPliES TO MODIFICATION OF CONTMCTS/ORDERS. IT MODIFIES n.lE CONTMCTIORDER NO. AS DESCRIBED IN ITEM 1~. 

A THIS CHANGE ORDER IS ISSUED PURSUANT TO: ($pe(:j(ylUlhomr) THE CHANGES SET FORni IN ITEM 1 ~ ARE MADE IN THE CONTRACT 
ORDER NO. IN ITEM 1M 

B THE 480VE NUM8ERED CONTRACTIOROER IS MODIFIED TO REFlECT niE ADMINISTRATlVE CHAHGES (SUCh •• ~s in ~Y;flg alfoe. 
~_. _ .} SET FORni IN ITEM 1~, PURSUANT TO niE .wntORIlYOF FAR .Q.10J(b) 

l: HI~ :;UPPlEMEN AL A!;f'lI:I:MENT IS ~NT ~f'I~D INTD PUR:;UAN I TO AUTHORI Y O~ ' 

D O'H~I((!;pftaIJlype andlWf/rofltJ') 

X FAA 52 . 212-4 (c) Changes 

E.IMPORT.-.NT: ConttIClO< 1 

1~ DESCRIPTION OF AMENDMENTIMDDIFICATlON (OrgM'zlid Or UCF 5IJCfiM~ inI;:/<Jdro} tddI,lioM:oMrw;t suOjed __ '"sible) 

DUNS Number: 362 130952 
The purpose of this bilateral modification is to hereby do the following: 

1 . Add CLIN 1008 : Palantir Gotham FFP License Flat Rate Unlimited Cores. The period of 

SERVICE~ 

performance for this CLIN is 9/30/201 4,-~3~/1'}3~/~2~0~'~5~.==~A~,~a~r~e~,~u~'~t~O~f~t=h=i='~m==O=d=i=f=i=c=a=t=i=o=n=.==t=h=e====:J 
obligated contract value is i ncreased Kb)(7)(E) 

2 . I ncorporate the revised Performance Work Statement (PWS)dated September 11, 2014 . 

3. I ncorporate the Pa1antir License and Services Agreement (LSA). The PWS takes precedence 
ove r the LSA for the required scope of work. 
Continued 
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REFERENCE NO. OF DOCUMENT BEING CONTINUEO 

CONTINUATION SHEET GS- 3 5F- 0066U /HSCETC-13- F-00030/POOO 06 

NAME OF OFFEROR OR CC»ITAACTOR 

PALANT IR TECHNOLOG I ES INC 

ITEM NO 

IAI 
SUPPLIESISERVICES 

181 

As a result of this modification, the 

(b)(7)( E) 
b)(7)( E) 

Exempt Ac tion : N 
Delivery: 30 Days After Award 
Delivery Location Code: ICE/HSI/HQ-D6 
ICE Hm1nd Sec Inv HQ Div. 6 
Immigration and Customs Enforcement 
500 12th Street SW 
Washington DC 20024 

total 

Period of Performance: 06/14/2013 to 03/13/2015 

Add Item 1006 as follows : 

OUANTITY NIT 

(C) ( 0) 

UNIT PRICE 

lEI 

1006 OPTION PERIOD 1 : 
f b )(6);(b )(7)(C) 

PALANTIR GOTHAM FFP LICENSE FLAT RATE FOR 
UNLIMITED CORES 

Period of Performance : 09/30/2014 to 03/13/2015 

Al l other terms and conditions remain unchanged . 

Any questions regarding this modification, 
contact : 
Contracting Officer : b)(6 ):(b)(7)(C) 202-7 32 -¥b){6);(1 
COR: )()"( 202 732 ~(b)(6 ;(bl 
Vendoc poe, l(b)(6);(b)(7)(C) I 703-270 j,b1l6,;1 1 
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Incorporated herein is Palantir's License and Services Agreement ("Agreement"), by and between Contractor 
("Palantir Technologies Inc." or " Palantir") and the ordering entity ("Customer"). This Agreement sets forth 
the tenns and conditions pursuant to which Custo mer will license certain Palantir software products and 
contract for certain services from Palantir and pursuant to which Palantir will provide such products and 
services to Customer. 

PALANTIR LICENSING TERMS AND CONDITIONS 

I. Certain Definitions. Capitalized terms wil l have the 
meaning indicated above unless otherwise specifically 
defined in thesc Terms and Conditions or in any Exhibits 
hereto. 

1.1 "Palantir Gotham FFP License" means a license 
to the Products to be used in perpetuity on thc ICE Falcon 
enterprise instance of Palantir for an unlimited number of 
server cores on the terms and subject to the conditions sct 
forth in this Agreement and pursuant to the applicable 
mutually agreed upon Performance Work Statcmcnt 
("PWS"). For the avoidance of doubt, the PWS takcs 
precedence over this agreement with respect to the required 
scopc of work. 

1.2 "Product" means Palantir 's proprictary 
commercial Palantir Gotham software product(s) spccified 
in the Order (and any related purchase ordcrs, statcmcnts of 
work, or amendments, in each case incorporated into this 
Agreement) or provided in connection with this Agreement. 

1.3 "Upgrades" mean any helpers, extensions, plug
ins, and add-ons, in any format, ineluding any 
improvements, modifications, derivative works, patches, 
updates, and upgrades thcrcto that Palantir provides to 
Customer or that is developed in connection with this 
Agreement. 

2.Grantof License. Subject to Customer's continued and 
full compliance with all of the terms and conditions of this 
Agreement, Palantir hereby grants to Customer a non
transferable, non-exclusive license, wi thout any right to 
sublicense, to install , execute and use the Products and 
Upgradcs solely for its mission-related purposes, and only 
(i) in accordance with thc technical specification 
documentation provided to Customer by Palantir 
("Documentation"); and (ii) on the ICE FALCON system as 
specified in an annual statement of work to bc mutually 
agreed to by the parties and any modifications thereto. The 
annual statements of work will specil)r any deliverables 
Palantir will provide during the applicable period. For the 
avoidance of doubt, if the Customer declines to obtain 
annual support services/Operations and Maintenance 
("O&M") at any time, the Customcr shall have a perpetual 
license to the Products (as of the date annual support 
serviccs/O&M terminated) in accordancc with the terms and 
conditions ofth is Agreement, but Palantir shall have no 
further obligations to provide any additional Upgrades or 

O&M to Customer. Unless othcrwise stated in an 
applicablc Performance Work Statement, Customer wi ll be 
responsible, at its own cost and cxpense, for the 
procurement and maintenance of all necessary hardwarc, 
ineluding, without limitation, servers needed to fully operate 
and support the Product. Unless otherwise agreed to in 
writing by the panics in an applicable Statement of Work, 
database licenses arc not included and Customer will be 
responsible for payment and licensing of any required 
Oraclc database licenses. 

3. Ownership. Except for the license rights expressly 
provided hcrein, Palantir retains all rights, title and interest 
in and to the Products, Upgrades, Documentation, and any 
other rclated documentation, software, or materials provided 
by Palantir hereunder (including, without limitation, all 
patent, copyright, trademark, trade secret and other 
intellectual or industrial property rights embodied in any of 
the foregoing). Customer acknowledges that it is obtaining 
only a limitcd right to the Products and Upgradcs, 
notwithstanding any reference to the terms "purchase", 
"customer", or "unlimited" hercin. The Products and 
Upgrades are licensed and not sold, and no ownership rights 
are being conveyed to Customer under this Agreement. 
Customcr will maintain the copyright notice and any other 
notices or product identifications that appear on or in any 
Products and any associated mcdia. 

4.Restrictions. Customer will not (and will not allow any 
third party to): (i) reverse engineer or attempt to discover 
any source code or underlying idcas or algorithms of any 
Product or Upgrade (exccpt to the extent that applicable law 
expressly prohibits such a reverse engineering restriction); 
(ii) provide, lease, lend, usc for timesharing or service 
bureau purposes or otherwise use or allow others to use a 
Product or Upgrades for the benefit of any third pany, who 
is not authorizcd by the Customer for aecess to the ICE 
FALCON systcm; (iii) list or otherwise display or copy any 
object code of any Product or Upgrade; (iv) copy any 
Product or Upgrade (or component thereof), except that 
Customer may make a reasonable numbcr of copics of the 
Products and/or Documentation solely for backup, archival 
or disaster recovery purposes; (v) dcvelop any 
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improvcmcnt, modification or derivative work thereof or 
include a portion thereof in any other equipment or item; 
(vi) allow the transfer, transmission, export, or re-export of 
any Product or Upgrade (or any portion thereof) or any 
Palanti r t«hnical data; or (vii) perform benchmark tests 
wi thout the prior written consent of Palantir (any resul ts of 
such permitted benchmark tcsting shall be deemed 
Confidential Information of Palantir), Notwithstanding 
these restrictions, nothing shall prevent Customer from 
developmcnt of software that interfaces with Palantir's public 
Application Program Interface ("APIs''). All the limitations 
and restrictions on Products in this Agrcement also apply to 
Documentation. 

5 Confidentialltv To the extent allowed under applicable 
law (e.g. The Freedom of Information Act, 5 USC 552), 
Customer shall treat as confidential all Confidential 
Information (as defined below) of Palantir, and shall not use 
such Confidential Information except to exercise its rights and 
perform its obligations herein, and shall not disclose such 
Confidential Information to any third party other than 
disclosure on a need to know basis to a party's own 
advisors, attorneys, andlor bankers whom arc each subjcct 
to obligations of confidentiality at least as restrict ive as 
those stated herein. Without limiting the forego ing, 
Customer shall use at least the same degree of care as it uses 
to prevent the disclosure of its own confidential information 
of like importance, but in no event less than reasonable care, 
CUSlomer shall promptly notify Palantir of any actual or 
suspected misuse or unauthorized disclosure of Palantir's 
Confidential Information . "Confidential Information" shall 
mean 0) Products and Upgrades, (ii) Documentation and 
(iii) any other business, tcchnical or engineering 
information provided by Palantir to Customer, including thi rd 
party information, disclosed by Palantir to Customer, in any 
form and marked or otherwise designated as "Confidcntial" or 
"Proprietary" or in any form and by the nature of its 
disclosure would be understood by a reasonable person to be 
confidential and proprietary. Notwithstanding the foregoing, 
Confi dential Information shall not include any information 
that (a) is or becomes part of the public domain through no 
act or omission of Customer in breach of this Agreement, (b) 
is known to Customer at the time of disclosure without an 
obligation to keep it confidential, (c) becomes rightfully 
disclosed to Customer from another source without 
restriction on disclosure or usc, or (d) Customer can 
document by written evidence that such information is 
independcntly developed by Customer without the usc of 
or any reference or access to Confidential Information, by 
persons who did not have access to the relevant Confidential 
Information. Customer is responsible for any breaches of 
this Section by its employees and agents. Customer's 
obligations with respect to Palantir's 

Confidential Information survives termination of this 
Agrecment for a period of five (5) years; provided, that 
Customer's obligations hereunder shall survive and 
continue in perpetuity after termination with respect to any 
Confidential Information that is a trade secrct undcr applicable 
law. 

6, PaymentandDehverv Customer shall pay Palantir the 
total amount set forth in the applicable Task Order. Subject 
to the Prompt Payment Act, 5 C.F.R. 1315, payment shall 
be made in the currency set forth on the invoice via check or 
wirc transfer 10 an account designated by Palantir and shal1 
be due within thirty (30) days after the date of issuance of 
Palantir's invoice. Products and Upgrades arc deemed 
dcl ivered upon Palantir's initial e-mail communication 
providing Customer with access to Palantir's electronic 
support portal, through which Customer may download 
Products and Documcntation. 

7. Operations and Maintenance Services. Subject to 
payment of the applicable Task Order, Palantir shall use 
commcrcially reasonable efforts to provide Customer with 
O&M Services (as provided for in Attachment A) in 
accordance with and subject to Palantir's standard O&M 
services terms and conditions ("O&M Services") for the 
period of time speeificd in the applicable Task Order 
("O&M Scrvices Period"). If Customer fails to pay by the 
cnd of the thcn-current O&M Period, Customcr shall be 
deemed 10 have cancelled O&M Services and Palanti r shall 
no longer provide Customer with O&M Services (including 
Upgrades) and shall have no further obligations to the 
Customer regarding the Palantir Gotham FFP License. 
Customcr may reinstate O&M Services after a period in 
which it was cancelled, provided (1) Palantir then offers 
O&M Services, and (ii) in order to receive Upgrades which 
Customer had not received duc to cancellation, Customer 
pays Palantir the current year's O&M Services fee and any 
O&M Services fees that would have been payable during 
the period during which O&M Services were cancelled. 

8. Professional Services. In addition to the O&M Services 
discussed above, if specified in the applicable task order or 
performance work statement, Palantir may provide 
Customer with additional services specified thereon 
("Professional Services"), 

9, Government MatteI'S, The Product, Upgradcs. O&M 
Services and Professional Services created by Palantir are 
"commercial items" as defined at 48 C.F,R, 2,10 1, 
consisting of commcrcial computer software, commercial 
computer softwarc documentation and commercial services, 
Since Customer or end uscr is a U.S. governmental entity, 
thcn Customer acknowledges and agrecs that its (i) use, 
duplication, reproduction, release, modification, disclosure, 
or transfer of the Products, Upgrades and any related 
documentation of any kind, including, without limitation, 
technical data and manuals, will be subject to the terms and 
conditions of this Agreement in accordance with Federal 
Acquisition Regulation ("FAR") Parts 12.2 12 and 52.227-
19 as applicable; (ii) the Products, Upgradcs and 
documentation were developed fully at private expense and 
(iii) all other usc of the Products, Upgrades and 
documentation except in accordance with the license grant 
provided herein is strictly prohibited. 

PaJanlir Technologies Inc. 
650,494. 1574 
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10.TermandTermination. This Agreement shall begin on 
the Effective Date and remain in effect for the period of 
time specified as set forth below or as otherwise provided 
for in the Order ("Term"), unless otherwise terminated as 
provided herein . 

10.1 This Agrcement will remain in effect in 
perpetuity, including in the client Palantir is subject to a 
change in ownership through acquisition, merger, or any 
other corporate event, unless otherwise terminated as 
provided herein. This Agreement may be terminated by 
Customer wi thout cause upon at least thirty (30) days prior 
written notice to Palantir. 

10.2 Termination or expiration does not aff«t either 
party's rights or obligations that accrued prior to the 
effective date of termination or expiration (including 
without limitation, payment obligations). Sections 3, 4, 5 
(but on ly for the period of time specified therein), 6, 9, 10.2, 
10.3, II , 12.2, 13 and 14 shall survive any termination or 
expiration of this Agreement. Termination is not an 
exclusive remedy and all other remedies will remain 
available. 

II. IndemnificatiQn. Palantir shall indemnify and hold 
harmless Customer from and against damages, costs, and 
attorneys' fees, if any, finally awarded against Customer 
from any claim of infringemem or violation of any U.S. 
patem, copyright, or trademark asserted against Customer 
by a third party based upon Customer's use of the Products 
in accordance with the terms of this Agreement, provided 
that Palanti r shall have received from Customer: (i) notice 
of such claim within twenty (20) days of Customer 
receiving notice of such claim. For the avoidance of 
doubt, the US Govern mem attorneys shall solely 
control any litigation covered under this clause. If 
Customer's use of any of the Products are, or in Palantir's 
opinion is likely to be, enjoined due to the type of 
infringement specified above, or if required by settlement, 
Palanti r may, in ils sole discretion: (a) substitute for the 
ProduclS substantially functionally similar programs and 
documemation; (b) procure for Customer thc right to 
continue us ing the Products; or (c) if Palantir 
reasonably determines that options (a) and (b) are 
commercially impracticable, terminatc this Agrcement and 
refund to Customer for Palantir licenses, the license fee 
paid hereunder by Customer as reduced to reneet a four
year, straight-line amortization from the date on which 
such Products were first del ivered by Palantir, or, Palantir 
Cloud and Term licenses, refund to Customer a pro-rated 
portion of the license fcc paid that reneets the remaining 
portion of the Term at the time of termination. The 
foregoing indemnification obligation of Palantir shall not 
apply: ( I) if the Products are modified by any party other 
than Palantir, but only to the extent the alleged infringement 
would not have occurred but for such modification; (2) if the 
Products are modified by Palantir at the request of 
Customer, but only to thc extent the alleged infringement 
would not have occurred but for such modification; (3) if 
the Products are combined with other non-Palantir products 
or processes not authori7..cd by Palant ir, but only to the 
extent the alleged infringement would not have occurred but 
for such combination; (4) to any unauthorized use of the 

ProduclS if the infringement would have been avoided by 
Ihe use of a current release of the Products that Palantir has 
provided to Customer prior to the date of the alleged 
infringemen t; or (6) 10 any third party software code 
contained within the Products. THIS SECTION SETS 
FORTI·I PALANTIR'S SOLE LIABILITY AND 
CUSTOMER'S SOLE AND EXCLUSIVE REMEDY 
WITH RESPECf TO ANY CLAIM OF INTELLECTUAL 
PROPERTY INFRINGEMENT. 

12 .PalantirLimitedW arrantyandDisclaimer. 

12.1 In addition to any warranties or obligations included 
in the PWS, Palantir warrants for a period of one 
hundred twenty days (120) days from the date the ini tial 
Products were delivered by Palantir, the Products will 
substantially conform 10 Palantir's then current 
Documentation for such ProduelS. "l"his warranty covers 
problems reported to Palantir in wri ting (including a test 
case or procedure that recreates the failure and by fu ll 
documentation of the failure) during the warranty period. 
In the event of a fai lure of the ProduclS to perfonn 
substantially in accordance with the specifications during the 
warranty period ("Defect"), Palantir shall use reasonable 
efforts to correct the Def«t or provide a suitable work 
around as soon as reasonably practical after receipt of 
Customer's written notice as specified above. A Defect 
shall not include any defect or failure attributable to 
improper installation, operation, misuse or abuse of the 
Products or any modification thereof by any person other 
than Palantir. If Palantir has not remedied the Defect 
within thirty (30) days of its receipt of Customer's written 
notice, Customer may give Palantir written notice of 
termination of this Agreement, which termination will be 
effective ten (10) days after Palantir's receipt of the notice, 
unless Palantir is able to remedy the Defeel prior to the 
eff«tive date of termination. In the event of the 
tennination of this Agreement pursuant to Customer's 
exercise of its right under this Section, Customer 
shall be entitled to receive from Palantir, as its sole and 
exclusive remedy, a refund of all amounts paid to Palantir 
hereunder. 

12.2 ALL SALES ARE FINAL. NO PURCHASES 
OF PRODUCTS ARE REFUNDABLE, 
EXCHANGEABLE OR OFFSETTABLE EXCEPT AS 
SET FORTI·I IN SECnON 12. 1. EXCEPT AS 
EXPRESSLY SET FORTI·I IN SECTION 12.1 of this 
Agreement, THE PRODUCTS AND SERVICES ARE 
PROVIDED "AS-IS" WITHOUT ANY OlllER 
WARRANTIES OF ANY KIND AND PALANTIR AND 
ITS SUPPLIERS HEREBY DISCLAIM ALL 
WARRANTIES, BOTH EXPRESS AND IMPLIED, 
ORAL OR WRITTEN, RELATING TO THE PRODUCTS 
AND ANY SERVICES PROVIDED HEREUNDER OR 
SUBJECT MATTER OF THIS AGREEMENT, 
INCLUDING BUT NOT LIMITED TO ANY 
WARRANTIES Of NON-INFRINGEMENT, 
MERCHANTABILITY, TITLE OR FITNESS FOR A 
PARTICULt\R PURPOSE. 

13. LimitationsofLiabil ity. 

Products; (5) to any superseded release of the J3 .l EXCEPT FOR ANY AMOUNTS 
Page 3 PaJanrlr Technologies Inc. GS-35F-0086U 

650,494.1574 
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AWARDED TO THIRD PARTIES ARISING 
UNDER SECTION II OF TI·IIS AGREEMENT, 
AND EXCEPT FOR BODILY INJURY, TO THE 
MAXIMUM EXTENT PERM ITTED BY 
APPLICABLE LAW, PALANTIR SHALL NOT BE 
LIAB LE TO CUSTOMER OR TO ANY THIRD 
PARTY WITH RESPECT TO ANY PRODUCT, 
SERVICE OR OTHER SUBJECT MATTER OF 
THIS AGREEMENT FOR ANY lNDIRECT. 
SPECIAL, INCIDENTAL, PUNITIVE OR 
CONSEQUENTIAL DAMAGES, INCLUDING 
WITHOUT LIMITATION, LOSS OF USE, LOSS 
OR ALTERATION OF DATA, COST OF 
REPLACEMENT, DELAYS, LOST PROFITS, OR 
SAVlNGS ARISING OUT OF PERFORMANCE OR 
BREACH OF THIS AGREEMENT OR THE USE 
OR INAB ILITY TO USE THE PRODUCTS, OR 
FOR ANY MATTER BEYOND PALANTIR'S 
REASONABLE CONTROL, EVEN IF SUCH 
PARTY HA S BEEN ADVISED AS TO THE 
POSSIBILITY OF SUCH DAMAGES. This clause 
shall not impa ir the U.S. Government 's right to 
recover for fraud or crimes aris ing out of or related to 
this Contract under any federal fraud statue, including 
the False Claims Act, 31 U.S.c. §§ 3729-3733. 

13.2 EXCEPT FOR ANY AMOUNTS A WARDED 
TO THIRD PARTIES ARlSING UNDER SECTION 11 OF 
THIS AGREEMENT, AND EXCEPT FOR BODILY 
INJURY, TO TI·IE MAXIMUM EXTENT PERMITIED 
BY APPLICABLE LAW, EACH PARTY AGREES THAT 
THE MAXIMUM AGGREGATE LIABILITY OF 
PALANTIR ON ANY CLAIM OF ANY KIND, 
WI·IETHER BASED ON CONTRACT, TORT 
(INCLUDING BUT NOT LIMITED TO, STRICT 
LIABILITY, PRODUCT LIABILITY OR NEGLIGENCE) 
OR ANY OTHER LEGAL OR EQUITABLE THEORY 
OR RESULTING FROM THIS AGREEMENT OR ANY 
PRODUcrs OR SERV ICES FURNISHED HEREUN DER 
SHALL NOT EXCEED THE SUMS PAID TO PALANTIR 
BY CUSTOMER HEREUNDER. This clause shall not 
impair the U.S. Government's right to recover for 
fraud or crimes arising out of or re lated to this 
Contract under any federal fraud statue, including the 
False Claims Act, 3 1 U.S.C. §§ 3729-3733. 

14.Misccllancous. Neither th is Agreement nor the licenses 
granted hereunder are assignable or transferable by 
Customer; any attcmpt to do so shall be void. Palantir may 
assign this Agreement in whole or in part with notice to and 
approval of the Customer. Any notice, report, approval or 
consent required or permitted hereunder shall be in writing 
and sent by first class U.S. mail, confinned facsimile, a U.S. 
govcrnmcnt email system with Read Receipt or major 
commercial rapid delivery courier service to the address 
specified in the Order. If any provision of this Agreement 
shall be adjudged by any court of competent jurisdiction to 
be unenforceable or invalid, that provision shall be limited 

and bc enforceable. Any and all modifications. waivers or 
amendments must be made by mutual agreement and shall 
be effective only if made in writing and signed by each 
party. No waiver of any breach shall be deemed a waiver of 
any subscqucnt breach. Customer's obligations under this 
Agreement are subject to compliance with all applicable 
export control laws and regulations. This Agreement is 
incorporated into the Government contract documents. 
Palantir is in no way affil iated with, or endorsed or 
sponsored by, lbc Saul Zaentz Company d.b.a. Tolkicn 
Entcrprises or thc Estate of lR.R. Tolkien. 

or eliminated to the minimum extent necessary so that this 

~Dli~Wf'fel~~Ylgi~irr~~ rema in in full force and et'f;X'_35F_0086U 
650.4fJ4.1574 
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Attachment A- PALANTIR O&MISUPPORT SERVICES 

la. For the avoidance of doubt, this Attachment A supplements the PWS O&M requirements, and does not replace it. The 
services referenced herein are provided by Palantir's general technical support team, which supplement the O&M provided by 
Palantir under the ICE PWS. 

I b. SUPPORT SERVICES. Support Services consist of (a) Error Correction and Technical Support provided to the 
Customer's technical support contact concerning the installation and usc of the then-current release of the applicable Product and 
the Previous Sequential Release and (b) Product Major Releases that Palantir in its discretion makes generally available without 
additional charge to a Customer that is up to date on all fees due under its current License and Services Agreement (any such 
update will be subject to the Agreement as though it were the applicable Product), 

2. ERROR PRIORITY LEVELS. Palantir shall exercise commercially reasonable efforts to correct any Error reported by 
Customer in the current unmodified release of Product in accordance with the priority level reasonably assigned \0 such Error by 
Palantir, 

• PO Errors - Palantir shall promptly commence the following procedures: (i) assigning Palantir engineers or other 
Palantir-trained personnel to correct the Error(s); (ii) notifying Palantir management that such Errors have been reported 
and of steps being taken to correct such Error(s); (iii) providing Customer with periodic reports on the status of thc 
corrections; (iv) initiating work 10 provide Customer with a Hortix; and (v) if appropriate, providing Palantir engineers 
or other trained personnel, on site at Customer's facilities, 

• PI Errors - Palantir shall promptly commence the following procedures: (i) assigning Palantir engineers or other 
Palantir-trained personnel to correct the Error; (ii) notifying Palantir management that such Errors have been reported 
and of steps being taken to correct such Error(s); (iii) providing Customer with periodic reports on the status of the 
corrections; (iv) initiating work to provide Customer with a Hotfix; and (v) if appropriate, providing Palantir engineers 
or other trained personnel on site at Customer's facilities. 

• P2 Errors - Palantir may include the Fix for the Error in the next Major Release. 
• P3 Errors - Palantir may include the Fix for the Error in the next Major Release. 

3. RESPONSE TIMES. Palantir will use diligent efforts to meet the following response times: 

"'\l lIll ~ Ih·" tlUlI"\' 11111 \' I .u ~d\ d Ih'""tulloll ... ,'1' I.,' 1 ,' \ l' l 

"" 12 clock hours, 365 days a year Oosite if appropriate within 24 clock houn of issue until 
Error is resolved 

PI 12 Business Hours Onsite if appropriate within 36 business hours of issue 
until Error is resolved 

PI 24 Business Hours Error resolved with Ma or Release 
P3 60 Business Hours Error resolved at Palantir's discretion 

4. EXCLUSIONS, Palantir shall have no obligation to support: (i) altered or damaged Product or any portion of a Product 
incorporated with or inlo other software; (ii) Product that is not the then-current release or immediately Previous Sequential 
Release; (iii) Product problems caused by Customer's negligence, abuse or misapplication, use of Product other than as specified 
in the Palantir's user manual, or other causes beyond the control of Palantir; (iv) Product installed on any hardware that is not 
supported by Palantir; or (v) any Product for which Palantir has released a Hotfix or Major Release that has not been implemented 
by Customer within six (6) months after the datc first made available by Palantir, Palantir shall have no liability for any changes in 
Customer's hardware which may be necessary to use Product due to a Workaround or maintenance release. 

S. CUSTOMER OBLIGATIONS. As a prerequisite to Palantir's obligations hereunder, Customer agrees to the following 
obligalions, 

In addition, th is support team must be generally available and able to collect data and report it back to Palantir within 24 to 48 
hours ofrequests made by Palantir. 

5.1 Customer will back up Palantir files and associated databases regularly. 

5.2 Customer will follow the Upgrade Guide and other instructions provided by Palantir when upgrading Product 

PaJallfir Technologies [IIC. 

650.<I9<1.15U 
GS-35F-0086U 
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5.3 Customer will test Major Releases, Minor Releases and Hotfixcs in a staging environment before deploying the Major 
Release, Minor Release or Hotfix to a production environment. 

6. DEFINITIONS. 
• "Business Hours" means hours occurr ing during the period of each day in which Palantir offers Support Services, 8 

A.M.-4 P.M. Pacific Time. 
• "Error" means an error in a Product that is reproduced by Palantir and which significantly degrades such Product as 

compared to the Palantir's published performance speci fi cations. 
• "Error Correction" means the use of reasonable commercial efforts to corrc<:t Errors. 
• "Fix" mcans the rcpai r or replacement of object or executable codc vcrsions of a Product to remedy an Error. 
• "Holfix" means a single. cumulative package that includes one or more files containing Fixes or Workarounds thai are 

used to address PO or P I Errors. "J'lotfixes" address a specific customer situation and may not be distributed outside the 
customer organization. 

• "Major Release" means a Produ,-1 update that represents incremental improved features, functionality, and usabil ity and 
is re leased during the normal course of development. An update is indicated as an increment to the major version 
number in the software (version 1.2 ean be updated to version 1.3). 

• "Previous Sequential Release" means the release of a Product which has been replaced by a subsequent release of the 
same Product. Notwithstanding anything else, a Previous Sequential Release wi ll be supported by Palantir only for a 
period of twelve (12) months after re lease of the subsequent re leasc. 

• "PO Error" means an Error which renders a Product inoperative or causes such Product to fail catastrophically. 
• "P I Error" means an Error which substant ially dcgrades the performance of a Product or materially restricts Customer's 

use of such Product. 
• "P2 Error" means an Error which causes only a minor impact on the Customer's use of Product fu nctionality. 
• "P3 Error" means an Error which causes only a very minor impact on the Customer's use of a Product, such as 

documentation typos or handled error messagcs. 
• "Support Services" means Palant ir support services as described in Section I. 
• ''Technical Support" means technical support assistance provided by Palantir via email, telephone or other means 

provided by Palantir in its discretion to the Technical Support Contact during Palantir 's normal business hours 
concerning the installation and usc of the then current release of a Product and the Previous Sequential Release. 

• "Upgrade Guide" means the documentation provided by Palantir specifying appropriate procedure for upgrading 
Product 

• "Workaround" means a change in the procedures followed or data supplied by Customcr to avoid an Error wi thout 
substan tially impairing Customer's use of a Product. 

THESE TERMS AND CON DITIONS CONSTITUTE A SERVICE CONTRACT AND NOT A PRODUCT WARRANTY. ALL 
PRODUCrS AND MATERJ ALS RELATED THERETO ARE SUBJECT EXCLUSIVELY TO TI·IE WARRANTIES SET 
FORTI·I IN THE AGREEMENT. TI·IIS AlTACHMENT IS AN ADDITIONAL PART OF THE AGREEMENT AND DOES 
NOT CHANGE OR SUPERSEDE ANY TERM OF THE AGREEMENT EXCEPT TO THE EXTENT UNAMBIGUOUSLY 
CONTRARY THERETO. 

Palantl,. Technologies Inc. 
650.<19<1.1574 

GS-35F-0086U 
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AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT 11 COHTRACT ID COOE I P47 01 PAGfS 2 

2 AMENOMENTIMOOIFICATION NO, 3 EFFECTIVE DATE ~ , REOU1SITIONlPURCHASE REO NO 15 PROJECT NO Iltapplic.OIe) 

POOO06 See Block 16C 192 1l 4VHQ6 I SI 0039 
6 lSSUEOIIY CODE ICE/TC/IT SERVICE 1 ADMINISTERED IIY (II 0It»t _ IHtm 0) CODE ICE/TC/IT 

ICE/l nfo Tech Svs/IT Services ICE/Info Tech Svs/IT Services 
Immigration and Customs Enforcement Immigration and Customs Enforcement 
Office of Acquisition 1~~76iement Office of Acquisition Md ( dor ment 
901 I Street NW, Suite 801 I Street NW , sUitdb) 6 ); 
Washington DC 20536 Attn: ~b) (6 l · (b )(Zl(Ql I 

Washington DC 20536 
e NAAIEANO ADDRESS (lFCONTRACTOR 1No. _ _ • __ lPCo6o) 'x, 9A. f<MENOMENT OF SOLICITATION NO 

PALANTIR TECHNOLOGIES INC 
100 HAMILTON AVENUE 98 DATED (SEE ITEM II) 

SUITE 300 
PALO ALTO CA 943011650 

1~ MQ01f1(;ATk)N OF CONTRACTIOROER NO x GS-35F-0086U 
HSCETC-13-F-00030 
lOB OATEO(SEE ITEM 13} 

CODE 3621309520000 I FACILITY COOE 06/ 13/2013 , , 
n.. .r>ow .....-~_---.a .. MlJor1h .. ..... l~ n..hour .... .... ~Ior'~of on.. . .. _ . -->_ ,.,.""_ 
01!.1 mUll ~ ~ of "'" -.:ImenI. pnor 10 \Iv hour .... dale t.pIOcifOld in ..... lOIicit*oon Of .. .."..-. by _ of IP'IIo ~ m~l: (I) 8 y compIMfIg 

l1em1 B and 1 S • .,.., ,etvrning cop;.l of ..... ~ ... : (II) 8y ~ """ipI of ""'" .... ....."... on NCh copy III 1M c/Ier aubmined. or (e) 8y 
Hparale leU« Of lellogr"" which incl.odel' ... '....::.110 Irle 1Or;c,~tion.,.., "'"~ nunt.."1 F41l.URE OF YOUR ACKNOw..EOGEMENT TO BE RECENEOAT 
TliE PlACE DESIGNATED FOR THE RrCEI'T OF OFFERS PRIOR TO THE HOIJR AND OATE SPECIFED M4Y RrSUL T IN REJECTION OF YOUR OFFER • by 
....,... of _ ~ )'OJ -... 10 c:IIIOCII '" alief ~ ~. IUd> ~ "III' 0. I'I\Ide by IMogo'''' '" ,. ... jII'OIIided ur;h IMgmI or _ m_ Nferllf10l 

10 .... aoIic>IMion .,.., "'" ~ .,.., iI ........., pnor 10 ... 0!*'Iin0 hour.,.., dIIe ap..-;iIled 

~b)(7)(E) 

CtECKOHE 

U . THIS ITEM ONLY APPliES TO MODIFICATION OF CONTMCTS/ORDEIt$. IT MODIFIES n.lE CONTMCTIORDER NO. AS DESCRIBED IN ITEM 1~. 

A THIS CHANGE ORDER IS ISSUED PURSUANT TO: ($pe(:j(ylUlhomr) THE CHANGES SET FORni IN ITEM 1 ~ ARE MADE IN THE CONTRACT 
ORDER NO. IN ITEM 1M 

B THE,t,BQVE NUM8ERED CONTRACT/OROER IS MODIFIED TO REFlECT niE ADMINISTRATlVE CHAHGES (SUCh •• ~s in ~Y;flg alfoe. 
~_. _ .} SET FORni IN ITEM 1~, PURSUANT TO niE .wntORIlYOf FAR 4.).103(1)) 

\.: HI~ :;UPPlEMEN AL A!;f'lI:I:MENT IS ~NT ~f'I~U INTU PUR:;UAN I TU AUTHURI Y U~ ' 

U U'H~f'I(!;pftaIJlype andlWf/rofltJ') 

X FAA 52 . 212-4 (c) Changes 

E.IMPORT.-.NT: ConttIClO< 1 

1~ DESCRIPTION OF AMENOMENTIMOOIFICATlON (OrgM'zlid Or VCF 5IJCfiM~ inI;:/<Jdro} tddI,lioM:oMrw;t suOjed __ '"sible) 

DUNS Number: 362 130952 
The purpose of this bilateral modification is to hereby do the following: 

SERVICE~ 

1. Add CLIN 1008 : Palantir Gotham FFP License Flat Rate Unlimited Cores. The period of 
performance for this CLIN is 9/30/201 4-3/13/2015. As a result of this modification , the 
obligated contract value is i ncreased bY fb)(7)( E) 

~~--------------------~ 
2 . I ncorporate the revised Performance Work Statement (PWS)dated September 11, 2014 . 

3. I ncorporate the Pa1antir License and Services Agreement (LSA). The PWS takes precedence 
ove r the LSA for the required scope of work. 
Continued ... 
E.-pI IS ~,....... .. ...... .,.., c::ancI,_ of tile doa.omInI,...1fIf;*I in ...... Ii/A .. 11)0., _...-. ~ "'"_ ~.,.., " U~""'''''*1 

154 NAME AND TiTlE OF SIGNER(T)'P&orpnntj 

!b)(6);(b)(7XC I Legal Counsel 

""0 (b)(6);(b)(7)(C) 

-
NSN 7 

16A, N4ME AHD TffiE OF CONTRACTING OFFICER (ryp. orpnnt) 

b)(6);(b)(7)(C) 
15C DATE SIGHEO 168 UNITED STATES OF AMERICA 

9/2212014 
/s.--oIC-~~ 

2018-ICLI-00009 2926 
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REFERENCE NO. OF DOCUMENT BEING CONTINUEO 

CONTINUATION SHEET GS- 3 5F-0066U /HSCETC-13- F-00030/POOO 06 

NAME OF OFFEROR OR CC»ITAACTOR 

PALANTIR TECHNOLOG I ES INC 

ITEM NO SUPPLIESISERVICES 

(A) (8) 

As a result of this modification, the total 
contract value i s i ncreased b b) 7)(E) 
b)(7)(E) I 

Exempt Ac tion : N 

Delivery: 30 Days After Award 
Delivery Location Code: ICE/HSI/HQ-D6 
ICE Hmlnd Sec Inv HQ Div. 6 
Immigration and Customs Enforcement 
500 12th Street SW 
Washington DC 20024 

Period of Performance: 06/14/2013 to 03/13/2015 

Add Item 1006 ., follows : 

1006 OPTION PERIOD " PALANTIR GOTHAM FFP LICENSE FLAT RATE FOR 
UNLIMITED CORES 

Period of Performance : 09/30/2014 to 03/13/2015 

All other terms and conditions remain unchanged . 

Any questions regarding this modification, 
contact: 
Contract inn Officer: ~b){6 ) · {b ){7)(C) I 202-7 32 ~) . 

COR d(b)(6);(b)(7XCI 202 732 (b )(6);( l 
Vendoc POC' l(b)(6);(b)(7)(C) l 703-27Oi b)(6);(b l 

OUANTITY '" UNIT PRICE AMOUNT 

(C) (0) (E) (F) 

l(b)(7)(E) 

NSf' 75010.01 .15NIO$7 0P1l0tw. FOIl'" 33O!(~""1 
St><>n_~ ~ GS,.\ 

FAA (.eCFR)Sl.110 
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Incorporated herein is Palantir's License and Services Agreement ("Agreement"), by and between Contractor 
("Palantir Technologies Inc." or " Palantir") and the ordering entity ("Customer"). This Agreement sets forth 
the tenns and conditions pursuant to which Custo mer will license certain Palantir software products and 
contract for certain services from Palantir and pursuant to which Palantir will provide such products and 
services to Customer. 

PALANTIR LICENSING TERMS AND CONDITIONS 

I. Certain Definitions. Capitalized terms wil l have the 
meaning indicated above unless otherwise specifically 
defined in thesc Terms and Conditions or in any Exhibits 
hereto. 

1.1 "Palantir Gotham FFP License" means a license 
to the Products to be used in perpetuity on thc ICE Falcon 
enterprise instance of Palantir for an unlimited number of 
server cores on the terms and subject to the conditions sct 
forth in this Agreement and pursuant to the applicable 
mutually agreed upon Performance Work Statcmcnt 
("PWS"). For the avoidance of doubt, the PWS takcs 
precedence over this agreement with respect to the required 
scopc of work. 

1.2 "Product" means Palantir 's proprictary 
commercial Palantir Gotham software product(s) spccified 
in the Order (and any related purchase ordcrs, statcmcnts of 
work, or amendments, in each case incorporated into this 
Agreement) or provided in connection with this Agreement. 

1.3 "Upgrades" mean any helpers, extensions, plug
ins, and add-ons, in any format, ineluding any 
improvements, modifications, derivative works, patches, 
updates, and upgrades thcrcto that Palantir provides to 
Customer or that is developed in connection with this 
Agreement. 

2.Grantof License. Subject to Customer's continued and 
full compliance with all of the terms and conditions of this 
Agreement, Palantir hereby grants to Customer a non
transferable, non-exclusive license, wi thout any right to 
sublicense, to install , execute and use the Products and 
Upgradcs solely for its mission-related purposes, and only 
(i) in accordance with thc technical specification 
documentation provided to Customer by Palantir 
("Documentation"); and (ii) on the ICE FALCON system as 
specified in an annual statement of work to bc mutually 
agreed to by the parties and any modifications thereto. The 
annual statements of work will specil)r any deliverables 
Palantir will provide during the applicable period. For the 
avoidance of doubt, if the Customer declines to obtain 
annual support services/Operations and Maintenance 
("O&M") at any time, the Customcr shall have a perpetual 
license to the Products (as of the date annual support 
serviccs/O&M terminated) in accordancc with the terms and 
conditions ofth is Agreement, but Palantir shall have no 
further obligations to provide any additional Upgrades or 

O&M to Customer. Unless othcrwise stated in an 
applicablc Performance Work Statement, Customer wi ll be 
responsible, at its own cost and cxpense, for the 
procurement and maintenance of all necessary hardwarc, 
ineluding, without limitation, servers needed to fully operate 
and support the Product. Unless otherwise agreed to in 
writing by the panics in an applicable Statement of Work, 
database licenses arc not included and Customer will be 
responsible for payment and licensing of any required 
Oraclc database licenses. 

3. Ownership. Except for the license rights expressly 
provided hcrein, Palantir retains all rights, title and interest 
in and to the Products, Upgrades, Documentation, and any 
other rclated documentation, software, or materials provided 
by Palantir hereunder (including, without limitation, all 
patent, copyright, trademark, trade secret and other 
intellectual or industrial property rights embodied in any of 
the foregoing). Customer acknowledges that it is obtaining 
only a limitcd right to the Products and Upgradcs, 
notwithstanding any reference to the terms "purchase", 
"customer", or "unlimited" hercin. The Products and 
Upgrades are licensed and not sold, and no ownership rights 
are being conveyed to Customer under this Agreement. 
Customcr will maintain the copyright notice and any other 
notices or product identifications that appear on or in any 
Products and any associated mcdia. 

4.Restrictions. Customer will not (and will not allow any 
third party to): (i) reverse engineer or attempt to discover 
any source code or underlying idcas or algorithms of any 
Product or Upgrade (exccpt to the extent that applicable law 
expressly prohibits such a reverse engineering restriction); 
(ii) provide, lease, lend, usc for timesharing or service 
bureau purposes or otherwise use or allow others to use a 
Product or Upgrades for the benefit of any third pany, who 
is not authorizcd by the Customer for aecess to the ICE 
FALCON systcm; (iii) list or otherwise display or copy any 
object code of any Product or Upgrade; (iv) copy any 
Product or Upgrade (or component thereof), except that 
Customer may make a reasonable numbcr of copics of the 
Products and/or Documentation solely for backup, archival 
or disaster recovery purposes; (v) dcvelop any 
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improvcmcnt, modification or derivative work thereof or 
include a portion thereof in any other equipment or item; 
(vi) allow the transfer, transmission, export, or re-export of 
any Product or Upgrade (or any portion thereof) or any 
Palanti r t«hnical data; or (vii) perform benchmark tests 
wi thout the prior written consent of Palantir (any resul ts of 
such permitted benchmark tcsting shall be deemed 
Confidential Information of Palantir), Notwithstanding 
these restrictions, nothing shall prevent Customer from 
developmcnt of software that interfaces with Palantir's public 
Application Program Interface ("APIs''). All the limitations 
and restrictions on Products in this Agrcement also apply to 
Documentation. 

5 Confidentialltv To the extent allowed under applicable 
law (e.g. The Freedom of Information Act, 5 USC 552), 
Customer shall treat as confidential all Confidential 
Information (as defined below) of Palantir, and shall not use 
such Confidential Information except to exercise its rights and 
perform its obligations herein, and shall not disclose such 
Confidential Information to any third party other than 
disclosure on a need to know basis to a party's own 
advisors, attorneys, andlor bankers whom arc each subjcct 
to obligations of confidentiality at least as restrict ive as 
those stated herein. Without limiting the forego ing, 
Customer shall use at least the same degree of care as it uses 
to prevent the disclosure of its own confidential information 
of like importance, but in no event less than reasonable care, 
CUSlomer shall promptly notify Palantir of any actual or 
suspected misuse or unauthorized disclosure of Palantir's 
Confidential Information . "Confidential Information" shall 
mean 0) Products and Upgrades, (ii) Documentation and 
(iii) any other business, tcchnical or engineering 
information provided by Palantir to Customer, including thi rd 
party information, disclosed by Palantir to Customer, in any 
form and marked or otherwise designated as "Confidcntial" or 
"Proprietary" or in any form and by the nature of its 
disclosure would be understood by a reasonable person to be 
confidential and proprietary. Notwithstanding the foregoing, 
Confi dential Information shall not include any information 
that (a) is or becomes part of the public domain through no 
act or omission of Customer in breach of this Agreement, (b) 
is known to Customer at the time of disclosure without an 
obligation to keep it confidential, (c) becomes rightfully 
disclosed to Customer from another source without 
restriction on disclosure or usc, or (d) Customer can 
document by written evidence that such information is 
independcntly developed by Customer without the usc of 
or any reference or access to Confidential Information, by 
persons who did not have access to the relevant Confidential 
Information. Customer is responsible for any breaches of 
this Section by its employees and agents. Customer's 
obligations with respect to Palantir's 

Confidential Information survives termination of this 
Agrecment for a period of five (5) years; provided, that 
Customer's obligations hereunder shall survive and 
continue in perpetuity after termination with respect to any 
Confidential Information that is a trade secrct undcr applicable 
law. 

6, PaymentandDehverv Customer shall pay Palantir the 
total amount set forth in the applicable Task Order. Subject 
to the Prompt Payment Act, 5 C.F.R. 1315, payment shall 
be made in the currency set forth on the invoice via check or 
wirc transfer 10 an account designated by Palantir and shal1 
be due within thirty (30) days after the date of issuance of 
Palantir's invoice. Products and Upgrades arc deemed 
dcl ivered upon Palantir's initial e-mail communication 
providing Customer with access to Palantir's electronic 
support portal, through which Customer may download 
Products and Documcntation. 

7. Operations and Maintenance Services. Subject to 
payment of the applicable Task Order, Palantir shall use 
commcrcially reasonable efforts to provide Customer with 
O&M Services (as provided for in Attachment A) in 
accordance with and subject to Palantir's standard O&M 
services terms and conditions ("O&M Services") for the 
period of time speeificd in the applicable Task Order 
("O&M Scrvices Period"). If Customer fails to pay by the 
cnd of the thcn-current O&M Period, Customcr shall be 
deemed 10 have cancelled O&M Services and Palanti r shall 
no longer provide Customer with O&M Services (including 
Upgrades) and shall have no further obligations to the 
Customer regarding the Palantir Gotham FFP License. 
Customcr may reinstate O&M Services after a period in 
which it was cancelled, provided (1) Palantir then offers 
O&M Services, and (ii) in order to receive Upgrades which 
Customer had not received duc to cancellation, Customer 
pays Palantir the current year's O&M Services fee and any 
O&M Services fees that would have been payable during 
the period during which O&M Services were cancelled. 

8. Professional Services. In addition to the O&M Services 
discussed above, if specified in the applicable task order or 
performance work statement, Palantir may provide 
Customer with additional services specified thereon 
("Professional Services"), 

9, Government MatteI'S, The Product, Upgradcs. O&M 
Services and Professional Services created by Palantir are 
"commercial items" as defined at 48 C.F,R, 2,10 1, 
consisting of commcrcial computer software, commercial 
computer softwarc documentation and commercial services, 
Since Customer or end uscr is a U.S. governmental entity, 
thcn Customer acknowledges and agrecs that its (i) use, 
duplication, reproduction, release, modification, disclosure, 
or transfer of the Products, Upgrades and any related 
documentation of any kind, including, without limitation, 
technical data and manuals, will be subject to the terms and 
conditions of this Agreement in accordance with Federal 
Acquisition Regulation ("FAR") Parts 12.2 12 and 52.227-
19 as applicable; (ii) the Products, Upgradcs and 
documentation were developed fully at private expense and 
(iii) all other usc of the Products, Upgrades and 
documentation except in accordance with the license grant 
provided herein is strictly prohibited. 

PaJanlir Technologies Inc. 
650,494. 1574 
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10.TermandTermination. This Agreement shall begin on 
the Effective Date and remain in effect for the period of 
time specified as set forth below or as otherwise provided 
for in the Order ("Term"), unless otherwise terminated as 
provided herein . 

10.1 This Agrcement will remain in effect in 
perpetuity, including in the client Palantir is subject to a 
change in ownership through acquisition, merger, or any 
other corporate event, unless otherwise terminated as 
provided herein. This Agreement may be terminated by 
Customer wi thout cause upon at least thirty (30) days prior 
written notice to Palantir. 

10.2 Termination or expiration does not aff«t either 
party's rights or obligations that accrued prior to the 
effective date of termination or expiration (including 
without limitation, payment obligations). Sections 3, 4, 5 
(but on ly for the period of time specified therein), 6, 9, 10.2, 
10.3, II , 12.2, 13 and 14 shall survive any termination or 
expiration of this Agreement. Termination is not an 
exclusive remedy and all other remedies will remain 
available. 

II. IndemnificatiQn. Palantir shall indemnify and hold 
harmless Customer from and against damages, costs, and 
attorneys' fees, if any, finally awarded against Customer 
from any claim of infringemem or violation of any U.S. 
patem, copyright, or trademark asserted against Customer 
by a third party based upon Customer's use of the Products 
in accordance with the terms of this Agreement, provided 
that Palanti r shall have received from Customer: (i) notice 
of such claim within twenty (20) days of Customer 
receiving notice of such claim. For the avoidance of 
doubt, the US Govern mem attorneys shall solely 
control any litigation covered under this clause. If 
Customer's use of any of the Products are, or in Palantir's 
opinion is likely to be, enjoined due to the type of 
infringement specified above, or if required by settlement, 
Palanti r may, in ils sole discretion: (a) substitute for the 
ProduclS substantially functionally similar programs and 
documemation; (b) procure for Customer thc right to 
continue us ing the Products; or (c) if Palantir 
reasonably determines that options (a) and (b) are 
commercially impracticable, terminatc this Agrcement and 
refund to Customer for Palantir licenses, the license fee 
paid hereunder by Customer as reduced to reneet a four
year, straight-line amortization from the date on which 
such Products were first del ivered by Palantir, or, Palantir 
Cloud and Term licenses, refund to Customer a pro-rated 
portion of the license fcc paid that reneets the remaining 
portion of the Term at the time of termination. The 
foregoing indemnification obligation of Palantir shall not 
apply: ( I) if the Products are modified by any party other 
than Palantir, but only to the extent the alleged infringement 
would not have occurred but for such modification; (2) if the 
Products are modified by Palantir at the request of 
Customer, but only to thc extent the alleged infringement 
would not have occurred but for such modification; (3) if 
the Products are combined with other non-Palantir products 
or processes not authori7..cd by Palant ir, but only to the 
extent the alleged infringement would not have occurred but 
for such combination; (4) to any unauthorized use of the 

ProduclS if the infringement would have been avoided by 
Ihe use of a current release of the Products that Palantir has 
provided to Customer prior to the date of the alleged 
infringemen t; or (6) 10 any third party software code 
contained within the Products. THIS SECTION SETS 
FORTI·I PALANTIR'S SOLE LIABILITY AND 
CUSTOMER'S SOLE AND EXCLUSIVE REMEDY 
WITH RESPECf TO ANY CLAIM OF INTELLECTUAL 
PROPERTY INFRINGEMENT. 

12 .PalantirLimitedW arrantyandDisclaimer. 

12.1 In addition to any warranties or obligations included 
in the PWS, Palantir warrants for a period of one 
hundred twenty days (120) days from the date the ini tial 
Products were delivered by Palantir, the Products will 
substantially conform 10 Palantir's then current 
Documentation for such ProduelS. "l"his warranty covers 
problems reported to Palantir in wri ting (including a test 
case or procedure that recreates the failure and by fu ll 
documentation of the failure) during the warranty period. 
In the event of a fai lure of the ProduclS to perfonn 
substantially in accordance with the specifications during the 
warranty period ("Defect"), Palantir shall use reasonable 
efforts to correct the Def«t or provide a suitable work 
around as soon as reasonably practical after receipt of 
Customer's written notice as specified above. A Defect 
shall not include any defect or failure attributable to 
improper installation, operation, misuse or abuse of the 
Products or any modification thereof by any person other 
than Palantir. If Palantir has not remedied the Defect 
within thirty (30) days of its receipt of Customer's written 
notice, Customer may give Palantir written notice of 
termination of this Agreement, which termination will be 
effective ten (10) days after Palantir's receipt of the notice, 
unless Palantir is able to remedy the Defeel prior to the 
eff«tive date of termination. In the event of the 
tennination of this Agreement pursuant to Customer's 
exercise of its right under this Section, Customer 
shall be entitled to receive from Palantir, as its sole and 
exclusive remedy, a refund of all amounts paid to Palantir 
hereunder. 

12.2 ALL SALES ARE FINAL. NO PURCHASES 
OF PRODUCTS ARE REFUNDABLE, 
EXCHANGEABLE OR OFFSETTABLE EXCEPT AS 
SET FORTI·I IN SECnON 12. 1. EXCEPT AS 
EXPRESSLY SET FORTI·I IN SECTION 12.1 of this 
Agreement, THE PRODUCTS AND SERVICES ARE 
PROVIDED "AS-IS" WITHOUT ANY OlllER 
WARRANTIES OF ANY KIND AND PALANTIR AND 
ITS SUPPLIERS HEREBY DISCLAIM ALL 
WARRANTIES, BOTH EXPRESS AND IMPLIED, 
ORAL OR WRITTEN, RELATING TO THE PRODUCTS 
AND ANY SERVICES PROVIDED HEREUNDER OR 
SUBJECT MATTER OF THIS AGREEMENT, 
INCLUDING BUT NOT LIMITED TO ANY 
WARRANTIES Of NON-INFRINGEMENT, 
MERCHANTABILITY, TITLE OR FITNESS FOR A 
PARTICULt\R PURPOSE. 

13. LimitationsofLiabil ity. 

Products; (5) to any superseded release of the J3 .l EXCEPT FOR ANY AMOUNTS 
Page 3 PaJanrlr Technologies Inc. GS-35F-0086U 
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AWARDED TO THIRD PARTIES ARISING 
UNDER SECTION II OF TI·IIS AGREEMENT, 
AND EXCEPT FOR BODILY INJURY, TO THE 
MAXIMUM EXTENT PERM ITTED BY 
APPLICABLE LAW, PALANTIR SHALL NOT BE 
LIAB LE TO CUSTOMER OR TO ANY THIRD 
PARTY WITH RESPECT TO ANY PRODUCT, 
SERVICE OR OTHER SUBJECT MATTER OF 
THIS AGREEMENT FOR ANY lNDIRECT. 
SPECIAL, INCIDENTAL, PUNITIVE OR 
CONSEQUENTIAL DAMAGES, INCLUDING 
WITHOUT LIMITATION, LOSS OF USE, LOSS 
OR ALTERATION OF DATA, COST OF 
REPLACEMENT, DELAYS, LOST PROFITS, OR 
SAVlNGS ARISING OUT OF PERFORMANCE OR 
BREACH OF THIS AGREEMENT OR THE USE 
OR INAB ILITY TO USE THE PRODUCTS, OR 
FOR ANY MATTER BEYOND PALANTIR'S 
REASONABLE CONTROL, EVEN IF SUCH 
PARTY HA S BEEN ADVISED AS TO THE 
POSSIBILITY OF SUCH DAMAGES. This clause 
shall not impa ir the U.S. Government 's right to 
recover for fraud or crimes aris ing out of or related to 
this Contract under any federal fraud statue, including 
the False Claims Act, 31 U.S.c. §§ 3729-3733. 

13.2 EXCEPT FOR ANY AMOUNTS A WARDED 
TO THIRD PARTIES ARlSING UNDER SECTION 11 OF 
THIS AGREEMENT, AND EXCEPT FOR BODILY 
INJURY, TO TI·IE MAXIMUM EXTENT PERMITIED 
BY APPLICABLE LAW, EACH PARTY AGREES THAT 
THE MAXIMUM AGGREGATE LIABILITY OF 
PALANTIR ON ANY CLAIM OF ANY KIND, 
WI·IETHER BASED ON CONTRACT, TORT 
(INCLUDING BUT NOT LIMITED TO, STRICT 
LIABILITY, PRODUCT LIABILITY OR NEGLIGENCE) 
OR ANY OTHER LEGAL OR EQUITABLE THEORY 
OR RESULTING FROM THIS AGREEMENT OR ANY 
PRODUcrs OR SERV ICES FURNISHED HEREUN DER 
SHALL NOT EXCEED THE SUMS PAID TO PALANTIR 
BY CUSTOMER HEREUNDER. This clause shall not 
impair the U.S. Government's right to recover for 
fraud or crimes arising out of or re lated to this 
Contract under any federal fraud statue, including the 
False Claims Act, 3 1 U.S.C. §§ 3729-3733. 

14.Misccllancous. Neither th is Agreement nor the licenses 
granted hereunder are assignable or transferable by 
Customer; any attcmpt to do so shall be void. Palantir may 
assign this Agreement in whole or in part with notice to and 
approval of the Customer. Any notice, report, approval or 
consent required or permitted hereunder shall be in writing 
and sent by first class U.S. mail, confinned facsimile, a U.S. 
govcrnmcnt email system with Read Receipt or major 
commercial rapid delivery courier service to the address 
specified in the Order. If any provision of this Agreement 
shall be adjudged by any court of competent jurisdiction to 
be unenforceable or invalid, that provision shall be limited 

and bc enforceable. Any and all modifications. waivers or 
amendments must be made by mutual agreement and shall 
be effective only if made in writing and signed by each 
party. No waiver of any breach shall be deemed a waiver of 
any subscqucnt breach. Customer's obligations under this 
Agreement are subject to compliance with all applicable 
export control laws and regulations. This Agreement is 
incorporated into the Government contract documents. 
Palantir is in no way affil iated with, or endorsed or 
sponsored by, lbc Saul Zaentz Company d.b.a. Tolkicn 
Entcrprises or thc Estate of lR.R. Tolkien. 

or eliminated to the minimum extent necessary so that this 

~Dli~Wf'fel~~Ylgi~irr~~ rema in in full force and et'f;X'_35F_0086U 
650.4fJ4.1574 
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Attachment A- PALANTIR O&MISUPPORT SERVICES 

la. For the avoidance of doubt, this Attachment A supplements the PWS O&M requirements, and does not replace it. The 
services referenced herein are provided by Palantir's general technical support team, which supplement the O&M provided by 
Palantir under the ICE PWS. 

I b. SUPPORT SERVICES. Support Services consist of (a) Error Correction and Technical Support provided to the 
Customer's technical support contact concerning the installation and usc of the then-current release of the applicable Product and 
the Previous Sequential Release and (b) Product Major Releases that Palantir in its discretion makes generally available without 
additional charge to a Customer that is up to date on all fees due under its current License and Services Agreement (any such 
update will be subject to the Agreement as though it were the applicable Product), 

2. ERROR PRIORITY LEVELS. Palantir shall exercise commercially reasonable efforts to correct any Error reported by 
Customer in the current unmodified release of Product in accordance with the priority level reasonably assigned \0 such Error by 
Palantir, 

• PO Errors - Palantir shall promptly commence the following procedures: (i) assigning Palantir engineers or other 
Palantir-trained personnel to correct the Error(s); (ii) notifying Palantir management that such Errors have been reported 
and of steps being taken to correct such Error(s); (iii) providing Customer with periodic reports on the status of thc 
corrections; (iv) initiating work 10 provide Customer with a Hortix; and (v) if appropriate, providing Palantir engineers 
or other trained personnel, on site at Customer's facilities, 

• PI Errors - Palantir shall promptly commence the following procedures: (i) assigning Palantir engineers or other 
Palantir-trained personnel to correct the Error; (ii) notifying Palantir management that such Errors have been reported 
and of steps being taken to correct such Error(s); (iii) providing Customer with periodic reports on the status of the 
corrections; (iv) initiating work to provide Customer with a Hotfix; and (v) if appropriate, providing Palantir engineers 
or other trained personnel on site at Customer's facilities. 

• P2 Errors - Palantir may include the Fix for the Error in the next Major Release. 
• P3 Errors - Palantir may include the Fix for the Error in the next Major Release. 

3. RESPONSE TIMES. Palantir will use diligent efforts to meet the following response times: 

"'\l lIll ~ Ih·" tlUlI"\' 11111 \' I .u ~d\ d Ih'""tulloll ... ,'1' I.,' 1 ,' \ l' l 

"" 12 clock hours, 365 days a year Oosite if appropriate within 24 clock houn of issue until 
Error is resolved 

PI 12 Business Hours Onsite if appropriate within 36 business hours of issue 
until Error is resolved 

PI 24 Business Hours Error resolved with Ma or Release 
P3 60 Business Hours Error resolved at Palantir's discretion 

4. EXCLUSIONS, Palantir shall have no obligation to support: (i) altered or damaged Product or any portion of a Product 
incorporated with or inlo other software; (ii) Product that is not the then-current release or immediately Previous Sequential 
Release; (iii) Product problems caused by Customer's negligence, abuse or misapplication, use of Product other than as specified 
in the Palantir's user manual, or other causes beyond the control of Palantir; (iv) Product installed on any hardware that is not 
supported by Palantir; or (v) any Product for which Palantir has released a Hotfix or Major Release that has not been implemented 
by Customer within six (6) months after the datc first made available by Palantir, Palantir shall have no liability for any changes in 
Customer's hardware which may be necessary to use Product due to a Workaround or maintenance release. 

S. CUSTOMER OBLIGATIONS. As a prerequisite to Palantir's obligations hereunder, Customer agrees to the following 
obligalions, 

In addition, th is support team must be generally available and able to collect data and report it back to Palantir within 24 to 48 
hours ofrequests made by Palantir. 

5.1 Customer will back up Palantir files and associated databases regularly. 

5.2 Customer will follow the Upgrade Guide and other instructions provided by Palantir when upgrading Product 

PaJallfir Technologies [IIC. 
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5.3 Customer will test Major Releases, Minor Releases and Hotfixcs in a staging environment before deploying the Major 
Release, Minor Release or Hotfix to a production environment. 

6. DEFINITIONS. 
• "Business Hours" means hours occurr ing during the period of each day in which Palantir offers Support Services, 8 

A.M.-4 P.M. Pacific Time. 
• "Error" means an error in a Product that is reproduced by Palantir and which significantly degrades such Product as 

compared to the Palantir's published performance speci fi cations. 
• "Error Correction" means the use of reasonable commercial efforts to corrc<:t Errors. 
• "Fix" mcans the rcpai r or replacement of object or executable codc vcrsions of a Product to remedy an Error. 
• "Holfix" means a single. cumulative package that includes one or more files containing Fixes or Workarounds thai are 

used to address PO or P I Errors. "J'lotfixes" address a specific customer situation and may not be distributed outside the 
customer organization. 

• "Major Release" means a Produ,-1 update that represents incremental improved features, functionality, and usabil ity and 
is re leased during the normal course of development. An update is indicated as an increment to the major version 
number in the software (version 1.2 ean be updated to version 1.3). 

• "Previous Sequential Release" means the release of a Product which has been replaced by a subsequent release of the 
same Product. Notwithstanding anything else, a Previous Sequential Release wi ll be supported by Palantir only for a 
period of twelve (12) months after re lease of the subsequent re leasc. 

• "PO Error" means an Error which renders a Product inoperative or causes such Product to fail catastrophically. 
• "P I Error" means an Error which substant ially dcgrades the performance of a Product or materially restricts Customer's 

use of such Product. 
• "P2 Error" means an Error which causes only a minor impact on the Customer's use of Product fu nctionality. 
• "P3 Error" means an Error which causes only a very minor impact on the Customer's use of a Product, such as 

documentation typos or handled error messagcs. 
• "Support Services" means Palant ir support services as described in Section I. 
• ''Technical Support" means technical support assistance provided by Palantir via email, telephone or other means 

provided by Palantir in its discretion to the Technical Support Contact during Palantir 's normal business hours 
concerning the installation and usc of the then current release of a Product and the Previous Sequential Release. 

• "Upgrade Guide" means the documentation provided by Palantir specifying appropriate procedure for upgrading 
Product 

• "Workaround" means a change in the procedures followed or data supplied by Customcr to avoid an Error wi thout 
substan tially impairing Customer's use of a Product. 

THESE TERMS AND CON DITIONS CONSTITUTE A SERVICE CONTRACT AND NOT A PRODUCT WARRANTY. ALL 
PRODUCrS AND MATERJ ALS RELATED THERETO ARE SUBJECT EXCLUSIVELY TO TI·IE WARRANTIES SET 
FORTI·I IN THE AGREEMENT. TI·IIS AlTACHMENT IS AN ADDITIONAL PART OF THE AGREEMENT AND DOES 
NOT CHANGE OR SUPERSEDE ANY TERM OF THE AGREEMENT EXCEPT TO THE EXTENT UNAMBIGUOUSLY 
CONTRARY THERETO. 

Palantl,. Technologies Inc. 
650.<19<1.1574 
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1.0 PROJECT TITLE 

FA LCON Training and Support for JTF-I 
Statement o/Objec(ives 

Statement of Objectives (SOO) for FALCON Training and Support for the Joint Task Force
Investigations 

2.0 BACKG ROUND 

United States Immigration and Customs Enforcement (lCE) is the largest investigative branch 
of the Department of Homeland Security (DHS). As part of ICE, Homeland Security 
Investigations (HS I) is a critical asset in accomplishing the ICE mission and is responsible for 
investigat ing a wide range of domestic and international activities arising from the ill egal 
movement of people and goods into, within and out of the United States. For this acquisition, 
the Contractor shall be responsible for providing training and employee support services for 
Special Agents, Intelligence Analysts, and Task Force Officers serving with the Joint Task 
Force-Investigations (JTF-I) regarding their util izat ion one ofHSl lnfonnation Sharing and 
Infrastructure Management's (ISIM) techno logy platforms and software assets, FALCON. 

Joint Task Force - Investigations (JTF-I) is an interagency support center for DHS 
investigations. Its primary function is to integrate DHS investigations and investigative 
activities to enhance DHS components ' efforts to suppress crime, illicit nows, surges in 
illegal activity, and crime hotspots and to improve law, order and governance on the U.S. 
southern border and approaches to it. To do this, JTF-J leads and coordinates the 

nomination, selection and actions against Homeland Criminal Organization Targets 
(HOMECORTs); a process for prioritizing support to DHS investigations of the 
transnational criminal networks causing the most harm to the national security of the 
homeland. JTF-I is located at ICE headquarters in Washington, DC and is comprised of 
approximate ly 60 DHS criminal investigators, intelligence analysts, and support personne l. 

FALCON provides HSI 's agents, analysts, and Task Force Officers with a key investigative 
resource: a wholly integrated, consolidated platform performing federated search, analytics, 
geospatial referencing, reporting and situational awareness capabilities across a broadly 
diverse universe of structured and unstructured law enforcement data residing in numerous, 
disparate source environments. 

The FALCON system is comprised of several sub-components. The largest of these is 
FALCON-SA (Search and Analysis)/Workspace, used by the entire community of FALCON 
users. Users ofFALCON-SA/Workspace have access to the fol lowing data sets: 

(b)(7)(E) 
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b)(7)(E) 

3.0 SCOPE 

FALCON Training and Support for JTF-I 
Statement o/Objectives 

FALCON is based upon commercial software sold by Palantir Technologies, Inc. , ca lled 
Palantir Gotham, configured for ICE. FALCON has been utilized by HSJ s ince 2012. 

Vendor will provide one full-time training and desk-side support personnel to assist 
approximately 60 Special Agents, Criminal Investigators, Intelligence Analysts, Task 
Force Officers, and support personnel in achieving a high level of proficiency in utili zing 
FALCON Workspace to fu lfill the miss ions and objectives of the JTF-1. 

5.0 TASKS 

Vendor wi ll provide a mix of structured (classroom-type) and desk-side ass istance training to 
approximate ly 60 Special Agents, Criminal Investigators, Intelligence Analysts, Task Force 
Officers serving with JTF-I regarding FALCON Workspace. 

The Vendor employee will be responsible for the followi ng tasks: 
• Providing initia l, introductory training in FALCON Workspace to new employees of 

the JTF-I; 
• Providing advanced training in the functions and features of FALCON Workspace to 

veteran employees of the JTF- I; 
• Ensuring that JTF-I employees, by the end of the period ofpcrfonnance, achieve 

independent proficiency in the features and functions of FALCON Workspace; 
• Acquiring sufficient knowledge of JTF-I missions, objectives, policies, and procedures 

to work iteratively with JTF-I personnel to create innovat ive and effective work flows 
utili zing FALCON Workspace to achieve JTF-I goa ls; 

• Coordinate with Palantir Technologies Forward Deployed Engineers and other Palantir 
system support staff to ensure that JTF-I employees are familiarized with and trained in 
the operations of new versions of FALCON Workspace which are deployed by Palantir 
Technologies. 

6.0 VENDOR EMPLOYEE QUALIFICATIONS 

Vendor employee shall have a minimum of two years' prior experience providing training and 

3 
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FALCON Training and Support for JTF-I 
Statement o/Objectives 

employee support services for the Palantir Gotham software platfonn, at least one year of 
which shall have been in the context ofa federal law enforcement organization. 

Prior experience providing training and employee support services for the FALCON 
implementat ion of the Palantir Gotham software platform is preferred but not required. 

Vendor employee shall have a Secret clearance, due to required access to ICE Facilities, in 
order to perform on thi s contract. 

7.0 PLACE OF PERFORMANCE 

Work will be performed primarily at the JTF-I office housed within ICE 
Headquarters, located at 500 12th St SW, Washington, DC 20536. Some travel within 
the Greater Washington DC Area may be required to support field operations. Work hours 
shall be Mondays through Fridays, for eight-hour work periods between 8:00 AM and 5:00 
PM. 

8.0 PERIOD OF PERFORMANCE 

The period of performance of the FALCON Training and Support contract wi ll consi st of a 
base period of t we I v e (1 2) months plus one (I) nvelve ( I 2) month opt ion period. The 
actual dates fo r periods of performance shall be indicated at the time of the Call Order award. 

9.0 GOVERNMENT FURNISHED EQUIPMENT (GFE) AND GOVERNMENT 
FU RNIS HED INFORMATION (GFI) 

9.1 GFE 

The Government will provide workspace fo r Vendor Personnel. The Government will 
provide the necessary GFE, such as laptops, peripherals, etc. All work performed shall be 
performed on GFE. GFE wi ll be provided to vendor personnel upon acceptable 
clearance/approvals. The Vendor shall manage, maintain, and control all GFE in accordance 
wi th FAR 52.245· 1. 

9.2 GFI 

The Government will provide all current FALCON tutorials and training materials as GFI. 

10.0 NON-PERSONAL SERVICES 

The Government shall neither supervise Vendor employees, nor control the method by which 
the Vendor performs the individual tasks. Under no circumstances shall the Government 
ass ign tasks to, or prepare work schedules for , individual Vendor employees. It shall be the 
responsibi lity of the Vendor to manage its employees and to guard against any actions that 
are of the nature of personal services, or give the perception of personal services. If the 

4 

201S-le Ll-00009 2939 

002939epic.org EPIC-17-08-14-ICE-FOIA-20180821-6thInterim-Production-pt3



FALCON Training and Support for JTF-I 
Statement o/Objectives 

Vendor believes that any actions constitute, or are perceived to constitute personal services, it 
shall be the Vendor's responsibility to notify the Contracting Officer (CO) or COR 
immediately. 

11.0 BUSINESS RELATIONS 

The Vendor shall successfully integrate and coordinate all activities needed to execute the 
tasks. The Vendor sha ll manage the timeliness, completeness, and quality of identified issues. 
The Vendor shall provide corrective action plans, quote submittals, timely identification of 
issues, and effective management of subcontractors. The Vendor shall seek to ensure 
customer satisfaction and professional and ethical behavior of all Vendor personnel. 

12.0 Section 508 Compliance 

The DHS Office of Accessible Systems and Technology has detennined that for the purposes 
of compliance with Section 508 of the Rehabilitation Act (29 U.S.C. 794d), as amended by 
the Workforce Investment Act of 1998 (P.L. 105-220), August 7, 1998, a National Security 
Exception applies. ICE received a National Security Exemption (ICE-ZO I20201-001) on 
2/01 /20 12. 

13.0 SECU RITY 

13.1 General Clause 

To ensure the security of the DHSIICE infonnation in their charge, ICE Contractors and Sub
contractors shall adhere to the same computer security ruJes and regulations as Federal 
Government employees unless an exception to policy is agreed to by the prime Contractors, 
ICE Infonnation Systems Security Manager (ISSM) and Contracting Officer and detai led in 
the contract. Non-DHS Federal employees or Contractors who fail to comply with DHSIICE 
security policies are subject to having their access to DHS/ICE IT systems and facilities 
tenninated, whether or not the failure results in criminal prosecution. The DHS Rules of 
Behavior document applies to DHSIICE support Contractors and Sub-contractors. 

13.2 Security Policy References Clause 

The following primary DHS/ICE IT Security documents are applicable to Contractor/Sub
contractor operations supporting Sensitive But Unclassified (SBU) based contracts. 
Additionally, ICE and its Contractors shall conform to other DHS Management Directives 
(MD) (Note: these additional MD documents appear on DHS-Online in the Management 
Directives Section. Volume 11000 "Security and Volume 4000 "IT Systems" are of particular 
importance in the support of computer security practices): 
o DHS 4300A, Sensitive Systems Policy Directive 
o DHS 4300A, IT Security Sensitive Systems Handbook 
o ICE Directive, IT Security Policy for SBU Systems 

13.3 Contractor Information Systems Security Officer (ISSO) Poin t of Contact Clause 
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The Contractor shall appoint and submit a name to ICE ISSM for approval , via the ICE COR, 
of a qualified individual to act as ISSO to interact with ICE personnel on any IT security 
maners. 

13.4 Protection of Sensitive Information 

The Contractor shall protect all DHSIICE "sensitive information" to which the Contractor is 
granted physical or electronic access by adhering to the specific IT security requirements of 
this contract and the DHSIICE securi ty polic ies specified in the Reference Section above. The 
Contractor shall ensure that their systems containing DHSIICE information and data be 
protected from unauthori zed access, modification and denial of service. Further, the data shall 
be protected in order to ensure the privacy of individual's personal information. 

13.5 Information Technology Security Program 

If performance of the contract requires that DHS/ICE data be stored or processed on 
Contractor-owned information systems, the Contractor shall establish and maintain an IT 
Security Program. This program sha ll be consistent with the referenced DHS/ICE IT security 
policy documents and at a minimum contain and address the following elements: 

• Handling of DHSIICE sensitive information and IT resources to include media 
protection, access control , auditing, network security, and rules of behavior 

• Certification and Accreditation (C&A) and FISMA compliance of Systems 
containing, processing or transmitting of DHS/ICE data 

• Training and Awareness for Contractor personnel 
• Security Incident Reporting 
• Contingency Planning 
• Security Reviews 
• Contract Closeout Actions 

13.6 Hand ling of Sensitive Information and IT Resources 

The Contractor shall protect DHS/ICE sensitive information and all government provided and 
Contractor-owned IT systems used to store or process DHSIICE sensitive information. The 
Contractor shall adhere to the following requirements for handling sensitive information: 

• Media Protec tion . The Contractor shall ensure that all hardcopy and electronic 
media (including backup and removable media) that contain DHS sensitive 
information are appropriately marked and secured when not in use. Any sensitive 
information stored on media to be surplused, transferred to another individual , or 
returned to the manufacturer shall be purged from the media before disposal. 
Disposal shall be performed using DHSIICE approved sanitization methods. The 
Contractor shall establi sh and implement procedures to ensure sensitive information 
cannot be accessed or stolen. These procedures shall address the handl ing and 
protection of paper and electronic outputs from systems (computers, printers, faxes, 
copiers) and the transportation and mailing of sensi ti ve media.) 

• Access Cont rol. The Contractor shall control user access to DHS/ICE sensitive 
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information based on positive user identification, authentication, and authorization 
(Roles and Rules based) mechanisms. Access control measures employed shall 
provide protection from unauthorized alternation, loss, unavailability, or disclosure 
of information. The Contractor shall ensure its personnel are granted the most 
restrictive set of access privi leges needed for perfonnance of authorized tasks. The 
Contractor shal l divide and separate duties and responsibilities of critical IT 
functions to different individuals so that no individual has all necessary authority or 
systems access privileges needed to disrupt or corrupt a critical process. 

• Auditing. The Contractor shall ensure that it's Contractor-ov.'T1ed IT systems used 
to store or process DHSIICE sensitive information maintain an audit trail sufficient 
to reconstruct security relevant events. Audit trail s shall include the identity of each 
person and device accessing or attempting to access the system, the time and date of 
the access and the log-off time, activities that might modify. bypass, or negate 
security safeguards, and security-relevant actions associated with processing. The 
Contractor shall periodically review audit logs and ensure that aud it trai ls are 
protected from modification, authorized access, or destruction and are retained and 
regularly backed up. 

• Network Security. The Contractor shall monitor its networks for security events 
and employ intrusion detection systems capable of detecting inappropriate, 
incorrect, or malicious activ ity. Any interconnections between Contractor-owned IT 
systems that process or store DHSIlCE sensitive information and IT systems not 
control led by DHS/ICE shall be estab lished through control led interfaces and 
documented through forma l Interconnection Security Agreements (lSA). The 
Contractor shall employ boundary protection devices to enforce access control 
between networks, including Internet and extranet access. The Contractor shall 
ensure its e-mail systems are secure, properly configured , and that network 
protection mechanisms implemented in accordance with DHS/ICE requirements. 
The Contractor shall conduct periodic vulnerability assessments and tests on its IT 
systems containing DHSIICE sensitive information to identify security 
vulnerabilities. The results, of th is information, will be provided to the ICE OCIO 
for review and to coordinate remediation plans and act ions. 

• DHS employees and Contractors shall not transmit sensitive DHSIICE informat ion 
to any personal e-mail account that is not authorized to receive it. 

• Rules of Behavior. The Contractor shall develop and enforce Rules of Behavior for 
Contractor-owned IT systems that process or store DHSIICE sensi tive information. 
These Ru les of Behavior shall meet or exceed the DHS/ICE rules of behavior. 

• The Contractor shall adhere to the policy and guidance contained in the DHS/ICE 
reference documents. 

13.7 Training and Awareness 

The Contractor shall ensure that all Contractor personnel (including Sub-contractor personnel) 
who are involved in the management , use, or operation of any IT systems that handle 
DHS/ICE sensitive information, receive annual training in security awareness, accepted 
security practices, and system rules of behavior. If the Contractor does not use the ICE
provided annual awareness training, then they shall submit to the ICE ISSM their awareness 

7 

2018-ICLI-00009 2942 

002942epic.org EPIC-17-08-14-ICE-FOIA-20180821-6thInterim-Production-pt3



FALCON T raining a nd Support for JTF-I 
Statement a/Objectives 

training for approval. Should Contractor Training be approved for use, the Contractor shall 
provide proof of training completed to the ICE ISSM when requested. 

The Contractor shall ensure that all Contractor personnel, including Sub-contractor personnel, 
with IT security respons ibilities, receive speciali zed DHS/ICE annual train ing tailored to their 
specific security responsibi lities. If the Contractor does not use the ICE-provided special 
training, then they shall submit to the ICE ISSM thei r awareness training for approval. Should 
Contractor training be approved for use, the Contractor shall provide proof of training 
completed to the ICE ISSM when requested. 

Any Contractor personnel who are appointed as ISSO, Assistant IS50s, or other position with 
IT security responsibi lities, i.e. , System/LAN Database administrators, system analyst and 
programmers may be required to attend and participate in the annual DHS Security 
Conference. 

13.8 Certification and Accreditation (C&A) and F1SMA compliance 

The Contractor shall ensure that any Contractor-owned systems that process, store, transmit or 
access DHS/ICE information shall comply with the DHS/ICE C&A and FISMA requirements. 

Any work on developing, maintain ing or modifying DHS/ICE systems shall be done to ensure 
that DHS/ICE systems are in compliance with the C&A and FISMA requirements. The 
Contractor shall ensure that the necessary C&A and FISMA compliance requirements are 
being effectively met prior to the System or application ' s release into Production (this also 
includes pilots). The Contractor shall use the DHS provided tools for C&A and FISMA 
compliance and reporting req ui rements. 

13.9 Security Incident Reporting 

The Contractor shall establish and maintain a computer incident response capability that 
reports all incidents to the ICE Computer Security Incident Response Center (CSIRC) in 
accordance with the guidance and procedures contained in the referenced documents. 

13.] 0 Contingency Planning 

If performance of the contract requires that DHS/ICE data be stored or processed on 
Contractor-owned information systems, the Contractor shall develop and maintain 
contingency plans to be implemented in the event normal operations are disrupted. All 
Contractor personnel involved with contingency planning efforts shall be identified and 
trained in the procedures and logistics needed to implement these plans. The Contractor shall 
conduct periodic tests to evaluate the effectiveness of these contingency plans. The plans 
shall at a minimum address emergency response, backup operat ions, and post-disaster 
recovery_ 

13.11 Security Review and Reporting 
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The Contractor shall include security as an integral clement in the management of thi s 
contract. The Contractor shall conduct reviews and report the status of the implementation 
and enforcement of the securi ty requirements contained in thi s contract and identified 
references. 

The Government may elect to conduct periodic reviews to ensure that the security 
requirements contained in this contract are being implemented and enforced. The Contractor 
shall afford DHSIICE, including the Office of Inspector General , ICE ISSM, and other 
government oversight organizat ions, access to the Contractor' s and Sub-contractors' facilities, 
installations, operations, documentation, databases, and personnel used in the performance of 
this contract. Access sha ll be provided to the extent necessary for the Government to carry out 
a program of inspection, invest igation, and audit to safeguard against threats and hazards to 
the integrity, availabili ty. and confidentiality of DHS/ICE data or the funct ion of computer 
systems operated on behalf of DHS/ICE, and to preserve evidence of computer crime. 

13.12 Use of Government Equipment 

Contractors are not authorized to use Government office equipment (IT systems/computers) 
for personal use under any circumstances, unless limited personal use is specifically permitted 
by the contract. When so authorized, Contractors shall be governed by the limited personal 
use policies in the referenced documents. 

13.13 Contract Closeout 

At the expiration of this contract, the Contractor shal l return all sensitive DHS/ICE 
information and IT resources provided during the life of this contract. The Contractor shall 
certify that all DI-ISIICE information has been purged from any Contractor-owned system 
used to store or process DHS/ICE information. Electronic media shall be sanitized 
(overwritten or degaussed) in accordance with the sanitation guidance and procedures 
contained in reference documents and with DHSINISTlNational Security Agency (NSA) 
approved hardware and software. Note that these procedures may be wavied by the COR, 
contingent upon approva l of a follow-on contract with the current Contractor. 

13.14 Personnel Security 

DHS/ICE does not permit the use of non U.S. Citizens in the performance of this contract or to 
access DHSIICE systems or information. 

All Contractor personnel (including Sub-contractor personnel) shall have favorably 
adjudicated background investigations commensurate with the sensitivity level of the position 
held before being granted access to DHS/ICE sensitive information. 

The Contractor shall ensure all Contractor personnel are properly submitted for appropriate 
clearances. 

The Contractor shall ensure appropriate controls have been implemented to prevent Contractor 

9 

2018-ICLI -00009 2944 

002944epic.org EPIC-17-08-14-ICE-FOIA-20180821-6thInterim-Production-pt3



FALCON Training and Support for JTF-I 
Statement of Objectives 

personnel from obtaining access to DHSIICE sensitive information before a favorably 
adjudicated background invest igation has been completed and appropriate clearances have 
been issued. At the option of the Government, interim access may be granted pending 
completion of a pre-employment check. Final access may be granted only upon favorable 
completion of an appropriate background investigation based on the risk level assigned to thi s 
contract by the Contracting Officer. 

The Contractor shall ensure its personnel have a validated need to access DHSIICE sensitive 
information and are granted the most restrictive set of access privileges needed for 
performance of authorized tasks. 

The Contractor shall ensure that its personnel comply with applicable Rules of Behavior for all 
DHS/ICE and Contractor-owned IT systems to which its personnel have been granted access 
privileges. 

The Contractor shall implement procedures to ensure that system access privileges are revoked 
for Contractor personnel whose employment is terminated or who are reassigned to other 
duties and no longer require access to DHS/ICE sensitive information. 

The Contractor shall conduct exit interviews to ensure that Contractor personnel who no 
longer require access to DHSIICE sensitive information understand their obligation not to 
discuss or disclose DHSIICE sensitive information to which they were granted access under 
this contract. 

13.]5 Physical Security 

The Contractor shall ensure that access to Contractor buildings, rooms, work areas and spaces, 
and structures that house DHS/ICE sensitive information or IT systems through which 
DHS/ICE sensitive information can be accessed, is limited to authorized personnel. The 
Contractor shall ensure that controls are implemented to deter, detect, monitor, restrict, and 
regulate access to controlled areas at all times. Controls shall be sufficient to safeguard IT 
assets and DHSIICE sensitive information against loss, theft, destruction, accidental damage, 
hazardous conditions, fire , malicious actions, and natural disasters. Physical security controls 
shall be implemented in accordance with the policy and guidance contained in the referenced 
documents. 

14.0 CONTRACTOR PERSONNEL SECURITY REQUIREMENTS 

14.1 GENERAL 

The United States Immigration and Customs Enforcement (ICE) has determined that 
performance of the task as described in HSCETC-IS-F-OOO 18 requires that the Contractor, 
subcontractor(s), vendor(s), etc. (herein known as Contractor) may access classified National 
Security Information (herein known as class ified information). Classified information is 
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Government information which requires protection in accordance with Executive Order 13526, 
Classified Nationa l Security Information, and supplementing directives. 

The Contractor will abide by the requirements set forth in the DD Form 254, Contract Security 
Classification Specification. included in the contract, and the Na/iona/lndustrial Security 
Program Operating Manual (NISPOM) for the protection of classi fied information at its 
cleared facility, ifapplicable, as directed by the Defense Security Service. If the Contractor has 
access to classified information at an ICE or other Government Facility. it will abide by the 
requirements set by the agency. 

In conjunction with acq uisition HSCETC-15-F-OOO J S the contractor shall ensure all 
investigative, reinvest igate, and adjudicative requirements are met in accordance with National 
Industrial Security Program Operating Manual (DOD 5220.22-M) Chapter 2-1. 

No person shall be allowed to begin work on contract HSCETC-lS-F-OOOIS and/or access 
sensitive information related to the contract without ICE receiving clearance verification from 
the FSO. ICE further retains the right to deem an applicant as ineligible due to an insufficient 
background investigation or when derogatory information is received and evaluated under a 
Continuous Evaluation Program. Any action taken by ICE does not relieve the Contractor 
from required reporting of derogatory information as outlined under the NlSPOM. 

The FSO will submit a Visitors Authorization Letter (VAL) through the Contracting Officer' s 
Representative (COR) tol(b)(7)(E) !for processing personnel onto the 
contract. The clearance verification process will be provided to the COR during Post-Award. 
Note: Interim TS is nOI accepted by DHSfor access to Top Secret information. The contract 
employee will only have access to SECRET level information until DoD CAF has granted aflill 
rs. 

For processing any personnel on a classified contract who will not require access to classified 
information see BACKGROUND INVESTIGATIONS (Process for personnel do not require 
access to classified information). 

14.2 PRELIMINARY DETERMINATION 

ICE may, as it deems appropriate, authorize and make a favorable preliminary fitness to 
support decision based on preliminary security checks. The expedited pre-employment 
determination wi ll allow the employees to commence work temporari ly prior to the completion 
of the full investigation. The granting of a favorable pre-employment determination shall not 
be considered as assurance that a favorable full employment determination will follow as a 
result thereof. The granting of a favorable pre-employment fitness determination or a full 
employment fitness determination shall in no way prevent, preclude, or bar the withdrawal or 
termination of any such access by ICE, at any time during the term of the contract. No 
employee of the Contractor shall be allowed to enter on duty and/or access sensitive 
information or systems without a favorable preliminary fitness determination or final fitness 
determination by the Office of Professional Responsibility. Personnel Security Unit (OPR-
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PSU). 0 employee of the Contractor shall be allowed unescorted access to a Government 
facility without a favorable pre-employment fitness determination or final fitness determination 
by the OPR-PSU. 

14.3 BACKGROUND INVESTIGATIONS (Process for personnel do not require access 
to classified information): 

Contract employees (to include applicants. temporaries, part-time and replacement employees) 
under the contract, needing access to sensitive information, shall undergo a position sensitivity 
analysis based on the duties each individual will perform on the contract. The results of the 
pos ition sensitivity ana lysis shall identify the appropriate background investigation to be 
conducted. Background investigations will be processed through the OPR-PSU. Prospective 
Contractor employees without adequate security clearances issued by 000 CAF shall submit 
the following completed fonns to the OPR-PSU through the Contracting Offices 
Representative (COR), no less than 35 days before the starting date of the contract or 35 days 
prior to the expected entry on duty of any employees, whether a replacement, addition, 
subcontractor employee, or vendor: 

I. Standard Fonn 85P "Questionnaire for Public Trust Positions" Form will be 
submitted via e-QIP (e lectronic Questionnaires for Investigation Processing) 
(Origina l and One Copy) 

2. Three signed eQip Signature form s: Signature Page, Release of Information and 
Release of Medical Information (Originals and One Copy) 

3. Two FD Form 258, "Fingerprint Card" 

4. Foreign National Relatives or Associates Statement (Original and One Copy) 

5. DHS 11000-9, "Disclosure and Authorization Pertaining to Consumer Reports 
Pursuant to the Fair Credit Reporting Act" (Original and One Copy) 

6. Optional Form 306 Declaration for Federal Employment (app lies to contractors as 
well) (Original and One Copy) 

If the contract authorizes positions which do not require access to classified infonnation: 
In those instances where a Prospective Contractor employee wi ll not require access to 
classified information, areas or classified systems the Vendor will add to and the COR will 
insure the following statement is added to the eQip Worksheet prior to submitting it to OPR 
PSU: "Employee will not require NSI Access to Classified Infonnation or Class ified Systems 
at any level". 
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Required forms will be provided by ICE at the time of award of the contract. Only complete 
packages will be accepted by the OPR-PSU. Specific instructions on submission of packages 
will be provided upon award of the contract. 

Be advised that unless an app licant requ iring access to sens itive information has resided in the 
US for three of the past five years, the Government may not be able to complete a satisfactory 
background investigation. In such cases, ICE retains the right to deem an applicant as 
ineligible due to insufficient background information. 

14.4 EMPLOYMENT ELIGIBILITY 

The use of Non-U.S. citizens, including Lawfu l Permanent Residents (LPRs). is not permitted 
in the performance of thi s contract for any position that involves access to DHS lICE IT 
systems and the infonnation contained therein, to include, the development and I or 
maintenance ofDHS/lCE IT systems; or access to infonnation contained in and I or derived 
from any DI-IS/ ICE IT system. 

The contractor will agree that each employee working on this contract will successfully pass 
the DHS Employment Eligibility Verification (E· Verify) program operated by USC IS to 
establish work authorization. 

The E·Veri fy system, fo rmerly known as the Basic Pilot/Employment Eligib il ity verification 
Program, is an Intemet·based system operated by DHS USClS, in partnership with the Social 
Security Administration (SSA) that allows participating employers to 
electronica ll y verify the employment eligibi li ty of their newly hired employees. E·Verify 
represent the best means currently available for employers to verify the work authorization of 
their employees. 

The Contractor must agree that each employee working on this contract will have a Social 
Security Card issued and approved by the Social Security Administration. The Contractor shall 
be responsible to the Government for acts and omissions of his own employees and for any 
Subcontractor(s) and their employees. 

Subject to existing law, regulations and! or other provisions of this contract, illegal or 
undocumented aliens will not be employed by the Contractor, or with this contract. The 
Contractor will ensure that thi s provision is expressly incorporated into any and all 
Subcontracts or subordinate agreements issued in support of this contract. 

14.5 FAC ILITY ACCESS 

ICE shall have and exercise full control over granting, denying, withholding or terminating 
unescorted government facility and/or sensitive Government information access for Contractor 
employees, based upon the results of a background investigation. 
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Contract employees assigned to the contract not needing access to sensitive ICE information, 
recurring access to ICE facilities or access to DHS/ICE IT systems, to include email, will not 
be subject to security contractor fitness screening. 

14_6 CONTINUED ELIGIBILITY 

If a prospective employee is found to be ineligible for access to Government faci lities or 
information, the COR will advise the Contractor that the employee shall not continue to work 
or to be assigned to work under the contract. 

The OPR·PSU may require drug screening for probable cause at any time and! or when the 
contractor independently identifies, circumstances where probable cause exists. 

The OPR-PSU will conduct reinvestigations evcry 5 years, or when derogatory infonnation is 
received, to evaluate continued eligibility. 

ICE reserves the right and prerogative to deny and! or restrict the facility and information 
access of any Contractor employee whose actions are in conflict with the standards of conduct, 
5 CFR 2635 and 5 CFR 3801 , or whom ICE determines to present a risk of compromising 
sensitive Government information to which he or she would have access under this contract. 

14_' REQUIRED REPORTS 

The contractor/COR will notify OPR-PSU of all terminations / resignations, etc. , within five 
days of occurrence. The Contractor will return any expired ICE issued identification cards/ 
credentials and building passes, or those of terminated employees to the COR. If an 
identification card or building pass is not available to be returned, a report must be submitted to 
the COR, referencing the pass or card number, name of individual to whom issued, the last 
known location and disposition of the pass or card. The COR will return the identification 
cards and bui lding passes to the responsible ID Unit. 

The Contractor will report any adverse information coming to their attention concerning 
contract employees under the contract to the OPR-PSU through the COR as soon as possible. 
Reports based on rumor or innuendo should not be made. The subsequent termination of 
employment of an employee does not obviate the requi rement to submit this report. The report 
shall include the employees ' name and social security number, along with the adverse 
information being reported. 

The Contractor will provide, through the COR a Quarterly Report containing the names of 
personnel who are active, pending hire, have departed within the quarter or have had a legal 
name change (Submitted with documentation). The list shal l include the Name, Position and 
SSN (Last Four) and should be derived from system(s) used for contractor payrolUvoucher 
processing to ensure accuracy. 
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The contractor is required to report certain events that have an impact on the status of the 
facility clearance (FeL) andl or the status of the contract employee 's personnel security 
clearance as outlined by National Industrial Security Program Operating Manual (DOD 
5220.22·M) Chapterl-3, Reporting Requirement s. Contractors shall establish internal 
procedures as arc necessary to ensure that cleared personnel are aware of their responsibilities 
for reporting pertinent infonnation to the FSO and other federal authorities as required. 

Submit reports to the email address
L
fb_)_(7_)(_E) __________ -' 

14.8 SECURITY MANAGEMENT 

The Contractor shall appoint a senior officia l to act as the Corporate Security Officer. The 
individual will interface with the OPR-PS U through the COR on all security matters, to include 
physical , personnel , and protection of all Government information and data accessed by the 
Contractor. 

Contractors shall provide all employees supporting contract HSCETC-lS-F-00018 proper 
initial and annual refresher security training and briefings commensurate with their clearance 
level, to include security awareness, defensive security briefings.( National Industrial Security 
Program Operating Manual (DOD S220.22-M) Chapter 3-1. The contractor shall forward a 
roster of the completed training to the COR on a quarterly bases. 

The following computer security requirements apply to both Department of Homeland Security 
(DHS) U.S. Immigration and Customs Enforcement (lCE) operations and to the former 
Immigration and Naturalization Service operations (FrNS). These entities are hereafter 
referred to as the Department. 

14.9 INFORMATION TECHNOLOGY 

When sensitive government information is processed on Department telecommunications 
and automated information systems, the Contractor agrees to provide for the administrative 
control of sensitive data being processed and to adhere to the procedures governing such 
data as outlined in DHS MD 140-01 - In/ormation Technology Systems Security and DHS 
MD 4300 Sensitive Systems Policy. Contractor personnel must have favorably adjudicated 
background investigations commensurate with the defined sensitivity level. 

Contractors who fail to comply with Department security policy are subject 10 having their 
access to Department IT systems and facilities terminated, whether or not the failure results in 
criminal prosecution. Any person who improperly discloses sensitive information is subject to 
criminal and civil penalties and sanctions under a variety of laws (e.g. , Privacy Act). 
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14.10 INFORMATION TECHNOLOGY SECURITY TRAINING AND OVERSIGHT 

In accordance with Chief Infonnation Office requirements and provisions, all contractor 
employees accessing Department IT systems or processing DHS sensitive data via an IT 
system will require an ICE issued/provisioned Personal Identity Verificat ion (PIV) card. 
Additionally, Informat ion Assurance Awareness Training (IAA T) will be required upon initial 
access and annually thereafter. IAAT training will be provided by the appropriate component 
agency of DHS. 

Contractors, who are invo lved with management, use, or operation of any IT systems that 
handle sensitive information within or under the supervision of the Department. shall receive 
periodic training at least annually in security awareness and accepted security practices and 
systems rules of behavior. Department contractors, with significant security responsibi lit ies, 
shall receive specialized training specific to their security responsibilities annually. The level 
of training shal l be commensurate with the individual 's duties and responsibilities and is 
intended to promote a consistent understanding of the principles and concepts of 
telecommunications and IT systems securit y. 

All personnel who access Department information systems will be continually evaluated while 
perfo rming these duties. Supervisors should be aware of any unusual or inappropriate behavior 
by personnel accessing systems. Any unauthorized access, sharing of passwords, or other 
questionable security procedures should be reported to the local Security Offi ce or Information 
System Security Officer (ISSO). 

14.1 I NO N-DISCLOSURE AGREEMENT 

Contractors are required to sign DHS 11000-6, Attachment 9 - Non-Disclosure Agreement, 
due to access to a sensi tive ICE system. Non-Disclosure Agreements shall be provided to the 
COR and CO prior to the commencement of work on thi s task order. 
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