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STATEMENT REQUIRED BY RULE 35(b)

In the Freedom of Information Reform Act of 1986, Pub. L. No. 99-570, tit.
1, subtit. N, §§ 1801-1804, 100 Stat. 3207-48 to 3207-50 (1986), Congress enacted
certain amendments to Exemption 7 to limit the release of information concerning
law enforcement personnel and confidential informants. Congress did not untether
the text of Exemption 7(F) from its original purpose: to safeguard information
about individuals associated with law enforcement investigations. As the U.S.
Court of Appeals for the Second Circuit explained, the addition of the term “any
individual” in the FOIA Reform Act did not transform exemption 7(F) “into an
alternative secrecy mechanism far broader than the government’s classification
system.” ACLU v. DOD, 543 F.3d 59, 83 (2d Cir. 2008), vacated on other grounds,
558 U.S. 1042 (2009). The Supreme Court also recently held that a similar
phrase—*“any . . . tangible object”—should be read narrowly based on the statutory
context. See Yates v. United States, 135 S. Ct. 1074 (2015).

In this case, a panel of this Court held, contrary to the intent of Congress, the
conclusion of the Second Circuit in ACLU, and the Supreme Court’s guidance in
Yates, that “consideration of Exemption 7(F)’s scope begins and ends with its
text.” Based on this reading of the term “any individual,” the panel concluded that
the Department of Homeland Security “permissibly withheld much, if not all” of

the agency criteria governing the shutdown of cell phone networks during an
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emergency. The panel found that that release of this policy “could reasonably be
expected to endanger the life or physical safety of any individual” based only on a
statement in the agency’s declaration that disclosure of the protocol would enable
“bad actors” to “circumvent or interfere” with a strategy to shut down cell phone
networks, or to “insert themselves into” the shutdown process.

The panel’s decision relied heavily on the analysis in Public Employees for
Environmental Responsibility v. U.S. Section, International Boundary & Water
Commission, U.S.-Mexico (“PEER”), 740 F.3d 195 (D.C. Cir. 2014). However,
the court in PEER found that the agency “would prevail even under the Second
Circuit’s approach” in ACLU. Id. at 206. In contrast with that decision, this panel
directly contradicted the Second Circuit’s construction of Exemption 7(F) and
interpreted the provision broadly, notwithstanding the narrow construction rule for
FOIA exemptions generally and the narrow scope of the 1986 amendment
specifically. The panel’s decision conflicts with both the Second Circuit’s decision
in ACLU and with the Supreme Court’s guidance in Yates.

The panel’s decision also undermines the statutory structure of the FOIA.
Congress enacted the FOIA to promote “broad disclosure” of agency records,
which requires that the exemptions “must be ‘given a narrow compass.’” Milner v.
Dep’t of Navy, 131 S. Ct. 1259, 1265 (2011) (quoting DOJ v. Tax Analysts, 492

U.S. 136, 151 (1989)). The essential interpretive rule of the FOIA is that
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“disclosure, not secrecy, is the dominant objective.” Dep 't of Air Force v. Rose,
425 U.S. 352,361 (1976). The panel decision does not accord with the FOIA’s
broad purpose of disclosure or the narrow scope of Exemption 7(F), and instead
transforms 5 U.S.C. § 552(b)(7)(F) into a broad ‘security procedure’ exemption far
beyond the intent of Congress. This case accordingly raises a question of
exceptional importance that warrants en banc review. See Fed. R. App. P. 35(b).

QUESTION PRESENTED

Whether Exemption 7(F) of the Freedom of Information Act, 5 U.S.C. §
552(b)(7)(F), exempts from disclosure all records that an agency claims might be
used to circumvent or interfere with a strategy associated with security procedures.

STATEMENT OF THE CASE

This case arises from a request EPIC filed under the Freedom of Information
Act, 5 U.S.C. § 552, for a policy document developed by the National
Coordinating Center for Communications and approved by a Department of
Homeland Security (“DHS”’) subcomponent. This document, Standard Operating
Procedure 303 (“SOP 303”) outlines the agency’s policy for shutting down cell
phone networks. EPIC requested this policy from the DHS following the shutdown
of a cell phone network in the San Francisco Bay Area Rapid Transit system
during a peaceful protest in 2011. EPIC brought suit when the DHS failed to

produce responsive records. The agency subsequently produced a heavily redacted
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version of SOP 303, withholding much of the document under Exemptions 7(E)
and 7(F).!

After the lower court granted EPIC’s motion for summary judgment and
found DHS had not shown the redacted portions of SOP 303 were exempt under
7(E) or 7(F), the agency appealed. The panel reversed the lower court and held that
DHS “permissibly withheld much, if not all of SOP 303, because its release, as
described in the Holzer declaration, could reasonably be expected to endanger
individuals’ lives or physical safety.” EPIC v. DHS, 777 F.3d 518, 528 (D.C. Cir.
2015).

ARGUMENT

The Freedom of Information Act, 5 U.S.C. § 552, is a disclosure statute, not
a withholding statute. Congress enacted the FOIA in order to overhaul the public
information provisions of the Administrative Procedures Act, 5 U.S.C. § 1002
(1964 ed.), and to “permit access to official information long shielded
unnecessarily from public view.” Milner v. Dep’t of Navy, 131 S. Ct. 1259, 1262
(2011) (quoting EPA v. Mink, 410 U.S. 73, 80 (1973)). To accomplish this goal,
Congress mandated that agencies disclose records upon request, except when they

fall within one of nine exemptions. Id. These exemptions “must be ‘narrowly

' The agency also withheld the names and identifying information of certain
officials pursuant to Exemption 6, but EPIC is not challenging those withholdings.

4
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construed.”” Id. (quoting FBI v. Abramson, 456 U.S. 615, 630 (1982)). Each
exemption serves a distinct purpose and limits the disclosure of a specific category
of records. The FOIA requires “full agency disclosure unless information is
exempted under clearly delineated statutory language.” DOJ v. Reporters Comm.
for Freedom of the Press, 489 U.S. 749, 773 (1989).

The panel improperly construed Exemption 7(F) and created a catch-all
provision that would allow federal agencies to routinely withhold records subject
to disclosure where the agency merely asserts a speculative security risk. This
judgment is contrary to the explicit purpose of the FOIA, inconsistent with
Congress’ intent in limiting the scope of Exemption 7, contrary to the Supreme
Court’s guidance on narrowly construing FOIA exemptions, and in conflict with
both the Supreme Court’s recent jurisprudence on statutory interpretation and the
Second Circuit’s analysis of Exemption 7(F). Congress did not intend to limit the
disclosure of policy documents such as SOP 303 when it amended Exemption 7(F)
in 1986. Rather, Congress sought to protect the personal information of law
enforcement agents, confidential informants, witnesses, and others associated with
actual law enforcement investigations.

I. The Panel’s Decision is Contrary to Congress’ Intent in Enacting and
Amending Exemption 7 and Other FOIA Provisions

When Congress enacted the FOIA in 1966 it provided for nine exemptions

to the general mandate of agency disclosure. See Pub. L. 89-487, 80 Stat. 251
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(1966). In 1974, dissatisfied with the government’s failure to comply with the Act,
and with court decisions broadly construing Exemptions 1 and 7, Congress passed
significant amendments over a Presidential veto, intending to narrow the
circumstances under which federal agencies could withhold information sought by
the public. See Cong. Research Serv., The Freedom of Information Act
Amendments of 1974, reprinted in H. Subcomm. on Gov’t Information and
Individual Rights, Comm. on Gov’t Operations, & S. Subcomm. on Admin.
Practice and Procedure, Comm. on the Judiciary, Freedom of Information Act and
Amendments of 1974 (P.L. 93—502) Source Book 109—116 (Joint Comm. Print
1975) [hereinafter 1975 FOIA Source Book].

The 1974 amendments clarified the narrow scope of protections for
investigatory records in Exemption 7 and simultaneously increased judicial
oversight of the government’s withholding under Exemption 1 of classified
documents implicating national security concerns. See John Doe Agency v. John
Doe Corp., 493 U.S. 146, 163 (1989) (Scalia, J., dissenting). The Exemption 7
amendments were drafted in response to decisions by this Court that would have
erected “a ‘stone wall’ against public access to any material in an investigatory
file.” NLRB v. Robbins Tire & Rubber Co., 437 U.S. 214, 229 (1978) (citing 1975
FOIA Source Book at 332). The Exemption 1 amendments were drafted in

response to the Supreme Court’s decision in Environmental Protection Agency v.
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Mink, 410 U.S. 73 (1973). See CIA v. Sims, 471 U.S. 159, 189 n.5 (1985)
(discussing Congress’ response to the Mink decision, the adoption of the “properly
classified” standard, and de novo review in the 1974 amendments).

Congress made clear that Exemption 1 and Exemption 7 served distinct and
independent purposes. Given the structure of the Act and the purposes of these
Exemptions, it was improper for the panel to construe Exemption 7(F) to limit
disclosure of a record based on an agency’s claim that releasing a document would
“enable bad actors to insert themselves into the process of shutting down or
reactivating wireless networks.” EPIC v. DHS, 777 F.3d 518, 521 (D.C. Cir. 2015).
Congress did not address such diffuse claims when it enacted Exemption 7(F) or
when it amended the subsection in 1986. To the extent that Congress considered
such agency assertions, it did so under Exemption 1, where it provided for close
judicial review of the Government’s justifications for withholding. As Justice
Scalia noted in his dissent in John Doe Agency, “[1]t is particularly implausible”
that Congress was expanding the authority to withhold national security records “in
its revision of Exemption 7 at the same time that it was adding the ‘properly
classified’ requirement to Exemption 1” in order to prevent overly broad
withholdings of such records. 493 U.S. at 163 (Scalia, J., dissenting).

Exemption 7 was enacted to limit the disclosure of “investigatory files

compiled for law enforcement purposes except to the extent available by law to a
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party other than the agency.” Robbins, 437 U.S. at 245 (quoting 80 Stat. 251). The
intent was to “prevent[] a litigant from using the statute to achieve indirectly ‘any
earlier or greater access to investigatory files than he would have directly.’”
Bristol-Myers Co. v. FTC, 424 F.2d 935, 939 (D.C. Cir. 1970) (quoting H.R. Rep.
No. 1497, 89th Cong., 2d Sess. 11 (1966)). The exemption applies only where “the
prospect of enforcement proceedings is concrete enough” for the relevant files to
qualify as “investigatory.” Id.

The 1974 amendments restructured Exemption 7, limiting its application to
“investigatory records compiled for law enforcement purposes,” and requiring the
agency to show that “producing such records would involve one of six specified
dangers.” Robbins, 437 U.S. at 222. This change, adapted from a proposal by the
American Bar Association, explicitly described the limited objectives of
Exemption 7 so that courts would not permit the withholding of investigatory
records for any other purpose. /d. at 230-31. The four core purposes were to ensure
that disclosure did not (1) “interfere with enforcement proceedings,” (2) deprive
someone of “impartial adjudication,” (3) “disclose the identity of an informer,” or
(4) “disclose investigative techniques and procedures.” Id. at 231 n.12. Prior to
enactment, Congress added two additional purposes for withholding investigatory
records: where disclosure would result in an “unwarranted invasion of personal

privacy” or “endanger the life or physical safety of law enforcement personnel.”
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H.R. Rep. 93-1380 (1974) (Conf. Rep.), reprinted in 1975 FOIA Source Book at
229.

It is no surprise that the subsections protecting “personal privacy” (C) and
“life or physical safety” (F) were added together because they are closely
intertwined; both involve the same concern—the disclosure of names and other
identifying information contained in investigatory files.” See Blanton v. DOJ, 182
F. Supp. 2d 81, 8687 (D.D.C. 2002) (“The same information that is withheld
under Exemption 7(C) may be withheld under Exemption 7(F) to protect against
risk of physical injury or harassment.”) (citing Epps v. DOJ, 801 F. Supp. 2d 787,
795 (D.D.C. 1992); Maroscia v. Levi, 569 F.2d 1000, 1002 (7th Cir. 1977)).}

Following the 1974 amendments, the Department of Justice argued that
Exemption 7 did not adequately limit the disclosure of confidential sources; this
was the impetus for the 1986 amendments. 132 Cong. Rec. 29,618-29,621 (Oct. 8,
1986) (statement of Rep. Thomas N. Kindness). The amendment to subsection (F)

addressed the Justice Department’s concern, first raised in the Attorney General’s

? It is significant that the informal notes recording the amendments made by the
Conference Committee, including the addition of subsection F, do not discuss the
change at all but focus instead on the changes to subsections C and D. See
Conference Notes — The Freedom of Information Act Amendments (1974),
reprinted in 1975 FOIA Source Book 117-18.

3 See also Attorney General’s Memorandum on the 1974 Amendments (1975),
reprinted in 1975 FOIA Source Book 519, 522 (describing subsection (C) as
protecting privacy interests of the “subject of the investigation” as well as “any
[other] person mentioned in the requested file” and subsection (F) as protecting
“information which would reveal the identity of undercover agents”).

9
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Memorandum on the 1974 Amendments, that the “families of law enforcement
personnel” or others might also face safety risks upon the release “of information
which would reveal [their] identity.” 1975 FOIA Source Book at 522. This point
was reiterated by then-professor Antonin Scalia during a Senate hearing on draft
amendments that were subsequently incorporated into the 1986 bill. See 1 Freedom
of Information Act: Hearings Before the Subcomm. on the Constitution of the S.
Comm. on the Judiciary, 97th Cong., 1st Sess. 95960 (1981) (statement of Prof.
Antonin Scalia). According to Professor Scalia, it seemed irrational to protect only
“law enforcement personnel” when their “spouses and children” or others might
also be threatened by the “release of any investigatory records.” Id. Congress
subsequently broadened subsection (F) slightly in the Freedom of Information
Reform Act of 1986, Pub. L. No. 99-570, tit. 1, subtit. N, §§ 1801-1804, 100 Stat.
3207-48 to 3207-50 (1986), replacing “law enforcement personnel” with “any
individual.” 1d.

It is clear Congress intended to extend 7(F) protections to individuals other
than police officers, but there was never an indication that Congress intended to
change the fundamental purpose of 7(F). That purpose was always to prevent the
disclosure of identifying information in law enforcement records that might put

informants, witnesses, agents, or their families in physical danger. Congress never

10
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expressed an intention to exempt records under 7(F) where disclosure could create
diffuse security risks. The panel’s decision is directly contrary to Congress’ intent.

II. The Panel’s Decision Conflicts with the Supreme Court’s Recent
Guidance on Statutory Interpretation

The Supreme Court has recently reaffirmed its prior decisions that statutory
terms must be interpreted in context and that meaning is not determined simply by
dictionary definitions. In Yates v. United States, 135 S. Ct. 1074 (2015), the Court
rejected a lower court’s interpretation that relied solely on a term’s dictionary
definition.

Whether a statutory term is unambiguous . . . does not turn solely on

dictionary definitions of component words. Rather, “[t]he plainness or

ambiguity of statutory language is determined . . . by reference to the

language itself, [but as well by] the specific context in which that

language is used, and the broader context of the statute as a whole.”
135 S. Ct. at 1077 (quoting Robinson v. Shell Oil Co., 519 U.S. 337, 341 (1997)).
The Court in Yates found that statutory terms must be read “in their context and
with a view to their place in the overall statutory scheme.” Id. at 1092 (quoting
Davis v. Mich. Dep’t of Treasury, 489 U.S. 803, 809 (1989)). Yet that is precisely
what the panel failed to do in this case. Rather than construe the exemption
narrowly, as required under the FOIA, the panel adopted a broad construction of

the provision because it found that “consideration of Exemption 7(F)’s scope

begins and ends with its text.” EPIC v. DHS, 777 F.3d 518, 523 (D.C. Cir. 2015).

11
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Yates involved a challenge by a commercial fisherman to his conviction
under a provision of the Sarbanes-Oxley Act of 2002, 116 Stat. 745, a law passed
in the wake of the Enron scandal to curb financial crimes. Yates, 135 S. Ct. at
1079. The dispute centered around a provision of the Act which punishes a person
who “knowingly alters, destroys, mutilates, conceals, covers up, falsifies, or makes
a false entry in any record, document, or tangible object” with the intent to impede
an investigation. /d. at 1078 (emphasis added). The fisherman urged that the Court
adopt a “contextual reading” of the provision, and argued that the term should only
apply to “media on which information is stored.” Id. at 1081. The Court agreed
with Mr. Yates and rejected the Government’s argument that the provision should
be read as a “general ban on the spoliation of evidence, covering all physical items
that might be relevant to any matter under federal investigation.” /d.

As the Court stressed in Yates, “the same words, placed in different contexts,
sometimes mean different things.” /d at 1082. As with the phrase “any . . . tangible
object” in Yates, “any person” in Exemption 7(F) weighs “in favor of a narrower
reading.” Id. at 1083. C.f. FCCv. AT&T Inc., 562 U.S. 397 (2011) (construing
“personal privacy” in the FOIA to exclude corporations even though corporations
are “persons’” under the Act).

The panel decision improperly construed the term “any individual” in

Exemption 7(F) without any regard to the structure of FOIA, the categorical

12
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purposes of the exemptions, or the intent of Congress. This decision runs contrary
to the Supreme Court’s guidance in Yates that the term “any” must be interpreted
within its statutory context.

III. The Panel’s Decision Directly Conflicts with the Second Circuit’s
Interpretation of Exemption 7(F)

The panel decision also creates an irreconcilable conflict between the D.C.
Circuit and the Second Circuit regarding the scope of Exemption 7(F). The panel
held that Exemption 7(F) is satisfied whenever the government determines that
release of the record could pose risks to “numerous albeit unspecified individuals.”
EPICv. DHS, 777 F.3d 518, 526 (D.C. Cir. 2015). In stark contrast, the Second
Circuit held in American Civil Liberties Union v. Department of Defense that
agencies invoking 7(F) must “identify at least one individual with reasonable
specificity” and establish that disclosure could reasonably be expected to endanger
that identified individual. ACLU v. Department of Defense, 543 F.3d 59, 71 (2d
Cir. 2008), vacated on other grounds, 558 U.S. 1042 (2009) (emphasis added).

In ACLU, the Second Circuit considered whether the Department of Defense
properly withheld under Exemption 7(F) photographs depicting prisoner abuse by
military forces in Iraq and Afghanistan. 543 F.3d at 63. The agency argued that the
photos should be exempt because their release could create security risks for U.S.
and Coalition forces, as well as civilians in Iraq and Afghanistan. /d. at 64. After

considering “the language of the remainder of the provision, the structure of

13
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FOIA’s exemptions, and the context and history leading to its adoption,” the
Second Circuit refused to construe the term “any individual” so broadly as to
encompass “the populations of two nations and two international expeditionary
forces.” Id. at 69—70. In rejecting the government’s argument, the court highlighted
the perverse conclusion that

even remote possibilities can become reasonable to expect to befall at

least one member of a large enough group. . . . The government’s

contention that ‘any individual’ encompasses a person identified only

as belonging to [] a population of national size would, if accepted,

circumvent the limitation imposed by the phrase ‘could reasonably be

expected to endanger.’
Id. at 83. Thus, the Second Circuit concluded that Congress did not intend for
Exemption 7(F) to protect against diffuse security risks to unidentified groups. /d.
at 71.

The panel recognized that its interpretation of Exemption 7(F) is in tension
with the interpretation of the Second Circuit. EPIC v. DHS, 777 F.3d at 524 (“If
viewed without regard to SOP 303’s requirement that there be a critical emergency
for a shutdown to take place, then the Department’s interpretation may not accord
with the Second Circuit’s approach.”). Just as in ACLU, the panel considered an
agency’s claim that Exemption 7(F) covers a speculative harm to a large and
indeterminate group. Because the panel held that the agency does not have to

identify any at-risk individual with specificity, the panel decision directly conflicts

with the Second Circuit’s decision in ACLU.

14
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En banc review is particularly appropriate in this case because the panel’s

reasoning violates the core principle of narrowly construing FOIA exemptions, is

contrary to Congressional intent, conflicts with recent Supreme Court guidance on

statutory interpretation, and directly contradicts the analysis of the Second Circuit

in ACLU v. DOD. The panel’s decision, if left in place, would create an untethered

“national security” exemption for law enforcement investigations that would allow

agencies to circumvent the process that Congress established in Exemption 1.

CONCLUSION

For the foregoing reasons, the petition should be granted.

Dated: March 27, 2015

Respectfully submitted,

___/s/ Marc Rotenberg

MARC ROTENBERG

ALAN BUTLER

GINGER MCCALL

Electronic Privacy Information Center
1718 Connecticut Ave. NW

Suite 200

Washington, DC 20009

(202) 483-1140

Counsel for Appellant Electronic Privacy
Information Center
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CERTIFICATE AS TO PARTIES, RULINGS AND RELATED CASES

I. Parties

The Electronic Privacy Information Center (EPIC) is the petitioner in
this case. The Department of Homeland Security is the respondent.

II. Rulings Under Review

The ruling under review 1n this case is the District Court’s Order of
November 12, 2013 (ECF No. 18), granting Plaintiff’s Motion for Summary
Judgment, which was accompanied by a Memorandum Opinion (ECF No.
19) issued on the same day. On February 10, 2015, a panel of this Court
reversed the District Court’s order. EPIC v. DHS, 777 F.3d 518 (D.C. Cir.
2015). The panel’s order and opinion are appended to this petition.

III. Related Cases

This case was not previously before this Court or any other court.
EPIC is unaware of any other related cases within the meaning of Circuit
Rule 28.

DISCLOSURE STATEMENT

EPIC is a 501(c)(3) non-profit corporation. EPIC has no parent, subsidiary,
or affiliate. EPIC has never issued shares or debt securities to the public.

/s/ Marc Rotenberg
MARC ROTENBERG
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UPnited States Court of Appeals

FOR THE DISTRICT OF COLUMBIA CIRCUIT

No. 14-5013 September Term, 2014
1:13-cv-00260-JEB
Filed On: February 10, 2015 11536792

Electronic Privacy Information Center,
Appellee
V.

United States Department of Homeland
Security,

Appellant

ORDER

It is ORDERED, on the court's own motion, that the Clerk withhold issuance of
the mandate herein until seven days after disposition of any timely petition for rehearing
or petition for rehearing en banc. See Fed. R. App. P. 41(b); D.C. Cir. Rule 41. This
instruction to the Clerk is without prejudice to the right of any party to move for
expedited issuance of the mandate for good cause shown.

FOR THE COURT:
Mark J. Langer, Clerk

BY: /s/

Jennifer M. Clark
Deputy Clerk
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UPnited States Court of Appeals
FOR THE DISTRICT OF COLUMBIA CIRCUIT

Argued December 11, 2014 Decided February 10, 2015
No. 14-5013

ELECTRONIC PRIVACY INFORMATION CENTER,
APPELLEE

V.

UNITED STATES DEPARTMENT OF HOMELAND SECURITY,
APPELLANT

Appeal from the United States District Court
for the District of Columbia
(No. 1:13-cv-00260)

Adam C. Jed, Attorney, U.S. Department of Justice, argued
the cause for appellant. With him on the brief were Stuart F.
Delery, Assistant Attorney General, Ronald C. Machen, U.S.
Attorney, and Sharon Swingle, Attorney.

Marc Rotenberg argued the cause and filed the brief for
appellee.

Before: ROGERS, Circuit Judge, and SENTELLE and
RANDOLPH, Senior Circuit Judges.

Opinion for the Court filed by Circuit Judge ROGERS.

ROGERs, Circuit Judge: Pursuant to the Freedom of
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Information Act (“FOIA”), 5 U.S.C. 8§ 552, the Electronic
Privacy Information Center (“EPIC”) requested release by the
Department of Homeland Security of Standard Operating
Procedure 303 (“SOP 303”), which the Department describes as
a protocol for shutting down wireless networks during critical
emergencies. When the Department released only a heavily
redacted version, EPIC successfully sued to compel disclosure.
See Elec. Privacy Info. Ctr. v. Dep’t of Homeland Sec., 999 F.
Supp. 2d 24 (D.D.C. 2013) (“EPIC”). The Department appeals,
invoking FOIA Exemption 7(F) on the ground that production
of SOP 303 could reasonably be expected to endanger many
individuals’ lives or physical safety. Upon de novo review, we
hold that the plain text of Exemption 7(F) protects law
enforcement records the disclosure of which “could reasonably
be expected to endanger the life or physical safety of any
individual,” 5 U.S.C. 8 552(b)(7)(F), during a critical
emergency, without requiring the withholding agency to
specifically identify the individuals who would be endangered,
and that much if not all of SOP 303 is exempt from disclosure.
Accordingly, we reverse the grant of summary judgment to
EPIC, and we remand the case for the district court to determine
whether any reasonably segregable portions of SOP 303 can be
disclosed.

SOP 303 isan “Emergency Wireless Protocol” that codifies
a “unified voluntary process for the orderly shut-down and
restoration of wireless services during critical emergencies such
as the threat of radio-activated improvised explosive devices.”
Decl. James Holzer, I, Senior Dir. FOIA Opns., Privacy Off.,
Dep’t Homeland Sec., { 20, June 28, 2013; see Nat’l Sec.
Telecomm. Advisory Comm., Termination of Cellular Networks
During Emergency Situations, NSTAC Issue Review 2006-07,
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at 139 (2007) (“NSTAC Issue Review”).! After the 2005
bombings of the transportation system in London, England, in
which cellular telephones were used to detonate explosives
remotely, the President’s National Security Telecommunications
Advisory Committee identified the need for a “single
governmental process to coordinate determinations of if and
when cellular shutdown activities should be undertaken in light
of the serious impact on access by the public to emergency
communications services during these situations and the need to
preserve the public trust in the integrity of the communications
infrastructure.” Holzer Decl. | 20; see also NSTAC Issue
Review, at 139. The National Coordinating Center for
Communications (“NCC”, formerly known as the NCC for
Telecommunications), part of the Department’s National
Cybersecurity and Communications Integration Center,
developed SOP 303, under which the NCC “function[s] as the
focal point for coordinating any actions leading up to and
following the termination of private wireless network
connections.” NSTAC Issue Review, at 139. State Homeland
Security Advisors, or their designees, or representatives of the
Department’s Homeland Security Operations Center make the
decision to suspend cellular service. 1d. Once one of these
entities requests a shutdown, the NCC “operate[s] as an
authenticating body, notifying the carriers in the affected area of
the decision.” 1d. The NCC also “ask[s] the requestor a series
of questions to determine if the shutdown is a necessary action.”
Id. *“After making the determination that the shutdown is no
longer required, the NCC . . . initiate[s] a similar process to
reestablish service.” I1d.

On July 10, 2012, EPIC submitted a FOIA request to the

! A v a i | a b I e a t
http://www.dhs.gov/sites/default/files/publications/2006-2007%20
NSTAC%20Issue%20Review_0.pdf.
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Department seeking the full text of SOP 303, the series of
questions used to determine whether a shutdown is necessary,
and any related protocols or guidelines. The Department
initially responded that it had conducted a comprehensive
search, but was unable to locate or identify any responsive
records. Following an administrative appeal, however, the
Department conducted another search and located one
responsive record: SOP 303. See Nat’l Coordinating Ctr. for
Telecomm. Standard Operating Procedure 303 (Sept. 25, 2009)
(“SOP 303”). The SOP included the full text of the pre-
determined series of questions that determines if a shutdown is
necessary, and the executing protocols related to the
implementation of SOP 303. Holzer Decl. { 21.

Pursuant to FOIA Exemptions 6 and 7(C), which protect
certain personal information, see 5 U.S.C. 88 552(b)(6),
(b)(7)(C), the Department withheld from EPIC the names,
telephone numbers, and email addresses for state homeland
security officials contained in SOP 303. Aside from a sentence
explaining that SOP 303 “provides detailed procedures for the
[NCC] to coordinate requests for the disruption of cellular
service,” certain subsection headings, and the title of Appendix
E (“External Agency Cellular Service Disruption
Implementation Instructions”), essentially all of SOP 303 was
withheld pursuant to FOIA Exemptions 7(F) and 7(E), which
permit non-disclosure of certain law-enforcement information
that, respectively, “could reasonably be expected to endanger the
life or physical safety of any individual,” 5 U.S.C.
8 552(b)(7)(F), or “would disclose techniques and procedures
for law enforcement investigations or prosecutions,” id.
§ 552(b)(7)(E).

On February 27, 2013, EPIC filed suit seeking the release

of SOP 303 in its entirety. See 5 U.S.C. § 552(a)(4)(B). The
parties filed cross motions for summary judgment. Insupport of
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summary judgment, the Department submitted the Holzer
declaration asserting that SOP 303 was exempt from disclosure
under FOIA Exemption 7(F) because “[m]aking SOP 303 public
would, e.g., enable bad actors to insert themselves into the
process of shutting down or reactivating wireless networks by
appropriating verification methods and then impersonating
officials designated for involvement in the verification process.”
Holzer Decl. 1 26. Such bad actors would, Holzer stated, then
“be [able] to disable the protocol [and] freely use wireless
networks to activate . . . improvised explosive devices,” so
“there is a reasonable expectation that disclosure could
reasonably endanger individuals’ lives or physical safety.” Id.
Exemption 7(E) also applied because, according to Holzer, SOP
303 “contains ahomeland security procedure primarily intended
to efficiently and effectively deter the triggering of
radio-activated improvised explosive devices,” and during such
critical emergencies “orderly deactivation of wireless networks
may be the best option for preventing and/or mitigating
explosions that would endanger life and property.” 1d.  25.

Holzer repeated the “bad actor” explanation for non-disclosure,
adding that SOP 303’s production could “circumvent or interfere
with a law enforcement strategy designed to prevent activation
of improvised explosive devices by providing information about
when shutdown procedures are used and how a shutdown is
executed.” 1d.

The district court granted summary judgment for EPIC.
EPIC, 999 F. Supp. 2d at 27, 29-34. Although concluding the
Department had satisfied Exemptions 7’s threshold requirement,
by showing that SOP 303 was compiled for law enforcement
purposes, id. at 29-30, the district court ruled that Exemption
7(F) was inapplicable because the Department had failed to
“identify the individuals [endangered by disclosure of SOP 303]
with some degree of specificity.” Id. at 32. The district court
acknowledged that an earlier version of Exemption 7(F) only
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protected records from disclosure if their production would
endanger the life or physical safety of law enforcement
personnel in particular, see Pub. L. No. 93-502, sec. 2(b),
§ 552(b)(7), 88 Stat. 1561, 1563-64 (1974), and that in 1986
Congress had amended the exemption to allow non-disclosure
where production would endanger other persons, too, but
looking to the legislative history concluded Congress intended
only a modest expansion of the exemption. EPIC, 999 F. Supp.
2d at 32-34; see Pub. L. No. 99-570, sec. 1802(a), 8 552(b)(7),
100 Stat. 3207, 3255-56 (1986). The district court also ruled
that Exemption 7(E) did not apply because SOP 303 was not a
technique or procedure for law enforcement investigations or
prosecutions. EPIC, 999 F. Supp. 2d at 30-31.

The Department appeals, and our review of the grant of
summary judgment is de novo, viewing the evidence in the light
most favorable to the non-moving party. Pub. Emps. for Envtl.
Responsibility v. U.S. Section, Int’l Boundary & Water Comm’n,
U.S.-Mexico, 740 F.3d 195, 200 (D.C. Cir. 2014) (“PEER”).

The FOIA “mandates that an agency disclose records on
request, unless they fall within one of nine exemptions.” Milner
v. Dep’t of Navy, 131 S. Ct. 1259, 1262 (2011); see 5 U.S.C.
88 552(a)(3)(A), (b)(1)-(9). The basic purpose of the FOIA
reflects “a general philosophy of full agency disclosure.” John
Doe Agency v. John Doe Corp., 493 U.S. 146, 152 (1989)
(quotation omitted); see also Nat’l Ass’n of Home Builders v.
Norton, 309 F.3d 26, 32 (D.C. Cir. 2002). The FOIA’s
exemptions “are explicitly made exclusive” and “must be
narrowly construed.” Milner, 131 S. Ct. at 1262 (internal
quotation marks omitted). The burden is on the agency to justify
withholding the requested documents, and the FOIA directs
district courts to determine de novo whether non-disclosure was
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permissible. U.S. Dep’t of Justice v. Reporters Comm. for
Freedom of the Press, 489 U.S. 749, 755 & n.6 (1989) (citing 5
U.S.C. § 552(a)(4)(B)). This court’s analysis of the scope of
Exemption 7 in PEER, 740 F.3d at 202-06, is highly instructive,
if not largely dispositive, here.

A.

To fall within FOIA Exemption 7, “documents must first
meet a threshold requirement: that the records were ‘compiled
for law enforcement purposes.”” PEER, 740 F.3d at 202-03
(quoting 5 U.S.C. 8 552(b)(7)). “[T]he term ‘compiled’ in
Exemption 7 requires that a document be created, gathered, or
used by an agency for law enforcement purposes at some time
before the agency invokes the exemption.” Id. at 203 (citing
John Doe Agency, 493 U.S. at 155). “Law enforcement entails
more than just investigating and prosecuting individuals after a
violation of the law,” id. (emphasis in original), and “*includes
... proactive steps designed to prevent criminal activity and to
maintain security.”” Id. (alteration in original) (quoting Milner,
131 S. Ct. at 1272 (Alito, J., concurring)).

Applying these principles, the court held in PEER that
emergency action plans and inundation maps created to prevent
attacks on two dams on the U.S.-Mexico border and to maintain
order and ensure dam security during emergencies satisfied
Exemption 7°s gateway requirement. Id. at 204. Here, too, the
Department has shown that it compiled SOP 303 for law
enforcement purposes. SOP 303 was developed after the 2005
bombings of London’s transportation system to address
deficiencies in the United States’ ability to address and respond
to such threats. The Holzer declaration explains that SOP 303
sets forth the steps taken to decide whether and when to disrupt
wireless networks during critical emergencies to, for example,
“efficiently and effectively deter the triggering of
radio-activated improvised explosive devices.” Holzer Decl.
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1 25. As so described, SOP 303 was created to prevent crime
and keep people safe, which qualify as law enforcement
purposes. PEER, 740 F.3d at 202-04. SOP 303 meets
Exemption 7’s threshold test.

B.

Even if a record satisfies Exemption 7’s threshold test, an
agency may only withhold the record pursuant to Exemption
7(F) if the record’s release “could reasonably be expected to
endanger the life or physical safety of any individual.” 5 U.S.C.
§ 552(b)(7)(F); see PEER, 740 F.3d at 202. Our consideration
of Exemption 7(F)’s scope begins and ends with its text.
Milner, 131 S. Ct. at 1264, 1266-67.

Exemption 7(F) covers documents that “‘could reasonably
be expected to endanger the life or physical safety of any
individual.”” PEER, 740 F.3d at 202 (quoting 5 U.S.C.
8§ 552(b)(7)(F)). The scope of the exemption is broadly stated,
see id. at 205, and consequently the government, once it has met
Exemption 7’°s threshold test, “will ordinarily be able to satisfy
Exemption 7(F) for documents relating to critical infrastructure,
such as...emergency plans.” Id. at 206. Here, the Department
maintains that disclosure of SOP 303, according to the Holzer
declaration, “would enable bad actors to circumvent or interfere
with a law enforcement strategy designed to prevent activation
of improvised explosive devices” and “to insert themselves into
the process of shutting down or reactivating wireless networks
by appropriating verification methods and then impersonating
officials designated for involvement in the verification process.”
Holzer Decl. 11 25-26. That explanation shows that SOP 303’s
production could reasonably be expected to place many
individuals at risk and thus, the Department contends, SOP 303
falls within the scope of the plain text of Exemption 7(F).

EPIC maintains, however, that Exemption 7(F) requires the
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Department to identify with some specificity the individuals
who would be endangered by SOP 303’s disclosure. It relies on
American Civil Liberties Union v. Department of Defense, 543
F.3d 59 (2d Cir. 2008) (“ACLU™), vacated on other grounds,
558 U.S. 1042 (2009). In that case, the Defense Department had
refused to release twenty-one photographs depicting abusive
treatment of detainees by United States soldiers in at least seven
different locations in Afghanistan and Irag, invoking Exemption
7(F) on the ground that release of the photographs could
reasonably be expected to endanger the life and physical safety
of U.S. and Coalition troops, as well as civilians in Iraq and
Afghanistan. ACLU, 543 F.3d at 64-65. The Second Circuit
observed that “[t]he phrase “any individual’ . .. may be flexible,
but is not vacuous,” id. at 67, and concluded, in view of the
FOIA’s structure and the obligation of the court to construe its
exemptions narrowly, that it “cannot [be] read . . . to include
individuals identified solely as members of a group so large that
risks which are clearly speculative for any particular individuals
become reasonably foreseeable for the group.” Id. (emphases
added). The court acknowledged that individuals could be
identified in some other way than by name — “such as, for
example, being identified as family members or coworkers of a
named individual, or some similarly small and specific group.”
Id. at 67-68. But just being a member of a vast group was not
enough, see id., when the group referenced encompassed “a
population the size of two nations and two international
expeditionary forces combined.” 1d. at 71. The court rejected
the argument “that the broad scope of the word ‘any’ relieve[d]
the[] [Defense Department] of the burden of identifying, even
roughly, an individual,” id. at 68, noting that the Supreme Court
has rejected wooden, uncritical capitulation to the word “any”
without analysis of surrounding language and relevant
legislative history. See id. at 68-69 (citing Small v. United
States, 544 U.S. 385 (2005); Gen. Dynamics Land Sys., Inc. v.
Cline, 540 U.S. 581 (2004)). The word “any” did not require
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such a broad interpretation in the FOIA context. 1d. at 68.
“[E]xemption 7(F), by conditioning its application on a
reasonable expectation of danger to an individual, excludes from
consideration risks that are speculative with respect to any
individual.” 1d. at 71 (emphasis in original).

Our decision in PEER does not foreclose this interpretation
of Exemption 7(F), for in PEER the court had no occasion to
decide whether it agreed with it. The court stated that “even if
we agreed with the Second Circuit’s reading of Exemption 7(F),
... the [agency] would prevail even under the Second Circuit’s
approach.” PEER, 740 F.3d at 206 (emphasis added). Unlike
in PEER, however, here the Department does not point to a
“particularized threat to a discrete population,” id., but rather
maintains its non-production falls within Exemption 7(F)
because release of SOP 303 would endanger anyone in the
United States who happens to be near an unexploded bomb or
frequents high value targets. Inthe Department’s view, it would
be anomalous if it could withhold SOP 303 if disclosure poses
a danger to a small group of specifically identifiable people but
not where many or most people would be endangered by
production. Furthermore, the Department contends that, even
under the Second Circuit’s interpretation, it has identified the
individuals most likely to be at risk with the requisite degree of
specificity because “there are identifiable groups who are more
likely to be harmed” from SOP 303’s disclosure, including
“people near unexploded bombs, people who frequent high-
value targets, and bomb squads and other first responders.”
Appellant’s Br. 19. If viewed without regard to SOP 303’s
requirement that there be a critical emergency for a shutdown to
take place, then the Department’s interpretation may not accord
with the Second Circuit’s approach. See ACLU, 543 F.3d at 71.
Significantly, however, the context addressed by the Second
Circuitinvolved “vast” populations and the court disclaimed that
it was confronting a case where there was a showing of a
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reasonable expectation of danger with respect to one or more
individuals, see id., which we conclude there is here.

The court must both narrowly construe the FOIA’s
exemptions and apply the statute’s plain text. See Milner, 131
S. Ct. at 1262, 1264, 1267; see also John Doe Agency, 493 U.S.
at 152-53; FBI v. Abramson, 456 U.S. 615, 630-31 (1982). The
Supreme Court has rebuffed lower courts’ attempts to graft
atextual glosses on the FOIA. See Milner, 131 S. Ct. at 1267; cf.
CIA v. Sims, 471 U.S. 159, 169 & n.13 (1985). The FOIA
provides no textual basis for requiring the Department, for
purposes of Exemption 7(F), to identify the specific individuals
at risk from disclosure, and to do so would be to “tak[e] a red
pen” to the words chosen by Congress that are to be understood
to have their ordinary meaning, Milner, 131 S. Ct. at 1264,
absent indication to the contrary. Congress’ use in Exemption
7(F) of the word “any” is instructive. Generally, “‘the word
‘any’ has an expansive meaning, that is, ‘one or some
indiscriminately of whatever kind.””” Ali v. Fed. Bureau of
Prisons, 552 U.S. 214, 219 (2008) (quoting United States v.
Gonzales, 520 U.S. 1, 5 (1997) (quoting Webster’s Third New
International Dictionary 97 (1976))). Although there are
statutory contexts in which “any” does not mean “any,” see
Small, 544 U.S. at 388-89, 391-93; cf. Howard v. Pritzker, —
F.3d —, Nos. 12-5370 & 12-5392, slip op. at 10-11 (D.C. Cir.
Jan. 6, 2015), in the context of Exemption 7(F) the word “any”
demands a broad interpretation. Congress could have, but did
not, enact a limitation on Exemption 7(F), such as “any
specifically identified individual.” See Sims, 471 U.S. at 169
n.13. By contrast, in the Privacy Act Congress afforded special
treatment to certain law enforcement records associated with an
“identifiable individual.” See 5 U.S.C. 88 552a(a)(6), (j)(2)(B),
(D(2); cf. Sims, 471 U.S. at 169 n.13. The language of
Exemption 7(F), which concerns danger to the life or physical
safety of any individual, suggests Congress contemplated
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protection beyond a particular individual who could be
identified before the fact. Exactly who will be passing near an
unexploded bomb when it is triggered somewhere in the United
States may often be unknowable beyond a general group or
method of approach (on foot, by car, etc.), but the critical
emergency itself provides a limit (e.g., a situs on the London
transportation system). To be effective in protecting those
individuals endangered in a critical emergency, the Department
advises, SOP 303 relies on protocols that could be corrupted if
made available to the public.

EPIC maintains that Congress’ choice to condition
Exemption 7(F)’s availability on danger to an individual, rather
than danger in general, indicates a requirement that the subject
of the danger be identified with at least reasonable specificity.
And according to EPIC, to reject its interpretation would read
“individual” out of the statute, see ACLU, 543 F.3d at 70,
thereby violating the anti-superfluity canon. See Milner, 131 S.
Ct. at 1268; Qi-Zhuo v. Meissner, 70 F.3d 136, 139 (D.C. Cir.
1995). But understood in context, the phrase “any individual”
makes clear that Exemption 7(F) now shields the life or physical
safety of any person, not only the law enforcement personnel
protected under the pre-1986 version of the statute. The district
court took note of the 1986 amendment but went beyond the
exemption’s plain text to impose a requirement divorced from
the language Congress enacted. See EPIC, 999 F. Supp. 2d at
32-34. Contrary to EPIC’s suggestion that Congress could have
made explicit that the government need not identify the
individuals at risk with specificity, “the mere possibility of
clearer phrasing cannot defeat the most natural reading of a
statute.” Caraco Pharm. Labs., Ltd. v. Novo Nordisk A/S, 132
S. Ct. 1670, 1682 (2012).

EPIC implies that its interpretation of Exemption 7(F) is
rooted in the exemption’s command that disclosure *“could
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reasonably be expected to endanger the life or physical safety
of any individual.” 5 U.S.C. § 552(b)(7)(F) (emphasis added).
But EPIC does not explain why the release of records or
information could reasonably be expected to endanger the life or
physical safety of any individual only where the individual or
individuals at risk can be identified specifically. Release of SOP
303, according to the Department, poses a concrete and
non-speculative danger to numerous albeit unspecified
individuals, see Holzer Decl. {{ 25-26, and the Department
thereby asserted a direct nexus between disclosure and a
reasonable possibility of personal harm. See PEER, 740 F.3d at
206. The attacks in London that triggered the establishment of
SOP 303 illustrate, as noted, that before-the-fact individual
identification is unlikely to be practical. To the extent EPIC is
suggesting that the Department has not satisfied Exemption
7(F)’srisk threshold, that suggestion is met by “[t]he confluence
of Exemption 7(F)’s expansive text and [the court’s] generally
deferential posture when [it] must assess national security
harms.” 1d. at 205 (citing Milner, 131 S. Ct. at 1272 (Alito, J.,
concurring)).

EPIC suggests that if there is a real danger from disclosure,
then the Department should classify SOP 303, bringing it within
FOIA Exemption 1, which protects materials that are classified
pursuant to certain Executive orders. See 5 U.S.C. 8§ 552(b)(1).
The Second Circuit accepted a version of this argument in
ACLU, explaining that

[i1]t would be anomalous if an agency that could not
meet the requirements for classification of national
security material could, by characterizing the material
as having been compiled for law enforcement
purposes, evade the strictures and safeguards of
classification and find shelter in [E]xemption 7(F)
simply by asserting that disclosure could reasonably be
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expected to endanger someone unidentified somewhere
in the world.

543 F.3d at 73. But the possibility of classification and the
concomitant protection from disclosure provided by Exemption
1 do not render Exemption 7(F) superfluous. The Department
has plausibly identified “practical barriers” to classifying SOP
303, including the fact that it “must be shared with federal law
enforcement officials, [S]tate homeland security officials, and
national cellular carriers.” Reply Br. 6. Nor does adhering to
the plain text of Exemption 7(F) eviscerate Exemption 1, which
applies even to records not compiled for law enforcement
purposes.

The NCC is presumed to be aware of the need to restore
service promptly, particularly in an age in which wireless
communication is a critical component of peoples’ lives. See
Riley v. California, 134 S. Ct. 2473, 2484, 2489 (2014); United
States v. Jones, 132 S. Ct. 945, 957 (2012) (Sotomayor, J.,
concurring); id. at 963 (Alito, J., concurring in the judgment).
It remains for EPIC and other litigants to seek additional judicial
scrutiny by requesting findings on specific matters or in camera
review. At some point, as our precedent indicates, the element
of trust takes over where an agency has filed a sufficiently
specific sworn declaration by a knowledgeable official. See
Juarez v. U.S. Dep’t of Justice, 518 F.3d 54, 60 (D.C. Cir.
2008); King v. U.S. Dep’t of Justice, 830 F.2d 210, 217 (D.C.
Cir. 1987). Even if SOP 303’s shutdown protocol is a matter of
significant public interest, balancing when the value of
producing certain categories of documents outweighs the
government’s generic justifications for non-disclosure is what
the Congress has done in enacting and amending the FOIA. See
Milner, 131 S. Ct. at 1265 n.5; PEER, 740 F.3d at 198; Pratt v.
Webster, 673 F.2d 408, 416 & n.17 (D.C. Cir. 1982).
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Finally, to the extent EPIC looks to Exemption 7(F)’s
legislative history, the court’s choice when “presented, on the
one hand, with clear statutory language and, on the other, with
dueling [congressional statements],” is foreordained. See
Milner, 131 S. Ct. at 1267. Prior to the 1986 FOIA
amendments, Exemption 7(F) protected records the release of
which would “endanger the life or physical safety of law
enforcement personnel.” See Pub. L. No. 93-502, sec. 2(b),
8 552(b)(7), 88 Stat. 1561, 1563-64 (1974). The exemption did
not cover witnesses, interviewees, victims, informants, or
families of law-enforcement personnel and thus, for example,
undermined law enforcement officers’ ability to enlist
informants. 131 Cong. Rec. 253 (daily ed. Jan. 3, 1985)
(statement of Hon. Carol E. Dinkins, Deputy U.S. Att’y Gen.).
To remedy this omission, the Executive Branch asked that
Exemption 7(F) be amended. 1d. In response, Congress
expanded Exemption 7(F) to protect law-enforcement
documents if their release would endanger “any individual.” 5
U.S.C. 8 552(b)(7)(F); see Pub. L. No. 99-570, sec. 1802(a),
§ 552(b)(7), 100 Stat. 3207, 3255-56 (1986).

EPIC views Congress’ amendment of Exemption 7(F) in
1986 to bring only witnesses, interviewees, victims, informants,
and families of law-enforcement personnel within the
exemption. There are statements of Members of Congress and
the Executive Branch that reflect concern about those groups’
prior omission. See 130 Cong. Rec. 3,502 (daily ed. Feb. 27,
1984) (statement of Sen. Hatch) (“The bill would . . . extend]]
[E]xemption 7(F) to include such persons as witnesses, potential
witnesses, and family members whose personal safety is of
central importance to the law enforcement process.”); 130 Cong.
Rec. 3,520 (daily ed. Feb. 27, 1984) (statement of Sen. Leahy)
(describing certain changes to the FOIA as “narrowly aimed so
that they will not interfere with the public’s right to know where
law enforcement is not seriously jeopardized”).  Other
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Members’ statements viewed the amendment to Exemption 7(F)
as relatively broad. For instance, Senator Hatch, the principal
sponsor of the amendment, remarked that the changes to
Exemption 7 were “intended to . . . ease considerably a Federal
law enforcement agency’s burden in invoking” it. 132 Cong.
Rec. 31,424 (daily ed. Oct. 15, 1986). Although General
Dinkins stated that the language of Exemption 7 would be
“modified slightly - not revised wholesale,” 131 Cong. Rec. 248,
she also expressed concern that the prior version of the
exemption did not protect “the life of any other person” besides
law enforcement personnel. Id. at 253. And her explanation
that the 1986 amendments expanded Exemption 7(F) “to include
such persons as witnesses, potential witnesses, and family
members,” id. (emphasis added), is reasonably understood as
illustrative not exclusive. Inany event, what Congress enacted
was broad language that was not limited to protection of law
enforcement personnel and related persons. See PEER, 740 F.3d
at 205. “We will not . . . allow[] ambiguous legislative history
to muddy clear statutory language.” Milner, 131 S. Ct. at 1266.
“All we hold today is that Congress has not enacted the FOIA
exemption [EPIC] desires. We leave to Congress, as is
appropriate, the question whether it should do so.” Id. at 1271.

Accordingly, we hold that the Department permissibly
withheld much, if not all of SOP 303, because its release, as
described in the Holzer declaration, could reasonably be
expected to endanger individuals’ lives or physical safety, and
we reverse the grant of summary judgment. As such, we need
not now decide whether Exemption 7(E) applies. See Ctr. for
Nat’l Sec. Studies v. U.S. Dep’t of Justice, 331 F.3d 918, 925
(D.C. Cir. 2003). We will remand the case, however, for the
district court to address, in the first instance, the issue of
segregability, see 5 U.S.C. 8 552(b); Stolt-Nielsen Transp. Grp.
Ltd. v. United States, 534 F.3d 728, 734 (D.C. Cir. 2008);
Trans-Pac. Policing Agreement v. U.S. Customs Serv., 177 F.3d
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1022, 1028 (D.C. Cir. 1999), leaving it to determine “whether
more detailed affidavits are appropriate or whether an alternative
such as in camera review would better strike the balance
between protecting [exempted] information and disclosing
nonexempt information as required by the FOIA.” Stolt-Nielsen,
534 F.3d at 734-35 (alteration in original) (quotation omitted);
see 5 U.S.C. § 552(a)(4)(B); Neill v. U.S. Dep’t of Justice by
Reno, No. 93-5292, 1994 WL 88219, at *1 (D.C. Cir. Mar. 9,
1994).
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