NSD 14-007

‘Document 125

epic.org ’ EPIC-13-10-03-DOJ-FOIA-20160318-Production-Pt2 000001



APPROVED FOR PUBLIC RELEASE
U.S, Department of Justice '

Office of Legislative Affairs

DATE: 02/26/2016

Office of the Assistant Attorney General . Washington, D.C. 20530 TBl I_Nfo. CL{A)SSIPIED BY J23j98T32
. REASON: 1 4{c

DECLASSIFYON: 12/31/2041

FOPRSECREFH/CONVHENTANOFORN/AXT '
JUL 20 2005

The Honorable Pat Roberts
Chairman »
Senate Select Committee on Intelligence
_ United States Sepate

Washington, DC 20510

Dear Mr. Chairman:

In accordance with Sections 1808(a), 1826, 1846, and 1862 of the Foreign Intelligence
Surveillance Act of 1978, as amended, I am submiiting herewith the semi-annual reports of the Attorney
General concerning electronic surveillances and physical searches conducted under the Act and alt '
requests for pen registers and trap and trace surveillance under the Act. In addition, in accordance with
Section 6002 of the Intelligence Reform and Terrorism Prevention Act of 2004, Pub. .. No. 108-458, |
am submitting herewith the semi-annual report of the Attomey General also concerning certain activities
under and legal interpretations of the Foreign Intelligence Surveillance Act of 1578, 50 U.S.C. § 1801,
et. seq. These reports cover the period July 1, 2005, through December 31, 2005.

“We appreciate your flexibility in working with the Department in connection with the filing of

this semi-annual report while the offices involved in the preparation of the report were dlspiaced from
the Main Justice Building as of June 26, 2006, due to flooding.

Sincerely,

Méa. EVosdyt

William E. Moschella
Assistant Attorney General

Attachments

ce; The Honorable John D. Rockefeller [V
Vice Chairman '
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U.S. Department of Justice
Office of Legislative Affairs
Office of the Assistant Attomey General Washingron, D.C. 20530
TOR SECRET/COMINT/NOFORNA-
JuL 20 2006

The Honorable Peter Hoeksira
Chairman '

Permanent Select Committee on Intelligence
U.S. House of Representatives ‘

Washington, DC 20515
Dear Mr. Cha?'xman:

~ In accordance with Sections 1808(a), 1826, 1846, and 1862 of the Foreign Intelligence
Surveillance Act of 1978, as amended, I am submitting herewith the semi-annual reports of the Attorney
General concerning electronic surveillances and physical searches conducted under the Act and all
requests for pen registers and irap and trace surveillance under the Act. In addition, in accordance with .
Section 6002 of the Intelligence Reform and Terrorism Prevention Act of 2004, Pub. L. No. 108-458, |
am submitting herewith the semi-annual report of the Attorney General also concemning certain activities
under and legal interpretations of the Foreign Intelligence Surveillance Act of 1978, 50 U.S.C. § 1801,
et. seq. These reports cover the period July 1, 2005, through December 31, 2005.

We appreciate your flexibility in working with the Department in connection with the filing of

this semi-annual report while the offices involved in the preparation of the report were displaced from
the Main Justice Building as of June 26, 2006, due to flooding.

Sincerely,

Wollew € Ml

William E. Moschella

Assistant Attorney General
Aftachments
ce: The Honorable Jane Harman

Ranldng Minorit_y Member
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U.s. Department of Justice

Office of Legislative Affairs
Office of the Assistant Attorpey General Washington, D.C. 20530
FOR SECRETHCOMINT/NOFORN/XL-
JUL 20 2006

The Honorable F. James Sensenbrenner, Jr.
Chairman -

Comumittee on the Judiciary

U.S. House of Represeniatives
Washington, DC 20515

Dear Mr. Chairman:

In accordance with Sections 1826, 1846, and 1862 of the Foreign Intellipence Surveillance Act of
1978, as amended, I am submitting herewith the semi-annual reports of the Attomey General concerning -
physical searches conducted under the Act and all requests for pen register and trap and trace
surveillance under the Act. In addition, in accordance with Section 6002 of the Intelligence Reform and
- Terrorism Prevention Act of 2004, Pub. L. No. 108-438, { am submitting herewith the semi-annual
report of the Attorney General also concerning certain activities under and legal interpretations of the
Foreign Intelligence Surveillance Act of 1978, 50 U.S.C. § 1801, et. seq. These reports cover the period
July 1, 2005, through December 31, 2005.

We'appreciate your flexibility in working with the Department in connection with the filing of

this semi-annual report while the offices involved in the preparation of the report were displéced from
the Main Justice Building as of June 26, 2008, due to flooding. -

Sincerely,

M E - MdﬁcUL- |
William E. Moschella
Assistant Attorney General

Attachments

cc:  The Honorable John Conyers, Jr.
- Ranking Minority Member
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U.S. Bepartment of Justice

. Office of Legislative Affairs

Office of the Assistant Attorney General Washington, D.C. 20330
, :
JUL 20 2006

The Honorable Arlen Specter
Chairman

Committee on the Judiciary
United States Senate
Washington, DC 20510

Dear Mr. Chairman:

In accordance with Sections 1808(a), 1826, 1846, and 1862 of the Foreign Intelligence
Surveillance Act of 1978, as amended, | am submitting herewith the semi-annual reports of the Attorney
General concerning electronic surveillances and physical searches conducted under the Act and all
requests for pen registers and trap and trace surveillance under the Act. In addition, in accordance with
Section 6002 of the Intelligence Reform and Terrorism Prevention Act of 2004, Pub. L. No. 108-458, 1
am submitting herewith the semi-annual report of the Attorney General also concerning certain activities
under and legal interpretations of the Foreign Intelligence Surveillance Act of 1978, 50 U.S.C. § 1801,
gt. seq. These reports cover the period July 1, 2005, through December 31, 2005.

We appreciate your flexibility in working with the Department in connection with the filing of

this semi-annual report while the offices involved in the preparation of the report were displaced from
the Main Justice Building as of June 26, 2006, due to flooding.

Sincerely,

VL € Vet

William E. Moschella
Assistant Attorney General

Attachments

cc: The Honorable Patrick J. Leahy
Ranking Minority Member
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Section 1: Introduction (U)

Thig report is submitted pursuant to Sections 108(a), 306,
406, and 502 of the Foreign Intelligence Surveillance Act of 1978
(FISA or the Act), as amended, 50 U.S.C. §§ 1801-1811, 1821-1829,
1841-184¢, 1861-1862. It covers all electronic surveillance,
physical searches, pen register/trap and trace surveillance, and
requests for access to certain business records for foreign
intelligence purposes conducted under the Act by the Federal
Bureau of Investigation (FBI), and electronic surveillance
conducted by the National Security Agency (NSA), during the
period July 1, 2005, through December 31, 2005. {8

L

The FISC denied no applications duxing this reporting
period. () -
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b(1) and outside
the remaining
challenged
withholdings.
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1. Imtroduction (U}

2. Descriptions (U)

2/ gome of the individuals listed below may, however, be

current targets of Court- authorlzed pen reglster/trap and trace
surveillance. S : : Lo R

epic.org
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all redactions are b(1) and
APPROVED FOR PUBLIC RELEASE

outside the remaining
challenged withholdings
: %93wSEGRE%%%GQMERT%%NGFQ&N%%*}—

D. Emergency Surveillance or Physical Search (U)

During this reporting period, the Attorney General (or
Deputy Attorney General or Acting Attorney General) authorized
emergency electronic surveillance and/or physical search pursuant

to 50 U.8.C. §5 1805(f), 1824(e), or 1843 (a)- (b {EGE
These emergency authorizations resulted in NS
for pen reglster/trap and

zero appllcations
Applications or other appropriate

trace survel.

000008
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within the remaining
challenges. APPROVED FOR PUBLIC RELEASIE

FOP SECRET//COMINT//NOFORN/ /X1

bl-1 Per I'BI
b3-1
b7E-5, 6

BT

bi-1 Per FBI
b3-1
b7E-6

(o7

Ag noted above, on March 9, 2006, 50 U.S.C. §§ 1861 and 1842
were amended. See USA PATRIOT Improvement and Reauthorization
Act of 2005, Pub, L. No. 109-177 (March 9, 2006). As part of the
revigionsg, 50 U.S$.C. § 1842 (the FISA Pen Reglster provision) was
amended to includé telephone subscriber information in the
information that must be disclosed by the wire or electronic
communication service upon request of the Department through a

"pen register or trap and trace device. Because of this amendment
to the statute, the Department anticipates that the number of
requests for production of tangible things pursuant to Section
215 will decrease in future reporting pericds. {8)

'D. 8cope of FISC’'s Jurisdiction (U)

In. connection with combined applications for authority to
install and use pen registers and trap and trace devices and
obtain busineszs records under FISA, OTIPR has sought, and the PFISC

bl-1 Per FBI

50
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within the remaining
challenges.

AaT

APPROVED FOR PUBLIC RELEASE

bI-1 Per FBI
b3-1
b7E-2, 5, 6

b1-1 Per FBI
b3-1
b7E-5, 6

In light of amendments to the FISR pen register provision
after the government filed its brief described above, the
Department is in the process of drafting a new memorandum of law

outside the remaining
challenges.

" epic.org
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TOP SECRET//COMINT//NOFORN//X1

that the recent amendments to the FISA pen register provision
make clear that the government wmay obtain this information
pursuant to 1) the FISA pen register authority irrespective of
the FISA business records provision, or 2} pursuant to the FISA
business records provision for the reasons set forth in the

. Department‘s February 10, 2006, memorandum. -4853+—

SO 1) D(7)E) b3-1 Per FBI
b7E-2

bl-1 PerFBI
b3-1
h7E-2,6

b1-1 Per FBI
h3-1
b7E-2,5,6

e
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outside the
remaining
challenges.

APPROVED FOR PUBLIC RELEASE

within the
remaining

challenges.

. FISA Process Improvements

In addition to the changes to the FISA process made at the
Attorney General’s April 2004 direction referenced in prior semi-
annual reports, OIPR conibinues to seek ways to further improve
the processing of FISA reguests. In particular, and in response
to OIPR’s growing number of attorneys and detailees, as was
reported in previous semi-annual reports, OIPR reorganized in
November 2004 into sections that reflect the current nature of
FISA work and to a significant degree mirror the FBI's internal
organization. (U)

OIPR is also in the final phase of testing and has initiated
limited deployment of a computer-assisted document assembly
system which is expected to enhance the efficiency of its
attorneys and the consistency of FISA applications. This system
uses an off-the-shelf software program which has been specially
configured with contractor support to meet the unique needs of
the FISA application process. This system was deployed in a
limited category of cases beginning in the first quarter of 2006,
and is expected to have progressive deployment in increasingly
complicated cases as final testing and the training of OIPR
attorneys to use the new system are completed. The transition
into the system indicates that . its use will result in greater

-TOP_SECRE B/ COULIT 55 - ._Q._m_.; SRR
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TOP SECRET/L/NOFORNA/#E

THE ATTORNEY GENERAL‘S SEMI~ANNUAL REPORT
UNDER THE
FOREIGN INTELLIGENCE SURVEILLANCE ACT OF 1978, AS AMENDED
BY SECTION 6602 OF THE
INTELLIGENCE REFORM AND TERRORISM PREVENTION ACT OF 2004
June 2006

This report is submnitted pursuvant to the Foreign
Intelligence Surveillance Act of 1978 (“FISA" or the “Act”), as
amended, 50 U.S.C. §§8 1801 et seg., and covers the periocd July 1,
2005, through December 31, 2005. (0)

x. Aggregate Number of Persons Targeted for Orders Under the
Act (U}

Section 601{a){1) of FISA requires the Attorney General to
report on “the aggregate number of persong targeted for orders
issued under the Act” for electronic surveillance, physical
search, pen registers, and access to records. FISA defines
“person” as “any individual, including any officer or employee of
the Federal Government, or any group, entity, association,
corporation, or foreign power.” 50 U.S5.C. § 1801l(m). (U}

Due to the manner in which certain kinds of collection
authorized under FISA are conducted, the Department of Justice is
able to provide only an estimate of the aggregate number of
individuals targeted by orders for electronic surveillance,
physical search, and pen registers/trap and trace devices under
FISA. Investigation and analysis by the FBI and U.S.
Intelligence Community have revealed that certain internatiomal
terrorist groups and their agents who are located overseas, not
all of whom can be specificelly identified, use certain
facilities as part of a communications network to conduct their
terrorism-related activities. Accordingly, FISA applications
target such persons as various unidentified agents of particular
terrorist groups. (TS

C sified by: James A. Baker, Counsel —
r Intelligence icy, Office of

and Review
tice

T

" Reason:
sify on: X1

: T
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all redactions are b(1) and
outside the remaining
challenged withholdings

A. Electronic Surveillance (U)

B. Physical Searches (U)

C. Pen Registers/Trap and Trace Devices (U)

The aggregate number of persons targeted for orders for pen
registers/trap and trace devices issued under section 402 of the
Act, 50 U.S.C. § 1842, from July 1, 2005, through December 31,
2005, was at least 138.% (8}

D. Access to Tangible Things (U)

bi-1 Per FBI
b3-t
b7E-6

bl-1 Per EBIL
b3-1
b7E-6

references to I S
PRTT, but - —@%—SEGREEH’ZN@FW
outside the ' R L2
remaining
tchallenged
withholdings |
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' LoD -SROREN S NOFORNAAKET—
I

IX. Number of Individuals Covered by an Order Under Section
101(b) (1) {C) (U}

bi-1 PerFBI
b3-1
b7E-5

III. Attotney General Authorizations for Use of FISA-derived
Information Use in a Criminal Proceeding (U)

IV. Summary of Significant Legal Interpretations (U)

During the reporting period from July 1, 2005, through
December 31, 2005, there was one significant legal interpretation
of the Act involving matters before the Foreign Intelligence
Surveillance Court {“the Court”) or the Foreign Intelligence
Surveillance Court of Review (“the Court of Review”), including
an interpretation presented in an application or pleading filed
with the Court or the Court of Review.? It was presented in a
supplemental brief filed by the government with the Court in
connection with applications submitted pursuant to the Act by the
government. A summary of the legal interpretation follows. )87

bi-1 PerFBI
b3-1
b7E-5, 5

- ? There were no cases presented to the Court of Review
during the reporting period. '
Jwithin the remaining o ' ' _—
challenges. . e , 0P _SECRETL/NOFORIH /XL

-3
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within the remaining
challenges. ' 4 o

bi-1 Per FBI
b3-1
bYE-5, 6

b(1), b(T)(E)

bl-1 Per FBI
b3-1
b7E-5, 6

bl-1 Per FBI
b3-1
b7E-5, 6

outside the remaining | TOD SECRER/ANOFORN//KL
_Ichallenges. S N |
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J

within the remaining
challenges. —FOP-SRCRET/FNOFORN/ /XY

b1-1 PerFBI
b3-1
b7E-5, 6

AT

v. Copies of Decisions or Opinions (U)

There was one decision or opinion of the Court or the Court
of Review that included significant construction or
interpretation of the provisions of the Act issued during the
periocd from July 1, 2005, through December 31, 2005. A redacted
copy of this opinion is attached to this report. _4&5% '
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