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RELEASE IN PART 
B7(E) 

Memorandum of Understanding 
between 

United States Department of Justice 

and 
United States Department of State 

Consular Affairs 

May 31, 2013 

for provision of=inmate information 

Pursuant to applicable provisions of the Privacy Act of 1974 
5 United States Code (U.S.C.) § 552a, 8 u.s.c. §§ 1104,, 8 U.S.C. 
§§ 11.05, 22 U.S.C. §§ 211a, and 22 Code of Federal Regulations 
(C.F.R.) 517, this Memorandum of U1derstand:ina: £MOU or 

Agreement) is entered into between. 
I I, an~ the Bureau of ~C_o_n_s_u~l~a_r_A_f~' f~a~ir_s_, -U-n~i_t_e~d~-~ 

oscaces DepaLcmeht of State (State), who hereby agree as follows: 

Article I. Legal Authority: 

B. Ti.tle 8 u.s.c. §§ 1104, "Powers and duties of 
Secretary of State," grants the Secretary of State authority to 
administer and enforce immigration and nationality laws relating 
to the powers, duties, and functions of diplomatic and consular 
officers of the United States, and to delegate these authorities 
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--~-~ ~-------------------~ B7(E) B7(E) 

shall not affect any other 
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B, I 

C I 

Article IV. 
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B. State shall ensure that: 

1. All operational details necessary are in place to 
acce.ss the E.:lectronic data files maintained by DOJ' s IDEA 
system. 

2, I B?(E) 
B?(E) 

~-~3"----'--71~-----------------~~ B?(E) B?(E) 

4. Only authorized State staff are allowed to access 
BOP inmate data. 

5. all information provided by BOP in 
accordance with 0MB Memorandum M··07 1.6 and 0MB Memorandum 
M-06-16, 

Article V. Financial Responsibilities: 

A. Each party shall be responsible for its own costs and 
expense.a incurred in implementing this Agreement. 

B. Nothing contained herein shall be construed to violate 
the A:.-iti-Deficiency Act, 31 U.S,C. § 1341, by obl the 
parties to any expenditure or obligation of funds in excess or 
in advance of appropriations. 

Article VI. Privacy Act/Computer Security Requirements: 

A. Each party shall ensure that staff affected by this MOU 
comply with the Privacy Act, 5 U.S.C. 552a, as amended, 
regarding the confidentiality of BOP inmate data and with 
all .,..,..,.."'··'· i.; • .,.i. .. ,..,.,.,.'-',,;;;; and app1icab1e statutes and 
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M. State 11: 

who have access ~c ilVt 
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5. Provide verification that users have received 
information °a"••-• awareness training in accordance with 
FISMA. Such training must be documented and auditable. 

C. Each party shall ensure that BOP inmate data is stored 
in secure areas that are physically safe from access by 
unauthorized persons. 

Article VII. General Provisions: 

A. Period of Agreement/Termination: 

1. This Agreement shall become effective upon the 
date of final signatures of both parties, as desi9nated 
below, and remain in effect for five years from the date of 
the last. signature, unless terminated sooner by mutual 
written qreement, or by either party upon 90 days advanced 
written notice to the other party. 

2. Neither party shall be responsible for delays or 
f.ailures in pE.:rformancE.: from acts beyond the reasonable 
control of such , e.g. a natural or man-made disaster. 

B. Extension/Modification. Either party may propose to 
extend or modify this Agreement at any time. A.11 p:roposed. 
extensions and/or modif shall be in writing and 
shall become effective only upon the written concurrence of 
both parties. 

C, Liability/Indemnification: 

1. Each party shall be responsible for any liability 
arising from its own conduct and retain immunity and all 
defenses available to them pursuant to Federal law. 
Neither agrees to insure, defend, or indemnify the 
other party. 

2, Each party shall cooperate with the other party in 
the investigation and resolution of. administrative claims 
and/or litigation arising f:r:om conduct related to the 

UNCLASSIFIED U.S. Department of State Case No. F-2019-00429 Doc No. C06808704 Date: 03/10/2020 



epic.org EPIC-18-10-12-DOS-FOIA-20200310-Interim-Production 000175

CO 6 8 O 8 7 O 4 :IED U.S. Department of State Case No. F-2019-00429 Doc No. C06808704 Date: 03/10/2020 

provisions of this Agreement. 

3. This A.g:reernent is for the sole and exclusive 
benefit of the signatory parties and shall not be construed 
to bestow any leg-al right or benefit upon any otJ:1er party. 

D. Dispute Resolution. In the event of a dispute between 
the parties, the parties shall use their best efforts to resolve 
that dispute in an informal fashion through consul.ta.ti.on and 
communication, or other forms of non-binding alternative dispute 
resolution mutually acceptable to the 

E. Contact Persons. Each party shall provide to the other 
party, and update as necessary, the names, positions, telephone 
numbers and email addresses for cont.a.ct. persons authorized to 
implement this MOU and coordinate additional operational 
deta.U.s. See .ATTACHMENT A for the current list of cont.acts. 
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