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May 31, 2013

Memorandum of Understanding
betweean

United States Department of Justice

and
United States Department of State
Congsular Affairs

for provision of inmate information

Pursuant to applicable provisiocns of the Privacy Act of 1874

5 United States Code {U.5.C.) § 552a, 8 U.2.C. §§% 1104, 8 U.S.C.
8% 1105, 22 U.5.C. 8% 211la, and 22 Code of Federal Regulations
{C.F.R.} 517, this Memorandum of Understanding (MO nr

5

7
Agreement] i1s enterved into between

. and the Bureau of Consular Affairs, United
SLALEER parrment of State (State), who hersby agree as follows:

aArticle I. Legal Authority:

B7(E)

B7(E)

B7(E)
B7(E)

B7(E)

B. Title 8 U.8.C. §§% 1104, “Powers and duties of
Secretary of State,” grants the Secretary of State authority to
administer and enforce immigration and nationality laws relating
to the powers, duties, and functions of diplomatic and consular
cfficers of the United States, and to delegate these authorities
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Article IV, PBrocedures:
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B. State shall snsure that:

1. Al cperational details necessary are in place o
access the electronic data files maintained by ROJ‘s IDEA
syatem,

4. Only authorized State gtafif are allowed to access
BOF inmate data.

5. Safeguard all information provided by BOP in

ancordance with OMB Memorandum M-07-316 and OMB Memorandum
M~06~-16.

Article V. Financial Responsibilities:

A. Each party shall be regponsible for its own cosgts and
expensas incurred in implementing this Agresment.

B. Nothing contained herein shall be construed to vioclate
the Anti-Deficiency Act, 31 U.85.C. § 1341, by obligating the
parties to any expenditure or obligation of funds in exvess or
in advance of appropriations.

Article VI. Privacy Act/Computer Securitv Reguirements:

A. Each party shall ensure that staff affected by this MOU
comply with the Privacy &ct, % U.8.C. 552a, as amended,
regarding the confidentiality of BOP inmate data and with
all internal policies and applicable statutes and
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5. Freovide verification that users have recsived
information security awareness training in accordance with
FISMA. Such training must be documented and auditabls.

C. Each party shall ensure fhat BOP imnmate data iz stored
in secure aveas that are physically safe from access by

unauthorized persons.

Article VII. General Provisions:

A. Period of Agreement/Termination:

1. This Agreement shall become effective upon the
date of final signatures of both parties, as designated
helow, and remain in effect for five vears from the date of
the last signaturs, unless terminated sooner by mutual
written agresment, or by sither party upon 20 days advanced
written notice to the other party.

2. Neither party shall be responsible for delays or
failures in performance from acts beyond the reasonable
centrol of such party, e.g. a natural or man-made disaster.

B, Extension/Meodification. Either party may propose Lo
extend oy modify this Agreement at any time. All proposzsed
extensiong and/or modifications shall be in writing and
shall become effective only upon the written concurrsnce of
both parties.

¢, Liability/Indempnification:

1. Each party shall be responsible for any liability
arising from its own conduct and retain immunity and all
defensess available to them pursuant to Federal law.
Neither party agrees to insure, defend, or indemnify the
other party.

2. Each party shall cooperate with the other party in
vhe investigation and rescolution of administrative claims
and/or litigation arising from conduct related to the
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provigiong of this Agreement.

3. This Agreement is for the scle and exclusive
venefit of the signatory parties and shall not be construed
to bestow any legal right or benefit upon any other party.

D, Dispute Resclution. In the event of a dispute between
the parties, the parties shall use thelr best efforts to resolve
that dispute in an infeormal fashion through consultation and
communication, or other forms of non-binding alternative dispube
regolution mutually acceptable to the parties.

E. Contact Pervsons. Each party shall provide to the other
party, and update ag necessary, the names, positions, telephone
mumbers and email sddresses for contact persons authorized to
implement this MOU and coordinate additional operational
details. See ATTACHMENT A for the current list of contacts.
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