


Old Definition

• "pen register"
means a device

decodes electronic
or other impulses
which identify the
numbers dialed or

transmitted on the
tf:llf:lpl'lf'..lOf:l IiOf:l tf'..l
which such device
is attached....

New Definition

• "'Pen register" means a device'
orproc8$s which records or

, ,
iClCli8Ssing,oisigniling
!l1f()(ll'Iation transmitted by an
instrument or facility from
which a wire or electronic

fransmilfed,pio1iiCleCl,
I'Jf'..lIlllf:l'lf:lf, tI'J@t ~I.!C;I'J
information shall not incluCie
the contents ofany



• § 3127 Pen Register device or process:
"r«::)~rg$(jrg«::)~(jg«::)$dialing.routing. addressing. or signalll1g,
information·
transmitted b an instrument or facilit from which a wire or
electronic communication is transmitted"

DOJ:

http://30~1 OO~99~18/ogc/usabookiusabookiesis/13esis~htm
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~==========-
an
cellular telephone to:

1) Identify a target phone 2!
2) Locate a phone

PQJ: "5ign~li~~·i~rc:)rm~~i'?I'I"i~e:lf'l),f'l<:)f'l'"
content information "transmitted by" a
tele ho



- is generated by t ''''' """,,'•.,VIII' 'v, Inl'~>J"".'V'" .
purposes regardless of a LE order.

- is necessary to the successful processing of a
•

processed without it.
- exists in the network as a record prior to its

being obtained by LE.

- is delivered to LE under CALEA only at: the
beginning and end of a call.



- Origination (of an outgoing call from,· ~arg~t

~ Answer (at answer of a call terminating to the

- Release (at the end of the call for both incoming
and outgoing calls)

• (htlp:/Iwww.tiaonline.org/standards/search_results2.cfm?document_no=
J-STD-025-A www.tiaonline.org)



• Recent Court Decisions

.- CALEA prohibits collecting location information
"solely pursuant" to a PRITT



• In re Application for Pen Register and TrapJTrace Device with Cell Site
ocation Authority, 3 6 F. upp2.d 747 ( .D.Tx.2005)

• In the Matter of an Application of the United States for an Order (1 )
Authorizing the Use of a Pen Register and a Trap and Trace Device and
(2) Authorizing Release of Subscriber Information and/or Cell Site

• In re Application of the United States for an Order Authorizing the
Installation and Use of a Pen Register and a Caller Identification System on'
Ielephol"leNumbers (Sealedlal"ld PfoducuofiofReal
Time Cell Site Information, 2005,WL 3160860 (D.Md. Nov. 29, 2005)

• In re lication of the United States of America for an Order for Disclosure
of Telecommunications Records and Authorizing the Use of A Pen Register
and Trap and Trace, 2005 WL 3471754 (S=D=N=Y)

• In the Matter of the Application of the United States of America for an Order
Authorizing the Release of Prospective Cell Site Information; 2006 U:S:
Dist. Lexis 589 (D.C. Jan 11. 2006)



•



• Incident to use of cellular service



•

• AND Usel IPRITT order tom

• Advise of
L------r-----------..----J

• Authorit to collect
•

•



./ Incidental collection on no:n-target users: 18 U.S.C. § .
3123(b)(1)(C) requires that order specify number or
other identifier to which order applies.
•



• Maintainin

,"



•

• u.s. v. Balzano, 687 F.2d 6 (1 st Cir 1982) (USSS Nigra recording, re-recorded onto
device, but lost "original" removablemedium-destruction of original recording on

I . Ine device was not done in bad faith b/c nature of equipment was such that original
was erased in the re-recording process)



•

L.--- --,-.- ....J Therefore, pursuant
to 18 U.S.C. § 3123(d), I request that this a "

ra!3r De sea e until otherwise ordered by this cOurt; and
•

'--------------------------------------



~ ---Jt or OEO (business hours)

• Emergencies involving:
• Immedia

•

•
G, Part 2, 10-10.7.1 (pen register) 10-10.17.1 {trap &trace





Consent (18'USC 3121 b



Maryland, 442 U:S: 435, 744 (1979).
• no le~itimate expectation of privacy in information knowingly conveyed

• In re Digital Analyzer found "[n]o logical distinction between telephone
numbers called and a party's own telephone number (or ESN number),
all of which are regularly voluntarily exposed and known to others. 885
F. Supp. at 199 (citing Smith v. Maryland, 442 U.S. 735, 742-45
(1979».
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I ,:; Law Enforcement Sensitive

+.. • Law Enforcement Sensitive (LES)
collection devices, systems,
techniques; and related information
are not to be disclosed. Only the
product of the technical operation is
disclosed. -

• Examples: equipment is LES;
CART SOPs are LES.
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