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Cellular Trackin
II-egal Issues



• DOJ's Policy on Cellsite Simulators: Pen Register Device (18
U.S.C. § 3127(3»

I
•

I .

•

~ • Loan ofELSUR Policy
~

• Protectin'g Sensitive fechniques
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DOJ/CCIPS: Pen/Tra ordell"l I

a
Pen Re Ister eVlee e e aln any signaling
infermatien" transmitted frem a eellular

~ DOJ:

teleJ3Aene instrument



BEST PRACTICES:

Use PRITT order to authorize use 0

.. authorize installation . use
I I .r----~================-::::::::

• Not retain recor s
?
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at is Cell site 10 :
- is generated by the network for networn.
. ur oses re ardless of a LE order.

- is necessary to Provision of Service & a
call cannot be processed without it.

- exists in the network as a RECORD prior
o I S elng 0 alne y

- has no relationship to the content of a
s communication.§
~

beginning and end of call .
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"solely pursuant" to a PRITT
-- 18 USC 2"183 d stored communication act

•
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~ "call~identifyi.ng information": includes cell site
infQrrnc:ltiQ[llJti'li:?:~gingrQg~§§ingg§ll§

- for government access "before, d'uring, or.. . .
Imme la e y a er e, ransmlSSlon
communication" (i.e., in real~time or near real~

• CALEA Standard: location information is delivered. .
~ a ·er genera Ion 0 a aye carrier s ne wor an

· ~ use in the grovision of service (e.g., call origination,
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• AND Use a PRITT order fo

• Advise a

• Not retain records
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·Alternativ

Consent 18 USC 3121(b)(3»

<'">............

...., j

g
~ 2702(c)(4) : if provider "reasonably believes that

an emergency involving immediate cJanger of
gE??l~b Qr ~E?riQl.J~ physical injury to any person
justifies the disclosure of' "a record or other
information ertainin toa subscriber or customer



mergenq,'

~ L..-- -----I0r OED (business hours)

• Emergencies involving:
• Immediate dan er of death or senous Injury

• MIOG Part 2 10-10.7.1
•
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Amendment riahts &Minimizel
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• Maintaining/Purging "Pen" data?



I I Ther~1I ~ pursuant to 1tl U.t>.C. 9 31 :~(aJ: I

request that this application and order be sealed until otherwise
uluered bv this court: and



•

4th A
Priva'

Smith v.

• no legitimate expectation of privacy in information knowingly conveyed
to a third party

• In re Digital Analyzer found "[n]o logical distinction between telephone
numbers called and a party's own telephone number (or ESN number\, I

all of which are regularly voluntarily exposed and known to others. 885
1 i in mi h v. Ma land 442 U.S. 735 742-45



disclosure based on Roviaro v. United
States, 353 U.S. 53 (1957): disclosure of identity (and

testimony) of informant.

• Generally technique, type of device, location of install, etc~ b3

It unless Defense can establish disclosure is necessary to defense,
I.e., no other/adequate means to cross-examine/test evidence; if
so:

• T .... " .... ..............

•
investigative techniques from disclosure," LEB Vol 69 NO.5 at 26 (May 2000).

I I' 32



• Compare, United tates v. an orn, 89 .2 t Ir., ce .
denied, 479 U.S. 854 (1 ~86) (concealed microphone in office, defendant
sought information about location of device claiming necessary to
demonstrate that voices on tape could have been distorted by way mic wae

b3 :

hidden and the distortion led to misidentification of the voice), recognized a
qualified government privilege not to disclose sensitive investigative
techniques.

•

33

defendant sou ht location of observation post: officer's observation of drug
transaction was key evidence implicating defendant; surveillance not taped
()rPt1()t()grc:tPI1~<:I,~()rl()c:tlt~rl1c:ttiy~~\]l<:l~119~for jury to examine to determine
whether surveillance post provided clear view from which officer could make
accurate identification of defendant.



Qualified Priy'
• U:8. v: Garey, 2004 WL 2663023 (M.D:Ga: Nov: 15,2004

- Defendant sought nature & details of pen register used to
e ermine e geograp Ica oca Ion 0 ace u ar pone

- Court found the information protected by qualified investigative
techniques privilege &. national security privilege

-' Balanced government's interest in maintaining privilege with
Defendant's need for the information

cellphone used in making threatening calls was found in
defendant's house during search of residence;

.. Defendant did not need to know how the technology traced the
geographic location of the phone.

- Moreover,Defendant could challenge the technology used to
establish that phone,found in residenc~was the one that actually
made the criminal calls.
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ASSISTANT GENERAL COUNSEL,

ce unse

·OOJ (CCIPS): www.cybercrime.gov
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