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• Bed's Policy on eellsite Simulators: Pen Register Device (18

• Loan of ELSUR Policy
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- Voluntary Disclosures
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Old Definition New Definition

• 'pen register" • "pen register" means a device
means a device or process which records or
which re"cords or decodes dialing, routing,
decodes electronic addressin , or si nalin
or other impulses information transmitted by an
which identify the instrument or facility from
numbers d.ialed or which a wire or electronic
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otherwise communication is
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telephone line to however, that such
which such device information" shall not include
is attached.... the contents ofany

communication....



• § 3127 Pen Register device or process:
- "records or decodes dialing, routing, addressing, or signaling

~ transmitted by an instrument or facility from which a wire or
electronic communication is transmitted"

DOJ/CCIPS:

http://30.100.99.18/ogclusabook/usabookJesis/13esis.htm

4



TATE LAW F'UGITIVES:

o
USMS Fugit ~ .

f\!

• U.S. Marshals (including FBI agents serving as deputy marshals) ~
a.reantnorizeatoin\iestig..atefng.iti\iernatters"as :j

iii

airectea by tne Attorney General. lt
28 USC 566(e)(1 )(B) U

Fugitive Investigative strike teams) approved by the Attorney

- IF the investigation of a state fugitive is conducted pursuant
IT"''''''' ...I·''':"~I"I ". • " Tn,..,n

the US Marshall is, in effect, executing "federal law" within
the State; AND
USMS "rylay exercise the same powers which a sheriff of the
State may exercise in executing the laws thereof' (28 USC
564), INCLUDING the ower to arrest a state law fu itive .

• [)OJ, Office of Legal Counsel memo to FBI, General Counsel:
"Authority to Pursue Non-Federal Fugitives" (Feb: 21, 1995):
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• Agents of the Unites States Marshals Service have
sole and inherent authority among federal law

U.S.C. § 566(e)(1 )(8). Pursuant to the Attorney
General;s National Anti-Violent Crime Initiative, the
Presidential Threat Protection Act of 2000 (Pub. L.
106-544), and the Department of Justice Policy on

Pc:lItiGiPc:lti[lg()n(:rtc:l§t<f()IG~c:f(]IY"'§c:l[lGti()D~c:fI:JYc:l
U.S. Attorney's Office, the Service is allocated federal
fUndsandIsexptesslylaskedwilhInveslIgalIngand
apprehending violent or otherwise significant state

,
to Avoid Prosecution, is necessary.
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• BUT if not deputized, FBI agents have the·
autboritytolo'lestigatelarreststatelaw
fugitives ONLY

AD FBI ageD! serviDg as a DeputvUS
Marshall could also arrest a state law

.. if there is a reasonable indication that the state
law fugitive will violate the Fugitive Felons Act (
FFA or UFAP),
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advise COllrt of potential for incidental collection
on innocent us r
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Qualifi.
• Compare, United States v. Van Horn, 789 F.2d 1492 (11th Cir.), cert.

concea e mlcrop one In 0 Ice, e en an
I ~ought information about location of device claiming necessary to

demonstrate that voices on could have been distorted mic was
hidden and the distortion led to misidentification of the voice), recognized a
qualified government privilege not to disclose sensitive investigative
• I • IOC

• With United States v. Foster, 986 F;2d 541,543 ([);C; Cir; 1993)
(defendant sought location of observation post: officer's observation of drug
transaction was key evidence implicating defendant; surveillance not taped
or photographed, so no alternative evidence for jUry to examine to determine
whether surveillance post provided clear view from which officer could make
accura el en I Ica Ion 0 e en an .
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• u.s. v. Garey, 2004 WL 2663023 (M.D.Ga. Nov. 15, 2004)
- Defendant sou ht nature & details of en re ister used to

determine the geographical location of a cellular phone
- Court found the information protected by qualified investigative

techniques privilege & national security privilege
- Balanced government's interest in maintaining privilege with

Defendant's need for the information
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ASSISTANT GENERAL COUNSEL,

Science &Technology Law Unit,

Office of the General Counsel
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• oed's Policy on eellsite Simulators: Pen R.egister Device (18 u.s.e: §
3127(3»

• Emergency Pen Register Authority

• Loan of ELSUR Policy

•
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Old Definition

• "pen register"
means a device

IC recor s or
decodes electronic
or other impulses
which identify the
numbers dialed or
otherwise
transmitted on the
telephone line to
Which such device
is attached....

New Definition

• "pen register" means a device
orprocess which records or
decodes dialing, routing,
addressing; orsignaling
information transmitted by an
instrll'rnent or facility from
which a wire-or electronic
communication is
transmitted, provided,
however, that such
information shall not include
the contents of an
communication.. ..
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with government device during active interrogation.
- 47 U.S.C~ 333 rohibits interference with cellular

- 18 USC 3124: requires that a pen register be
implemented with "minimum of interference" to
those accorded service-
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USMS Fugitt

ES:

matters"asairecfeaoytfleAfforneyGeneral." 28 USC
566(e)(1 )(B)

- Includes pursuit of fugitives wanted on state warrants when
done pursuant to a "special apprehension program" (e.g.,

~-------iE-ugitive Investigative stnke-teams}---a-pproved---by-the At-torney
(jeneral·

- IF the investigation of a state fugitive is conducted pursuant

the US Marshall is, in effect, executing "federal law" within
the State· AND
U~ryt~"rytC3.y~)(~r<?i~~~h~~C3.ITl~p()""~r~",,hi<?h?sh~ri'ff()ftb~

. State may exercise in executing the laws thereof' (28 USC
564), ING~lJ[)ING the power to arre$l a state law fugitive

• DOJ, Office of Legal Counsel memo to FBI, General Counsel:
"Author.ity to Pursue Non-Federal Fugitives" (Feb. 21 J 1995).
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