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18 U.S.C. § 3125(a)(1) |

DOJ command Center or OEO (business hours)

o Emergencies involving:
o Immediate danger of death or serious injury
o Conspiratorial activities characteristic of organized crime t
o (C) an immediate threat to a national security interest; or |
o (D)an ongonng attack ona protected computer (as defmed in section - \

. . e aats aldas salalulafaValaalTala

greater than one year
a 48 hours to Apply for Court Order 18 USC 3125(c)— !
o “installation and use....without application for the authorizing court

X - - . L3 L] - -
| s ¥ 3
order within 48 hours of installation shall constitute a violation

o If deployed under STATE Emergency PR/TT authority: still must apply for
Court Order within 48 hours
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Alternative authority

) |
Consent:

1. PR/TT (18 USC 3121(b)(3): “Implied Consent” IF

seeking info from victim’s phone—not e.g., a

Fugitive’s phone.

CELL-OTD 015734




':Er_nergency Request 18usc 2702()(4)

Provider may Voluntary | Disclose:

‘a record or other mformatlon pertaining to a

if provider “in qood faith, believes that an

emergency involving danger of death or serious

-~ physical injury to any person requires disclosure

without delay of information relatlng to the
‘ emergency |

Reporting Requirement: annual report of number

of accounts and summary basis for voluntary

d"‘s“l""""“‘""‘Z’fOc OSUres per 2(d); - - |




CPNI 47 USC 222(c)(1)

Carriers must protect (CPNI) “Customer

Proprietary Network InTormatlon from

disclosure

“Except as required by law or

lllll

. with the approval of the customer”
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CPNI

o Customer Proprietary Network Information

MEeans: 47 USC 222(h)(1)

1. Information that relates to .....type,

| destination, location and amount of use of

2. Information contained in the bills...or telephone ..

b5

toll service received by a customer

CELLAOTD 015740




Civil Liability Protection 18 USC 2707(e)

o “A good faith reliance on

o Court warrant or order, a grand jury subpoena, a

legislative authorization or a statutory

authorization (including a request of a

governmental entity under section 2703(f) of this
title) |

is a complete defense to any civil or crimmaﬂ
action brought under this chap'&eﬁ' or any

other law.”
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Civil Taa] i’ity Protection 18 U

L 4/7/U5(€)

No cause of action shall lie in any court against any
provider of wire or electronic communication

service, its officers, employees, agents, or other

specified persons for providing information,

facilities, or assistance in accordance with the
terms of a court order warrant subpoena,

)N, or certification under

tms cnapter

2002 Amendment Subsec. (e). Pub.L. 107-296, §

225(h)(1), inserted ", statutory authorization"

| _igLLszing;"_sg_bm_ng :
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Provider Immunity

- 'Voluntary disclosure under 2702(c) statutory authority

of records or other information in Good Faith

reliance based on LE representation that an

emergency circumstance reqUIred disclosure
without delay,




Phone Records o

o 18 USC 1039 (Jan 2007) now criminal
violation to Obtain confidential phone records
information through Fraud or relative activity.
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QUESTIONS? |
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ALL INFUREMATICH COMTAINED
HEREIN I3 UNCLAZSIFIED R
DATE 11-1g-2012 BT 55179 DME/STH
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A Cell Site Simulator
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Wireless Tracking Execution
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supports two tvpes of missions
pp O lypes or missions
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| Pen Register Device: 18 USC 3127(3)

Old Definition e New Definition

"pen register" means o "pen register" means a device or
a device which —process which records or decodes
records or decodes dialing, routing, addressing, or
electronic or other signaling information
impulses which tfransmitted by an instrument or
identify the numbers facility from which a wire or |
fialed “ p lectroni :cation i

- transmitted on th | transmitted, provided, however,
telephone lineto - that such information shall not
which such device is include the contents of any

attached.... communication....
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OEND-

o4 =1

a cellphone is an mstrument or facility

from which a communication is

transmitted”

v A device that captures any “Signaling

|WWWWTW@H

phone”isa

“pen register device”

v “signaling information”: any non-content information

“transmitted'by” a telephone instrument
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BEST PRACTICES
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Disruption of Service:| l
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“minimum o

Y

BS that atl 2OISTer DE DIE B B2C
rference” to those accorded service-

47 U.5.C. § 333 prohibits inferference with cellular frequencies
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Purge Non-

Larget Data

Legitimate reasons for purging:

o Avoid retaining data on innocent users: preserve 15t Amendment rights &

Minimize non-target data

o U.S. v. Balzano, 687 F.2d 6 (15! Cir 1982) (USSS Nigra reéording, re-recorded
onto device, but lost “original” removable medium—destruction of or riginal
recording on the device was not done in bad faith b/c nature of equipment and

agency practice was such that ongmal was-erased- in the re-recording process)

L7 T ) =R =
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Alternative authonty
~ Consent (18 USC 3121( )(3)) “Impliec 3
Consent” IF seekmg info from victim’s phone—not i
e.g., a Fugitive’s phone.

| 2702(c)(4)) . if provider in good faith believes that an
emergency involving immediate danger of death or serious
physical injury to any person requires disclosure without delay of:

“a record or other mformatlon Qertammg fo a subscriber or
customer of such service.”
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4" Amendment Privacy Interest

o Fourth Amendment: no prlvacv interest i in

reqgistration information

o like dialed numbers voluntarily conveyed to the phone company
-and “exposed” to its equipment in the normal course of business.

Smith v. Maryland, 442 U.S. 435, 744 (1979).
o no legitimate expectation of privacy in information knowingly conveyed to a third

party
o In re Digital Analyzer found “[n]o logical distinction between telephone numbers B3
called and a party’s own telephone number (or ESN number), all of which are e

regularly voluntarily exposed and known to others. 885 F. Supp. at 199 (citing Smith

v. Maryland, 442 U.S. 735, 742-45 (1979)).
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What if phone located in a Residence?

o See Kyllo v. United States, 533 U.S: 27 (2001) (use of thermalimager to measure heat
emitted from home constituted a search in part because there was no objective reason for
the home owner to know that a device would be routinely used to detect and measure heat

emiitted from his home).-

o See, e.q., United States v. White, 401 U.S. 745, 752 (1971) (plurality opinion) {party to

conversation accepts the risk that his listener ma
States, 385 U.S. 293, 300-03 (1966)

y betray his confidences); Hoffa v. United

EELLAOTD Q15714
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Adents need Federal Approval fo assIst when COI‘IGUC’EII‘IQ survelllance

ursuant to a State Authority
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'_mplovment when either providing equipment and/or assistance:
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Quick Bits '
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ALL INFORMATION CONTATINED
HEBREIN I35 THNCLAZSTIFIED

DATE 11-20-2012 BY oLl7% DHH/STW

L7C
From:

Sent: Thursday, November 09, 2006 3:50 PM
To:

F oY
Wi,

Subject: Loan of Technical Equipment

UNCLASSIFIED
NON-RECORD

b5

|the information below was cut and pasted directly fron email.

Based on what we are reading, we believe the Director has the ability to delegate his authority to SACs based on | -
the following: e

b TF
B O R

Your thoughts? Thanks,

UNCLASSIFIED

CELLAOTD 009130




DATE: 1l-z20-z2Dl2

¢ ' CLASSIFIED EY 65179 DHH/STH
FEESONT LUE TG
DECLASSIFY ON: 11-20-2037
~ From: ol
Sent: monday, May 03, 2010 12:50 PM b;
To: 7c
Cc:
; I:S:ISub i oE ; iafa A7 A/30
‘ ject: , project Briefs-4/27--4/30
| ._l ALL INFORMATION CONTAINED
' HEREIN I3 URCLARETIFIED EXCEPRT
SECRET/[NOFORN WHEFE 3HOWH OTHERWISE
RECORD i'
18 b5
| b6
| b7C
\ LI7E
Thanks
From: bl
Sent: EEEV. ADML30, 2010 1:42 PM b3
To: L bo
[5) Subject: RE] roject Briefs 4/27- 4/30 b7C
SECRET/INOFQ
RECORD
|:S:l Do you wani me to set up some meetings withf s on this-or with-h Engineers?
e —"
SSA SEERET_
a E L ! Pl e ol o L L
Lac g R B R ]
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L

bl
b3
bé
B7C
RECOR
e 1
Like to have your assistance in settirvirérﬁb"ér\'r'ﬁééfiﬁg“Wit - ey players on the availability of sharing some of the below
tools to the Bureau. Will talk.
From:
Ler Sent: Thursdav. April 29, 2010 5:05 PM
bol ~Tor
-Subject: - ~RE project Briefs 4/27-4/30 b
b3
SECRET/NOEQRN bo
RECORD l b7E
(3)
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b7E

—
From:—— |
Sent: Fridav. Aorl (2. 2010 3:11 PM

To:

Subject: . broject Briefs 4/27- 4/30

SECRET! N i =
RECORD | cELL-OTD 01 ?-’»"3*3,.%—

Al, SpeReT

P

w
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' Due to space limitations in the conference rooms we need to keep the group
very small. Lets keep it to one SME per unit per day.
Thariks,
—Operational Technology Division p7C
l |
DE : i ources
DE SIFY ON:
SECRET//NOFORN
D : tes
N: 2
SECRET/INOFORN
. D OM: Multi es
DECLA 120200402
-SECRET//NOFORN
: Multi '
DEC : T2
ECRET//NOFORN
CELL/0OTD 0174260
M: Multi ces i
D N: 202 2
SECRET/INOFORN
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I've added in the Spectrum Management Support Group to this distribution as she is the

FBl's representative with NTIA and may have some thoughfs to' add to mine.

O 4 S V)

O

From: l r

Sent: ~Eridav Dctoher 02 2000 £i24 AM

To:

Lo
Wl

Subject: ~RE

SENSITIVE BUT UNCLASSIFIED -
NON-RECORD

0OGC in the "Legislative” process addressmg justthistissue; T will deferto

working the issue.

s she is the legal authority

Can you provide some guidance and direction.. Specifically, until the new legislation goes forward and is

approved what type of Court Order is necessary..

SSA

Unit ThietT
Tracking Technology Unit

Qnperational Technology Division

From 1 -

Sent: Thursday, October 01, 2009 1:08 PM
To: :
Ce:

i

Subject: FW‘1 |
SENSITIVE BUT UNCLASSIFIED

NON-RECORD

b5
he

BicC
b7E

| spoke with per the below message abou

any legal or What 1s required, please forward. I'l'b

deployments should this be desired.

l If you have any insight.onto

e available in capacity to obtain equipment and help with any

| left the conversation with the fact that

but requesied that legal issues or policies be

worked-out-with-vou-two

VT IT y -t

Anyways, this has been of interest for some time now...and is a big issue in

|

From:

Sent: l}ﬂWﬁW"
To: {

CELL,OTD  TT534

Subject: l |

[




SENSITIVE BUT UNCLASSIFIED

NON-RECORD

b3

BS

bé

¥l

b7E

Hello | got your.name froml
1

Bs afesi hed We ate workinal

1
x

“implementation, Thankg

|1 would like to talk to you concerning the

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED
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I've added n the Spectrum Management Support Group fo this distribution as she is the

FBl's representatwe with NTIA and may have some thoughts to add to mine.

- I
o

b7C
S 1 B7E

From: i ]
Sent: _Fridav, Qcfober G2, 2009 6:34 AM
To:

Ce:
Subject: R!%

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

- OGC in the "Legislative" process addressing just this issue.. | will defer toj ;as she is the legal authority
working the issue.

l |Can you provide some guidance and direction.. Specifically, until the new legislation goes forward and is

approved what type of Court Order is necessary..

caal l

WA 1

Unit Chief

Track:rg Technology Unit
chnology Division

[
4

Sent: 110508 £ O 01K0} 4 [ MV A DAY )5 N

LJE

| spoke wit per the below message about If you have any insight onio

any legal orwrmar s Tequired, please forward. I'll be available in capacity to obtain equipment and help with any
deployments should this be desired.

I left the conversation with the fact that| |but requested that legal issues or policies be
worked out with you two. -

Anyways, this has been of interest for some time now...and is a big issue in
L0 0 T T e el )
R L LT | R
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From: ] | b3
Sent: p b 5
To: bo
Subject: B7

b7

SENSITIVE BUT UNCLASSIFIED

I—

£

NON-RECORD

Hello | gof vour name frorri

las a test bed. We are working]

implementation. Thanks

|l would like to talk to you concerning the

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

ENSITIVE BUT UNCLASSIFIED
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Vo
: ALL ITHFORMATION CONTAINED
HEFEIN IS UNCLASSIFIED
DATE 11-19-2012 BY 85179 DMH/STW
From s
Sent » Tz DA -
To: ' i{;
Ce: I b7C
Subjeét: FW. NTIA Responses to DOJ Commenis ¢ IMMIEDTATE (6pm-tonight!) biE
. Deadline
Importance: High
UNCLASSIFIED
NON-RECORD
tol OGC is trying to get through the department. | believe you've been working with

l lon T, BUT do not Riow who else might need to see it. We need comments ASAP. | can provide additional
information on UNET as to what the proposal was and what this is in response {o, but you can see the general commerits

we made and NTIA's response to each.

From: | [

Sent: r',[u,es;:}av September 29, 2000 5:39 PM ~ 3
-To: 1 55
Cc: [ | b6
Subject: N1IA Responses to DOJ Comments or1 I— pm tonig eadline BIC
Importance: High BTE
UNCLASSIFIED

NON-RECORD

b1

NFTA

o)
NI RCopPULicT tU

DCJ Comments ..

DOJ has routed this with an extremely tight deadline.

The attached are NTIA responses to DOJ's proposed comments or pnd the Commerce Department letter on the

bill.

DOJ-components-are requested for comment or-"no-comment” by the deadiine:

l-apologize-for the ridiculous deadline - but at the moment, I'm being fold "No extensions"...

I_Ihank you
|

FBI OCA

UNCLASSIFIED

UNCLASSIFIED

CELL-,OTD 017557
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