
Take care,

I I
I
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b7C
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L
From: I T
Sent: FrirfJ'lv Ortnbpt 22 20104:31 PM
To:

4wf
I

Subject: I

I I
Is there any way you cou~fblcl< on this? Just would like to know what is going out before it hit <: tht=l <:ht=llf. I'll be in
Orlando all next week wit If vou need us olease iust call on the BB. I think I've handled all loOJ) requests.

L...--..I

SSAI I
Violent Crimes/Major Offenders Unit -FBIHQ
"Proiect Pin-Point" &"Cellular Analysis and Survey' Team"

From:1 lOTD) (FBI)
Sent: I uesday, Uctot>er 19, 2010 1:56 PM
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THIS MESSAGE MAY CONTAIN PRIVILEGED ATTORNEY-CLIENT COMMUNICATION AND ATTORNEY WORK
PRODUCT. DO NOT DISSEMINATE WITHOUT OGC APPROVAL

I I

I I
AssIstant General Counsel - "

Investigative Law Unit
Office of the General Counsel

,

I

PRIVILEGED ATTORNEY-CLIENT COMMUNICATION AND ATTORNEY WORK PRODUCT. DO NOT
DISSEMINATE WITHOUT OGC APPROVAL

I

I

!

UNCLASSIFIED

. UNCLASSIFIED

UNCLASSIFIED

IIN~I A

UNCLASSIFIED

"11.,, •• ED

UNCLASSIFIED

UNCLASSIFIED

. .

3

'--- - -~



Legassues
i~ij-.~l_t' I' ?X~lCY:; 1_ r~ __ 'J j§) I,

i



Overview
•

•

- Use as evidence



__________u ~ "___~ ~ ~ ~ ~___"



• Prior Policy

tlata not "tlialetl number"
1...--_-----1



Old Definition

• "pen register"
means. a device

I 'v''''V,'hich records or
decodes electronic
or other impulses
which identify the
numbers dialed or
otherwise
transmitted on the
telephone line to
which such device
is attached....

New Definition

• "pen register" means a device
orfJrocess Wt)lcn recoras Qr
decodes dialing, routing,
addressing, or signaling
information transmitted by an
instrument or facility from
which a wire or electronic
communication is
transmitted, fJrovidedy
noWever, tnat sucn
information snail not include
tne contents of any
communication.... .



.. I .-._,..1 .-. ... -.1. f!"t..A :n .." ..• ..-.... A,..-. iii,

• § 3127 Pen Register device or process:
- "records or decodes dialing, routing, addressing, or signaling

"._.1:_ L"

"
- transmitted by an instrument or facility from which a wire or

electronic communication is transmitted"
nn I·--_.
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T, :h··· ·e······ :D',·e·'···b····•••· a'·t·.·e·-.ilil.. : "".:' . ," ,Iii

I
~tatutorv lanauaae'l I

I

• data "utilized In the processing" 01 a communication see
3121(c) since 1994 LE obligated to re~trict recording to
"dialing and signaling information utilized in call
processing,"

.L .L I , • .1': .1.1. II' •• I .L •

• d l 1I I (;j 1I11 I (;j U I 1I I (;j L;d II--\. (;j . J :1 II I \I IY \I I I (;jd 1-1I1 I I (;j

• "from which a wire or electronic communication is
transmitted" not may be transmitted' see 3127(3)

•

9



• IF Igna Ing norma Ion:
-Implied Consent? - 18 u.s:c.'§ 3121(b)(3 J h"ll;" I

• adequate, Notice of monitoring by cellular
rovider to show ACTUA"L knowledge

HI



The dilemma:



- - -. i

Emer.gel'1cy ,Ptovision .
§ 3125(a)(1f )

- DOJ command Center
1""'\ r-"I""'\ II- _. 1- ..,... \
_'-_ \1J~TVUlvJ

• rlleryer1de~ 'alvin!· 1..-- ----'

• Immediate danQer of death or serious injury

I
• MIOG, Part 2, 10-10.7.1



_I .L rl/"tnt.:-
I I~I IUllll::lll I 1~lll::S

PtargingDataGo'liected

- ? Whether it aDplies to I II I L..-- ----'

I I
• IL..--.,..._----------...,-----.------------II
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IV II. I

Sent:

~~Cr:04'~To:
SUbject: . 0 v

I II know you had asked about this some time ago and we were sort of going around and around on it - think the
below is a decent road map to follow reI II I

L'J

Hope all is well ir[] .b7C
b7E

EJ
From:1 I
;:n . L L L.

To ICc
Subject: RE:I lOGe

o Hello. Hope all is well.

Here's my 2 cents:

1



From:
Sent:
To:
Subiect·

IIMri •

I I
Fridav November 05 20103:15 PM

I I

I think the service provider can/should get us from point A to point B if they are able ...1 as been trying to get some
clarity on this... .I'm not sure I have been able to help him! 1...----1

Thx.
I

b3

b6
blC
b7E

From:
Sent:
To:
Subject: • I liE: 9.

I
:Ul PM

From:1
Se ,....

To
Cc:
SU*J:':e:':c:1:':""r::1""Tl!'lrvv,":'":~\"'(om=m:":el'::m'=":'I""'!"I:;,1.'~I"I",.----I

I IMrl

MnN,

1
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From: I t
I'ril'1= 7f 7-4 PM

Subject: I I
'< ••J.J.O'.

........... I
Se !'It· -hll~czrl::l\l n.:1 ?n1 '~.~t:; OM

10 ICc b7E
I

SUDJect: KI:: comment ~19.

UNCLASSIFIED
NON-RECORD

II agree With

l
your recommendation in your last paragraph below,Dand request thal I

fr()111 I r
.04, 20103:45 PM

To: I I
Subject: RE: Comment 519.

1-

THIS MESSAGE MAY CON"FAIN PRIVILEGED ATTORNEY-CLIENT COMMUNICATION AND ATTORNEY WORK
PRODUCT. DO NOT DISSEMINATE WITHOUT OGC APPROVAL.

I
Assistant General Counsel

.'

tiffiN> ;'fTho - -
I

.....

2



-

FrO~ I
~:t':':: Nrn:~ O. 20r 10:15 AM

S e. . ommen 9.

!

111\1('1 hi

NON-RECORD
b6
):.,L:

This I can support. Thanks. -
DiE

I IFrom:
Sent: Thursdav. November 04 2010 10:20 AM
To:
Cc:

Subject: Kl:: I..ommem: :)l~.

THIS MAY CONTAIN P~I\l1I 1=~l=n T .r.1 II=I\IT r.nMMUNICATION AND ATTORNEY WORK
PRODUCT. DO NOT DISSEMINATE WITHOUT OGC APPROVAL.

I I
Assistant General Counsel
Investigative Law Unit
Office of the General Counsel

I I

Froml I
Sent: Thursday, November 04,20109:11 AM

,j
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....-. I.-. I
Su 'Je,",,,. f'<L'. ;..1;1.;;1.

UNGl·
Mnu

Icould vou Dlease refer this tcr-1 ItOkav. and I have to sav I'm bv the lack of claritv in the statutel
L..--..J

ThanKs

I 1- "10'

From: I
Sent: U4.21 to:01 AM
To:

Subject: RE: Comment 519.

TUI~ 1\",",,,,,,,,,,,", nn A v f"t"'IMTA I~I 001\111 t=r-t=n A 1'1 It=MT IlI.Ilf"J\.Tlnll.l J\.lI.ln ._--
PRODUGT, DO NOT DISSEMINATE WITHOUT OGG APPROVAL

I I
;;

:::.... , ' .... 0.<,' r-""InC'c>i
Investigative Law Unit
Office of the General Counsel

I I

It I
Ser t: I Lli :.uav 04. 20la 8:58 AM
To:
Cc:
MA 'FI""'I

RE: .519.

1111.'1"'1 "

1\1 n M.

4



From: I

I
RE: 519.

I

THIS MESSAGE MAY CONTAIN PRIVILEGED ATTORNt:Y;;CLIENT COMMUNICATiON AND ATTORNEY WORK
PRODUCT. DO NOT DISSEMINATE WITHQUT OGC APPROVAL.

I
UC:;, ,C:;, Ui C r"ffnC:DI

. I rtl' Ilnit
J

Office of the UCffC:;i u, rnlInC:DI

I
From:
Sert~ '14/1 H'/ A-
~; I
Sufj...Je-!ct"'T-::....R....E:•...,O....o-m-m-e-n...t ....5,."..,...19.•-----------.....1

I 'f\I~1 A

hi
hiE

From: •
Sent:
Tn.

Cc:

Thanks!

I
I

I
rW: L.ommem :Jl~.

I

I

,

!



THIS MESSAGE MAY CONTAIN PRIVILEGED ATTORNEY-CLIENT COMMUNICATION AND ATTORNEY WORK
PRODUCT. DO NOT DISSEMINATE WITHOUT OGC APPROVAL

I I
":zrs:siS'rcfFi'f'Ge1uc;1I'ijffC;lu~,1 cn, In "'01

Investigative Law Unit
Office of the General Counsel

I I

b5
b6
b7'

To I
SUI!rll-:01el''''c:CL......r-TK'ft(.I:::='''::"T'"":o~m:":':m~e~n~'r""I"l~..y.,..,.-----'

I~ I
<::""1 It· nd ')(11 7:52 AM

IIMr.1 A J

1k"1 I

Thanks for coovina me. Did vou haooen to discuss this with I las thev advise thd
I
I

From I

I I



._..

I

From: I I
Sent: e[dav October 28 2}' Q 2-47 P1
To:
Subject:

Hey short timer! If you get a second can you look this email over? I haven't read it yet but it doesn't look like anything is
nailed down on the OIOG regarding the use of the gear.

, .,
Clll "eA~ wee" II yuu VVQII L LU LQI"_

I I b7C
Violent Crimes/Major Offenders Unit -FBIHQ b'E!"Project Pin-Point' & "CeJIlll Analysis and Survey Team"

I

~ II

Sent: Tuesdav, October 26 2010 11:04 AM
Io:1 I
SUBJect:t

IIM("'I 1\

I
NON-RECORD

I
I
I



VIolent Crimes/MaJor Offenders Unit FBIHQ
"Pro'ect Pin-Point" & "Cellular Analysis and Survey Team"

b3

Take ca:e, .[; .)

'I I E

I t=From:
Sent: q" ",",her 22 "I" 4·3' 'rTo:
Subject:

I I
. . ~ r or on

I;;> ClIel e al 'y way yuu ~UUIUlc::J~1UlIUII;;>' JU;;>l VVUUIU III,e lU "'IUV' VVllall;;> 5uII15 UUllJelUle Il IC;;> llle ;;>lIe, , II ue II

Orlando all next week with If you need us please just call on the BB. I think I've handled alii I(DOJ) requests,

I I
-

7


