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Sent: ~
To:

1
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b3
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Cc:
Subject:

U
NON-RECORD

I ~

1 I€i:TD~)"li{F'BB~I)=-=-=--------------====~:-~~=~_---'...EC

..J

3



I
, t

~PD
See attached ECI Ireferred to at the Qonference. The EC clea "'·"'·"'s thatc::::l have

primary responsibility fo~ I:;hou remain in the custody of the l(inventory
accountability). As you see, the EC went to CDCSl It was not addressed to the
SACs, ASACs or even the Criminal SSAs. Questions/concerns should be directed to uq ITTU.

I I II

Thanks for the info re thee:=J EC,c=J had requested a copy when it was approved and when we did not receive a
' IJ::..

copy 1erroneously assumed that it had not gone out.
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UNCLASSIFIED
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From:
Sent:
To:
Cc:

.L1\lJ: UKfl.8.1.LUl'l rn1\lTA n,lF1'J

HEREIN IS lUJCLASSIFIED
DATE 09-24-2012 BY 65179 D~rn!SU»I ~_O_TD_)...(F_B_I) _

I bTB) (FBI)
Mondav. November 05 20079:41 AM

b7C

Subject:

UNCLASSIFIED
NON-RECORD

I I

REI lin Exigent CircumstancesL...- ....I

Thanks again for the assistance and guidance.D

-----Original ----
From: I(OGC) (FBI) .
Sent: WeClnest1av, 3f'toher 31 20n7 q:4R AM
To:
Cc:

b7C
b7E

. Subject: RE1
UNCLASSIFIED
NON-RECORD

I I

Iin Exigent Circumstances

b

b7C

See answers embedded below.

I IAs evident from the below questions, there is still a need to get policy guidance out to the field on
requesting disclosure of information from providers in exigent circumstances under 18 USC 2702. That was the
objective of the draft EC on voluntary disclosure under exigent circumstances. What is the status of that EC--attached
below.

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCL:OSURE OUTSIDE THE FBI WITHOUT PRIOR OIC
APPROVAL

I I
-O~iffi"'l:-ce-o~if::-;In-t~egr-ity and Compliance

JEH7646

~;I7rile71---S

1



~;~-~ri'..,.~,..,a'..,.M_8_S:S.,..a_a8...,..._.,....,.-=......,. 1
Sent: ~"v October 26 2007 12-44 AM
To:

~~~ject: RE: Iin Exig~nt Circumsta~ce~ c

UNCLASSIFIED
NON-RECORD

D

Thanks for all the help and guidance,

,I

b7E

b6
b7C
b7E

-----Original Mess.'foUo!'"n",:.:::;--:.:::--::.,-__--,
From: I I (DGe) (FBI)
Sent: ue""av. lrtobpr 2<. 20072'':1/\ PM

~: I
Cc:
sub''''e'''''aet''"'::.........................RE-::.II""L...-...-...-...-...-...-...-...-...-...-...-...-...-...-...-~"~In~EXl~!ge~n'!l"t!Jll!cil~rc~um~tances
Importance: Hig tT

UNCLASSIFIED
NON-RECORD

2
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I I

b3
b

~~C
b7E

I I
-----Original Message-----

IFrom: I
Sent: Thursday. O""ber 11. 2O~ 3;07 PM
To:

ICc:
Subject: I in Exigen, O"'omstan""

UNCLASSIFIED
NON-RECORD

HelloD
b·e::
b7(::

E
~u have a moment would you please review the attached one page document? Our office and

Iways seem to have trouble in dealing with Exigent Circumstance matters. Any suggestions or
clarifications would be appreciated.

Thanks,
c=J

« File: September 20071 I(EXigent Circumstances).wpd»

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCI
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I
From:
Sent:
To:

I(OID) (EBI)

I I(OTD) (FBI)
Tuesday, November 06, 2007 7:22·AM

~.u ~."~_.. .l.LIJ)J 1~]·"Jl. ~w

HEREIN IS lij~CLASSIFIED

rHO ."~" .':>lil?

b7E



,...
To:

b
6

b

Cc:

SUbject: FW: Yet Anothe~ lTechni~~1 AI,:....
I

SENSITIVE BUT UNCLASSIFIED
NON-RECORD Oat,,. \.~. tf~fY!'

nn~ ;f"1t ·jC't J-c:;;. ., \. "r~rt1f

'''''"'a nrt"" i"'~~ K..au, o",.·J~, "llW ~ ":JI"

(U~ t!,~rn" I'l: l ."Ill,;-t' IttU;
II (,UI";.... l1~~~t ... r;'1ff,ut ..,.

All,

3



. ,

Please see important email below fromD

-----Original Mespage-----
From: L tOTO) (FBI)
Sent: Mondav. November 05 20073:22 PM
To:
Cc:

1'7C
b7E

Subject: Yet AnotherL..jTechnlcal Operations Alert

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

____________----'IAlert:

-----Original Message-----
From: I lOT!?) (CON)
Sent: Illursda October 25 20072:21 PM
To:
Cc:
Subject::

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

b7C
b7E

lease pass the following information on to each field offic 1...- ---'

IAlerts:

that is all we can do):

IRemember to check ther=JwebSife often for product and troubleshooting information. Click here:

ThankslL...-__-'

--1--1
____ Consultant

4



"-

. \,

" Retired FBI SSA, 1984-2006
Tracking Technology Unit

HI rl=!~ll If Investigation

I Office bE
Cell b'7C

.
SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

!t''''''U
\tt~U " ~r'·'· lr~H11 m~" Os ~H'':ttQ'''~ 'DIq! ,.. ~
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HEREIN IS UNCLASSIFIED
Dl'l:H/S1W

From:
Sent:
To:
SUbject:

I I
Tuesday, ~ovember 06, 2007 11 :09 AM

II-._----IJ EJ
FW: Yet Anothe Technical Operations Alert

SENSITIVE BUT UNCLASSIFIED
NON-RECOR

~;~~~riginal Messr
e

----- PTD) (CON)

Sent: Tuesday, November 06, 2007 7:22 AM
To:
Cc:

Subject: FW: Yet Anotherc=JreChnical Operations Alert

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

All,

Please see important email below fromc=]

---Original Messa~-----
From: TO) (FBI)
Sent: on ay, ovember 05, 2007 3:22 PM

To: I
Cc: ,

Subject: ""'Y""et~A-no~th~ec=JTeChnical Operations Alert

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

lert:

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

-----Original fes.c:;aae.-----

~~~~: ;ursda october 2l~~ J~~NJM
To:
Cc:
Subject: Technical Operations Alert



· ..

that is all we can do):

I Remember to checkth~te often for product and troubleshooting information. Click here:

Thank~",-- _

SENSITI

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

0'.00542
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ALL 1.1\11'. .' HEHEUr IDJCLASSIFIED,
DATE 10-01-2012 BY 65179 DJIIH/STIJ

-I ~QID) (EBI)

From: I ~OTD) (FBI)
Sent: TIII::>c:nJ:lII nfl ?nn7 11'~~ AM
To:

b-3
b6
.l:J
b

,

,

.,..•..:t~' \\ ~ ......', hffu \~!!I;l_ fi<1':t ""'''It ¢,on'l' 3}.;:;~ ,I'" ::~i~~~~~ m". lUrtn ....t.u" ~?IJ" tE::l~ I 1i••Jt ·s..u(" .•t..t~lr ::t.04~~ i'~I~",l~ q"~ll):
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7E

To:

Cc:
Subject:

I~
15
b

Delegation of Authority and guidelines for use of Equipment

3

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Greetings,

In addition to the EC I forwarded to you yesterday, attached is a EC (with guidelines) delgating authority for use00
to UC level.

ll"'~' iJ~::n l' l' 1""- g....1i- ·'ll'" J!''''.. J'-':II .<!"''!t _~m'3t !J;':" .l' J':'"
~w'" .i"l,H~ $.lIur trmm ~ 3un-Cl l'- 1i 1i..~ .•~_ft' Ittw.Jf.:;J ~~:"''f; .J::V~ .;:c



I

i '"
. , ~

I
Previously a SC had to approve.

The gUidelines establish the authority levels for various scenarios. This is as important if not more so that the delegation
to the UC level instead of SC level.

~
Deligationofauth

, ority.wpd
Please forward to users and management as you deem appropriate.

!

SENSITIVE BUT UNCLASSIFIED

I

rt.dft
... II""" l! 'I ",.-" if'''"'' ~r if;" 00:0546-

~1.''1-~
l':;-:-tu <tiuu,u l!'jl~tU d# nlll~.~ , .. '
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ORev. 01-31-2003)

FEDERAt.. BUREAU OF INVESTIGATION

Precedence: ROUTINE

To: Operational Technology

Date: 06/18/2007

Attn: SC Anthony P. DiClemente
UCI I

(Pending)

From: Operational Technology Division,

I...._~---:-,...-~--:---=--~~~~----_....I
Tracking Technology Unit (TTU)

Contact: uq I
Approved By: AD Thomas Marcus C

SC DiClemente Anthony P
UC

Drafted By:

Case ID #: 268-HQ-1068430

Title: 1 ---'
DELEGATION OF AUTHORITY

OTD} ,
Section Chief

Unit Chief (UC), Tracking Technology Unit (TTU) ,

nQ;- ""; 1 C! • I I

In an effort to streamline both routine and after hours
approval of exigentl I operations, lend further clarity to

I
SYtb&~~~~ l~~lS' and enhance documentation fori lendeavors in
. __ _ the required FBIHQ approval has been delegated
from SC to the UC, I I with responsibility for the I I

I The UC fori I will insure that I r

.., Iscacus prJ.or co
approval. The requestJ.ng dJ.vJ.sJ.on WJ.ll be responsible for

£ELL/OT:t~



To: Operational Technology From: Operational Technology
Re: 268-HQ~1068430, 06/18/2007

documenting the request to OTD in an EC. The OTD will document
its decision as well as any resulting action in an'EC. In
accordance with the above, the TTU Chief will be responsible for
adhering to and applying the below MIOG provisions as well as the
legal authorities as identified below in reviewin and a roving

Any request
which requires a deviation from the MIOG provisions or~ b3

authorities as identified below must be referred to the~ BC E
for approval. No change is being requested to the Dolicv for the

I I

2



To: Operational Technology From: Operational Technology
Re: 268-HQ-1068430! 06118/2007

The MIOG policy fori I doesn't specify the form by
which the HQ approval must be obtained; it requires that it be
obtained and states only that the enumerated information lIis to
be provided by appropriate communication... II So I verbally I

telephonically! by email! etc ....would arguably satisfy the
policy! the concern should be with documenting approval so as
to be able to demonstrate compliance.

Below is a summary outline of the legal authorities:

L...- ......IAUTHORITIES

A. FEDERAL CASE

1. Federal Court Order:
i. Pen Register/Trap & Trace (18 USC 3121 et

seq. ~ I
1.1 fu"nctions as a Pen Register

device as that is defined in 18 U.S.C. 3127
because I I

7

E



To: Operational Technqlogy From: Operational Technology
Re: 268-HQ-I068430, 06 18 2007

Accordingly, authorization pursuant to the
PR!TT statute is required to use

2. The same Pen Regist~Ll~~~~~~~~Ui~~~

DOO" has
~~~~nu~~~~~~~--~authorization,the

below items be addressed.
3. Ooerative PRITT Lanauaae :

4.

ii. Search Warrant to I

8

b3
b 7 E

"'Il'" Ii"";;R hm~



To: Operational Technology From: Operational Technology
Re: 268-HQ-1068430, 06/18/2007

OPERATIONAL TECHNOLOGY

Review and if appropriate approve delegation ~f authority
~~~:g~;~'II ~ Section Clie~ level to Unit Chief, Program

••

b3
b7E

13



HEREIN IS t1JCLASSIFIED

1'>.10) (FBI)

From:
Sent:
To:
SUbject:

I I

~
hurSda November 29, 2007 10:08 AM

~, .........I(OTD) (FBI)
FW Stuff

SENSITIVE BUT UNCLAsSIFIED
NON-RECORD

--Original Mess~' " " ,
From· '
~~t;,:N_2$ 2"+:24 PM

Subjej:l:: . .. ,

.' , "

SENSITIVE BUT UNCLASSIFIED.
NON-RECORD

'~ ~ .... ,.~.
~ntacts. ..---__~onversion.wp

wpd ~ .:d

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

,,'

1



• •
r" INFOIUIATI DN

-, "
UNCLAZ5IFIED

.) '" "' "',

I !contact Info
Revised:

ER~ c.Q~acts.

11/28/07

IEnglnee

b3
b6
b7e
b7E

I

I

-tE' '~. .1<- L ..c,..t·~ "'~k t'. ,11 . ,.)
"~~ ~lt.•( ~. (""~ '(!!;"" ~.tt\~" un itil~"

t\lJtl/1.

- - -



I IInventory
~

Updated: 7/30/07

I SIN I I Description I I

~T'f.J

b7E
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From:
Sent:
To:

Cc:
Subject:

I(OlD) (EBI)

I I(OTD) (Fal)
~~day pe~p.mber 11 20071'10 pM

.~ ~ssu.s summa~

HEFEIN lniCLASSIFIED
DATE 09-27-2012 BY 65179 DI{H/SUv

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

My comments and concerns are noted in red.

Thanks,

~m,~
~~Sk ...

-----OrigInal re...coaoa-----

~~~~: lnursday, December 06, 20074:10 PM
To: E
Subject: FW:I:::::'ssues summary
SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Please review content r~ trisks and provide constructive feedback.

D
Please review/__....J~iScussionand provide any additional Input/clarification as needed.

b3

E

From:
Sent:
To:
Cc:

(OGe) (FBI)
L....rr~e :r.::n'::::e:::r.a:::":y"',O;O::e=cember 05, 2007 3:28

1

PM

1

E



, ."
Subject: ' Issues summary

1__1

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

i
! IThanks for taking the time to get together on MOnd1Y and review potential area of compliance risk relative to the

I .. summary of my notes and a little extra stuff in an attempt to describe these issues. I have included
a couple of brackets requesting additional input and would appreciate if you would rank these issues in terms of
priority or significance of risk. I welcome all comments.

« FilOrisk issues 20071203.wpd »

I need to produce a Leading Risk Indicator Report by next Thursday Dec. 13. So anything you could pro~ide prior to
that date would be much appreciated.

I I
Office ofIntegrity and Compliance
JEH7646

~;~-~

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

2

E



From:
Sent:
To:
Subject:

tOGC) (FBI)
-="-~-=D=-e-c-em-b~er 11 2007 2:30 PM
~~_---,~ ....lOTD) (FBI)

L...-_----'issues summary

INFOPHATION CO~ITAINED

HEREIN IS UNCl~AS:::IFI[D

SENSITIVE BUT UNCLASSIFIED
NON-REGOR

Thanksl _

I I

b3

b7E

Office ofIntegrity and Compliance

.1~46Tel: I
~obile ::::::~ • I

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR OIC
APPROVAL

From:
Sent:
To:
Cc:
Subject: RE:I...-_...Issues summary

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

My comments and concerns are noted in red.

Thanks,

-----Original
From:
Sent:
To:
Subject:

«File Comments onDrisk issues 20071203.wpd»

issues summary
1------1

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

1



Please review content r~... 1risks and provide constructive feedback.

Please reviewBdiscussion and provide any additional input/clarification as needed.II-_---J1

b E

From:
Sent:
To:
ee:
Subject:

I IeOGe) (FBI)
Wednesdav. December 05 20073:28 PM

I
lissues summary

1..-_....

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

1__1
Thanks fOr taking the time to get together go MOOTY and review potential area of compliance risk relative to the
I .
I've put together a summary of my notes and a little extra stuff in an attempt to describe these issues. I have included
a couple of brackets requesting additional input and would appreciate if you would rank these issues in terms of b 7 C
priority or significance of risk. I welcome all comments. ,::; 7 E

« File:Disk issues 20071203.wpd »

I need to produce a Leading Risk Indicator Report by next Thursday Dec. 13. So anything you could provide prior to
that date would be much appreciated.

I I
Office ofIntegrity and Compliance
JEH.7hAh

~:I I
Mobilel I

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

2



DU I UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

3



From:
Sent:
To:
Subject:

DATE 10-22-2012 BY 65179 DMH/SnJ'--- I(..O_T....ID)....(F_B...II) _

I ~OGC) (FBI)

~S:::::~:~~4~

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

b3

I I
Office ofIntegrity and Compliance

~~~~~~;tEF~~·I~~ DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR OIC

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

b

b7C
b7E

Please don't take it personnel. However, I I

Thanks for listening,

issues summary
1...-_......

-----Original ~~~:..-___.,1. _

Sent:
To:
Subject:

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

b6
b7C

robabl the source of that "nebulous verbal olic" but in defense it was rovided in the best interest of



...

I
.......,u'T.lljj!!'!'lc~e~oj~l~n-:-te~g....,ri"=""ty and Compliance b5

:;f~Fax E
Mobile
PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR OIC
APPROVAL

From:
Sent:
To:
ee:
Subject:

I
'=;o:Tu~e:-=:sd:r=av:":'"'"l':.D:-=:ec::".:':em::":1b::':e~r';"':11~20;';;'07:;-:;-:1:7";10~P~M;--I

I
REt Iissues summary

I
SENSITIVE BUT UNCLASSIFIED
NON-RECORD

My comments and concerns are noted in red.

Thanks

«FiI~ pomments onDrisk issues 20071203.wpd»
-n--Original Message---n

From: I I
~~~t: ~sday, December 06. 2007 4:40 PM

SubjectTFW:] Iissues summary

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Please review content r~ ---J~isks and proyide constructive feedback.

Please reviewc=Jdiscussion and provide any additional'inpuUclarificati9n as needed.IL...-__

\.,~\...\- i'~\~ ~~'ti~~'\.
2

C

h7E

b6
b7C



I

From: I bGC) (FBI)
Sent: ~~:es£liii]iW~~:os.:nt;2iJa?nn7L':l3.:.··2B..E?AD~M
To: I
Cc:
Subject: IIssues summary

L...-_....

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

I
Thanks for taking the time to get together on Monday and review potential area of compliance risk relative to the

I I
I've put together a summary of my notes and a little extra stuff in an attempt to describe these issues. I have
included a couple of brackets requesting additional input and would appreciate if you would rank these issues in
terms of priority or significance of risk. I welcome all comments.

«FileDrisk issues 20071203.wpd»

I need to produce a Leading Risk Indicator Report by next Thursday Dec. 13. So anything you could provide prior
,to that date would be much appreciated.

I l
Office 0/Integrity and Compliance .
JEH 76;;:;.:46'--_---,

Tel:~ ~Fax
Mobil

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED'

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

3

b3

b7E



DATE 09-25-2012 BY 65179 D}lliJS~T

From:
Sent:
To:
Cc:
Subject:

I 1010) (CON)
Friday, January 18, 200d 6:24 PM

t;; ?
10TD) (FBI)

. TO) (FBI)
RE:1...- _

UNCLASSIFIED
NON-RECORD

'-:":-~~ Ll::is~t:l.lh~e..::ls~ec=:::o::.!.on~d~h~as~e::,ofthel lit ciJi.-..., I
L:- :-T ----I.:.:.lf..L:::.ou~needone right awaY,L-jls back In the office next Tuesday and b 7E

he can request

~ Iconsultant
Retired FBI SSA, 1984-2006
Tracking Technology Unit
Federal Burea!! rf Investigation

I Office
Cell"'-------

UNCLASSIFIED
NON-RECORD

From:
Sent:
To:
Cc:
Subject:

I I
Wednesday, January 16, 2008 10:41 AMI tOWl «:ON)

b6
b7C

E

1~jQ.\lIlDJiiC.l.tl1D.uaI:lwnI.aJa.t.a.skJlC.U......J:ip,esL.=======~""'1-----___.=;;;,J
If so do we have a co

wanted to determine where we stan~ with this mission. Do we have any otherfol J '---------'

Thanks,c=J

UNCLASSIFIED

UNCLASSIFIED



From:
Sent:
To:
Cc:

Subject:

UNCLASSIFIED
NON-RECORD

I(OIO) (FBI)

I ~OTD) (FBI)
Tuesdav. Januarv 29 2008 11 :31 AM

I

DATE 09-25-2012 BY 65179 DliH/ST\T

E

See answer below. I copied everyone shown so that the information is shared. I also reguestedlto send us an
advanced copy of the owerpoint slides for th~ Iin Ma~-28. I will also take
your request to have repared a cheat sheet (quick user guide) for the system operations.

From:
Sent:
To:
Cc:
Subject:

1_ "n",ry 16 i_OQ_R_2_.5_3_PM ----'

UNCLASSIFIED
NON-RECORD

Hello1.... _

There is a very remote possibility of needing to do someI Iin the near future so I have a few
questions for you: '--------

b7

1



5, If you have any time next week, I would like to get together and play with th~ lor
what ever we did purch?lse? ------------

Per our conversation, your busy schedule would not permit much time for you to play with the system. We will prepare
and ship the entire system toc=r0r preparation of th~ I

__I'

b3

b7E



1.l'Jr.,
.- IS TT1\rf'bl;"'~U'1r..lJ

1(010) (FBI)
DATE 09-25-2012 DMHj;;:nJ

From: I I
Sent: ~day, May 19,20081:21 PM
To:

I
ISubject:

UNCLASSIFIEn·
NON-RECORD

Good info below: b3
b6

All:

FYI: See below for additional info fromI lat OTD regardingI I
EJ
SS~ I
Violent Crimes Unit

Ie)
!fax}

I

I kOTD) (FBI)From:
Sent: Monday, May 19, 200811:42 AM
To:

~ ,Subject:

UNCLASSIFIED
NON-RECORD

EJ b6

We've had some success Wit~ Iin the very recent past. I'd like to throw some notes for you to share if
needed with your folks.

It is Dossible to I

r
Some things to note whe~ I
1. you will be able t~ I

I I
12. you will only be able tal

I I

i
i

...
t ~l\. /0~D llQt;'6't9!



·

I I
From: I 'fOTO) (FBI)
Sent: =av Mav 11' 2008 10:38 AM
To:
Subject: FW:

(OTD) (FBI)

I
UNCLASSIFIED
NON-RECORD bE;

hiC
biE

SSAI I
Unit Clllf;;/

Tracking Technology Unit
OPeratjonal TjhnOIOgy Division

I

From: taO) (FBI)
Sent: Mondav. Mav 19 2008 10:14 AM
To:

,

I
biE

2

.tttL/fj1~ '~f!b~

_ ~______H
-~ --- ---- H_

~ -



Cc:
Subject:

UNCLASSIFIED
NON-RECORD

See below for some good information provided by V91- _

SS~..........__-
Violent Crimes Unit

IL...---_

b7E

From:
Sent:
To:
Cc:

Subject:

I r
~ay, May 16, 2tltl8 6'sn PM

UNCLASSIFIED
NON-RECOR

Couple of items from 1",---__.....

I I . I l ..
Yesterdayrlput on a one day class in ror all law enforcement to discuss their commitment to helping law
enforceme'ilr.i'11eY are ap arentl doin this in all re ions of the country. Catch. the one nearest youl It was pretty good
they had members of thei and their Ie al com Iiance team. The
even feed us breakfast and



r--lU~w.L.i:».LLI.ll1 testing in the office on cr-r-- ..,.,......,..,.,,..,..........----......,.. ----'
.... --' Not sure if it will work wiffiJ... lbut this is a start.

I I ....,::.._--,
I recently talked to

Please pass on as appropriate.

b7E

From:
Sent:'
To:
Cc:
Subject:

I r
Cd'~ AD'; 15, 200S 3:05 PI<

UNCLASSIFIED
NON-RECORD

My understanding is that thes~ } that although operates the same way - I don't believe by
our current standards - we can track them with thel f' am pretty sure of that.

D

C

b7E

From:
Sent:
To:
Cc:
Subject:

I r
Tuesdav. Ami! 15 2008 3:57 PM

UNCLASSIFIED
NON-RECORD

Gentlemen, I was approachel"-l".ll..IiI.I.1iiIo..lI""""",,,w..L..IIII.I.I' -pa.::::=.:::..:.=a.=:...::::':':':':::I..ll.\.i':::;"':::=::;
an bod used a PenlTRAP 0

before it there a pony out there?
If anybody has done this

b
b
biE

000662CELL ...... OTO

4



5



ITuesday Mav 27 2008 11'02 AM

Subject:

From:
Sent:
To:
Cc:

HEREIN I~ u]JCLA~5IFIED

________.....t~O=T=D::)::(F=B=I)=::_---~------D-A-TE-O-9_-_25_-_2_01_2_B_Y_6_51_7_9_D_11H_j;'_~11_,1J__

I kOTD) (FBI) .

UNCLASSIFIED
NON-RECORD

b3

t---'l-:-~~-:----:-IIforc~ac=Jtogo up on a Pen Register on a
lalso helped make this possible, and they were up and running. '-"v-e-ry...tl-m-e.......a....,..---------.&..-.,

~ IO~n..lll.tlh~lePen Register. This happe.fn~ed:::...=ab=.:0=.:u~t_=2.:.::.5:...lw:.:.;e=.:e::.:.;k~s.:::a:.l:l.0::.a,.'"'I'I'I"-_r_r___rrr ,.....,... "l""lT ,..._.....I

, He had to switch and use a t oug1...-_------_--1

I lwas noe , ~r he was ok tol ~mbernot to do this on
ras they arel You still have the issues o~ ==J if the guy is a heavy user...

Talk tq labout thel lease and we should be able to forceBo replicate.

b7C
b7E

P.S. If you don't make any way with this, I'll call upDand get everyone together again to see how it was done.

From:
Sent:
To:
Cc:

Subject:

r''''ay May 20 200. 6'44 AM

UNCLASSIFIED
NON-RECORD b3

Heyr=:J
E

Hope all is well. I went through the below message traffic. While we can
II I could not provid:L:-"'T"""_.......---,

I- -r-:-~--:"--____:~____:~~~~-~-~~____:~---~-~..... They could rovide
L..---:-_~ but only manually and with significant time delay. If you remember we then asked nd he
confirmed that this was correct. We even tried to force the phone company's hand by submitting a court order, but there

t
was no suycess. ,Is this still the case? Is this true of all the phone companies or do some of them have the! I
""'"_......................Jto provIde,...' 1

D
From:
Sent:
To:
Subject:

IMOndaY Mav 19 200B 1•2l pM



, t

UNCLASSIFIED
NON-RECORD .

Goot! info below:

All:

FYI: See below for additional info fromI lat OTD regardin~ I
c=J

h3SSAI I
Violent Crimes Unit

I I
h7E

From: I I(OID) (FBI)
Sent: Mnnrl",v M",v lQ7QQR 11'47 111

To: ISubject:
!

UNCLASSIFIED b7E

NON-

I I
We1ve had some success Wit~ Iin the very recent past. I'd like to throw some notes for you to share if
needed with your folks.

It is oossible t6 ao uo on a "oen reaister" and

I
Some things to note whenl I

I

,

I

From: I I(OTD) (FBI)
Sent: Monday, May 1,2008 10:38 AM
To: t;i..\,.~ I~"'\) t1~~bl:11Subject:

r (OID) (FBI)

I
2



UNCLASSIFIED
NON-RECORD

SS4r....- _
Unit Chief
Traoking Teohnology Unit

. TI:>f'!hnology Division
I

From: teID) (FBI)
Sent: MonCl;:t\f M;:t\f lq :7I1I1R ~14 AM

To:

E



Cc:
Subject:

UNCLASSIFIED
NON-RECORD

See below for some good information provided by VCI... _

I I
SS~.------I

Violent Crimes Unit

I I
From: I I
Sent: Frirl::lv M::lv 1n. 700R n~"in PM

To:
Cc:

Subject:

UNCLASSIFIED
NON-RECORD

Couple of ~tems fro~r.......==

I Ir----
Yesterda~ Iput on a one day class inU for all law enforcement to discuss their commitment to helping law
enforcement. They are ap )arentlv doina this in all reaions of the country. Catch the one nearest you! It was pretty good
they had members of thei bresent and their leaal compliance team. Thev
even feed us breakfast an l Itmen. NO cnarae. wnat I ala learn was Idoes have al

I
r

r.......- Ibut this is,a start.

Please pass on as appropriate.

c.ELl./C~TD 000611
4

b6
b 7 C
h E

I



, .

From:
Sent:
To:
Cc:
Subject:

I r
: Tuesday, April 15, 2008 3'OS PM

bie
biE:

UNCLASSIFIED
NON-RECORD

My understanding is that theselL----------I- that although operates'the same way - I don't believe by
our current standards - we can , . I am pretty sure of that.

From:
Sent:
To:
Cc:
Subject:

I rITuesday, AprIl 15,2<108 3'" PM

UNCLASSIFIED
NON-RECORD

UNCLASSIFIED

UNCLASSIFIED



From:
Sent:
To:
Subject:

I' ""sdaY. May 27 20084-04 pM

SENSITIVE BUT UNCLASSIFIED
NON-RECOR

FYI

From:
Sent:
To:
Cc:
Subject:

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

No - but if we meet we can raise the issue. What were the facts re th~"' ....I1 issue

bE
b7C

From:"
Sent:
To:
Cc:
Subject:

I rIFOdaY. MOX 23, 200S 10'5. AM

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

b7C
E

Since we're on the topic, has policy.ever been issued regard~g thel }Ie receive from the
I IThe issue came up after the[ incident last year, but I have not seen a formal policy either
way regarding this issue.

From:
Sent:
To:
Cc:
Subject:

IFriday, May 23, 200S 10,54 AM

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

1



This was an old issue that we were going to give a second look w OGe. Based on your assessment and of others with a
technical or ational e ertise -

Is this tool something we should seek to use as aCI =.Jl-::eTtc~O~R~!S~th~is~a~to~o~1'ftth~aTt~w~e~s~h~o~ul~a~n~oTt~se~e~k'?r------

~nly want to meet re this issue if someone thinks that the tool has operational value? What do you think? What does
L-jdo??

From:
Sent:
To:
Cc:
Subject:

I '"daY. May 23. 200Blo;29 AM

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

b3

b
hiE

One of the

I went in circles with this issue a few years ago when ERF had purchasedl_-----.....1but refused to distribute
them due to Ie al concerns and a lack of olic for their de 10 ment. I assisted b olic and they ended up

or

ut are probably doing more harm than ~ood. I have discussed this issue with SSA'-- --'
can be contacted for more details on thet, tssues.

From:
Sent:
To:
Cc:
Subject:

1======___

SENSITIVE BUT UNCLASSIFIED
NON-RECORD b7E

Any comments or suggestions? This topic was a previous concern - is it still of interest? Do you have any HQ guidance
re this topic - is it adequate??

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

From:
Sent:
To:
Cc:
Subject:

ITh"'day, May 22. 2008 '2:44 PM

2



ur scenario is straight forward -

~ with SAC aDoroval - we want the abilitv tol

Our overarching eoncern is for the safety otl _

I

b6

I will not be able to confirm until tomorrow when I get back in the office - but let's use next Weds afternoon at 200p as
the target date. Do you have·a room number??

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

From:
Sent::
To:
Cc:
Subject::

SABOL, SHERRY E. (OGe) (FBI)

b

b c

Are you available to meet at HQ next week - does Wednesday afternoon at 2pm work for you?

Sherry E. Sabol
Section Chief
Science and Technology Law Office
Office of the Gen ounsel
1:1Q:I...---r------'-....,
Chantill
bb
PR'-""IV""","'-LE=G""'E=D"'-D"""E".,JUBERAT1VE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR OGC
APPROI/A j' I

From:
Sent:
To:
Cc:
SUbject::

I ~Wednesday, May 21, 2008 12:59 PM
ISABOI SHERRy E raGa CERD

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Sherry

3



N " . ~

One of Motta's unresolved projects was to providel tvith guidance re the use of al 1 b7E
tool to improve the safetyl 1

Would you assign someone to review this issue.

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASsiFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

.
SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

CELL/(frt) OtHj:6T('

'.

I ---- -



From:
Sent:
To:

1

tELL/OTD 000678

E



To:

Cc:
Subject:

I ,
FW: ImportanE::]....N-ew-s-S-ul-le-ti-n--------------------

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

From:
Sent:
To:
Subject:

I I(OTD} (FBI)
Thursdav. Mav 22 2008 4:18 PM

I IOTD) (FBI)
Importan News Bulletin

b7C

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Could you disseminate this news bulletin to the field for th~ las some may not visit our website on a regular
basis? '------

In the recent week~ Ihas identified a problem with thG ~I : Current investigation of the problem reveals that t~
IFurther analvsis work is continuino and until a permanent solution is reached, a

successful workaround solution has been identified! I
I I

4



· ~,u y,"~=. iLl1'l tUfIl

I ICOTD) (FBI)
09-25-2012 65179 DHH/STIJ

I I
Sent: Thllr~ri~\1 Julv 10, 2008 1n'~Fi AM
To: b3

DO

Subject: Pony for Pen Register Coverage with

"'",..

il.1 (Yll\I·

Attached is~ to be completed by the case squad to initiate Pen Register coverage. I have taken the request for
coverage for and added a few lines to hl'>ln II!:: I t~lkl'>ri with I I~nri we came up with the additional verbiaae to
ensure we oet the line setuD correctlv in th~ I Also we added the Dart aboutl I

I I
nl__ M

me if you all have any questions."'''''''''"'

I I
,

~
t.=J

'uny lur

UNCLASSIFIED

i

!

i

CEl.. l.m/O:r·D Oa068Ji·

- - :4



(Rev. 05-01-2008)

UNCLASSIFIED

FEDERAl.. BUREAU OF INVESTIGATION

Precedence: ROUTINE

To:

From: I .....J

Approved By:

Date: 07/~O/2008

ttn: 1"-- ----1

Drafted By:

Case ID #: - SUB PEN (Pending)

E

Title:

Synopsis:' Request squad c===Jassistance to initiate pen register
coverage.

Details: c===J assistance is requested to initiate pen register
coverage ln captioned matter. The target of the pen register is
as follows:

NUMBER:
NAME:
ADDRESS:

When initiating the pen register, I

(LIST CASE AGENT ANDII.-__.....JIWORKING THE IL...- --'I
CASE)

••

UNCLASSIFIED

CELL/OTD 000685

E



From:
Sent:
To:

I IOTD) (FBI)
Thursday, July 10, 2008 3:07 PM

HEREIN IS (J]]CI;ASSIFIlI!:D
NIH/STIJ



To:
Cc:
Subject:

I I
SENSITIVE BUT UNCLASSIFIED
NON-RECORD

NOTE the issue O~ ---ll

Please forward as appropriate....

From: I kOTO) (FBI)-" b"";" ,... ,,58 PMTo: _ ](OTD) (FBI)
Subject: News Sui etin

SENSITIVE BUT UNCLASSIFIED
NON-RECOR..,

D
Pis h~lp disseminate the following critical information to alii IfolkS involved wit~ I

I I
Th~ Iis no longer available dU~ to pending patent infringement.

I I

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

4

b6
C

b3
b6



DATE 09-27-2012 BY 65179 D~rnIST\T

: ra po ICy w/[ I

From:
Sent:
To:
SUbject:

'- k_OT_D....)_(F_B....I) ~--

I bTB) (FBI)

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Please take a look at this. I have not gotten a chance yet but will later tOdayD

b7C
b7E

ssc!1
l ----,~ADAzmi

Information and TechnololW Branch

From: I kOGC) (FBI)
Sent: wedne: JUI~ 16)2008 1:12 PM
To: I _ _ .DO) (FBI)
Subject: Draft P pol cy wr:::J
SENSITIVE BUT UNCLASSIFIED
NON-RECORD

prttdraft071508.do
c I

Your comments please....

Attorney
Office o/Integrity and Compliance
JEH7646
Tel
F.
Mo 1. ......

http://oic.thinet. fbi!

This information may be privileged andlor deliberative- NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT
PRIOR OIC APPROVAL

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED



From:
Sent:
To:- -,

I(oro) (FBI)

......,.,,..,......,._.,...-..,,...,....-,.-,,.....,-,,...,....,.,.....,,JKOTD} {FBI}
Wednesdav March 21, 20129:02 AM

I I(OTD} (FBI)
..."", A.

INF'OI:c1:l:ATl.rouJlIN 1M"" I\J~:

HERE Hr TTI>Tr T , 1. r .U:,lJ

DATE 10-22-2012 BY 65179 D~rn/STW

Classification: UNCLASSIFIED

..
Sent~

To:1

IOTO) (FBI)

~ELL/OTD 000711

I

b
Ihe:;

Ib
b



b3
c

cct I(FB""'I)-----------------------------------'

!;lIl>ieac:t:IL......=ltnechnical Bulletin I

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

If haven1t done so there is a neW
Iwhich offers an added caoabilitv 01

lavailable on TTU

UUU(·1

I



~ .""""

I I
Those who do not have fo fhe TIDI Ican "I I

r
IIf additional technical support is needed, contact! I b7C

staff; Please also share this Information to yourt Icolleagues.

I I

SENSITIVE BUT UNCLASSIFIED
======================================================
Classification: UNCLASSIFIED

I

I
I

I
I

I
I

4 c-E'lL/0+l) 00071'4-

- ----



Sent:
TOi
Subject:

Classification: UNCLASSIFIED
======================================================

I
~-;----;----:'N':'""o~ve-m-:'b-e-r0==3::'"" 2010 2:44 PM

Gents,

This has been reviewed by all parties and initially approved. Please review Electronic copy, as hard copy for
signature will working its way to YOUB once the Boss has put his mark on it, please disseminate to all of[JThanks
all for the joint effort. .

======================================================



From:
Sent:
To:
Cc:
Subject:

UNCLASSIFIE

HiD
The AG.order is available a~ ....1(6 one down on the list)

-----Original [~lJe.-----
::~: i"i:ii!S~V' October Ol, 20076:13 AM
To:
Cc:
Subject: -----------------
UNCLASSIFIED
NON-RECORD

r-----------------------,b7
of

_.....r-n a case-by-case basis, to assist in~~_-:-_~__~_,:,,"::-_--:~

like to read "the bible" and see where the MIOG requirements are derived from. A lot
has changed since 1995. -If you don't have it electronically let me ~now. If it's short enough, I'll give you a fax
number, If not, you can mail it to to my attention a~L- J

Thanks for the help,

c=::J

UNCLASSIFIED

UNCLASSIFIED



ALL LUlII CONTAIJlJED
HEREIN IS t1JCLASSIFIED
DATE 09-25-2012 BY 65179 DJllli/STW

From:
Sent:
To:
SUbject:

11.- ~l=OT=D~)(~FB...I)......---------------
I I(OTD) (FBI)

UNCLASSIFIED
NON-RECORn

~.dno~.

proceaure,aoc...

UNCLASSIFIED

1

CELL/Q1"D 000746

h7~



-··-Original Messa9.e----

From: I~~;a=~~~~=~~~
~:~t: IT..:.:u::::e::::.:s:::::aY.u.(-=O;.:::ct:::::iob~e:.:..r ~02::£.(.=;20::::0~7.:.1:~0",-3 .:..,:PM..:.- _

Cc:
Subject: _

UNCLASSIFIED
NON·RECORD

this paragraph the show stopper? Any sug~estions, short of an amended AG Department Order? I am trying to
make it easier to supportl Jmatters.

Thanks, c=J

« File: Use of FBI1....- ..... pd»

~;~~ri'nalMessage----- I(OGe) (FBI)

~:~t: ITueSday, October 02, 2007 11:31 AM

Cc:
Subject:L... _

UNCLASSIFIED
NON:'RECORD

b3

b7E

The AG order is available a (6 one down on thelist) 1...- .....

-····Orlginal Messape-----
From: L
se~l: T;::'u~es~d~ay~.-;::Q~ct~ob~e~rQ:::=2:-2~Q:':':Q~7~6'~J3::-A':":M':""'"""

~: 5Cc: ~ ----I

Subject: _

UNCLASSIFIED'
NON·RECORD

HelloD

lease e-mail me a co of

n a case-by-case basis, to assist in~-::-:::-:::-:=--_-:--_-:-__.....I

I'd like to read "the bible" and see where the MIOe requirements are

2 CELL/OT() 000749



derived from. A lot has changed since 1995. If you don't have it electronically let me know. If it's short
enough, I'll give you a fax number. If not, you can mail it to to my attention atl I

Thanks for the helpr'-'__

1:...--_
UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

C·ELL/O TD 000750

3

C

b7E



I(aID) (FBI)

ALL HJFOP1l:ATION
HEP~IN UNCLASSIFIED
DATE 09-28-2012 BY 65179 DMH/STfJJ

From:
Sent:
To:
Cc:

SUbject:

UNCLASSIFIED
NON-RECORD

I tOGC) (FBI)

1....~_e_d_n_eS_d_a_y_,o_ct_Ob_e_r_O_3_'2_0_0_7_9_;2_4_A_M I~;

Police cooperation case, is as I understand,1 1b5

I
Domestic Police Cooperation authority isl I

62-3.3 Polie,y
(1) Upon receipt of requests for investigation from local or state law enforcement
agencies involving matters in which there is no FBI juri?dictional interest, the FBI's
cooperative role will be limited to the acquisition of records or information from the
criminal files of local or state law enforcement agencies or records of
nongovernmental organizations and concerns and other governmental agencies.

(a) Records or information are defined as material normally available to law
enforcement agencies which can be obtained without a court order.
(b) When obtaining material outlined above, dissemination authority must be obtained
from that agency providing the records/information, when appropriate.
(2) In addition to record gathering and dissemination noted above, the FBI can act in
a liaison capacity between local and state law enforcement agencies to facilitate one
agency handling the investigative requests of another.
(3) The FBI, on behalf of a local or state law enforcement agency, may verify the
location of an individual. No interviews with subjects, suspects, or witnesses should
be conducted by Bureau personnel. No extensive efforts are to be expended to locate
individuals for interviews. FBI personnel are to merely verify their whereabouts,
such as at a residence address or employment, etc.
(4) Domestic Police Cooperation matters received in the field should be opened on an
individual case basis, the subject of the record indexed to the general indices,
resulting 'disclosures recorded in accordance with Privacy Act requirements and
ma~nta e ~n accor ance w~t ex~st~ng ~nstruct~ons perta~n~ng to the estruct~on 0

field office files and records, MAOP, Part II, 2-4.5.
(5) SACs may approve use of FBI resources on behalf of local and state agencies
providing such action falls within the above guidelines. No communication need be
forwarded to FBIHQ advising of the initiation of a Domestic Police Cooperation
investigation.

(6) Name check requests for a review of pertinent information contained in our central
records system received by FBIHQ from authorized state and local criminal justice
agencies will be ! processed by thelExecutive Agencies DisseminationlUnit,
Information!Management Division, in accordance with MAOP, Part II,9-3. Completed
responses wi~l be returned to the respective field office which covers the territory
of the submitting agency for appropriate dissemination.
(7) Domestic Police Cooperation cases are not to be opened in the field for the
purpose of conducting foreign inquiries through Interpol. All state and local law
enforcement agencies in the United States have direct access to the United States

CELL/OlD 000765
1



National Central Bureau (USNCB)t Interpolt by mail or via the National Law Enforcement
Telecommunications S stem (NLETS . The USNCB maili address is:Int 01 U.S.
Department of Justice t Washington t D.C. 20530. The NLETS ORI is "DCINTERO/O/."

This authority appears to also be codified by Regulation at 28 CFR O.85(j)

See also Part I,. Section 184-1 Investigative Authority

2) Under DOJ guidelines, the FBI's role in D0J;DtsIll:...e.cll.i.cc.£:.o.aJle.tJWtn...ls.e.e...thiumWlL....J.:(;LtiJL....Swiml---,
e II II'

---Original Mr=:ess=aga.:::e:,..--_-- ---,

From: 11.rlI'==~~=:"'I'lI'I'_""""'~"l!'I'I' ....
~:~t: Iweanesdav. October 03. 2007 6:57 AM

Cc:
Subject: ---'

UNCLASSIFIED
NON-RECORD

Thanks for the added info.

b3
bS

Further clarification however is needed onl

Thanks,

F;~~~rigral Messa:----- ~OGC} (FBI)

~:~t: ITuesday October 02. 2007 3;11 PM

Cc:
SubjectL- _

UNCLASSIFIED
NON-RECORD

I

Gentlemen:

2



The issue is, unfortunately, not simply about whethe~ _____

~I"\ iftn.:> i", tl"\ m",lr", it ",,,,d,,,r tn I tnon I"\n'" \At"'\/ \Atl"\lllrl no trf I

« File:1 Ipdf»

OTD is making efforts to clarify and revise the policy and the AG order which if successful should make such
assistance less administratively burdensome to provide-so stay tuned.....

PRIVILEGED DELIBERATIVE DOCUMENT" NOT FOR DISCLOSURE OUTSIDE THE fBI WITHOUT PRIOR
OGC APPROVAL

I . I
Assistant General Counsel
Science & Technology Law Unit
Engineering Research Facility
Bldg. 27958A Room A-207B
Qu . 2135
Tel:
Fa
Cel

h5
b7E

h7E

SCIENCE & TECHNOLOGY LAW UNIT OFFICE OF THE GENERAL COUNSEL

-----Original Messar=:.0e...--_--_- ---,
From: I
~~rr ....t~u;=-=sd':r.:a~y•...,.O'l"=ctro='Qb~e~r~02'1'"".~200n0;O""'7'r.l;~03'1'"'lp~M.--.....
Subject: RE----------------
UNCLASSifiED
NON"RECORD

I"::--.:-~--

b7e
b7E

Is this paragraph the show st&:per? Any suggestions, short
of an amended AG Department Order? I am trying to make it easier to suppa I

3 CE.LL/OTIi ,000767



« File: Use of Fsf .......lwpd »

Thanks, 0 "_ I

b3
b6

---Original Messar.:0e....-_--_-__---,
From: r pGC) (FBI)
~:~t: ITuesday, October 02,200711:31 AM

Cc:
Subject: _

UNCLASSIFIED
NON-RECORD

Hic=:J

The AG order is available a~.... I(6 one
down on the list)

---Original Messa.0l"l'eo;;.;-;;;;--~ ___
From: L
~:~t: ITuesday, October 02, 2007 6:13 AM

Cc:
Subject: L... _

UNCLASSIFIED
NON-RECORD

HelleD

Hope all is well. Would you",oll::.:e:=;as~e;:...;e:.:..-.l.I.m.::=a:.:.:.i1..l.lm..:.:.e::...la:::l...::::.:co~m:u...::vo::.:.f_I ....,.......1
J Iregarding thel II Ithe d~e':""le-g~at:-e'"':'d-a-ut:':"h-o'"':'rit:-y'":"to-pe-r-m'"':'it:-rI--,.llo-n-a-c-a-s-e'"':'.b-y-.c-a-se--:'"ba-s'"':'is-,'"':'to---lassist

I I I'd like to read "the bible" and
see where the MIOG· requirements are derived from. A lot has changed since 1995. If you don't
have it electronically let me know. If it's short enough, I'll give you a fax number. If not, you can mail
it to to my attention atl I .

Thanks for the heIP, __

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

b3
b

b7E

UNCLASSIFIED Cf.LLJ,OTD 000768



I(OID) (FBI)

ALL
HEREIN IS lUJCLASSIFIED
DATE 09-26-2012 BY 65179 D~ffi/S1\T

From:
Sent:
To:
Cc:
Subject:

,
UNCLASSIFIED
NON-RECORD

I lOGe} (FBI)

-----Ofi9inall:w;w,u---
:~~: i'lne~av, october 03, 2007 9:49 AM I
To:
Ce:
Subject: --------------------'
UNCLASSIFIED
NON-RECORD

Thank you for the added information, I have a much better understanding of the Domestic PoHce pooperation
constraints now. b3

Yes I No

Sorry for being difficult,
and thanks again..., __

I

~;~~ri91~Ll'::1f'..s.saae-----l (OGe) (FBI)
Sent: ;:;dn'*;:;(jjji OGffiher 03 2007 9'24 AM
To:
Cc:
Subject: 1....- --1

UNCLASSIFIED
NON-RECORD

b7E

Police cooperation case, is as I ynderstandl

1 -----

Domestic Police Cooperation authority isl

62-3.3 Policy
CELL/OTD 000770

1



·' (1) Upon receipt of requests for investigation from local or state law
enforcement agencies involving matters in which there is no FBI jurisdictional
interest, the FBI's cooperative role will be limited to the acquisition of
records or information from the criminal files of local or state law
enforcement agencies or records of nongovernmental organizations and concerns
and other governmental agencies.

(a) Records or information are defined as material normally available to law
enforcement agencies which can be obtained without a court order.
(b) When obtaining material outlined above, dissemination authority must be
obtained from that agency providing the records/information, when appropriate.
(2) In addition to record gathering and dissemination noted above, the FBI can
act in a liaison capacity between local and state law enforcement agencies to
facilitate one agency handling the investigative requests of another.
(3) The FBI, on behalf of a local or state law enforcement agency, may verify
the location of an individual. No interviews with sUbjects, suspects, or
witnesses should be conducted by Bureau personnel. No extensive efforts are to
be expended to locate individuals for interviews. FBI personnel are to mere..Ly
verify their whereabouts, such as at a residence address or employment, etc.
(4) Domestic Police Cooperation matters received in the field should be opened
on an individual case basis, the sUbject of the record indexed to the general
indices, resulting disclosures recorded in accordance with Privacy Act
requirements and maintained in accordance with existing instructions pertaining
to the destruction of field office files and records, MAOP, Part II, 2-4.5.
(5) SACs may approve use of FBI resources on behalf of local and state agencies
providing such action f~lls within the above guidelines. No communication need
be forwarded to FBIHQ advising of the initiation of a Domestic Police
Cooperation investigation.

(6) Name check requests for a review of pertinent information contained in our
central records system received by FBIHQ from authorized state and local
criminal justice agencies will be I processed by thelExecutive Agencies
Dissemination IUnit, InformationlManagement Division, in accordance with MAOP,
Part II,9-3. Completed responses will be returned to the respective field office
which covers the territory of the sUbmitting agency for appropriate
dissemination.
(7) Domestic Police Cooperation cases are not to be opened in the field for the
purpose of conducting foreign inquiries through Interpol. All state and local
law enforcement agencies in the United States have direct access to the united
States National Central Bureau (USNCB), Interpol, by mail or via the National
Law Enforcement Telecommunications System (NLETS). The USNCB mailing address
is: Interpol, U.S. Department of Justice, Washington, D.C. 20530. The NLETS ORI
is "DCINTERO/O/."

This authority appears to also be codified by Regulation at 28 CFR O.85(j)

.See also Part I, Section 184-1 Investigative Authority

2) Under DOJ guidelines, the FBI's role in Domestic Police Cooperation, see this manual, Part 1,
Section 62, entitled "Domestic Police Cooperation," i~

-----Original Message-----

2

tt:\.\./Q'\'t/ 000771



From: I I
Sentllll.: --LWl.iieiolldQ.Iliiesillldlill;ay"'!~OWlctQlillobiliileruOw3""'! 2i1l/,OOl£.j7u6"":5u.,7..,l;lAIl;.&M _

~~t I I

~*¢ I I..... --l

UNCLASSIFIED
NON-RECORD

Thanks for the adCled info.

Further clarification however is needed or!

E

Thanks,

I

-----Original MesslCl~-----
From: . (OGC) (FBI)
Sent: ....,.,.ues=da,.,..,y,....,o""ct""'o"""be""'r 02,20073:11 PM

To: I ICc:
Subject: ......

UNCLASSIFIED
NON-RECORD

Gentlemen:

The issue is, unfortunately, not simply about whethe~ I

b3
b

b7E

3 -CELL/OTD 000772



So if the ob'ective is to make it easier to de 10 then one wa would be to
b3

« Ie: »

OTD is making efforts to clarity and revise the policy and the AG order which if successful should make
such assistance less administratively burdensome to provide--so stay tuned.....

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT
PRIOR OGC APPROVAL

I I
Assistant General Counsel
Science & Technology Law Unit
Engineering Research Facility
Bldg: 27958A Room A-207B
Quantico, Va, 22135

Tel:D
Fax
Cell

E

SCIENCE & TECHNOLOGY LAW UNIT OFFICE OF THE GENERAL COUNSEL

""--Original Messapenn"
From: L
~:~t: I""'T~ue:-='Sd:r:a':":"YI""O:":lct::'lOb':"':e'::"'rO~2~,2o;'llOrl';'07"l"'"1T:':O~3l""l'pmMI"""""""'" I

~~~ject: __________________________'

UNCLASSIFIED
NON-RECORD t6

Is this paragraph the show stopper? Any su!:mestions, short of an amended AG
Department Order? I am trying to make it easier to,suppor[ I

Thanks,_---,

« File: Use of FBII.... ~pd »

-n-"Original Messa,,..e=---_""_-__--"
, From:
Sent:
To:
Cc:
Subject:

UNCLASSIFIED
NON-RECORD'



....

Hil ___

The AG order is available atl"-- I (6
one down on the list)

----Original Mess1a;----
From:
Sent: ....lUolue...silllldaol.l:,y&..l.O.:.\octIloloiQilollbeill.r.loll02...,-,O:20WljO"'-Z.loll6:.....13"-'AwM:.L.- _
To: .
Cc:
Subject: _

UNCLASSIFIED
NON-RECORD

HellcC:J

case basis, to assist in~--:---_:_-~""':"":":~::__-::__-~-"""":"'"_:_"""":"'":----:-:"""":"":
I'd like to read "the bible" and see where the MIOG requirements are derived from. A lot has
changed since 1995. If you don't have it electronically let me know. If it's short enough, I'll
give you a fax number. If not, you can mail it to to my attention a~ 1

Thanks for the help,:...-_
1_-

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

t.Ell/GTt .Cna774
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. . ~ .
Monday. October 15. 20074:56 PM

~ lin Exigent bircumstances

UNCLASSIFIED
NON-RECORD

From:
Sent:
To:
Subject:

DATE 09-26-2012 BY 65179 DMHjSTQT

'--- ---'~~OT~D~)~(F~BI~) --......

I I

UNCLASSIFIED
NON-RECORD

-----Original Mr;:.es::;;;;sa;;:;9;1,;e:...--_--- -,
From: IL..:--:---:---:---:-:--::-.:-::-=-~~:--.....I
~~t: .Thursday. October 11. 200; 3:) .,M

SubJed: I _;~",gent a,cum:;!a"""

need to be cut in like they do for Tills.Looks good. The only thing is : Does FBIHQ

Before' we send this out to the office, would you mind reviewing this? We are just trying to educate our customers
on the Exigent Circumstance requirements pertaining t9 I Any
corrections or sugestions would be appreciated.

Thanks,

« File: September 20071:... I<Exigent Circumstances).wpd »

UNCLASSIFIED

UNCLASSIFIED

t'ELlI01'D 00078'2

1



From:
Sent:
To:
Subject:

lExigent Circumstances).wpd »

INFOP~TION COlYTAINED
HERE!liT TThTr Lil , .lev

________I~(O==T=D=)=(F=B=I)==========:;_-------I-'A-~::._._O_9-_2_6_<_<O_L_:>_B_Y_6_.5_1,",_"'_<I_}I'_lH_I_STT._!J_

ICldav.October 15. zoo 7 5:3l ~~
r--------.'='""~=or'lc· .: nEXIgent Ircums~ances

UNCLASSIFIED
NON·RECORD

Since the Director isn't involvedDprObablY does not have to be notified.

-----Original Mr.:;e=.=s...sa:.ll.aEe:=...-_---_- ---.
From: I I
Sent: urc:n::l\f :Jrrnnpr .Iml :,: PM

To:
Cc:
Subject: 'II [xigent Circumstances

UNCLASSIFIED
NON-RECORD

HeyD

Before we send this out to the office, would you mind reviewing this? We are just trying to educate our customers
on the EXigent Circumstance requirements pertaining toI IAny
corrections or sugestions would be apprecia,ted.

Thanks'I _

« File: September 200~

UNCLASSIFIED

UNCLASSIFIED

1

---~--<--------

b7C
b7E



From:
Sent:
To:
Subject:

1(010) (FBI)

I I

HEFEIN tnrCLASSIFIED
DATE 09-26-2012 BY 65179 DI1H/SDJ

SENSITIVE BUT UNCLASSIFIED
NO

1....-_11 just went to a class on this. UnfortunitlDrequires a PC affidavit for any kind 0~1- ---J

·····Original ~essa:e •••••
From: L
Sent: ~-"M:r=o~nr:::a~:;O;;ct~ob';.e~r;;15~(~20';O:'7~5:-;O:...5'l':"9::..":'iAM";'-::.:..--_....J _
To:
Cc:
Subject: RE case

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Hey 1_----1

b7
b7E

b3
b6

Good to see yOU working again. Just a few reminders: You may want to address the 1
I

IvOIl m:::lV np.p.r1 :::l PC: orrlp.r However if vou are not familiar withI I

~~__~~__~ ~_~~ ~ ~I Ju~remindern, n~t~ing~

get in your business. We are merely humble! !
I...-_-~

Take care,
c:::J

...-ori1inal Message·····
From: I
50"" 5October 12, 2JJ07 2:21 PM
To:
Cc:

Subject se

SENSITIVE BUT UNCLASSIFIED

I

b7E

Dand I spent the da case and we have determined a course of action. The plan is to go
up on a wire on eithe This wire will be used to then spin
up to e will be concentrating our efforts on getting a "dirty call" on eithe~ ! it
does not matter which one. We are expecting to be up on the first wire in approximately 30 days after the first
dirty call (OEO is requiring 21 days for PC reasons).

Current Efforts

• IWe ha;e regueste~....~~~~~~~~~~~~~ t. These subscribers Will be used to get

immediate Pen Registers.

1



, J

I We are waiting for him to
I

lonl
..•.

We are aOlna to reauest tol
)utl

We requested activation of a pen reaister on II...-__..Ih..llo~..m..e_ number. We have the order, but the installation
I

•

•

What we need at this time.
• We need someone, preferablel Iactively working the pen register subscriber information. b 7 c

This was our largest roadblock in the last Till.

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

-



From:
Sent:
To:
Subject:

ALL INFORl~TION ~VK;4n~~~,~

HEREIN IS tmCLASSIFIED

_________tIliiiO_T.D..)"'-lii(F..B..I..) DA_TE__O_9-_2_6_-Z_0_1_Z_B_Y_6_51_7_9_D_MH_i_STIJ_

I bR) (FBI)
Thursday, October 18, 20079:20 AM

UNCLASSIFIED
NON-RECORD 133

b7E

---Original ~essaQe--
From: L=----.,._"....,....,...-..,.."......".."...,=""'....,."...,.,..,.._
Sent: Thursday, October lS, 20073:45 AM

To: I
Cc: _,~---:-~~ --'

Subject: November 7-SJ _

UNCLASSIFIED
NON-RECORD

b6

Gents,

'---,,..,,,.,.,---,,~as confirmed that trey will be able to join us in y..c::u.w·tI.oI.i:&l~------------------------"L.......:.........J
~::m~DbJ~~aiiij 8th atL _ We are still waiting for th

It should be done on time. Ifl Igoes well,'r-:::-;.;:;L..,.....i:';';'II"':""le--a--v...e-u...s--w-..:it';""h"":'ltb--e~---.......,
......------""'-"'II:o'r further testin and use. I hiS project is being underta en by direction of '--_....

o
Please e-mail mewiththEL.........----------...T -----J1we maybe using, so I can send the info

tq I This will allow them t~ to feed our needs.

We know you will be short handed. If anyone of your team is available please join u,? If not, we'll conduct thOo and provide you with the results.

Thanks, ...-----.

UNCLASSIFIED

UNCLASSIFIED

1



From:
Sent:
To:

Subject:

Importance:

UNCLASSIFIED
NON-RECORD

DATE 09-26-2012 BY 65179 DMH/ST\T

I(QGG) (Ei31)
'=---=--=O-ct'="""o":'""be.......r 23 20072:36 PM

in Exigent Circumstances1...- --'

High

bE
b7C

Sorry for the delay--I was unexpectedly out of the office for a couple .of weeks. I have made some sug ested edits to
your summary attached -viewable in documenUreviewer mode. Most significantly is the distinction tha

-----Original ~~ge-----

From: LI.:;-;;;=::-::a=========
~:~t:i.:.:.:.:::u.:.:::rs.:::.;a::.l.Yll,..;O:;.:et:::O;':;;'be::.:.r":1.:l1''':2;::;OO::':'7''':3;':'::O;.:.7.:.P.:.,:M _

Cc:
Subject: 1111 EXlgel1t Clrcumstal1ces

b
b7C

review the attached one

appreciated.

document? Our office
be

Thanks,



ALL HJ.t'...
<- HEREIN UlJC LASS!FlED

I I(OTO) (FBI)
DATE 09-26-2012 BY 65179 DMH/STW

From: I I(lTB) (FBI)
Sent: Wednesday, October 24,.2007 8:39 AM
To: ~ ~TD)(FBI)
Subject: FW: in Exigent Circumstances

Importance: High

UNCLASSIFIED
NON-RECORD

b

Please review her changes and let me know if this is good to go.D bi

~;~~riginalMessrae----- kOGC) (FBI)

Sent: Tuesdav. October 23 2007 2:36 PM
To: I I. Cc:
Subject: RE~ I in Exigent Circumstances b5
Importance: Hign

UNCLASSIFIED hiE
NON-RECORD

~
Septembr 2007I (Exig...

I I
Sorry for the delay--I was unexpectedly out of the office for a couple of weeks. I have made some sUggA!=:tArl Arlit!=: to
vour summarv attached -viewable in document/reviewer mode. Most sianificantlv is the distinction that I I

D
000-(9'3..

\.t.\..\../Q"': b

- -- -- --- -- -- ---



-----Original t1iliiiesliilisailllgllij;e-;;;;--;;;;;--~ .....,
From: [ I
~:~t: ~Thursday, October 11, 2007 3:07 PM I
Cc:
Subject: l~in-::Ex~i""ge--nt:-:a""'lr""'cu--m~sta~n--c--es~----'

UNCLASSIFIED
NON·RECORD

Helloc=J

If you have a moment would you please review the attached pne page document? Our office an~ lalways
seem to have trouble in dealing with Exigent Circumstance matters. Any suggestions or clarifications would be
appreciated. .

Thanks,

c:::J
« File: September 20071 Exigent Circumstances).wpd»

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

2

b7C

~~_ ~ ----J



From:
Sent:
To:

Cc:
Subject:

I(DID) (EBI)

I I(OTD) (FBI),

HEPEIN IS UNCLASSIFIED
DATE 09-26-2012 BY 65179 DI~/STW

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

The following is a list of items that were discovered and is 'documented for your
benefits. This is also posted on ther:::::J website.

ib
b

Y"IO_' w ,.•

7E

1 I



From:
Sent:
To:

ALL INFOrot&TION CONTAIl~D

'-- l_(O.....TIIIIIID"")_(F_B~I) D_ATE_-_O:?_:-_2_6-_2_0_12_,_:e'_{_6_51_1_9_D_MH_/S_T1_W

I I(OTD) (FBI)
Thursday, October 25, 2007 2:54 PM

b7C

1



To:

Subject:

Follow Up Flag:
Flag Status:

FWI trechnical Operations Alert
L...----I

Follow up
Flagged

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

3



F .'·I..'
-----Original Messai.liilge:;..--......--......• ..............................................,

From: 1.:
1iiii:iiiaa~~i2~zwZI~Sent: ....

To:
Cc:
Subject:

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Hi! I
Would you please pass the following information on to each field officel liS that is all we can do):

L....- IAlerts:

Remember to checkth~site often for product and troubleshooting information. Click here:I ----.-J

Thank~ l-b

I IConsultant
Retired FBI SSA, 1984-2006
Tracking Technology Unit
Federal Burea" ff Investigation

Office
Cell------

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

4



ALL iUIy.
HEFEnJ UltfC LA:J :J I FlED•

I ~OTD) (FBI)
DATE 09-26-2D12 BY 65179 DMH/:JTIJ

From: I I J:=;3
Sent: ~er 26,20072:19 PM
To: I E
Subject: echnical Operations Alert

Follow Up Flag: Follow up
Flag Status: Flagged

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

-----Original Mes --.
From: "OTD) (CON)
Sent: Thursdav. October 25 2007 2:54 PM
To:

b7C

1 CELL/OTD 000807

-



Subject: ]4Nl==J eChmcal Operations Alert

2



SENSITIVE BUT UNCLASSIFIED
NO"

-----Original Messa...g.;;.e-_"""_" ---,
From: I KOTD) (CON)
Sent: Thursday, October 25 2007 2:21 PM

To: I I
Cc:
Subject: FWL.......JTechnical Operations Alert

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Hil I
Would you please pass the following information on to each field office 1 15 that is all we can do):

I IAlerts:

b

Ib
Ib'
b'E

IRemember to checkth~ite often for product and troubleshooting information. Click here:

ThanksD --uh I

~ Iconsultanl
Retired FBI SSA, 1984-2006
Tracking Technology Unit
Federal BUrp-::l11 of Investigation

Office
- Cell

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

3 C£.Ll/01'{) OOO~09



ALL UrF'OPlifATIOlJ ,~,""'TT~ "l''I,rn'T'.

HEFEIN IS UJICLASSIFIED
DATE 09-26--20.12

From:
Sent:
To:
SUbject:

I I

UNCLASSIFIED
NON·RECOR

IBe sure to have the aDProp,ia!eDpacerwp,k completed Many considerations such asl

b7E

I
"r1Nr=:'ov=em::tb=er:""'l7r"'l':-8~1...- ...J

Cc:
Subject:

--···Original ~~==-- ... I
From:
Sent:
To:

UNCLASSIFIED
NON-RECORD

b
b .~

b Ehe thinks we'll need

Gents,

c:=Jfrom theI ;JhSS confirmed that trey will be able to join us in v~alll.rl.l:io~us:.l.l... 'I....---J
on November 7th and 8th at= I. We are still waiting for th

It should be done on time, IfI 19oes well,;"';:"::::I."I:":":'iiiill ;:le":'av:"':':e:-u:":':s:-:w-:-::iw:th:-:tLhe':'r----;
Ir--------J~

for further testin and use. This project is being undertaken by direction of

~ e-mailmewith.theC~emaybeusing.solcansend the info
tOL-J This will allow themtOl---------I~to-.f~e-e~d-o-ur-n-e-e~ds. .

We know you will be short handed. If anyone of your team is available please join us. If not, we'll conduct thec::::J
I...-----,Iand provide you with the results,

Thanks, ....-_.....

UNCLASSIFIED

UNCLASSIFIED



I(OTD) (FBI)

6.5179 DIIH/ST1!J
1. (, G)

DECLASSIFY ON: 10-12-2037

(S)r-------------------------------,

bl

I IOTD) (FBI)
I Tuesd~V&Januarv 1i2011 6

j
'51 AM

FW: Field Request "F'iR:"':'e"='qu~e::-:s~t---------
ALL INFO:RMATION'
HEFJ!:IJoI l1lYC;LA:5;::IFIE:D
1!J1-IRE 5HOtJIJ OTHEFJH5E

From:
Sent:
To:
SUbject:

From: I tOTO) (FBI)
Sent: IMonday, January lOr 201111:36 AM
To:
Cc:
Subject: RE: Reid RequestI ~-eq-ue-st----------------"

~
~

b7E

Thanks

From: -::-:---:---:-_~_=_'I(OTD)(FBI)
Sent: ~L.lLll.li:IlL...Ii:Il.II=....u.L."""""'+111:34 AM

To: . ct: l...pW?F1eiCFRe"Ql:restF..-.....I.1t) (FBI)
SUbJe Request

~
~

See below

SSAI
Unit c.;,..h~/~ef------l

Tracking Technology UnitI0e.erallonal TeCrOl0gy Division

From:
Sent:
To:
Subject:

I I(OTD) (CON)

IM:~dav&ljlnl'::10~,.28 A:
R : FleTcl R'equ U""R:""eq"""u""'e",.....-------------

1



--

'" ~.
This is being handled b~ lis being submitted

I EOTD) (FBI)From:
Sent: MOnda:, January 10, 201110:27 AM.
To: II
Subject: FW: Fie d Request I ~equest
Importance: High .

~-REC
he:;

b7
Do we have anything that meets the need

SSAI I
Unit Chief
Tracking Technology Unit
OtJerational Technology Division

I
I

I I(OTD) (FBI)From:
Sent: Mnnrf:'lV l::lnll::lr\l 1n ?n11 1j);j)Q liM
To: b7E

i

I -l
2

CELL/OTD 000841....-

I --



• I'

b7E

Cc:
Subject: FW: Field Request I IRequest
~ 1...-----1

~

From:
Sent:
To:
Subject:

I r
Fridav. January 07. 20113:02 PM
I tOTO) (FBI)
Field Request

C
b7E

II was wondering if you could please forward to thel1..- ---'

Thanks,

D I

I Iis looking to borrow a1 1As always,

turnaround is short.....

Thanks in advance,

1__1

..
4

-------------------



- -.... I...... -,. . • t-

tlNCLASSIFIEr)

U~S~D
UNLED

/ \
riNcLAsslFIED

·'-0 FROM: . e Sources
OECLA . 20360111
~ETllNOFORN ----

........... .-
I

CELL/6TD -t10QS-44:;.:"""

5

~- ---~ - - ---



) .
"

From:
Sent:
To:
Subject:

Classification: UNCLASSIFIED

======================================================

From:
Se •
To:
Cc:
SuJjL.iJe- ct----:.....-r::::::"l-T-.U....NC=LA..........SS=I=FI....E=D---J

Classification: UNCLASSIFIED

======================================================

Can someone bu~.... -----'and have it sent/shipped t~,-- _
1..... 1

Fromr I
Sent: TuesdaYI August 23/ 201110:11 AM
To:1
Cc:
SUbL.::-~e-ct'="":-=R"='E:""I----'f-- UNCLASSIFIED

b3

Classification: UNCLASSIFIED

b

b C

======================================================

It's al ILooks Iikel -'-I may have it for
use a credit card. Let me know. Thanks.

::----:---:-----:-~::":"":""'kOTD) (CON)
20116:41 AM

-- UNCLASSIFIED

Classification: UNCLASSIFIED

======================================================

if you want to

E

1 CELL/OTt) ,000845



t,
1 '

.. HeD

ICan YOIgive us the make/model and how manys IAs much Information that Is on the labelc:::::::J
would help us determine a replacem~nt.said we are still identifying funds to get thel I

-- UNCLASSIFIED

Classification: UNCLASSIFIED
------------------------------------------------------------------------------------------------------------
HeO=tdoes it look like for a ne ..~.,.-.....:.W;..;e are basically dead in the water right now forc::::J and with
th~omingup, we want to get the read to go. Please let me know if you need anything else from
me. Thanks!·

'---- -----1
Au ust 17 20111:12 PM

--- UNCLASSIFIED

Classification: UNCLASSIFIED
======================================================

When I noticed th Ire yeslerdaYJ I noted in m request that we probably need a newI las well. If yL.:o-::u-:g::-:u::-::'ys:-:w-::a::-:n::-:;:t:-';:t":"o-=se::-:n~u:':":s~a and hold off on ordering a newl Iwe can give that a shot
first. Thanks. c=J

!cOTD) (CON)
:-:--=---r---:A-u-u-s~t ~17=--='2011 8:37 AM

-- UNCLASSIFIED1..-_---'

Classification: UNCLASSIFIED
------------------------------------------------------------------------------------------------------------

b3
b
t;ie

He wanted me to ask

____I
CELL/Off) 000846



======================================================
Classification: UNCLASSIFIED

======================================================
Classification: UNCLASSIFIED

======================================================

Classification: UNCLASSIFIED

------------------------------------------------------------------------------------------------------------
Classification: UNCLASSIFIED

======================================================
Classification: UNCLASSIFIED

======================================================
Classification: UNCLASSIFIED

======================================================
Classification: UNCLASSIFIED

CELL/OlD 000847

3



From:
Sent:
To:

Cc:

(S) SUbject:

CU.S 5 J[ FIl~D BY
PEAS ON: 1 4 C G)
DECLA55Ipl ON: 10-05-2037

~o
HEREIN IS turCLA55IFIED EXCEPT
~rnEPE SHO~n~ OTHERwISE

(S)

1

7E

~1

b
E
b

It} \ \?



bl

E

DECL
r n e I ence Investi ations



: qurpment

I kOTD) (FBI)

I~n~v _!ember 17 2007 9"41 AM

From:
Sent:
To:
Cc:
SUbject:

UNCLASSIFIE
NON-RECORD b3

,..Ib.i.s..is.;lb.r:ll ---IJ...d.rcJ:mad..afUb..e...fi.r:s1liJ:na..L.cam.e..u..cJb.aJ:£t tq..... ------I
L.::-:--:--:~----....,----=--~-:---:-~--:'::"::-:----:"-_::':'"~...__--.,...__:-_:_=..Jvvindthand IEf.....na....t....h_.....,
r--=-:.:.:.:::..=.:.:.:.::L .....LI=...:.:.:::.:.::..=~~to:..:c::.:.h:.:::e::::ck~to:..:s::.::e,e.if it works with the and could enable you toL IL...-__..1

··-·Original t1:ssa:e.....
From: l
Sent: "IIlI~on~a~~~e':':'t~em~D~er::""lll"7/-lI'l'l1UUrl"l/"'!:b':"l:j"'"t:l'll'lAM~

To:
Cc:
Subject: RE: Equipment

UNCLASSIFIED
NON-RECORD

I haven't picked one up. Let me see if Dransferred one to us.

o
D

Did you transfer to us a~
"'-------;:::::::::""""

-- n
From:
~:~t: IThursday September 06 2007 2'1 5 Br
Subject: FW: Equipment

UNCLASSIFIED
NON-RECORD

This sounds H.ke th~.... _

o
._••Origlnal Message..•••

From:



Sent: Thursday, September 06, 2007 lr:32 AM
To: I .
Sub;ect:L:Eq::--:'uip-m-e'"":nt------

UNCLASSIFIED
NON-RECORD

b7E

b3
bE:HeyD

Do VO" have this item?11....-- ____
Thanks,
I

x4177

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

2



I(OTD) (FBI)

AL L INF'ORIrATIOM
~REIM IS t1JCLASSIFIED
DATE 09-26-2012 BY 65179 D~llijST\T'

From:
Sent:
To:
SUbject:

I PTD} (FBI)
Fridav. September 28

j
2007 4:25 PM

~--------------------------'

UNCLASSIFIED
NON-RECOR

'L...-.......--_..----,.,.,.....,_....,-_..,..--..,.......I verified, and are ready.
'I-_--Llol.l.lil.ll...lWii:...l.lliiiut.lltl...IliU.I.1=l.ll.:~.aHable.

;..:.:...l~..:.:.:::.:::.:::.1.------.....,r--- .... you have to ~se yoydl...-_--L _
..,...,.,_..,.....-------........we can configure thel _

UNCLASSIFIED

1



1(OlD) (EBI)

HEREIN 15 rBJCLASSIFIED
DATE 09-27-2012 BY 65179 DMH/STW

From:
Sent:
To:
Subject:

I ~OTD) (FBI)
MondaY. October 01, 200~0 AM

I 4 OTD) (FBI)
RE:You . b3

h

UNCLASSIFIED
NON-RECOR

h7E

'""I.-:_--,s required to
ou will need to

ast F\iday but I am ~tjll :aitina fgr~he delivery of this
I--b~:-=:-n-:::==-=-==~ IWi~ll: dirpctly rather than hargin9 on thec::J I called

eft him a message t at e can piC thE\. . 1...--.....

-----Original ~ess;ane-----
From: L_~_~~ ....J

Sent: Monday, October 01, 2007 5:49 AM
To: I I
Subject: RE: Yourl I
UNCLASSIFIED
NON-RECORD

Thank~,---__...J

I will determine whicOe will us and bring it down when I pick up thel
1....-----1 -------

Thanks again.I--__
I I

P.S. Thel -...Jlright?

UNCLASSIFIED
NON-RECORD b6

b7::
E

Let us know.

UNCLASSIFIED



UNC

. UNCLASSIFIED

2



HEREIN IZ UNCLASZIFIED
DATE 09-27-2012 BY 65179 Dr~/ST\T

Monday, September 24. 2007 2:58 PM

I~""'--- -----J

(OTD) (FBI)

RE:I IproblemsSubject:

From:
Sent:
To:
Cc:

__----t,;::,OT.:.:;D~)J.:.(F.:::B:L.1 I

I I

SENSITIVE BUT. UNCLASSIFIED
NON-RECORD

b

I had one other issue with thai I After tha I
b L-

Apparently thel

-----Original t-:llLl"eOlOlssamajSi:e-;::--;::-- _

From: L I
~:~t: IThursday, September 20, 2007 4:28 PM

ee:
Subject: Iproblems

SENSITIVE BUT UNCLASSIFIED
NON~RECORD

b6

~~~'"'"~~~_~lw.LLblflSb.!~~£==k:c.bl:emlJtili~~.having. I now
.L--r- -.-_""I-~:--~~-~andthe new

of this solution and I thought you guys
r-;.;..;;....;.;...;...;.;.;;.;..;.oo:';"";''';';';';'';'';'';';';..;;..;;I'---r-n-d'':'''':'''"la-s-s-um-e-o":":'th-er Divisions should as well.

D

1_-
SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

1



ALL INFom'~TION CONTAI~mD

From:
Sent:
To:
Subject:

UNCLASSIFIED
NON-RECORD

c=J this is the power supplv that: Istated that we had to havel II bought
mine online throughl .J----- ---------

UNCLASSIFIE

riC
E



I

ALL LIN!IIl'F'OP1:I:ATro:r.J
HEF~IN U]JCLASSIFIED
DATE F,F, ·-.F. --"~1?

tOTO} (EBI)

b7C

I I(OGG) (FBI)

I
Frida~, March 16:2007 9:04AM

~._~_~__l3
PRT unknown ug 16 2006.doc

From:
Sent:
To:
Cc:

Subject:
Attachments:

b/E

UNCLASSIFIED
NON-RECORD

I I

Deoendina on the circumstances in which thel

Attached is a sample for a PRITT to us~I...- ----I1 I'm happy to speak with the AUSA.

lin this case will be most ooerationallv effective) I

.1

b5
b7E

.PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR OGC
APPROVAL

1'---------11
1

CE:LL/OTD 000918

,
--- - ----- -



Assistant General Counsel
Science & Technology Law Unit
Engineering Research Facility
Bldg. 27958A Room A-207B.

Qr~o,Va. ~1r
Tel:
Fa
Cel

SCIENCE & TECHNOLOGY LAW UNIT - OFFICE OF THE GENERAL COUNSEL

-----Oripinal Message----
From:t
~t Fri? March 16,20076:50 AM

Cled:;:1 ::J--------
UNCLASSIFIED
NON-RECORD

or seizure warrant as· ong as we were care u on

Thanks, ~__

1----

b

b7E

-----Orlrinal Message----

Fro.m:I=_=~...........;:~~~~~~~~=~1
Sent: Thursday, March 15, 2007 4:26 PM
To: I I
Subject: RE:I ---'

UNCLASSIFIED
NON-RECORD

b

b7E

M AUSA felt that we should

Can we use the same technology as part of a search warrant?

-----Original Message-----
From:( I .
Sent: Thursday, March 15,2007 10:13 AM

2



~~~
Sub-rje-ct":"":-=R-Et _

UNCLASSIFIED
NON-RECORD

Hey just checking in.

Are we still planning on th~.... ----,I?

Thanks, 0
m--or~n:1 Me.c;:san:----- .
~~~~:~enes~ay, eorua; 21, 2001 5:46 PM I
lrCl:1 __ I
Subject: FW:I'-- _

UNCLASSIFIED
NON-RECORD b6

b7C
b7E;

I am onDand my boss hastal~ you about! ksee below). We used your
affidavit and sent it to 9ur AUSA inL-j They have been looking at it and I was told t l"'-Io-I...I.I.I.IiiLf

be missing some statutory references. Have you guys ever gotten one of thesei-lt~hrl.1l:o~u1alh....._-..J
If yes, do you recall the AUSA's name? If they haven't, I am going to give the
name and number so we can figure this thin.g out.

Thanks

-----unglnal Message----
FrClm:[ I
~~f: Tuesaa~ January 30,2007 3:13 PR I
Su~ect:FW_ 1

I I

UNCLASSIFIE
NON-RECORD

___Iet.a!. tol ---'~··

UNCLASSIFIED
NON-RECORD

3 I



SSAI__--'

As per our phone conversation yesterday, the sec0t;achment I ~ould be the
appropriate pony. This document has been provided b . ~C. Once the "pen

" n signed by the judge, pleasero~ e ~to your S a CDC
.......__---.._...Jfor a roval and then provide.it tcI.....--J Please place my name on the

so S nows to assi n it to me. If you provide me with th _'-- ..1

I am assuming that your case agent hjS already sUbpoenad each of thelL... .....lto see i~ ~ ~
if yourI . Just checking! -

Thanks, o

UNCLASSIFIED
NON-RECORD

b7C

Attached is a copy of a DRAFT application and order to authoriz~ I Also is
a ElR!\FT aJ?Pj0rder for a combined Pen & 2l'03(d order that incorporates aothority for ose of

, ~as well as t0l...- --'

-----Original Message-----
From:[ tOGC) (FBI)
Sent: Monda November 14 200511:57 AM
To:

UNCLASSIFIED
NONMRECORD

The attached includes some edits (use document/reviewer to see changes).

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE
FBI WITHOUT PRIOR OGC APPROVAL

I I
Assistant General Counsel
Science & Technology Law Unit
Engineering Research Facility
Bldg. 27958A Room A-207B
~~FiCO! Va. 22135

1~:~br------

SCIENCE & TECHNOLOGY LAW UNIT - OFFICE OF THE GENERAL COUNSEL

C
b7E

4
CELLAJff> 000921



-----Orjair::ll -----
From:1
Sent: Monday, November 07 2005 8:49 PM
To~ I
I I
Cc:.IL.,-_="""'......... 'f-- ---I1
Subject: FW:I I

UNCLASSIFIED
NON-RECORD

We would like to make this documentllpolicy ASAP. This is our latest draft b 3
afterc:J provided some input earlie~se provide legal guidance to ensure
we have drafted an appropriate SOP for exigent circumstances. c=J

-----Original Message-----
From:I I
Sent: Tuesday, October 25, 2005 4:05 PM

~ i
~ ISub"Tje-ct-=--:--------------------

UNCLASSIFIED
NON-RECORD

b
b
b C
b E

Please review and provide feedback. We truly need to improve our response
time to an "Exigent circum~tancel1 Isituation. I think an SOP
would be a big help.

Thank you,

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

5

1=1



. . .
UNCL.ASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

III....,.

UNCLASSIFIED

I

I

:

'Zi-
'X)i)q~

\)-t> ()J ~ '\.
t,:'t\':'\.;

6



i.

From:
Sent:
To:
Cc:

Subject:

UNCLASSIFIED
NON-RECORD

11..--_

I ~(OGC) (FBI)
Fndav. March 16 00712:46 PM

obviouslv mv .• i!=: nnt

UNCLASSIFIED
NON-RECORD

hv nthlO!r I

I aDDreciate all your efforts in this matter. I trulv see both arauments. However I

Thanks again,

'---_I .
Please providOwith the AUSA's name and phone number so they can work this matter out.

I

Thanks,

1

-----I
~t\.\./\)\\) \i\i09~"!>



UNCLASSIFIED
NONMRECORD

b'7:::
b"7E

Attached is a sample for a PRITT to us~ 11 'mhappy to speakwith the AUSA. ----1

De

E

2



PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT
PRIOR OGC APPROVAL

I I
Assistant General Counsel
Science & Technology Law Unit
Engineering Research Facility
Bldg. 27958A Room A-207B
Quantico Va. 22135
Tel
Fa
Cel

SCIENCE & TECHNOLOGY LAW UNIT - OFFICE OF THE GENERAL COUNSEL

-----ori~inal Messa:e----
From:
Sent: ....rid...a-y-,~Mr-ar-c~1""6,""2=:'l10~O~7""6'-::5P.llO~Al"rM-:----

~----------"l---------------_---J
Subject: FW:I"'--- _____

UNCLASSIFIED
NON-RECORD

He
'L----1

Thanks, __...,
1_----1

-----orFa
'
,MessaPe-----

~~~~:ThurSaay, March 15, 2007 4:26 PM
To~
Subl..:-~e--ct-:-:-;::R=E:"'f"'I----

UNCLASSIFIED
NON-RECORD

b7E

b7E

M AUSA felt that we should et a search warrant since we didn't have an

Can we use the same technology as part of a search warrant?

3



UNCLASSIFIED
NON-RECORD

Hey just ch'ecking in,

Are we still planning on thel ....JI?

Thanks, .--_"'1
I

-----Original Message--m

From~L..,..,.....,.._.,.._..""...,..._-..",..,.....".".~~~..".......J
sent: Wednesda'tt Februa; 21,20075:46 PM
To:1 _. I
Subject: FW:II.....-__--'

UNCLASSIFIED
NON-RECORD

I am on r-land my boss has talked with you aboutII(see below), We
l,Ised yof:n:"amtlavit and sent it to our AUSA inl I~ve been looking at
it and I was told that I may be mijSing sOTe statutory references, Have you guys
ever gotten one of these through If ves, do you recall the AUSA's
name? If they haven't, I am going to give them ]name and num~er
so we can figure this thing out.

Thanks

I I
-----Original Message-----
From...! ---'
Sent: Tuesda~,January 30,20073:13 PM
TO~,-:-,=,"",",="'.:"':'T""u ...,--__----'

Subject: FW: I
UNCLASSIFIED
NON-RECORD

EJ
Per our discussion, the "pen" order for uSin~ let al. tol'--__D.. . L..--_......J

4



UNCLASSIFIED
NON-RECORD

SSA1"----_---'
As per our phone conversation yesterday, the second attachment~

would be the appropriate pony. This document has been provided by
I~~="!llof OGC. Once the 11 en order" has been signed b the 'ud e, pease

route It and the to your SAC and CD for a roval b 7 E
and then provide it to Please place my name on the so SSA
~s to assign lome. If you provide me with th I can
~priortq I

I am assuming that y'our case agent has already subpoenad each of theE3
___Ito see if yourl I Just checkingl

Thanks,

UNCLASSIFIED
NON-RECORD

Attached is a copy of a DRAFT application and order to authoriZ~I I Also is a DRAFT appl bined Pen & ?703rCdl"("'")-or-.d-er-.t'l""ha-:'t.....
. for us t as to 1 _

-----Original Message-----
From:1 tOGC) (FBI)
Se •
To

UNCLASSIFIED
NON-RECORD

The attached includes some edits (use document/reviewer to see
changes).

5



PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE
0UTSIDE THE FBI WITHOUT PRIOR OGC APPROVAL

1..-- 1
Assistant General Counsel
Science & Technology Law Unit
Engineering Research Facility
Bldg. 27958A Room A-207B
Qu............................................""'f
Tel
Fa'1-r-- --I..,

pagerL..- ---'

SCIENCE & TECHNOLOGY LAW UNIT - OFFICE OF THE GENERAL
COUNSEL

UNCLASSIFIED
NON-RECORD

We would like to make this documenOpOIiCY ASAP. This is
our latest"draftaftebdprovided some Input earlier. Please b
provide legal guidance to ensure we have drafted an appropriate b C

SOP for exigent circumstances.Cd 1::, E

-----Oririnal Message----
From:t
Sent: T"""u-es-dr-a-y,-:O::::'"ct"':"'o'b-e-r~25;::-,-::2:-;:O~05;::-:;'4':";::O:;:5-;:P~Mr---
To:

UNCLASSIFIED
NON-RECORD

Please review and provide feedback. We truly need to
improve our response time to an "Exigent Circumstance"c:::J

_________Isituation. I think an SOP would be a big help.

b7E

6



,

. ~,

Thank you, <L r

I I
<,~ v

b7C

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

,

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

.

UNCLASSIFIED

UNCLASSIFIED

'\;)~~~"b~
~,"\:}

, ~~,-/:c,

7

---- ---



ALL INFOPHATION COI?rAINED

l DATE 09-27-2012 BY 65179 D~rnJSnJ

L..-- ----I ..(O;;.,;T~D.).(F..;;;B..I)-,------------------

To:

owever, It was a ways suggested and presented to to way on the side of caution. I think I can provide you
some of these presentations if you would like. Please give me a call. thanks

biE

I fllllv I I

L...-_.......__...,....,,....,..---......-....... -:--_-:--_-::::-~~~-----'IPlease do not misconstrue my dialog with
you. I appreciate the legal concerns and want our office to fully comply. However, as you well know I have
never felt comfortable with the Bureau's lack of guidance in this matter; This unofficial, non written SOP is
extremely proble"!atic.

I have never heard of this SOP. Can you shed light on this?



-----Oriainal Message-----
From:[ !cOGe) (FBI)
Se .
To
Cc:

Subject: RE: '-- --'

UNCLASSIFIED
NON-RECORD

m\l •. ic: nnt ..
1:'
b c:

hllt'r-------------"i:' E

-----Original Message-----

From ~~~-::-:-__:_""":"':"-=-=_==__:_:_=_:_':'"':"::'"--
Sent: Friday, March 16, 2007 11:20 AM
To
Cc:

Subject: RE

UNCLASSIFIED
NON-RECORD

b3
bs

DE I

Thanks again,

1_-

Please prOVidQvith the AUSA's name and phone number so they ,can w.... ".•u,'" I

matter out.

Thanks'D

2



UNCLASSIFIED
NON-RECORD

o
Attached is a sample for a PRITT to Us~ I I'm
happy to speak wit~ the AUSA. 1...- ___

tElt/Olb 000951

Depending on the circumstances in which tha
ooerationallv effective.!

lin this case will be most
I

b
b
b E



PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE
FBI WITHOUT PRIOR OGC ,APPROVAL

I I
Assistant General Counsel
Science & Technology Law Unit
Engineering Research Facility
Bldg. 27958A Room A-207B
Quantico, Va'. 22135TeJ:BFax
Cell

b
b7C
b7E

CHNOLOGYLA

-----0,ra:-1.ll;ol,I"..u:=:_:a:=.. ---,

From.~~~~~~~~~~_::__--....J;t friday, ~arch 16, 200; 6:50 AM

Subject: FW: -------'

UNCLASSIFIED
NON-RECORD

WOU In we cou use a searc or seIzure warran as ong as we were
careful on our verbage. I'll get the AUSA's contact info if you like,

Thanks,

1_-

-----Original Message----- ,
Froml I
Sent: Thursday, March 15, 2007 4:26 PM'

{ I'~~6Jea: RE:I----------.....

UNCLASSIFIED
NON-RECORD

My AUSA felt that we should et a search warrant since we didn't have an info
tha

4

b3

:07e

b3
:b



Can we use the same technology as part of a search warrant?

-----Original Message-----

From:I~-...,..........,..,,...._,......,..,,.,......,,~,,....,..,,....,..,,....,..,...,....- .....
Sent: Thursday, March lS, 200710:13 AM

~~~I
I Subject: RE~r-----,.-_......I

UNCLASSIFIED
NON-RECORD

Hey just checking in.

Are we still planning on thel ~

I • hanks,

D

UNCLASSIFIED
NON-RECORD

b3

E

D
I am onDand my boss has talked with you about! I
~ow). We used your affidavit and sent it to our AUSA in
L-JThey have been looking at it and I was told that I may be

missing some statut1rv referjnCes. Have you guys ever gotten
one of these through If yes, do you recall the AUSA's
name? If they haven't, I am going to give theml I
name and number so we can figure this thing out.

Thanks

-----Original Message-----
FromI I
Sent: Tuesd~, January 3D, 2007 3:13 PM
To~ __ I
Su~ect:AN: I

5
tElL/O,\) Q009'3-;'



),
.,

UNCLASSIFIED
NON-RECORD

EJ
Per our discussion, the "pen"order for usingI letal.
LVI ..
--mOriginal Message-----
From~ I
Sent: Tuesday, January 30, 2007 3:02 PM
To tCc:
Subject: Fw:1 I
... ,-, .
NON-RECORD

SS I
As per rUE Phon, conversation yesterday, the second

attachment would be the appropriate pony. This
document has been provided byl pf OGC. Once biE
th~ "nAn nrnAr" h::l~ hAAn ~innArl hv thA iminA nIA::ISA route it ::Ind
thE Ito your SA~~CDCI Ifor
ap :lroval and then provide it to Please place my name on
thE Iso ssAf Iknows to assign it to me. If
you provide me With thd II cal'll Iprior
to I

I am assumina that vour ease agent h::l~ ~I

A::I~h nf thJ Ito see if yourl I
I IJust checking!

Thanks,

I I
-----Orinin:::ll .• -----
From:1 PGC) (FBI)
Sent: Mondav. November 14 2005 1:15 PM
To:1 I

I b

r."'~1 I
b7EI I

Subject: RE:I I

UNCLASSIFIED
NON-RECORD

Attached is a copy of a DRAFT YPlication and order to .
authorizer Also is a DRAFT app/order for
a co . P.::sn it ?703(d) order that incoroorates authoritv for
use oi las well as td I

I I

;;~~~tginal Message-----1oGC) (FBI)

Sent: Monday, November 14, 2005 11:57 AM

6

tt\.\../O1\) OOQ9S4
- - ------ --- -



\

UNCLASSIFIED
NON-RECORD

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR
DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR b7C
OGC APPROVAL b 7 E

I I
Assistant General Counsel
Science & Technology Law Unit
Engineering Research Facility
Bldg. 27958A Room A-207B
Quantico, Va. 22135

~=~ i

SCIENCE & TECHNOLOGY LAW UNIT - OFFICE OF
THE GENERAL COUNSEL

b
b7CUNCLASSIFIED

NON-RECORD

We would like to make this documentll
policy ASAP. This is our latest draft atter'D
provided some input earlier. Please provide
legal guidance to ensure we have drafted an
appropriate SOP for exigent Circumstance~r:---

Subject: EW:
'--------'

Ct'.LL/tf'\D QQ09SS 7

-----ori[inal Message----
From: "---------------



Sent: Tuesdav. October 25 20054:05 PM
~:1 I

I I
rr:) I

I I
Subject:

UNCLASSIFIED
NON-RECORD

Please review and provide feedback. We
truly need to improve our reSDonse time to an
"Exigent Circumstance1 I
situation. I think an SOP would be a big help.·

Thank you,

I I

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

8

b3
b6
biC
biE



· \
~...

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

i
,

:

I

tELL/01t> 0OO9S7 9

-- --



IMonday, March 19, 20074:54 PM
I I

SUbject:

From:
Sent:
To:
Cc:

UNCLASSIFIED
NON-RECORD

No you are right frqm that prospective we have never ref agents t . a SOP. NEXTL..- ..1

-----Oriqinal Message-----

From:I~___:'-~__:_~~~ --
~:: Mood:, March 19, lOW 11:57 AM

~Ject: RE~ ;---------

UNCLASSIFIED
NON-RECORD

Hope you are doing well. So we don't confuse the issues, let's take them one at a time:

T~SOPS~~9lliJ ~ =lw~re

can this SOP be found? Please provide.

b6
b'C

E

b3

I
b'C
D'E

UNCLASSIFIED
NON-RECORD

Yes I have heard of the SOpr=Jis re;:.:.f~er.:::e::.:.nc~i.:.:;n:::l.:...l.l.l..I:~:':'=:ll:::..l.=~~'::::':':':=~~~~===""
suggested in a case of this n~hat

IHowever, it was always suggested and presented to

CLL/OTD 000958



c::::Jto way on the side of caution. I think I can provide you with some of these presentations if you
would like. Please give me a call. thanks

Subject: RE:1...- ---1

UNCLASSIFIED
NON-RECORD

-b3

b7E

b3
b5

I fullv understand however.! I
E

I Please do not misconstrue my
............-dilaT"llo-g-W.....lt....-hy-O-u.-....la-p-p-re-c.....'a-.t-e.."th-le..lir-eg-a....ll-c-on-c-e-rn-s-a-n-ld....w-a-n...,..........tour office to fully comply. However,

as you well know I have never felt comfortable with the Bureau's lack of guidance in this matter.
This unofficial, non written SOP is extremely problematic.

EJ
I have never heard of this SOP. Can you shed light on this?

Thanks,

UNCLASSIFIED
NON-RECORD

2.



b5

-----Orjgjnal Message----
From~
Sent: F=-r"l'"idr-av--::,M":"a-rc""h-l::-:6:-,,-=2"='OO=:7::-1::-:1r-:2:::':O::-A~M:-:---.....J

~~l I

ISubject: RE: I
L...- ----I

UNCLASSIFIED
NON-RECORD

o
Thanks again,

Please provideDwith the AUSA's name and phone number so they
can work this matter out.

Thanks, D

UNCLASSIFIED
NON-RECORD

3



Attached is a sample for a PRITT to usef~-:-:-:-:-:, ---ll
I I I'm happy to speak with the AUSA.

Depending on the circumstances in which thef lin this case will be
mn~t ... . ·r-;.;:.;::'="':;:':":':':':':'::':~.::L-__..a:.:.:..'::':':;:~'::;';:;":':':':':''::'::''1

b5

b7E

4

CELL/O TD 000961



PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE
OUTSID.E THE FBI WITHOUT PRIOR OGC APPROVAL

Assistant General Counsel
Science & Technology Law Unit
Engineering Research Facility
Bldg, 279S8A Room A-207B
Quantico. Va, 22135

~~ I

I I

SCIENCE & T HNOLOGY LAW UNIT - OFFICE OF THE GENERAL
COUNSEL

March 16 2007 6:S0 AM

Subject: FW: ......._-_....
UNCLASSIFIED
NON-RECORD

HeD
I hope all is well, I previour=s:l.,I;1~~=.llI_~=.....I,;,:.~=..I....---.

Pen/2703D Order for utilizin

I would think we could use a "search"
.......-::--:------:::-----:------t

or "seizure" warrant as long as we were careful on our
verbage, '1'11 get the AUSA's contact info if you like,

Thanks, 0

-----orl'ninal Messane----
From:
Sent: T!:::h-u-rs-:d-ay-,'"="M':""a-rc-:-h""'::1-=S-:,2:::':O:-;::O'='7""'::4-:::2:-;::6-::P:':"M:---

To:l..,........".~ r-----...,..----.....l
Subject: RE1"-- .....l

UNCLASSIFIED
NON-RECORD

5



My AUSA felt that we should oet a search warrant since we
didn't haveanv info that I I

Can we use the same technology as part of a search warrant?

Subject: RE:L...- ...I

UNCLASSIFIED
NON-RECORD

Hey just checking in.

Are we still planning on thel
I I --------'

Thanks,

-----Original Message-----
From:1 I
Sent: Wednesday! February 21,20075:46 PM
1ro:1 I
Subject: FW:I I'
UNCLASSIFIED
NON-RECORD

I am~nd my boss has talked with you
aboutc=J<see below). Weu~
affidavit and sent it to our AUSA ir'lL........] They
have been looking at it and I was told that I may
be missing some statutory references. Have

I
vou auv~ ever gotten one of these through

L....~__llf yes, do you recall the AUSA's name?

~
venlt, I am going to give themll
arne and number so we <?an~is

mgou.

Thanks

6

b6



C

E

-----Oripinal Message-m
-

From:L I
Sent: Tuesday, January 30,20073:13 PM
li()~ I
su~ect:RNI ~

UNCLASSIFIED
NON-RECORD

I I

EJ

UNCLASSIFIED
NON-RECORD

ssAI""'--__

b7C
E

I am assuming that your case a ent has
already subpoenad each of the
to see if yOu.L,- ---I

Just checking!

"

Thanks,
D

CELL/orD 000964 7



l~-:-- ....,..__----i

S~biect: RE:I .....

UNCLASSIFIED
NON-RECORD

-----Driginal Message-----
From:1 I(DGe) (FBI)
Sent: Monday, November 14, 2005
11: '

UNCLASSIFIED
NON-RECORD

The attached includes some edits (use
document/reviewer to see changes).

PRIVILEGED DELIBERATIVE
DOCUMENT - NOT FOR DISCLOSURE
OUTSIDE THE FBI WITHOUT PRIOR
OGC APPROVAL

I I
Assistant General Counsel
Science & Technology Law Unit
Engineering Research· Facility
Bldg. 27958A Room A-207B
Quantico, Va. 22135

Tel:1
Fax
pag """"- ___

SCIENCE & TECHNOLOGY LAW
UNIT - OFFICE OF THE GENERAL
COUNSEL

on ay, November 07,
20058:49 PM
To:1 I

ICc:11...-_----_---1

CELL/OTD 000965
8



b7C
})7E

I ...............l
Subject: FW: I r
UNCLASSIFIED
NON-RECORD

Wewoul~make this
documenL.......]policy ASAP.
This is our latest draft afterc:::J
provided some input earlier.
Please provide legal guidance
to ensure we have drafted an
appropriate SOP for exigent
circumstances·a

-----ortnal Message----
From:
I I
Sent: Tuesday, October 25,
2005 4:05 PM .
To:

CELL/OTD 000966 9

UNCLASSIFIED
NON-RECORD

Please review and provide
feedback. We truly need to
improve our response time to an
"Exi ent Circumstance"c:::::::l

situation. I
L...n:="-::::-=~"n'T"w;-:l·ould be a big

Thank you,



· ' UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

liNt"

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

10



From:
Sent:
To:
Subject:

UNCLASSIFIED
NON-RECORD

I
....,~.......E--:....,d....aV--rMT"a--rc-rb~2~~~"'JO:?~n~n7"1'""l""5.~4'l11:'?"IlIP:rMr-----J

The emails below beQan when mv AUSA thoUQht!

I foresee using thiste~y now that I know it exists. In the next cou~le weeks, I will probably use the PRITT or a
search warrant to usLdt~ I'll have my AUSA call you then to ensure that
our order (or affidavit) IS correct In refernng to the techmque.

Thanks for all of the info,

I

UNCLASSIFIED
NON-RECORD

o
b5
b6

I fullv understand however! I

I Please do no~ misconstrue my dialog with
"'y-o-u-.-r1-a-pp-r-ec-:i-at:-"e-:'th:-"e~le-ga-:l~c-o-nc-e-r-ns-a-n-d':"'"w-a-n-:'t-o-u-r o""":ffi::::'lc-e-t:-"o"":f:-"ul:::"ly-co-m......ply. However, as you well know I have
never felt comfortable with the Bureau's lack of guidance in this matter. This unofficial, non written SOP is
extremely problematic.

D
I have never heard of this SOP. Can you shed light on this?

Thanks,

1

I/OiD 000969
CE\..'-'



D
. ~~~~~Original Message---.:.-

Froml I(OGe) (FBI)
Sent: Frida March 16 200711:46 AM
To:

Subject: RE:

UNCLASSIFIED
NON~RECORD

obviouslY my ooinion is not necessarilY shared bY other attorneYs butl

-----Oripinal.Message-----

From:L__~-----------
Sent: Frida March 16 200711:20 AM

. UNCLASSIFIED
NON-RECORD

I

biC
biE

b3
b5

biE

Thanks again,

D
Please proVidDwith the AUSA's name and phone number so they can work this

matter out. .

2

Thanks, 1 _

CEUJOitl 000970



UNCLASSIFIED

Attached is a sample for a PRITT to usel....... ----------I I'm
happy to speak with the AUSA.

Depending on the circumstances in which the!
operationallv effectivel

3

lin this case will be most
I

CE L L/OTD 000971



PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE
FBI WITHOUT PRIOR OGC APPROVAL

I I
Assistant General Counsel
Science & Technology Law Unit
Engineering Research Facility
Bldg. 27958A Room A-207B
Qu . Va. 22135
Tel:
Fax
Cell

SCIIENICE& TIECl-iNCILQiGYLAVV UINIT - ()FFICE OF THE GiENIER,L\L C~OUNSEL

March 16 2007 6:50 AM

UNCLASSIFIED
NON-RECORD

HeyD

would think we could use a."search" or "seizure" warrant as long as we were
careful on our verbage. I'll get the AUSA's contact info if you like.

Thanks,
I

-----Oripinal Message-----

From:IL-__~----------....I
Sent: Thursday, March 15, 2007 4:26 PM
To:1
SubJ-:-·e-ct.,...:...."R=E~ _

UNCLASSIFIED
NON-RECORD

My tUSA felt that we shoyld get a search warrant since we didn't have any info
that _ I

4 CELL/OTC 000972

b7
b7E

b3



\.

Can we use the same technology as part of a search warrant?

UNCLASSIF.IED
NON-RECORD

Hey just checking in.

Are we still planning on thel.... ----I

-----Original Message-----
From~ I
Sent: Wednesday, February 21,20075:46 PM
1ro:1 I
Suti)ect: FW:I _

UNCLASSIFIED
NON-RECORD

D
I am onc=Jand my boss has talked with you aboutII b3

I (see bj'OW). We used your affidavit and sent it to ourAI:mAJn
They have been looking at it and I was told that I may be

missing some statut1r¥ referrces. Have you guys ever gotten
one of these through If yes, do you recall the AUSA's
name? If they haven't, I am going to give theml I
name and number so we can figure this thing out.

Thanks

I I
-----O(~inal Message----
From:

. Sent: ~ue~s~a=-=ay-:-,....ja=-:n:-:-u:-=a':':"ry::-"3~or-, ""I'20~Oor-7,..,3"l':':':I"I13"l'"1'llPM~

1ro:1
SUb"":-~e-ct:-: -=FW-:-:"~L... _

5
CELL/OTD 000973



UNCLASSIFIED
NON-RECORD

:;rr our diSCUSSjOf:. the "pen" order for usingll- .....Jlet·al.

-----ori(inal Message-----
From:

~.....,...-~---"=-=~"....".,,....,,,.........--
Sent: Tuesda ,January 30,20073:02 PM
To:
Cc:
SUfj6-~e:":E':"":1"t"II'T:r------,---........

UNCLASSIFIED
NON-RECORD

As per ryrPhOne conversation yesterday, the second
attachment fNould betC'te pony. This
document has been provided by ofOGC. Once b7E

the "pen order' has been signed y e JU ge, ~Iease route it and
th~ )0 your SAC and CDCI Ifor
apRroval and then ~rovide it t Please p ace my name on
th~ 0 SSA knows to assign it to me. [f
you provide ·me with the canl Iprior
tol I

I am assuming that your case agent h<s already subooenad
each of thel Ito see if youqI IJust checking! -------

Thanks, r---,

-----Oritnal Message-----
From: !cOGC) (FBI)
Se •
To

UNCLASSIFIED
NON-RECORD

;;~-~~rjnal Message----icOGC) (FBI)

Sent: Monday, November 14,200511:57 AM

6

CELL/OTD 000974



UNCLASSIFIED
NON-RECORD

The attached includes some edits (use
document/reviewer to see changes).

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR
DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR
OGC APPROVAL

I I
Assistant General Counsel
Science & Technology Law Unit
Engineering Research Facility
Bldg. 27958A Room A-207B
Quantico. Va. 22135

~:j I

SCIENCE & TECHNOLOGY LAW UNIT - OFFICE OF
THE GENERAL COUNSEL

UNCLASSIFIED
NON-RECORD

b7C
b7E

We would like to make this document
policy ASAP. This is our latest draft a'=fte-r......--.

ome mpu ease
legal gUidance to ensure we have drafted an ,
appropriate SOP for exigent circumstances.U

7

-----Original Message-----
From~ ____'

CELL/OTD 000975



, ,
Sent: Tuesdav. October 25 2005 4:05 PM
~:I I

I I
cc:l I
I I

::»uDJee:t:

UNCLASSIFIED
NON-RECORD

Please review and provide feedback. We
truly need to improve our response time to an
"Exigent Circumstance'l I
situation. I think an SOP would be a big help.

Thank you,

I I

UNCLASSIFIED

III\I~I

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

DO

b7C
E

8 CELL/orD 000970



From:
Sent:
To:
SUbject:

UNCLASSIFIED
NON-RECORD

I I
,Wednesday Ma~Ch 21 20~:49 AM
1 __ (OTD) (FBI)
RE: Pen Registe L....-__

Just returned to town and read your helpful messrges. I got the faxed warrant information. Thank you so much. I will call
the AUSA and get that done as soon as possible.L I

UNCLASSIFIED
NON-RECORD

A few more notes:

1. The order is nothing in the order
should mention th That's not necessary. That's purely Bureau admin and a separate matter.

2. Costs for you. The firs~osts each subsequentDiSD It used to be DperD

3. Research confirms that.... _

Thanks, 1 _

b3

b
b7E

-----Ori9Joal MeSsage-----
From: I I
~:~t: IFriday March 1~ 2007 3'j~ ~M

Subject: RE: Pen Registe
-----'

UNCLASSIFIED
NON-RECORD

Just to keep you up-to-date, I have completed the EC and forward~over you. We wYJ--,
pursue a court order sometime next week with AUS~'lt will have the provision and thee....JI Iin the court order. M

FW: Pen Register 1...-_..1

b3

E

1
CEU.../OiD 00097B



UNCLASSIFIED

Heyll.-_......I

To keep the ball rolliml I have provisioned ~

I however. do need you to complete a .short EC tcCJas she mentions below) asking her to
I IShe has done so already on good faith, but needs
the paper trail. .

.h

P.S.

Just a humble sugestion.

-----Original Messajol.li·o;;;--~---;....- ....,
From:
Sen,...· --u.LI.I.Wi.<..I:.U;w.,u...lo.l.lt.-"oloL\,j1.L..l.lt

To:
SUbJ!!':e~--~~~=~7'JIII'II!"~

UNCLASSIFIED
NON-RECORD

HiD

Thanks, o

I lthere is no Gase ID fori IJust so
that I have a clear understandin~l they are requesting pen register, trap and trace ando-

E J If this is correct, please let me know and I wml__=:Jo The line expires 5/12707.

C lor SAl II will need a shT EC requesting this line be placed in theD
Please e-mail or call on ext. 4221, the phone at my desk is not working.

Thanks,

I I
-----Original Message-----

2 CELL/OlD 000979



i \
'.'to

From:
Sent:
To:
Cc:
Subject:

UNCLASSIFIED
NON-RECORD

Hell~

Thanks, r---....,
11....-.......

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

b
b7C

E

UNCLASSIFIED

UNCLASSIFIED

3


