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Statement of Work for

Directorate of Science and Technology
U.S. Department of Homeland Security
Cyber Security Division (CSD)

I.  Background

The U.S. Department of Homeland Security (DHS) is committed to using cutting-edge
technologies and scientific talent in its quest to make America safer, The DHS Directorate of
Science and Technology (S&T) is tasked with researching and organizing the scientific,
engineering, and technological resources of the United States and leveraging these existing
resources into technological teols to help protect the homeland. The DHS S&T Cyber Security
Division intends to enhance the capabilities of DHS Law Enforcement Officers (LEOs) by
developing technology that increases operational efficiency and creates new capabilities.

_ eniQreemnent Investigators must havd 4lE|w

IL Scope of Work

Task 1. The performer will perfortn analysis, modeling, and testing to verify the capability of the

e The developed [should also continue to

1
Distribution is authorized to U.S. government agencies only. Contains information that may be exempt from public
release under the Freedom of Informationt Act. Before this SOW is released to the public, approval is required by
the Department of Homeland %ec Directorate of Science and Technology.
ELL/OTD 030395
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"Task 2. The performer wi duce |

Deliverables:

3. Report of analysis, modeling and testing that verifies the capability oﬂ

Milestones:
* Kick-off meeting will be held no later than 30 days after contract award,

o Preliminary design review shall be held 2 months after contract avs;ard. The performer
shall provide a PDR report to the DHS S&T Technical Representative no later than 2
weeks after the completion of the meeting.

o A Critical design review shall be conducted 6 months after contract award. The
performer shall deliver a CDR report to the DHS S&T Technical Representative 2 weeks
after the completion of the meeting,

o The performer shall conduct a demonstration/user acceptance test of thel I
with DHS law enforcement and S&T representatives and shall produce a Tull report of the
conduct of the test and User acceptance/rejection with a mitigation plan in case of user

' 2
Distribution is authorized to U.S. government agencies only. Contains information that may be exempt from public
release under the Preedom of Information Act. Before this SOW Is releesed to the public, approval is required by

the Department of Homeland Security Directorate of S¢ience and Technology.
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rejection, Testing shall be conducted no later than 2 weeks prior to the end of the period
of performance.

+ Transition of deliverables to a designee of DHS S&T at the end of the period of
performance.

Personnel provided b will have the skills and technical background
necessary to suc complete the tasks described in this SOW, including but not limited to
the following} l

III. Other Contract Details

1.

Period of Performance. The period of performance for this SOW is through August 2012,
All deliversbles/milestones are expected at their specified date in the above deliverable
/milestone schedule. An additional 90 days has been added to the performance périod to
allow for the review, prepamtlon and submission of dehvemblea_nnd.nlumnm.mxmnr by
[Qmm_]ﬁls may give subsequent extension notices t

in writing for further performance in accordance with the terms if this

SOW.

Travel. Travel to Washington, DC is required in performance of these duties. The number
of personne] and frequency/number of trips shall be proposed by the performer in support of
the ptoject,

DHS-Furnished Information. No DHS-fumished information is required for the
performance of the duties outlined in this SOW.

DHS-Furnished Facilities, Supplies, and Services. No DHS-furnished facilities, supplies,
and services are required for the performance of the duties outlined in the SOW.

Place of Performance. will perform the work under this SOW Dd contractor
facilities. .

DHS-Furnished Property. Before purchasing any individual item equal to or exceedin
t is required to support technical tasks performed pursuant to this sowﬁ_

shall obtain the DHS S&T Technical Representative’s prior wri gent. The D
Technical Representative may lov ise the aforemention: hold at his/her
discretion and on written notice t If the DHS S&T Tec presentative consents

to such purchase, such item shall become the property of DHS. iwill maintain any such
items according to currently existing property accountability procedures. The DHS S&T
Technical Representative will determine the final disposition of any such items.

3
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7. Deliverables.[ __Iwill provide all deliverables identified in this SOW directly to the DHS
S&T Technical Representative.

8. Funding Requirements. DHS will provide funding tDn accordance with DHS
appropriations and availabje funds pursuant to the budget outlined below. Amounts will be
deobligated to the extént that the servicing agency has not incurred obligations before the end -
of the period of availability of that appropriation. In accordance with the Anti-Deficiency
Act, 31 US.C, §1341, all payments will be made in edvance. Under no circumstances will
the amount paid be more than the actual costs of the goods or services. At least quarterly,
the parties will reconcile balances related to revenue and expenses for work performed under
the agreement. :

Labor
Equipment
Travel
Total

Category ' ' | Amonnt!

9. Security Requirements. All work performed under this SOW is unclassified and the results
will be publicly distributed, unless otherwise specified by DHS.

10. Dispute Resolution. Should disagresment arise on the interpretation of the provisions of this
agreement, the dispute shall be resolved pursuant to the Business Rules for
intragovernmental Transactions delineated in the Treasury Financial Manual, Vol. 1, Bulletin
2007-03, Section VII (Resolving Intragovernmenta! Disputes and Major Differences.)

11. Modification, Cancellation, ami Termination. Either party may terminate this agreement

with 60 days written notice. If the requesting agency cancels the order, the providing agency
_ is authorized to collect costs incurred prior to cancellation of the order plus any termination

costs. This agreement may be amended at any time prior to the termination of this Agréement
upon written agreement by both parties.

IV. Points of Contact

Performer Points of Contact (POCs) are as follows:

» Technical POC(s) - TBD

» Financial POC(s) ~

4
Distribution is authotized to U.S. government agencies only. Contains information that may be exempt from public
release under the Freedom of Information Act Before this SOW is released to the public, approval is required by
the Department of Homeland Securilz Directorate of Sefettce and Technology.
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F:

POC: | Efc
Telephone Nos D7E
The DHS POCs are as follows:

» Technical POC:
Deparmment of Homeland Security/S&T/CSD

’Jllanbinm DO 20598

Department of Homeland Security

ATTN: Science and Technology Directorate, Office of Strategy, Policy and

Budget
—Washineton, DC 20528 .

5
Distribution is authorized to U.S. government agencies only. Contains information that may be exempt from public
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CLASSIFIED BY 65179 DMH/rs

REASON: 1.4 (c) ALL INFORMATION CONTAINED
DECLASSIFY ON: 11-20-2037 NTA

v - ' ' SE#QET' DATE: ll-20-2012

PT
WHERE 5HOUN OTHERWISE
From:
Sent:
To:
Ce: %
Subject: ~REN |
i bl
b3
SECRET - be
- RECO b7C
: b7E
Attached [s my response to thal it's the best | could do at such short notice, and | hope | answered the
questlons appropriatly. Perhaps can take a shot at it afterwards if this is not what they ara looking for. Two of
the questions | could not answer, and | marked them with an N/A. .
—Original
From:
Sent: E E 12200 354 B
To: |
swm__i:w' I
Importance:r High
s .
RECOR(] bl
= . : b3
b6
b7c
b7E .
SSA| ]

Unit CHIaT I'
,_Qawmﬂmal_ze.camfoyy Division

—Original Messaqe—

From: . — ]
Sent: Tuesday. JURa 17, 2007 4:29 P
To:
co
(PN Subfect: - | [
8 ET
REZO

. CELL/OM) gggy
s‘%ﬂ




sEﬁzET |

Pls prepare your response using MS Word, Courier New 12 font. Deadline COB 8/13/2007.

DERIVED FROM: G
DECLASSIFICATIO!
SECREY

| Baesification Guide G-3, dated 1/87. Forelgn Counterntsilinence Investigations
PTION 1 '

SEORET
e 0m oons

bl

bé
b7C
b7E




ALL THFORHATION CONTAIRED
HEREIN IS UNCLASSIFIED

DATE' L1-20-

2812 BY 65179 DHMH/rs

From: |
Sent: . .

To:
Subject:

UNCLASSIFIED
NON-RECORD

Attached is the revised version of the presentation that makes the two changes we discussed.

Please let me know if there any other changes after it has been reviewed by upper management,

Thanks,

& o

Asslstant General Counsel
Science and TechnologyI Law Unlt
Office of the General Counsel
Federal Bureau of Investigation
Direct Dial

Fax:

This message may be protected by the deliberative process and/or attorney-client privileges.

outside the FBI without the express permission of OGC and/or the sender.

UNCLASSIFIED

b3
hé
b7C
b7E
b5

. Please do not disseminate

CELL/OTD 009307




NESOD MOTH)

. ALL INFORMATION CONTAIIED
HEREIF IJ UNCLASSIFIED
DATE ll-20-201Z BY 55179 PMH/ra

- | LEGAL AND REGULATORY
® O O| OVERVIEW OF .
o ISSUES

March 2, 2010 e

BTE

Presented by

SSA
Assistant General Counsel nit Chief
Science and Technology Law Unit
Office of the General Counsel Operationat Technology Division
Federal Bureau of Investigation - Federal Bureau of investigation

Law Enforcemant Senaitive - For Official Use Only - Do Not Dlaseminate Outs'de the FB! Without

Pemiasicn from the Offica of tha General Counsel 1




900

. e

BACKGROUND ON

Law Erforcement Sansitive - For Official Usa Only - Do Not Disseminate Outslds the FBI Without
Parmigsion from the Office of tha General Counsat

oo
s -d




© gEESNN QA

® OO0

 Questions?

Law Enforcement Sensitive - For Gfficial Lisa Only - Do Nt Disseminate Cutside the FBI Wilkout Permission from the Ciffce of the Genaers! Counsel




ALL IRFORHMATION CONTAINED
HEREIN I3 UNCLASSIFIED
BATE 11-21-2012 BY 65179 DMH/Is

From: | |
Sent: :

To: .
Subject:

SENSI BUT UNCLASSIFIED
NON-RECORD

I'm confused - thought he was gone for the day...

| spoke to Ia little while ago and told him to stand down because there seems to be a disconnect
about the[ we need that has gotten incorrectly melded together into this draft. |:had
someone in his office and said he'd call me back when he was done (still waiting).

3!

7 25, J1110 2 AN E_G}C
ca . bTE
Subject:

SENSITIVE BUT UNCLASSIFIED
NON-RECORD - -
a;ld
Aftached I3 my rough draft for thef Flso has a older version of
S

=

(20

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

(ELL/OTD 009300




- . 5LL INFORMATION CONTATINED

HEREIN I5 UNCLASSIFIED
DATE 11-21-2012 BY 65179 DHE/rs

From:
Sent:
To:

Ce: .
Subject: CLC Presentation

SENSITIVE BUT LINCLASSIFIED

NON-RECORD Eg

_ b7c
Attached Is the portion of the CDC presentation tha arsannel will handla. Wa would like all other itams (slides)
that were addressed in the original presentation to led by OGC, After the demonstration would be the best time to
pick questions and issues concerning the] '
Pleasa contacf and we will coordinate accardingly for a run-through of the material.

Please note that cur personnel will not be available on Friday for meetings as we will be off-site.

=
it august 2
2007_edit.ppt

SENS BUT UNCLASSIFIED

(@LAOTD 007675




220400 alo/MAI

ALL INFURHATICH CORTAINED
HEREIN I3 UNCLASSIFIED
DATE 1i-21-23012 BY 65179 DHE/ts

Legal Update

Science & Technology Law Unit, OGC




219200 QYN

Agenda

a Geolocating:
a_Cellular “GPS” v_CellSite data
a

a Role of 3 Party-provider & 4" Amendment

o Emergency Disclosure
a Prospective vs. Stored
o Records vs. Contents

g _Authorities & Immunity

o 4" Amendment & Stored Content
a Role of 31 Party-Provider
Q Ramiﬂcations: e.g.

b3
»lE




E

gi9200 Q1013

| Locating a Cell Phone
1. Cell Site Data —tower/sector

3. Geolocation —from provider

- 1. Handset-based (GPS)

2. Network-based: (signal strength
triangulation)




169,00 QTR

&0y

l Access to Historical Location Data

‘o Past tower/sector records available using
- 2703(d) order

b3

o Historical GPS data typically does not exist

o some exceptions exist, such as “kiddie-tracking”
phones where logging is expressly part of service




129000 qigmiad

l GEOLocation Data—E911

2 FCC “Enhanced 911" mandate requires
wireless telephone carriers to be able to
deliver certain location data for 911 calls

o Carriers implement this capability in
- either of 2 ways:

a “Handset solution”: GPS

a FCC requires accuracy:
o to 50 meters for 67% of calls
o to 150 meters for 95% of cails

o “Network solution”: Triangulation
a FCC requires accuracy:

o to 100 meters for 67% of calls
o to 300 meters for 95% of calls




ALL INFGRHATION CONTAINED

HEREIN IS UNCLASSIFIED

DATE 1li-21-2012 BY 65179 DHH/rs

From:

Sant: 119 T AT MLV 8 B S T A T W 20T

To:

Ce: b3

Subject: b5
b6
B7C

UNCLASSIFIED b7E

NON-RECORD

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE QUTSIDE THE FBI WITHOUT PRIOR OGC
APPROVAL

Assistant General Counsel
Sclence & Technology Law Unlt
Englinesring Rese

Bidg. 27958A Rooﬂ
Quantico, Va. 22135

Tel

F
Ce_ -

SCIENCE & TECHNOLOGY LAW UNIT - OFFICE OF THE GENERAL COUNSEL

Ils the below an accurate accounting of the legal policy? '22
ssA | b
Unit Chisf _— mg
nology on |

~Original p4
From:
Sentt Morday, July 09, 3007 7:
Tos
Subject: ]
UNCLASSIFIED

ON-RECO

CELL/OTD 007625




F - -

Did you ses this? | am going to lock into t some more, but wanted to pass it along.

bo
S8 b7C
Unit Chief i bTE
O
C

b3

bs
b7¢
b7E

a1 |

CELL/0TD 007626




y questions regarding this matter may be directed to the Investigative Law Unit

pr the Science and Technology Law Uni

Hope all had a great 4thl!l

ljm::

Celk r

—0Qrigina|
From:
Sent: A f 22 AM
To: [ RGENTS
Subjact:

UNCLASSIrTT
NON-RECORD

Please read enclosed EC from OGC,

b3
b5
bé
b7iC
b7E

CELL/DTD 007627




s ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 11-21-2012 BY 65179 DMH/ra

From:

Sent: —Lhirsday. Novembar 16 3008 2:49 PAJ

To:

Ce:

Subject: FUV.

UNCLASSIFIED ve

NON-RECORD b7c
. . bTE

noke about this mumingl
As noted, we could draft a delegation request to DOJ seaking approval fo I rguments that you
and CID have offered. Since-wa have a pending request to DOJ to con3| lwe could wait or go

back ko them with this as an alternative request.

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR OGC
APPROVAL

Assistant General Counsel
Science & Technolegy Law Unit
Engineering Research Facility
Bldg. 27858A Room A-207B

Qu .
Tel
F

Cel

SCIENCE & TECHNOLOGY LAW UNIT - OFFICE OF THE GENERAL COUNSEL

—0rginal M
From: |

'genb - b3
o 3
Ces Eg
Subjects :[ J

blC

UNCLASSIFIED b7E
NON-RECORD

! CELLAOT Q07817




monglmﬁk

From; }

$ant: 53 AM
- H

Subjact I
Importance: High

UNCLASSIFIED
NON-RECORD

1

Can you help with tha below question,

b3
be
b7C
b7E

ko m_nfed to ask DOJ what they meant by

(viewtheentireorderat

—

~--QOriginal

Fromt |

Sents s

Ta:

Subject:

Importance: ng

UNCLASSIFIED

NON-RECORD . b5
be
b7C

|Pleaaa way in on this legal matter.. And advisa, b7E

ssq_ |
Unit Chiel

noicgy 5ion

~—Original rt:=-=-

From: l
Sent: Im.nan.umw
Tot

Ce! "
Subjact: [ =

UNC IFIED
NON-RECORD

the Information below was cut and pasted directly from Fmail.

Linder thel

2
CELL/OTD 007618




— * ALL INFCRMATION CONTAINED

HEREIN I3 UNCLAJSSIFIED
DATE 11-21-2012 BY 65179 DHB/rs

From: _ .
Sent: g :
To: : :
Ce: - :
Subject: RE EC i
importance: Hign
SENSITIVE BUT UNCLASSIFIED b3
NON-RECORD b6 L
-_— bIC

b7E
Heilo‘| land

My Section Chlef, Dave Johnson, would fike to attend and he cannot make it tomorrow. He Is available Monday moming.
Could you meet with us Monday moming, around 10:00 a.m.?

Please let me know and I'il let Dave know.

Thanks,

Corporate Policy £C
to the.fle...

Unit Chie?

wr Offenders Unit
]

, b3

Ma too please : hé
b7¢
sﬁd » b7E
_ | .

Qperationai Technofoiy Dilvision
From:
Sent:

To:

Y

CELL/AOTD 07549




c —

Subject: RE I[':C _
SENSITIVE BUT U IFIED

NON-RECORD

" Willdo.

Unit Chief
jor Offenders Unit

|

From: I |
Santr H

Tor
Cer |
Subject: R =9

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

be

b3
bé
b7C
b7E

Its an my Calendar for & Thursday. Please forward the draft for pre readD b7c -

From:
Sent:

" Tos -
Ce:
Subjacts

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

How about 9:00 a.m?

b3

Unit Chief e
Viglent Crimes/Majer Cffenders Unit B7C
1

L7E
I

From:
Sent:
To:

Subject:

SENSITIVE BUT UNCrasSIFIED
NON-RECORD

fuseriay iy 2. NI A1 AM

Yes what time

SSAl
Unit Chio

CELL/OTD 867550




Operational Technology Division

From: |
Sentt nnday Ty I7 S BT BM_——

.To:
e

Subject: | 3 b3
Importance: Hlg . E 5
L+]

SENSITIVE BUT LUNCLASSIFIED : hc
NON-RECORD : h7E

Helld g |

Are you two-available for a final meeting re the EC on the thls Thursday moming?
LeDﬂd | know if that works for you and we'll come down to meet.
Thanks, |

Unit Chief
i ajor Offenders Unit

From:
Sant:
To:
Subject:

SEBSITiVE BUT UNCLASSIFIED
NON-RECCRD

vedneeday, iy 22, JOUY Hia AM

I'm good for next week. | am awaiting word from Pittsburg when they want to mest next weak also in regards to the G20..

SSA|
’fln.lLCbJA! l . b3
- b6

y Division b7C

: ' b7E

From:
Sant:
To: ) ]
Subject: EC

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Hello

LELL/OTD 007551




It went well, Overall, we were in agreerrient. mad a couple of suggestions far changes, whi I
Incorporate. They would like to have us come down o your facillty for one more meeting that would includ nd
you to finalize everything before the EC goes up for approval and out to the field.
Parhaps early next week would wark for a meeting.

Let me know when you ang might be available.

b6
Thanks, 7C

7E
|

Unit Chisf .
jor Offenders Unit

From: I

Sant:
To
Subjact:

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

How did your meating go yesterday..

$S4 ]

—_ b3
From: - | b5
Sent: H b6
I:Z’ b7c
SENSITIVE BUT UNCLASSIFIED

NON-RECORD '

Heillo,

We've made saveral changes to the EC and { forward the amended EC to whife he was in 8an Diego. i'm attaching
it to this emall. I've indicated changes to the previous EC n red.

| do think it would be worthwhile for us to meet on this one more time {o get on the same pagel

Il be out on AL next week, but I'll be back in the office the week of tha 13th. Hopefully, we can diseuss this further then.
<< File: Corporate Policy EC to the.field 2.wpd >>

CELL/OTD 007552




Unit Chief
ajor Offenders Unit

From:
Sent: Nednestay, JUN UL, UL o186 P

be
bL7C
b7E

To:
Ca .
Subject:

SENSITIVE BUT UNCLASSIFIED
ON-RECORD

Gents: I.I_a.m_ar.:a.cbd.nE the OTD Ii::md.med"_u:amn ofl ]ELa.n.d_a_:any_l '
nf oGc ommenta

I am sending the 'comment" EC Lor your review, consideration, and

¢larification.., Please advise of your comments..

<< F el EC on Corporate Policy.wpd >>
Edits-Comments.doc >»

.

LRaralonal I achnaiogy Division

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED
SENSITIVE BUT UNCLASSIFIED
SENSITIVE BUT UNCLASSIFIED
SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

<< File

b3 -
b5
bo
b7C
b7E

CELL/OTD 007553




ALL INFORHMATION CONTAINED

] HERETN IS UNCLASSIFIED
DATE 11-21-2012 BY 65179 DHH/rs
From: | '

Sent: : 4
To:

Ce:
Subjact:

UNCLASSIFIED ' b3
NON-RECORD . E;C

_ b7E
Please see my comments, In red, within the attached copy.

pd,

From: I

Sent: s14.001
To:
Cc:
Subject: RH

UNCLASSIFIED
NON-RECORD b3

b5

bé
b7C

B7E

“what i the nush® the only reasnn people at FRIHQ have jobs is to support case agents in the field. Thl
I know bacause | spent most of my career working THGSe CaSES

all a3 nlaht and weaekand. fust lika my guvs 3 1 18 field A heen fiaiding o3 guUgsians ang his

2) Good point, dually noted and | have already made the correction by adding AD Thomas to the approval line.

* Just for further referenca, I've bmught this issue to the attention of four people from OGC and you're the first one that's
had any input.

Thanks,

88
Vol Q
Des

I-Eﬁ CELL.-OTD Q1 2981




From:

Sentz . pods me B9, U0 4:31 M

To:

Cc:
Subject

UNCLASSIFIED
NON-RECORD

b3
b5
bo
BIC
b7E

| opened the EC and two quick questions popped out in my head:

1 will fry to read it tomonow.

Assistant General Counsel
Sclence and Technology Law Unit
Office of the General Counsal
Federal Bureay of lnvesﬁggijm

{Offf
(Cel
(Sec ]
(Fax

PRIVILEGED ATTORNEY-CLIENT COMMUNICATION AND ATTORNEY WORK PRODUCT. DO NOT DISSEMINATE

WITHOUT OGC APPROVAL

From:

Sant:

b3

biC

To:
Subjact:

BIE
b5

CLASS
NON-RECORD

| sent this to the guys down at OGC b

Thanks

Bﬁ?‘wrﬁmT]HQ_

=

: u
{at ma know if you can look at this In hiiw:

Sents . "

hiad his out of office notification on and it sald to contact you. Pleasa

CELLA-OTD g12962




To:

Cc
Subjact:

UNCLASSIFIED
NON-RECORD

wpd >>

CELL-oTp

812063

b3

b5 .

hé
b7C
B7E




. . ALL TMFORMATION CONTAINED
) HEREIN IS UNCLASSIFIED
{Rev. 05-01-2008) DATE 11-21-2012 BY 65179 DMH/ra

UNCLASSIFIED

FEDERAL BUREAU OF INVESTIGATION

Precedence:; ROUTINE Dates 04/14/2009
To: All Field Offices : - Attn: ADICs
SACs .
Criminal Program ASACs
ChCs
' VCMO SSAs

From: Criminal Investigative

violent Crime i i
Contact: SSA bé

b7C
Approved By:

Drafted By:

Cage ID #: 62F-HQ-C1522631

Title: Violent Crimes

_Synopsis: To provide gquidance on the neql_

Reference: 268-HQ-1068430 Serlal 620

b3
Adminlatrative: b7E

UNCLASSIFIED

CELL-OTD O1296%




o : i DECLASSLFIED BY 65179 DHH/ra

o 11-21-2012

b3

b7C
Attached, . bIE

CELL-OTD oOizass

dama o mmm e —— - — - e —— P LR




