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Little-known surveillance tool raises concerns
by judges, privacy activists

By Ellen Nakashima, Published: March 27, 2013 E-mail the writer

Federal investigators in Northern California routinely used a sophisticated surveillance
system to scoop up data from cellphones and other wireless devices in an effort to track
criminal suspects — but failed to detail the practice to judges authorizing the probes.

The practice was disclosed Wednesday in documents obtained under the Freedom of
Information Act by the American Civil Liberties Union of Northern California — in a glimpse
into a technology that federal agents rarely discuss publicly.
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The investigations used a device known as a
StingRay, which simulates a cellphone tower
and enables agents to collect the serial
numbers of individual cellphones and then
locate them. Although law enforcement
officials can employ StingRays and similar
devices to locate suspects, privacy groups
and some judges have raised concerns that
the technology is so invasive — in some
cases effectively penetrating the walls of
homes — that its use should require a
warrant.

The issues, judges and activists say, are
twofold: whether federal agents are
informing courts when seeking permission
to monitor suspects, and whether they are
providing enough evidence to justify the use
of a tool that sweeps up data not only from a
suspect’s wireless device but also from those
of bystanders in the vicinity.

In Northern California, according to the
newly disclosed documents, judges
expressed concerns about the invasive
nature of the technology.

“It has recently come to my attention that
many agents are still using [StingRay]
technology in the field although the
[surveillance] application does not make
that explicit,” Miranda Kane, then chief of
the criminal division of the Northern
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In a statement, Christopher Allen, a spokesman for the FBI, said the bureau advises field
offices to “work closely with the relevant U.S. Attorney’s Office to adhere to the legal
requirements” of their respective districts.

One of the problems is there is “scant law” addressing the issue of cell-site simulators, said WorldViews
Brian L. Owsley, a federal magistrate judge in the Southern District of Texas, who in June ¢
wrote a rare public ruling on the issue. He denied an application to use a StingRay, in large
part because he felt the investigating agent failed to explain the technology or how it would
be used to gather the target’s cellphone number. The Post's Foreign Bureaus

Moreover, the government did not explain what it would do with the numbers and other
data “concerning seemingly innocent cell phone users” that were also picked up.

“Neither the special agent nor the assistant United States attorney appeared to understand
the technology very well,” Owsley wrote. “At a minimum, they seemed to have some
discomfort in trying to explain it.”

At a recent conference on cellphone tracking issues at Yale University, Owsley said he
thought that “there are magistrate judges around the country that are getting these requests View all correspondents by bureau >
and not realizing what these requests are,” in some cases perhaps because the agents are not

clear about their intent to use the technology.
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postfanio wrote:
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If the police want to use this kind of tool, they should be getting a warrant.

kritik1 wrote:

3/28/2013 5:25 AM EDT

911 cried for better security. Instead we created a security monster. Our Legislature has undermined the
Judiciary and given unprecedented powers to the Executive to act for security and ignore the rights of US
Citizens on matters of privacy. Our system has become akin to the defunct KGB and in line with the present
Iranian Secret Service, where politics rules supreme not the rights of the people of Iran.

Navy_CTT responds:
3/28/2013 5:39 AM EDT

It wasn't just 9-11. Americans demand that the government keep them protected - from hunger,
homelessness, iliness, old age; in pregnancy and youth; from ignorance and on and on and on.
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