Case 1:12-cv-00667-CKK Document 14-1 Filed 07/30/12 Page 1 of 57

IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

ELECTRONIC PRIVACY INFORMATION
CENTER

Plaintiff,
Civil Action No. 12-CV-667-CKK
FEDERAL BUREAU OF INVESTIGATION

)
)
)
)
)
V. )
)
)
)
Defendant. )

)

DECLARATION OF DAVID M. HARDY

I, David M. Hardy, declare as follows:

(1) I am currently the Section Chief of the Record/Information Dissemination Section
(“RIDS”), Records Management Division (“RMD?”), formerly at Federal Bureau of Investigation
Headquarters (“FBIHQ”) in Washington, D.C., and currently relocated to Winchester, Virginia. [
have held this position since August 1, 2002. | Prior to joining the Federal Bureau of Investigation
("FBI"), from May 1, 2001 to July 21, 2002, I was the Assistant Judge Advocate General of the
Navy for Civil Law. In that capacity, I had direct oversight of Freedom of Information Act
(“FOIA”) policy, procedures, appeals, and litigation for the Navy. From October 1, 1980 to April
30, 2001, I served as a Navy Judge Advocate at various commands and routinely worked with
FOIA matters. Iam also an attorney who has been licensed to practice law in the state of Texas
since 1980.

(2) In my official capacity as Section Chief of RIDS, I supervise approximately 274
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employees who staff a total of ten (10) FBIHQ units and two field operational service center
units whose collective mission is to effectively plan, develop, direct, and manage responses to
requests for access to FBI records and information pursuant to the FOIA as amended by the
OPEN Government ACT of 2007 and the Open FOIA Act of 2009; Privacy Act of 1974;
Executive Order 13526; Presidential, Attorney General and FBI policies and procedures; judicial
decisions; and Presidential and Congressional directives. The statements contained in this
declaration are based upon my personal knowledge, upon information provided to me in my
official capacity, and upon conclusions and determinations reached and made in accordance
therewith.

3) Due to the nature of my official duties, I am familiar with the procedures followed
by the FBI in responding to requests for information pursuant to the provisions of the FOIA,

5 U.S.C. § 552, and the Privacy Act (PA) of 1974, 5 U.S.C. § 552a. Specifically, I am aware of
the treatment which has been afforded plaintiff's FOIA request.

4 The declaration responds to the Court's July 1, 2012 Order providing the FBI with
the opportunity to more fully explain the exceptional circumstances it faces in responding to
plaintiff's FOIA request in accordance with the schedule proposed by plaintiff in the parties's
most recent Status Report, and is submitted in support of the FBI's motion for an Open America

Stay in order to allow it adequate time to properly address and process plaintiff's request.” As

! Plaintiff proposes a schedule under which the FBI would complete the scoping,
classification review, and FOIA processing of approximately 25,000 potentially responsive pages
by August 27, 2012, and the parties' motions for summary judgment would be fully briefed by
December 12, 2012. The FBI proposes completing production by October 31, 2014 and
completing briefing by July 9, 2015.
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discussed more fully below, to date the FBI has located approximately 25,000 pages of
potentially responsive pages? in this case and is currently scoping them, performing necessary
classification reviews, and has commenced FOIA processing.® In addition, the FBI continues to
search for potentially responsive records from an office which recently was identified as possibly
having material. To aid the Court and plaintiff in understanding the basis for the amount of time
the FBI has requested, this declaration provides an overview of the FBI's efforts to respond to
FOIA requests generally and plaintiff's FOIA request in particular.

CORRESPONDENCE RELATED TO PLAINTIFE’S
FOIA REQUEST

(5) By faxed letter dated February 10, 2012, plaintiff submitted a FOIA request to

2 While 25,000 pages have been identified as being potentially responsive to Plaintiff’s
request, the FBI may determine as it processes the request that some records are not actually
responsive or that records are duplicates. Indeed, a preliminary assessment has revealed the
existence of a number of duplicates within the 25,000 pages. (/d.) If this proves to be the case,
the FBI will be able to reduce the processing time.

3 The parties recently discussed whether plaintiff was amenable to reducing the scope of
its FOIA request in order to reduce the number of potentially responsive pages, thereby reducing
the time needed by the FBI to process and release any non-exempt information. The FBI
identified two categories of documents that, if excluded from plaintiff’s request, could reduce the
time required to process Plaintiff’s request: (1) classified material; and (2) operating manuals.
Classified materials were suggested as a category for exclusion because a preliminary assessment
of the first group of 10,000 pages demonstrated that many of the documents, possibly as much as
twenty-five percent of the 25,000 potentially responsive pages, will be subject to
classification/declassification review if they are determined to be responsive. I have been
informed that counsel for the FBI contacted plaintiff’s counsel on June 26, 2012 to ask whether
plaintiff would consider excluding these categories from its request, as the FBI could reduce its
processing time by six months if one category was excluded or by twelve months if both were
excluded. Counsel for the FBI did not receive a final response from plaintiff regarding the
proposal to limit the two categories of documents, leading the FBI to the conclusion that plaintiff
had rejected the proposal.
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FBIHQ seeking:
“Agency records concerning cell site simulator and other cell phone tracking
technologies deployed by the Federal Bureau of Investigation to covertly locate,
target, and track targets of interest.”
Specifically, plaintiff requested the following agency records:
1. All documents concerning technical specifications of the StingRay device or
other cell site simulator technologies.
2. All documents concerning procedural requirements or guidelines for the use of
StingRay device or other cell site simulator technologies (e.g. configuration,
data retention, data deletion).
3. All contracts and statements of work that relate to StingRay device or other
cell site simulator technologies.
4. All memorandum regarding the legal basis for the use of StingRay device or
other cell site simulator technologies.
5. All Privacy Impact Assessments or Reports concerning the use or capabilities
of StingRay device or other cell site simulator technologies.
In addition to the above documents, plaintiff requested expedited processing of any responsive
documents, and to receive “News Media” fee status for fee waiver purposes. (See Exhibit A.)
(6) By letter dated February 16, 2012, the FBI acknowledged receipt of plaintiff's
request to FBIHQ, assigning it FOIA 1182490, and advised plaintiff that it was searching the
indices of the Central Records System (*CRS”) for information responsive to the request. In
addition, plaintiff was notified that his fee waiver request was under consideration. (See:
Exhibit B.)
(7) By faxed letter dated March 19, 2012, plaintiff administratively appealed FBI's

failure to make a timely determination regarding its FOIA request to the Director of Office of

Information Policy ("OIP”), Department of Justice (“DOJ”). (See: Exhibit C.)
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(8) On April 5, 2012, OIP-DOJ, acknowledged receipt of plaintiff's appeal, and
assigned it appeal number AP-2012-01783. (See: Exhibit D.)

9) Plaintiff filed this instant lawsuit April 26, 2012.

(10) By letter dated May 22, 2012, OIP-DQOJ, informed plaintiff that its administrative
appeal was closed inasmuch as the matter was now before the Court. (See: Exhibit E.)

(11) By letter dated June 4, 2012, the FBI granted plaintiff's fee waiver request. (See:
Exhibit F.)

(12) By letter dated June 4, 2012, the FBI notified plaintiff that its request for
expedited processing was denied. FBI advised plaintiff that it had not provided enough
information concerning the statutory requirements permitting expedition; specifically, plaintiff
had not demonstrated an urgency to inform the public about the subject of its FOIA request.
(See: Exhibit G.)

HOW A FOIA REQUEST IS PROCESSED IN RIDS

(13)  To best put in context the time the FBI needs to complete the processing of the
approximately 25,000 potentially responsive pages it has located in this case, it is useful to have
an understanding of both the organization and magnitude of the FBI's FOIA/Privacy Act
program. As discussed more fully below, RIDS handles over 17,000 FOIA/Privacy Act requests
annually and has, on average, 117 FOIA cases in litigation throughout the nation daily. RIDS
must carefully balance multiple competing demands to ensure the best use of finite resources. A
FOIA/Privacy Act request to the FBI passes through a series of discrete, separate phases in RIDS:

(1) initial receipt and perfection, (2) searching for and collecting potentially responsive material,
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(3) scoping the material for responsiveness, (4) classification or declassification review, if
needed, and (5) processing responsive material for release. These steps must be taken
sequentially, as access to the information must be controlled to ensure its integrity. While the
storage and movement of material at each of these steps is facilitated by the FBI's electronic
FOIA Data Processing System (FDPS), the vast bulk of the work on a FOIA/Privacy Act request,
whether at the administrative stage or in litigation, still requires action by an individual analyst
who must conduct a line by line review of each and every word on a page in order to determine,
ultimately, whether the material can be released.

(14)  Inexecuting its mission to effectively plan, develop, direct, and manage responses
to requests for access to FBI records and information, RIDS provides program and policy
management pertaining to the research, review, analysis, processing, and
classification/declassification work related to the FOIA as amended by the OPEN Government
ACT of 2007 and the Open FOIA Act of 2009; Privacy Act of 1974; Executive Order 13526;
Presidential, Attorney General, and FBI policies and procedures; judicial decisions; and
Presidential and Congressional directives. RIDS also provides prepublication review of material
written by current and/or former FBI employees concerning FBI matters as mandated by the
FBI’s employment agreement, executes the FBI’s historic declassification program, and assists in
managing defense discovery efforts in large counter-terrorism criminal trials. RIDS currently
employs 274 personnel, most of whom are Legal Administrative Specialists (“LASs”), and who
are assigned among 10 units within RIDS, and two field operational service center units: a Work

Process Unit (“WPU?”), three Classification Units (“CU”), five FOIA/Privacy Act Units (“FOIPA
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Disclosure Units”),* and the Litigation Support Unit (“LSU”). To facilitate the Court and
plaintiff's understanding of the FBI's FOIA program a brief discussion of these units follows.
(a) Work Process Unit

(I) The Work Process Unit (“WPU?”) is responsible for reviewing and
sorting all correspondence/incoming requests for information from the public, Congress,
Presidential Libraries, foreign governments, other federal and state agencies, and other FBI
entities (i.e., FBI field offices, Legats). WPU handles various initial tasks required to “perfect” a
FOIA/Privacy Act request, including sending letters to acknowledge requests, advising a
requester to provide identifying data so that an accurate records search can be made and/or to
submit a notarized signature/Privacy Act waiver, and advising a requester when no responsive
records are located. WPU opens new requests, assigns a FOIA/Privacy Act (“FOIPA”) Request
Number, and enters the perfected requests into the FBI's electronic FOIA/Privacy Act Document
Processing System (“FDPS”) tracking system. WPU conducts searches of the general indices for
identifiable records,’ confirms responsive documents, stamps files for retention, addresses fee

issues (other than fee waiver reviews), retrieves and forwards files for scanning into FDPS,

* An off-site unit in Savannah, Georgia handles FOIPA requests; a sub-unit in Butte,
Montana also handles FOIA requests.

° At times, when a standard search of the general indices does not produce anticipated
results, WPU drafts an electronic communication called a “search EC” and directs it to those
divisions most likely to house potentially responsive material. The search EC then requires a
specific point of contact from those divisions to respond to WPU within a specific time period,
usually 30 days, and provide WPU with copies of any potentially responsive documents they
have located within their division. Searches that involve this level of coordination with other
divisions are far more complex than the searches conducted on the average request and therefore
often require additional time.
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responds to status inquiries from requesters that do not have access to the FBI’s website,® and
maintains requests prior to their transfer to the FOIPA Disclosure Units. WPU is also
responsible for preparing “perfected” requests for transfer to the five FOIPA Disclosure Units. A
request is considered “perfected” when all administrative tasks have been completed and all
responsive documents have been collected and scanned into FDPS. Once a request has been
perfected, it is placed in backlog for assignment to a FOIPA Disclosure Unit for processing.

(I)  Once WPU perfects a request it is sent to the “perfected backlog.”
To ensure fairness to all requesters and to equitably administer the deluge of FOIA/Privacy Act
requests received by the FBI, a request is assigned based on the date of receipt on a “first-in, first-
out” basis from within each of three queues according to sound administrative practices.” The
FBI uses a three-queue system as a way to fairly assign and process new requests.® The three-
queue system established “multi-track” processing for requests, based on the amount of time and
work involved in handling a particular request.’ The system nevertheless preserves the principle
that, within the three queues, requests are still assigned and processed on a first-in/first-out basis.
The placement of a request in one of the three queues depends on the total amount of material

responsive to that request - 500 pages or less (“small queue™), 501 to 2,500 pages (“medium

6 The FBI’s acknowledgment letter to Plaintiff informs it to check the status of their
FOIA request at www.fbi.gov/foia.

7 See 28 C.F.R. § 16.5(a).

¥ This system went into effect on July 10, 1997, superseding the previous system of two
queues (one for 100 pages or less, the other for requests greater than 100 pages).

® See 5 U.S.C. § 552(a)(6)(D)(I) and 28 C.F.R. § 16.5(b).

8
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queue”), or more than 2,500 pages (“large queue™). This standard operating procedure, coupled
with the FBI’s “first-in, first-out” policy, permits requests to be addressed in the order in which
they are received, while obviating the inequities to other requesters whose interests relate only to
a small number of documents.

(b) Classification Units: The three Classification Units (“CUs”) are responsible

for complying with the classification/declassification review of FBI records under Executive
Order 13526 and for conducting mandatory declassification review consistent with Executive
Order 13526. The CUs review documents responsive to FOIA/Privacy Act requests, criminal
and civil discovery requests, Congressional and Presidential mandates, Presidential Library
requests, mandatory declassification requests, Office of Inspector General Reports, and other
federal agency requests in order to determine whether such material should remain classified or
be declassified. In addition, the CUs review and prepare classified material for review by the
Department of Justice Review Committee (“DRC”)."

(¢) FOIPA Disclosure Units: There are five FOIPA Units in RIDS - three of

these have also recently assumed responsibility for performing the same tasks performed by
WPU in addition to the processing tasks described below. This change has enabled RIDS to
increase efficiency by reducing the time it takes to accomplish WPU functions upon receiving a
request. FOIPA Disclosure Units perform the actual processing of records pursuant to the

provisions of the FOIA and Privacy Act. “Processing” involves a word by word, page-by-page

' The DRC is the FBI’s appellate authority with regard to the implementation and
administration of Executive Order 13526 and related directives and guidelines concerning
classified information. See 28 C.F.R. § 17.14.
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review of responsive documents to determine which, if any, FOIA and/or Privacy Act
exemptions may apply. This includes redaction of the exempt material and notation of the
applicable exemption(s) in the margin of each page and/or preparation of deleted page
information sheets when pages are withheld in their entirety, all done electronically in FDPS.
During the course of review, the FOIPA Disclosure Units consult with other government
agencies, as necessary, for their respective determinations as to the releasability of the other
agency's information contained within FBI records, or refer non-FBI documents to those
originating agencies for processing and direct response to the requester. The FOIPA Disclosure
Units ensure that FOIA and/or Privacy Act exemptions have been applied properly, no releasable
material has been withheld, no material meriting protection has been released, all necessary
classification reviews have been completed by transferring applicable cases to the CUs, and other
government agency information and/or entire documents originating with other government
agencies have been properly handled.

(d) Litigation Support Unit: The Litigation Support Unit (“LSU”) is

responsible for providing legal support and administrative assistance to the FBI’s Office of the
General Counsel in all FOIA requests that result in federal litigation. LSU coordinates the
progress of the FBI’s response to a particular FOIA/Privacy Act request as it progresses through
the units described above, the receipt of substantive litigation-related information from involved
FBI Special Agents in the field offices and operational Divisions at FBIHQ, and the referral of
documents to other DOJ components and/or government agencies. LSU prepares the

administrative record, drafts both procedural and substantive declarations, codes and Bates

10
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stamps documents processed by the FOIPA Disclosure Units,"" and drafts detailed declarations
justifying the assertion of all applicable FOIA/Privacy Act exemptions.

(15)  To promote administrative efficiency in light of the tremendous number of
requests it receives, LAS's in RIDS understandably must work on more than one request at a
time. Certain cases may require that the usual processing be halted midstream. This can occur
for a variety of reasons, including the resolution of classification issues, the location of additional
records, or consultation with other government agencies as to the nature and propriety of
releasing certain information. In the interest of efficiency during this waiting period, the LAS
may fully process other requests. Large requests are often processed on parallel tracks with
smaller requests in an attempt to ensure that one requester does not consume a disproportionate
share of RIDS resources.

(16) Consistent with standard administrative procedure, any records referred to the FBI
from other DOJ components or other government agencies in response to a particular request are
added to that pending FOIA/Privacy Act request. This process is an equitable way for RIDS to

maintain administrative control of FOIA/Privacy Act requests. Under this system, the same LAS

' A coded format is used in cases to assist the Court and parties in reviewing
information which the FBI withholds within the context of processed documents. Each instance
of information withheld pursuant to the FOIA is accompanied by a coded designation that
corresponds to specified categories. For example, if “(b)(7)(C)-1” appears on a document, the
“(b)(7)(C)” designation refers to Exemption (b)(7)(C) of the FOIA, which concerns
“Unwarranted Invasion of Privacy.” The numerical designation “-1” following the “(b)(7)(C)”
narrows the main category to the more specific subcategory of “Names and/or Identifying Data of
Third Parties Merely Mentioned.” Although adding codes is a time-consuming process, it helps
the Court and the parties in those jurisdictions that accept coded declarations to explain more
clearly the nature of the withheld material.

11
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assigned to process a particular request will also handle the review of records referred by other
DOJ components or government agencies. By ensuring continuity in the processing of
FOIA/Privacy Act requests, this system is not only fair to all persons seeking information under
the FOIA/Privacy Act, but is also administratively efficient.

SEARCH FOR RECORDS RESPONSIVE TO PLAINTIFFS’ FOIA REQUEST

(17)  As part of the sequential processes described above, and with regard to responding
to plaintiff's request in the instant case, the FBI has employed several mechanisms in its search to
identify documents potentially responsive to the request. As a threshold matter, due to the
extraordinary breadth and depth of plaintiffs’ FOIA request and the fact that it seeks primarily
non-investigative records, i.e., policy and technology related records, the request does not lend
itself readily or naturally to the searches that the FBI routinely conducts in response to FOIA
requests seeking access to FBI investigative files. Consequently, the search for potentially
responsive records in the instant case proved more time consuming than would a search in
response to a request for purely investigative records.

(18)  The standard FBI search for responsive records pursuant to a FOIA request
involves using terms indexed in the FBI’s Central Records System (“CRS”), which is an
investigative tool primarily managed and used by Special Agents to aid them in investigations.
The files are indexed by Special Agents with terms useful to an investigation such as names of
individuals, organizations, companies, publications, activities, or foreign intelligence matters (or
programs). The index therefore might not contain terms that one would use in a more

generalized search such as the search in this case for "cell-site simulator technologies" related

12
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material and for related aggregate data.

(19) Because the subject matter of plaintiff's FOIA request did not lend itself to a CRS
search, the FBI decided to conduct a more individualized inquiry (outside of the CRS) of certain
FBI divisions and offices which were deemed reasonably likely to have potentially responsive
records based on the subject matter of the request. Before the FOIPA analyst assigned to
plaintiff's administrative request circulated an Electronic Communication (“EC”) to the FBIHQ
divisions and offices most likely to possess responsive records, he determined that a different
FOIA requester, in correspondence submitted in November 2011, had already requested
information for subject matter very similar to that sought by plaintiff. The analyst assigned to
plaintiff's request learned that the analyst assigned to the November 2011 request's standard CRS
searches failed to locate responsive material. As a result that analyst circulated a search EC on
February 29, 2012. Because the FOIPA analyst assigned to plaintiff's request knew the results of
that EC issued as a result of the November 2011 request were pending, he decided to wait to see
if any material obtained via that search EC might also be responsive to plaintiff's FOIA request.
If the responsive records were indeed the same, both FOIA cases could be pre-processed together
for a concurrent release.

(20)  Plaintiff filed this instant action on April 26, 2012, just around the time that
pertinent FBI Offices were responding to the EC circulated with regard to the somewhat similar
November 2011 request by another entity. After being served in this instant case on or about
May 9, 2012, RIDS sent a search EC request on May 23, 2012, to all FBI Offices that might have

“material potentially responsive to plaintiff's request. RIDS is in contact with and is waiting for

13
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one last office to provide its response to this EC. After an additional FBI office was
subsequently identified as possibly having potentially responsive records in early June 2012, a
second search EC was circulated on June 29, 2012. RIDS received this office’s response on July
20, 2012. Both ECs requested that personnel in the designated divisions conduct a thorough
search for any potentially responsive documents in their possession, in response to the plaintiff's
FOIA request."

(21)  Asof July 30, 2012, RIDS has received approximately 25,000 potentially
responsive pages. Because one response from an FBI office is still reviewing their records for
potentially responsive material the final page count may increase.

FACTORS AFFECTING THE PROCESSING OF PLAINTIFF'S REQUESTS

(22) Historically, the FBI repeatedly has sought additional funding for the creation of
new FOIA positions. For example, Congress appropriated funds in the 1997 fiscal budget
providing for 129 additional employees, and in the 1998 fiscal budget, providing for 239
additional employees. In 2003, the FBI moved from paper processing to data processing. Many
of these additional employees transitioned to document scanning to support the FBI’s new
automated FOIA process. Despite these staffing constraints, RIDS made significant strides in
reducing its backlog of FOIA and Privacy Act requests. For perspective, at the end of FY 1998,
there were 10,816 pending requests in various stages of processing. By the end of FY 2005, the

number of pending requests had been reduced to 1,786. In order to achieve this reduction in its

"2 A copy of plaintiff's February 10, 2012 FOIA request was incorporated into the text of
both search ECs to inure accuracy of the search.

14
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backlog level, RIDS implemented various steps designed to streamline its work. These steps
include the utilization of direct on-line computer searches to locate responsive records, use of
form letters, formation of specific teams to address backlog issues, processes to handle
consultations and referrals to other Government agencies, and the creation of the Litigation
Support Unit to handle all FOIA/Privacy Act litigation in RIDS. RIDS also implemented the use
of its FOIPA Document Processing System ("FDPS") to electronically process requests. All of
the units responsible for responding to FOIA and Privacy Act requests, as well as the Office of
the General Counsel's FOIA Litigation Unit, DOJ's Office of Information Policy, and certain
other employees in the FBI have access to FDPS, which also reduces the amount of time spent
physically transferring documents throughout the processing of a request, and is another
time-saving step implemented by the FBI. In addition to these efforts, RIDS's ability to reduce
the backlog as aided by a steady decline in the number of FOIA and Privacy Act requests
received by the FBI from FY 2001 through FY 2005. (Intake fell as low as an average of 906
requests per month in FY 2004 and an average of 911 requests per mbnth in FY 2005.)

(23) In 2009, as a result of new Department of Justice FOIA guidelines, the average
size of an FBI FOIA request jumped from 500 pages to over 1,000 pages, in effect doubling the
work required to complete a request. The FBI responded by funding 35 contract employees to
assist the FOIA program.

(24)  Despite the increase in size of each FOIA request, at the end of FY 2011 the
number of pending FOIA requests was only 1,179. While the size of a FOIA request has

increased, the number of requests received by the FBI also has significantly risen. For example,

15
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the FBI received an average of 911 FOIA requests a month in FY 2005. In FY 2011, the FBI
received a total of 17,755 FOIA and Privacy Act requests, or an average of 1,480 requests per
month. And with two months left in FY 2012, we haveb already exceeded our FY 2011 intake.
For FY 2012 thus far (October 2011 through today), the FBI has received 17,927 FOIA and
Privacy Act requests, or an average of 1,793 requests per-month. There are approximately 2.6
million pages of information currently assigned to the five FOIPA Disclosure Units for review.
The number of pending requests has risen to 3,718. Among the requests currently pending
processing by the FOIPA Disclosure Units are 81 large-queue requests, each of which involve in
excess of 8,000 pages of potentially responsive records.

(25) RIDS is continually considering and implementing procedures and processes to
more efficiently address workload issues. One example of a shift in procedure designed to
achieve additional efficiency is described in supra § 14(c) - i.e., three FOIPA Disclosure Units
have assumed "cradle to grave" responsibility for responding to FOIA and Privacy Act requests
received by RIDS, to include completing initial tasks necessary to perfect requests, searching for
responsive records, reviewing records, redacting exempt information and applying exemptions
(other than Exemption 1/classification review), and preparing letters and records for release to
requesters. This "one stop shopping" approéch will allow RIDS to move FOIA and Privacy Act
requests more efficiently through the various stages of processing.

(26)  Also as part of its on-going effort to continually improve its efficiency and
effectiveness RIDS is upgrading its FOIPA Document Processing System ("FDPS"); the upgrade

will add some important features that will maximize processing and improve efficiency.

16



Case 1:12-cv-00667-CKK Document 14-1 Filed 07/30/12 Page 17 of 57

However, RIDS's ability to review and process material responsive to the requests in plaintiff's
lawsuit, as well as other pending requests, will be impacted by this upgrade to FDPS. The
upgrade is currently scheduled to take place from mid-August to mid-September 2012. The
upgrade will involve installation of the next generation version of the FDPS software program.
At this time, we anticipate the installation process will take approximately 30 days to complete
fully, and will require a complete shutdown of the system for at least five full days, although we
will have a more accurate estimate once the upgrade process begins. During this time, all FOIA
work in RIDS will, of necessity, completely cease. It is also quite possible that at other times
during this continuous 30-day period, FDPS access will be considerably degraded or virtually
impossible, so productivity will be affected significantly.

(27) In addition to the workload demands on its finite resources described above, the
FBI's ability to complete the processing of material responsive to plaintiff's request is directly
affected by competing litigation resource requirements. The aggregate volume of work in RIDS
directly impacts the availability and allocation of resources to requests in litigation. With finite
resources and an extremely high FOIA workload, RIDS constantly strives to adhere to and
comply with the FOIA's statutory and regulatory requirements for responsiveness and processing
times, to the maximum extent possible. This requires a careful balancing of resources and
priorities among both litigation and administrative requests as the same RIDS personnel who are
working to comply with numerous litigation deadlines, such as those discussed below,
simultaneously handle a constantly high volume of administrative requests and appeals. As of

today, the FBI is involved as a defendant in 121 pending FOIA lawsuits nationwide. A number

17
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of these cases - including plaintiff's case - involve large volumes of records, and will continue to
require that RIDS devote significant resources in order to comply with federal district court
Orders or agreed-upon court-entered deadlines. Examples of some of these cases include, but are
not limited to:

(a) Lardner v. FBI, et al., Civ. A. No. 03-CV-0874 (D.D.C.) - 60,000 pages
must be re-processed by June 2013, per agreement of the parties;

(b) Webster et al. v. DOJ, et al., Civ. A. No. 02-CV-0603 (D.D.C.) -
approximately 3,000 pages per month must be processed until August 8, 2012, per Court Order
and agreement of the parties;

(c) Kisseloff v. FBI, et al., Civ. A. No. 09-CV-391 (D.D.C.) - at least 2,000
pages per month must be re-processed until all pages (which exceed 300,000 pages) are
completed, per court-approved agreement of the parties;

(d) International Counsel Bureau, et al. v. CIA, et al., Civ. A. No.
09-CV-2269 (D.D.C.) - 430 pages must be processed by July 31, 2012, per agreement of the
parties;

(e) Garrett M. Graffv. FBI, et al., Civ. A. No. 09-CV-2047 (D.D.C.) - 6,000
pages must be processed by May 2013, per Court Order; and

® Corey Davis v. DHS, et al., Civ. A. No. 11-CV-203 (E.D.N.Y.) - the FBI
has agreed to process 500 pages per month until the remaining 12,500 pages and 16 DVDs are
completed.

(28)  Finally, RIDS personnel also work closely with staff from OIP to review and

18
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assist with OIP's adjudication of administrative FOIA appeals. As of today, the FBI has 334
pending administrative appeals. Addressing these appeals results in additional demands - and
direct competition with - the same RIDS resources being expended on review and processing of

pending requests.

PROPOSED PRODUCTION SCHEDULE

(29) In the instant case RIDS is very actively working on the approximately 25,000
pages of potentially responsive pages located as the result its search. On June 18, 2012 RIDS
uploaded approximately 10,000 pages into FDPS via the “perfected” large queue. The remaining
approximately 15,000 pages will be uploaded into FDPS shortly, but scoping for responsiveness
for all 25,000 pages has been completed. Any other material subsequently received from the
remaining FBI office that is actively working on its response to the second search EC will be
uploaded as soon as possible. Due to the sensitivity of much of the material in this case, several
layers of internal review will be required within the FBI before any of it can be released. RIDS
is, and will, make every effort to move the material through the FOIA processes described above
as quickly as possible.

(30) The efforts described above notwithstanding, the FBI's ability to complete
processing of plaintiff's request is directly affected by both competing administrative and
litigation related resource requirements. While requests in litigation of necessity receive a higher
priority than do pending, non-expedited administrative requests, the aggregate volume of work in
RIDS directly impacts how long it takes to respond to a request in litigation. With finite

resources and an extremely high FOIA workload, RIDS constantly strives to the maximum extent
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possible to adhere to, and comply with the FOIA's statutory and regulatory requirements with
regard to responsiveness and processing times. This requires a careful balancing of resources
and priorities among both litigation and administrative requests.

CONCLUSION

(31) The FBI takes very seriously its responsibilities with regard to the administration
of the FOIA/Privacy Act program and all reasonable efforts are being made to process both
administrative and litigation requests, including plaintiff's, in a timely manner. The FBI's
proposal to scope, perform any necessary classification reviews, and process a minimum of 1,000
pages a month in the instant case, with the first release of responsive material by September 30,
2012, and continuing monthly thereafter until completion on October 31, 2014, recognizes
plaintiff's right to timely access to FBI records while also recognizing and preserving that same
right for other current litigants and administrative requesters. As detailed above, the extremely
high volume of administrative and litigation related FOIA work, coupled with the serial nature of
the FOIA processing process, poses an exceptional demand on RIDS's finite resources.

Pursuant to 28 U.S.C. § 1746, I declare under penalty of perjury that the foregoing is true
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and correct, and that all documents attached hereto are true and correct copies.

Executed this 30th day of July, 2&].2.\ (jﬁ(’\
\

-

DAVID M. HARDY

Section Chief

Record/Information Dissemination Section
Records Management Division

Federal Bureau of Investigation
Winchester, Virginia
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February 10, 2012

VIA FACSIMILE (540) 868-4977

David M. Hardy

Chief, Record/Information Dissemination Section, Records Management Division
170 Marcel Drive

Winchester, VA 22602-4843

(540) 868-4500 (Telephone)

(540) 868-4997 (Fax)

Re: Freedom of Information Act Request and Request for Expedited
Processing

Dear Mr. Hardy:

This letter constitutes a request under the Freedom of Information Act (“FOIA™),
5U.S.C. § 552, and is submitted on behalf of the Electronic Privacy Information Center
(“EPIC”). As detailed below, EPIC secks agency records concerning cell site simulator
and other cell phone tracking technologies deployed by the Federal Bureau of

Investigation (“FBI”) to covertly locate, target, and track targets of interest.

Factual Background

On July 23, 2008 Daniel David Rigmaiden was indicted on various counts of
conspiracy, wire fraud, and identity theft by U.S. Attomneys in Phoenix, Arizona.'
Rigmaiden was located after “federal agents used a stingray to track a maobile device to
an apartment building."” A StingRay is a device that can triangulate the source of a
cellular signal by acting “like a fake cell phone tower” and measuring the signal strength
of an identified device from several locations.’

Defendant Rigmaiden has submitted various discovery motions seeking
information about the investigatory techniques used to Jocate him.” In opposition to one
such motion, the Department of Justice submitted a memorandum, dated October 27,
2011, by the FBI’s Supervisory Special agent who stated that all data from stingray-type
devices are deleted because the devices may tend to pick up information “from all

' United States v. Rigmaiden, CR 08-814-PHX-DGC, 2010 WL 3463723 (D. Ariz. Aug, 27, 2010).

? Yeanifer Valentino-Devries, Feds Shift Tracking Defense, THE WALL STREET JOURNAL, Nov. 3, 2011,
available at hitp://online.wsj.com/article/SB10001424052970204621904577014363024341028.htrnl.

* Department of Justice Neuters Fourth Amendment with StingRay Ruling, TECHANDFILM, Nov. 6, 2011,
available at http:/techandfilm wordpress.com/2011/11/06/department-of-justice-neuters-forth-amendment-
with-stingray-ruling/.
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wireless devices in the immediate area of the FBI device that subscribe to a particular
provider ... including those of innocent, non-target devices.”

In support of its October 27, 2011 memorandum, the U.S. Attorneys submitted the
affidavit of supervisory special agent Bradley S. Morrison.® Agent Morrison is the Unit
Chief of the Tracking Technology Unit (TTU), Tradmonal Technology Section,
Operational Technology Division in Quantico, Virginia.” As such, Agent Morrison is
responsible for the “development, procurement and deploymem of technical assets and
capabilities to covertly locate, tag and track targets of interest m support of all FBI
investigative, intelligence collection and operational programs.’ '# Agent Morrison’s
affidavit stated that:

FBI policy requires that at the conclusion of a location operation, FBI
technical personnel are to purge all data stored in the [tracking device].
During a local operation, the electronic serial numbers (ESNs) (or their
equivalent) from all wireless devices in the immediate area of the FBI
device that subscribe to a particular provider may be incidentatly recordcd
including those of innocent, non-target devices.’

As the court docurments submitted by the Government in US v. Rigmaiden make
clear, the FBI currently uses “cell site simulator” technologies such as StingRay to
“locate, tag and track. »10 These devices were procured from third party vendors, which
would require contracts and/or statements of work. The devices presumably have related
technical documents and descriptions of operational requirements. Given the potential
impact on “innocent, non-target devices,” and the requirements of the E-Government Act
of 2002, the agency is obligated to conduct a Privacy Impact Assessment (“P1A”) before
using these devices . As the Department of Justice PIA Official Guidance book describes:

Section 208 of the E-Government Act of 2002 requires all federal agencies
to conduct a PIA before developing or procuring information technology
that collects, maintains, or disseminates information that is in identifiable
form or before initiating a new collection of information that will be
collected, maintained, or disseminated using information technology and
that includes any information in identifiable form in certain circumstances
involving the public.'!

* Affidavit of Supervisory Special Agent Bradley S. Morrison, US v. Rigmatden, No, 08-cr—00814 at *3
(D. Ariz. Oct. 27,2011).

Id at *1.
"ld
$)d
’Id
'% Id. (“As the Unit Chief of the TTU, [ am responsible for the devélopment, procurement and deployment
of technical assets and capabilities to covertly locate, rag, and track targets of interest in support of all FBI
investigative, intelligence collection and operational programs.”).
'! OFFICE OF PRIVACY AND CIVIL LIBERTIES, UNITED STATES DEPARTMENT OF JUSTICE, PRIVACY IMPACT
ASSESSMENTS ~ OFFICIAL GUIDANCE (Revised August 2010), available at
http://www justice.gov/opcl/pia_manual pdf.
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Because the “[Government’s] position continues to be that, as a factual matter, the
[aircard tracking] operation did not involve a search or seizure under the Fourth
Amendment,”’? and because Special Agent Morrison insists that the equipment
qualifies as “a pen register/trap and trace device, as defined in 18 U.S.C. §§
3127(3) and (4),”" it is likely that the FBI or another office has issued a legal
basis memorandum regarding the use of cell site simulator technology.

Documents Requested

EPIC requests copies of the following agency records in possession of the __:

1. All documents concerning technical specifications of the StingRay device or other
cell site simulator technologies.

2. All documents concerning procedural requirements or guidelines for the use of
StingRay device or other cell site simulator technologies (e.g. configuration, data
retention, data deletion). '

3. All contracts and statements of work that relate to StingRay device or other cell
site simulator technologies.

4, All memoranda regarding the legal basis for the use of StingRay devic