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Useful Acronyms

o FengmestUse Ony

e Wt

.2./P8 -~ Advanced Mobile Phone Service

$5C - Brse Station Controller

bEID - Tase Station ID

BY'S - Base Transceiver Station

7 MA — Code Division Multiple Access

L'SSS — Direct Sequence Spread Spectrum

OF - Dirsciion Fnding

E5N - £lectronic Serial Number

T'DHATA - Frequency Division Multiple Access
=5} - Gigbai Standard for Mobile Communication
715 ~ flome Location Register

54~ 'egrated Dispatch Enbanced Network
34 i~ Intzinational Mobile Equipment Identity

27 "{~"nemational Mobile Sebscriber Identity

- 4 ~ Minbile Identification Number

W3C. TS0 -~ Mobile Switching Center/ Mobile Telephone Switching Office
I - (ztwork {Dentification

CELL-GTD 04327
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PA ~ Power Amplifier

PCS - Personal Communications Service
PN~ Psuedo Noise

PSTN - Public Switched Telephone Network
PTT - Push-te-Telk

RF —Radio Frequency

SID - System IDentification

‘TSI — Temporary Mobile Subscriber Identity
VLR - Visitor Location Register
WITT - Wircless Intercept & Tracking ‘Team
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Access Channel - Reverse CDMA channel used by mobile stations for

communicating to the base station

Advanced Mobile Phone Service (AMPS) — First U, S. cellular standard; based
on anzlog FDMA technology '

Base {Trapscelver] Slation (lm‘S)- Fixed radio site communicating with

mrbiles within a geographical area

Buse Station.Controlter (BSC) — Interiace between base stations and the switch

wnizh !cso'chgs smlxcllll commmands to the appropriate base station and base station
mests to Me switc

ed — YWhen a mobile is not on a call but actively monitoring the paging or
corrH Lhannel

Cellular Phone— Portable radic used to communicate wirelessly in a network

Cade Dlyision M‘.ﬂﬁ{ﬂ& Access (CDNM4) — Spread spectrum technology which
wvses codes to differentiate sigmals shari g the same frequencies

Crizeiion ~ Assimilating and storing o1 intercepted identity infonmation and call

crmtant

2i hannel - Radio channel on e forward or reverse link used to send
:J ond requests

-‘recy Sequence Spread Spectrum — echnique employed in US celtular
C 7042 systems which uses codes shor:d between sender and receiver to spread
wied ¢ata and send over the air

ciion Finding (DF) ~ A techniqu- used to identify the locetion of a rdio
'

JELLSETES Ogs4s0v7
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Downlink— See Forward Link

Ec/Io - Ratig (in dB) between the Pilot Channel signal energy and the total
interference m the received bandwidih

Electronic Scrial Number (ESN)— Unique serial number programmed into the
memory of a mobile phone by the manufacturer

Forward Link~ From the base station to the mobile

Frequency Divisiop Multiple Access (FDMA) —Multiplexing technique which
uses frequency to distinguish users

Global Standard for Mobile Communications (GSM) — Cellular techmology
utilizing TDMA techniques which originated in Europe

Home Location Register - Database conlaining mobile subscriber
information for locally regisi mobiles

Idie— See Camped

Integrated Dispntch Enhanced Network (iDEN) — Proprietary cellular
technology utilized by Nextel

Interc, L v
networ

International Mobile Equipment Identity @MEIX) — Code uniquely identifying
the mobile station hardware

International Mobile Subscriber Identity (0VISI) ~ Mcthod of identifying
stations in the land mobile service

i d his serving

NN

v

B
<,
~

Lorg PN Code—42-bit q.seudo-mndom code vsed to uniquely identify COMA
motile stations on the uplink

B&nbile dentification Number (MIN) ~ Telephone number assaciated witha
mobile phone

2k vile Station — See Cellular Phone

Aol:ile Switchlng Center (MSC)— Switeh connecting the cellular network to
ine PSTN which coordinates call fouting in a given service area

Mobile Teleplione Switching Officz (MTSO) ~See Moblle Switching Center

ivultinath - Radio signals from the transmitter arviving at the receiver viaa

sondér of ditferent piths

%L:Zg%:%or Channel - One of a group channels that are probable candidates for
e oL,

Meswork Identification (NID)~ Number uniquely identifying a network within a
ceilalar system

Faping Channel ~ Walsh code channe) in the CDMA forward channe) vsed for
irasmission of ccntrol information and pages from the base station to the mobile

ot Channel— Signal transrzticd continuously by CDMA base stations
aflewirg mebiles to acquire base station timing and assess signal quality
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PN Code Offset - One of 512 time offset versions of the Short PN Code used to
identify CDMA base station sectors in a nebvork

Povwer Amplifier (PA)- Provides gain in a transmitter ‘

Public Switch Telephone Network (PSTN) — Collection of interconnected
voice-oriented publilc,: telephone netwg;ks

Radio Frequency (RF)— Radio signals between 9 kHz-300 GHz

Reglstratlon — Process by which s mobile station identifies its Jocation and
parameters 10 a base station B

Reverse Link—From tho mobile to the base station

Short PN Code~ 15-bit pseudo-random code used to uniquely identify CDMA
base station sectors in a network

Short PN Code Offset — See PN Code Offset

Sync Channel — Walsh code channef 32 in the CDMA forward channel which
transports the synchronization message to the mobile

System Identification (SID) — Number uniquely identifying a cellular system

Temporary Mobile Station Identity (YMSI) — Temporary mobile station
idengﬁcatxi-gn assigned by the base s%non D POy

‘Time Division Multiple Access ('/DMA)— Multiplexing technique which uses
frequency and time to distinguish users

‘Traffic Channel — Communicating path between 2 mobile station and base
station used to transport call content and commands

Uplink— See Reverse Link

‘Visitor Location Rgflster UR) — Database containing mobile subscriber
irformution for mobiles active in the local system but registered in another
ceiular system

Walsh Codes ~ §4 orthogonal codes used to define CDMA communication
snubchanrels on the forward link R
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(FBI) .

ALL INFORMATION CONTRINED .

HEREIN IS5 UNCLRSSIFIED

DATE 0%-193-2012 BY 65179 DMHfstp

From:
Sent:
To:

2007 Q.22 AMM

" Subject:

UNCLASSIFIED
NON-RECORD

I'l forward their (Harris) answer o all.

1

=—-—~Qriginal

From:
Sent:

To:

Ce:
Subject:

UNCLASSIFIED
NON-RECORD

UNCLASSIFIED

UNCLASSIFIED

b6
b7C
b7E

b4
b6
b7¢C
b7E
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ALL INFOWTIUI‘ cnmnnmn
. HERETY IS UNCLASSIFIED: :
. * . DATE 09-18-2012 BY 65179 " Dm(!ﬁtp

- (OTD) (FBI) b6
b7C
From: | - [OTD) (FBI) : b7E
gent: : —Thursdav.Julv 052007 10:30 AN

[oH

Ce: _ ——
Subject: . 2007 WITT Conference (Cell Phone Tracking)

UNCLASSIFIED
NON-RECORD

Comrades,

Lastweek | attended the 2007 WITT Conference. Many cell tracking matters were discussed. i%

-mall, going to pick the top 15 bullets and try to keep it shiort. Please feel free to forward this info t b4
And [f you don't want to read It, you don't hurt my feelings. b6

b7c

b7E

¢ELL/OTD 001002

FBICELL-226




ALL INFUEMATION CDRIAENED
HERRIN IS UNCLASSIFIED'
DATE 09-19-2812 BY £517% DOl/stp

kom) (FBI)
From:
Sent: onday, April 16, 2007 10;48 AM
To:
Ce:
Subject:

SENSITIVE BUT UNCLASSIFIED

" NON-RECORD

 SsA

Thanks for taking the Initiafive to help the office out with this service. mpk

bé
b7C
—--onglnalrM%
From:
Sent: _Thursdav, April 12, 2007 2:21 PM
To!
Subject:
For those of you who send out administrative subpoenas for telephone subscriber lnformation] |

MOSLOT VOU are aware. g consumeris entiiied [0 (Qre Netl PHofe NUMDSl 10 Y PNJile

1 CELL/DTD 000992

b3
bé
b7C
b7E

b6
b7C
b7E
b3
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b7C
b3
b7E

<< FiIeI [EC.wpd >>

SENSITIVE BUT UNCLASSIFIED

"Womd 000993
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ALL  INFORMATION CONTRINED:
HEREIN XS UNCLASSIFIED . 3
DRTE 09-19-2012 BY 65179 DMM/=tp

b3
(OTD) (FBI) : b6
b7
From: l | b7g
Sent: , _Fridav, April 27 2007 10:14 AM
To:
Ce:
Subject: Neﬂ for StingRaI I
UNCLASSIFIED
NON-RECORD
Please note that the T:MEMWM f you are experiencing
_ difficulty whereby the __— Alaseaca | bé
ruﬁmﬁ“mmmmmu b7C
Istinaravi b7E
| —[Hamisl
[WWe Will provide @ workaround sofuton
UNCLASSIFIED
CELL/OTD 000994
1

FBICELL-229
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ALL INFORMATION CONTRINED
HEREIN IS UNCLRSSIEIEB

DATE: 09-19-2012 BY 651’!9 mﬂ!fatp

From:
Sent:
To:

Subject:

Additional Info o Ttor SffngRay] |

UNCLASSIFIED
NON-RECORD

.

f the] stingRay_ Init first before updating the
If thd | step as described below,
gh 5 (he senal number of your equipment. Do not attempt to

ils not successful.

Please report to WITT when thd lis com iment the
procedure. Offices that do not report in will be assume to have not complete

[

—=--Original
From:
Sent:

To:

Friday, Aprl 27, 2007 10:14 AM.

CELL/0TD 000995

b3
bé
b7cC
b7E

bé
b7cC
b7E

bé
b7C
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cc: |

Subject: ey FﬁﬂngRa)l [
UNCLASSIFIED

NON-RECORD

b3

. bé
b7cC
b7E

Please note that the installation gu is equi ¢ is include f you are
experlencing difficulty whereby th Ipleiase
_contact and emall us the serfal number of vour equiomentl

'@ will provide a workaround solution to those limited few that experience this proplem.

1

UNCLASSIFIED

UNCLASSIFIED

FBICELL-231




ALL INFORMATION. CONTRINED
HEREIN IS UNCLASSIFIER .
DATE. 09-13~2012 BY 65179 l’llﬂ"af.‘p

. bé
b7¢C
From: o ! b7E
Sent: ednesday, May 09, :
To:
Subject: nd other
SENSITIVE BUT UNCLASSIFIED
NON-R!E.CORD
. FYl _
i  some information about using 4 b7E
|If you all have time to verify some of the below information, please do s0. Feedback Is the best way 10
gure out where the loop-holes are.
- This means that you should hot incuir the
¢ |verified the above |if you have a
| o do the same kind of testing, please do and send
|
il
bé
* b7C
b7E
®
_IDWHT Involved so far.
’ ) CELL/OTD 000997
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bé
b7C
b7E

SENSITIVE BUT UNCLASSIEIED

8
CELL/OTD 00097

FBICH L-233




CELLAOTD 027706
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23-Mar Travel (Arrive)
Inform Coordinator of arrival / issues
Equipment Delivery
24-Mar 830 Arrive / Introductions
900 Scenario Description 5
Goals / Objectives 10
Pre-Deployment Functions 5
1000 Break ‘
1015 b3
1100 b7E
1200 Lunch (1.5 HOURS)
1330
1430
1530
1630
25-Mar 830 Arrive / Issues
900
1100
1200 Tunch 1.5 HOURS)
1334
1634
26-Mar 830 Arrive Station
7
27-Mar 830
7
28-Mar 1200 Lunch (1.5 HOURS)
2100 Event
29-Mar NO EVENT
30-Mar . 830 Arrive /lssyes
9004
1100
1200 Lunch (1.5 HOURS)
1330 In-house Demonstrations / Exercises

1630 End
31-Mar Practice Sessions
1-Apr Practlce Sessions
2-Apr Practice Sesions / Packup (Noon)

3-Apr Travel {Return)

FRICELL-258




'SHeSET//ORCON/NOFORN/ /20350519

CLASSIFIER BY 65179 nm{s'rw
BEASON: . 1.4 tC (-5
DECLASSIFY ON: 11—2‘-283'!
DATE:: 11-26+2012

ALL INEORMATION CONTATNED ..
HEREIN IS mnnssnm BXL‘HT
WHERE SHIRN: OTHREVISE

[
bl
b3
By b7E
FEDERAL BUREAU OF INVESTIGATION
2010
Approved by
Reviewed by

b7E

. ..-{ Formatted: Font: Bold, talic )

..«»-1 Formatted: Underine

"""" Formatted; Font: Bold, Ralic, Underfine

ORCON

FORN/ /20350319

CELL- QTR

Formatted: Font: Bold, Italle, Undetline

219338
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" 945600 010/T3)-

CLASSTFIED BY 65179 DMN/STW N
RERSON: 1.4 (C, Gy L,
DECLASSIFY ON: 10-91-2037
DRTE: 10-31-2012 e

- S&T: FBI FY 2009 Mid—Yéar Review: Performance Report

. ALL INFOBRMRTION CONTRINED & -
HEREIN 1S UNCLASSIFIER EXCEPT D7E

1£3. lc- : ; ¢
Initiative Top WHERE SHOWN OTHERVISE -
Key Project, Sub- Baseline % % <
Project, or Other FY 2009 Obligated* | Expended* Project's Contribution to Initiative
Component Part of Funding Includes
Initlative {$K)* Committed
100% 0%
100% 0%
______ 100% 0%
00% | 0% e o
100% 0%

[ 1] 0% | »1
b3
b7E

100% 0%

b7E ﬁ.‘@'

FBICELL-260




. ALL INFOEMATION CONTRINED::
HEREIN IS UNCLASSINIED .

Cri tical Un flm de d , DATE 11-02-2012 BY 65179 nmn‘sﬁ

Unit: | TTU
Short Title: | WIRELESS INTERCEPT AND TRACKING TEAM (WITT)
Shortfall Amount:

Account(s): : _ b7E

Cost Center:

. One-Time or
Recurring
Requirement

Existing Contract(s): . YES:
Unit Rank: | 1

SC Rank:

_AD Rank:

_ Description of your shortfall:l

specific ampliliers. 1his request shall provide capability 1ot currently available and identinied as .
a critical gap in locating/tracking wireless devices.

Why is this critical? I

b7E

GELLATD 080t

FBICELL-261




b7E

! over this with your current base funding?l
though has insnfficient finding available to cover
The cost oﬁ far exceeds current base funding as required.

‘What is the impact if you are unable to obtain funding for this?

CELL/0TD 008062

FBICELL-262




UNCLASSIFIED//FOR OFFICIAL USE ONLY//LAW ENFORCEMENT SENSITIVE
U.S, Department of Justice

Federal Bureau of Investigation

Washington, D.C. 20535-0001

[DATEF, 20[YY]

ALL INFDBRMATION CONTAINED:
HEREIN I5 UNCLRSSIETER.-

DATE. 11-82-2012 BY. 65179 nmusm b7E

Re: d Non-
DiJcrosu:re'Umgauons }n

LAW ENFORCEMENT SENSITIVE (LES): The information in this document is the property of the Federal Bureau of
Investigation (FBI) and may be distributed within the Federal Government (and Its contractors), U.S. intelligence, law
enforcement, public safety or protection offictals and individuals with a need to know. Distribution beyond these entities withous
FBI Operational Technology Division authorization is prohibited, Precautions should be taken to ensure this information is
stored and/or destroyed in a manner that precludes unauthorized access. Information bearing the LES caveat may not be used in
legal proceedings without first receiving authorization from the originating agency. Recipients are prohibited from subsequently
posting the information marked LES on a website on an unclassified network,

Deat

Hﬂmbmdadsad.bd |af thel I

‘ ons_on_ine P

must coordinate with the Federal Bureau Of | b7E

QLI CCIICTY |

Investieation TFBI) 10 complcie this non-disclg

UNCLASSIFIED//FOR OFFICIAL USE ONLY//LAW ENFORCEMENT SENSITIVE
Page 1 0f 6

(ELL/OTD 014560
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UNCLASSIFIED//FOR OFFICIAL USE ONLY/LAW ENFORCEMENT SENSITIVE

and

Unit Chief

Tracking Technology Unit
Operational Technology Division
Federal Bureau of Investigation
Engjneering Research Facility
Building 279584, Pod B

_QnanumJLu.q.inia.IZZHS '

UNCLASSIFIED//FOR OFFICIAL USE ONLY//LAW ENFORCEMENT SENSITIVE

CELL/OTD 014564

Page50f 6

FBICELL-267




UNCLASSIFIED//FOR OFFICIAL USE ONLY/LAW ENFORCEMENT SENSITIVE

b7

Sincerely,

Amy S. Hess

Assistant Director

Operational Technology Division
Federal Bureau of Investigation

Acknowledged and agreed to this day of

b7E

UNCI;ASSIFIED//F OR OFFICIAL USE ONLY//LAW ENFORCEMENT SENSITIVE

CELL/UTD 014565

Page 6 of 6
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843600 Lo

bé
b7C

b3
b7E

CLASSIFIER BY: ¢5179 BWSW
RE]ISUN“ 1.4 {C, B): AR

BECXJ\S’»SIE‘Y 0N 11-14 2037
DRTE: 11-14-2012 P

ALL INEORMATION CONTATNKD -
HEREIK ‘IS mmssmnn EXCEPT
SIMERE: SHOWN: OTHERULSK -
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{S//NF) : OVERVIEW

Text —Arial 14

620600 QL0/1I3
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[ TR
N D E DR - . , .
b3

(S/INF) PROJECT IDENTIFICATION

b7E

PERFORMANCE SUMMARY ;
bl

b3
b7E

RISKS & ISSUES

COST/FUNDING (,000)
bl

Risks: - -
Text — Arial 14 , b7E

088600 QL0/T13)

|issues:
Text — Arial 14 :

FBICELL-271




T} FBIOO1: ) E

DEPENDENCIES & COLLABORATION ‘ ' ‘ SCHEDULE

. Text ~ Arial 14
{8)
|
|
|
i b1
3 b3
: b7E
! MISSION IMPACTS & SUCCESSES
| Mission Impacts: '
Text — Arial 14

=

2

8 Success Stories:

£ Text — Arial 14

FBICELL-272




DUTIOFORR ) ' b3
n . : ! |

DELIVERABLES

1) [ Doliverable Description:
T I Text =~ Arial 14

e bl
Quantity: : ST . | b3

Customers Dellverable Capability Maturity b7E
Type Maturity Level Date -

Text— Atal 10 i

TECHNICAL PERFORMANCE

 Text—Arial 14

288600 410/T13)

FBICELL-273




(S/INF) ‘ OVERVIEW

Text - Arial 14

£88600 QO

FBICELL-274




88600 QLO/T13)

- (SIINF)

FBI015: _

PROJECT IDENTIFICATION

COST/FUNDING (,000)

PERFORMANCE SUMMARY

RISKS & ISSUES

Risks:
Text —Arial 14

|I1ssues:
Text — Arial 14

- b7E

bl .

b7E

FBICELL-275




$89600 QLO/Tiz)

7 FBIO15:

{S/INF)  DEPENDENCIES & COLLABORATION

Collaboration\Level: )

| N/A

'CUSTOMERS & REQUIREMENTS

Customers/Users:
OTD/TTU

! Requirements:

SCHEDULE

Text — Arial 14

bl
b3
b7E

MISSION IMPACTS & SUCCESSES

Mission Impacts:
Text — Arial 14

Success Stories: -
Text — Arial 14

FBICELL-276




DELIVERABLES
{8h-
i Quantity:
i Customers Defiverable Capability Maturity
Type . Waturity Level Date
_ _ TECHNICAL PERFORMANCE
| Text ~ Arial 14
3
g
x
!
1

FBICELL-277




180600 QL0

(S/INF)
Text — Arial 14

OVERVIEW

FBICELL-278




888500 QIO/TR)

(S/INF) PROJECT IDENTIFICATION

COST/FUNDING (,000)

" PERFORMANCE SUMMARY

RISKS & ISSUES

Risks:
Text — Arial 14

| issues:

Text — Arial 14

bl
b3
b6
b7C
b7E

bl
b3
b7E

FBICELL-279




€88600 Q01133

FBIO16:

(G/NF)  DEPENDENCIES & COLLABORATION
L/

Collaboration\Level:
N/A

.CUSTOMERS & REQUIREMENTS
Customers/Users:

OTD/TTU

Requirements:

SCHEDULE
Text — Arial 14

MISSION IMPACTS & SUCCESSES

Mission Impacts:
Text — Arlal 14

Success Stories:
Text — Arial 14

FBICELL-280




068600 Qlon

FBIO16:

(S/INF)

Deliverable Description:
i Text —Arial 14

Quantity:

DELIVERABLES

Customers Deliverable Capabllity
Type Maturity Leve]
Text— Arial 10

Text - Arial 14

Maturity
Date

TECHNICAL PERFORMANCE

bl
b3
b7E

FBICELL-281




