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..,.';~ . .• ".: ~NTE~~~qE~CEOVERSr'G~TBb~D:'ii~~')kTl-ER'~":' : 
.... . .': ',. ':. ':, '.. " '/".:''''. I rFIELD OFFIC:E··.:· ;- .. :.: .... '. ,. . ..... . ... 
. ,.:.~ . .'., "." ·..··· ..... IOB·.MATTE/il.. 2007~.3240.(U)·:.··" . '.' 

"', " .. / :··',·:· .. C·· . '~he:' ~~der~"i' BUreaUdf~··In~e·sti'~~·~ion.;( ,;tBI,il.~~~: '.;.:- /'~'~;E' : .. : .• 
".' .:':.~ ." .' det;ermined :that wl).i1e. conducting two .counterte:r:rorism . , ... ". >" .. 
. ,,,'./ ,investisations' ·of· a .pe=anent resi d:nt a' i in. and a :non-united .. ·: .... ' .... 
"":" .l:;tatE!s·person,1 .JDiyisiord.... _.mistakenly: requ~.sted:·· 

·;·.:and received subscriber'.·informat;ion 'and .t.ollbi·lling".reoords .. ,: ",:; . 
.. ;. :·.'pursuiii:i.i: .to·.an}iSLfor twotelephotle.ntiniberer which.iwere ,not". ; ..... : :>." 
:-:,'< ':::E}eyant. to ... the tnvestig.at.ion. ·.This ov~rcol1ec~ion.'-\\Tas1fploOld~d : .. ;.:" .... 

'. J.ntb ·FEJ: datal;>ases', .. The overcqllec·ted ~nformaj:aon' ls·.-be:mg···.,·, .... · '. ,',':' .,-.,. 
, .. ' ;.re·t\lI-q.acCto '.the·car.rie:r:· 9r . de,'?troyed at' their. :r!1'c.Iuest' ;' .. ' .and ,tb,e.-··. :'.' : ." ".-: . 

. '.:. '. ':,upfoadeq' ove.r.coL.'!-.e;c~~on .J.s· being: purged:, :.(~) . '. ""':".,.' . : .... \,:,:., 

:.; .. , .. (til';;;:;<':\';:·.l~t~i~:~~g~~·d,'- on 8f'lO/~pci7, I' .: .. ··lis:su·ed·:t~O- .. ,;: '.,',:, 
':;': ::sap~rat.e <NSLs.purs'uim\:. ti:i.t::h~:.Elec\:roni~ :C6~munic:a:ti:'ons :·J;>:ri\raS;y·. <:'." .' 

:":'.: ""'.". Act:.{ECPA),· ·18.·U, S:.C;·§'.:270~, ""for ·sub.scriber inforn:\a·tion·and.:t·oir. "~;E"'" 
, ,.' .!:?iIUng··rel;:ords: . ,Two : incorrect'·,:.telephone·' nUmbers';··Were listed in· :.":'. : :,' . 
..•. ' .. i::he:.NS!l:,:J;'eques:t~~g.irif<;>J::1i\.at::iqn· .·a:i::.6tit:, ~5#~f7rent,ri~inhe:r:s,.:;· : ::':." .. ' ., 

"... "" releva,l}t. to. the:':·J.l;J,vestxgatJ..on,·The,last .dJ.g~t .of,·.:thea;rea:codes·:·.::· ,,' , 
.. wer~w"origby ,orien~m.pe'-.£t,e" .' X:X:3".X:XX~XXX~\":fls.· e!rqneout;ll:y:,; ... ' ... :'. 

.;'.: ,·~:.1~iS,~.~4,,~S:;·.~${2-.J{X:C-.X~):;~ ,: ': ,;:: .. . f':::.: . .. ' ,:,.',. ,.:-:~<., .. , ...... ,.' .: ,:, .: "~;' 
.•... .,' >'''''''.' : .'; '., .: :.':' .::tn· .response; .- the· carder, p.rov;i:ded th~ records re·q\.\ested·: '. ", 

:':·;'::'i:,,·. '. to·.:;iric;.:J:de 'inf·ormat.i,?o .. 'a",soeia,teQ. .with·. the , . .-e.rr,,!ni1. .. I:e.::t.ephone :, ...... :-:,. ..,:'., '. 
" .. ' ';: .:' ,;n1:.\riIl:;!~,rs' ,. ,Because 'of ·th~ urgency.oof· the ::j.nvest:i.gation,:the NSL,s:' ., ".' ;,. 

:.... (tr) ;:'.: ~e~e·,\:o.r t,t::ed :wi\:h: the support of' nq:. HeadqUarters ·,'~he.re·.:the: .. :" :'. '.':'- ,'," 
, .. ,' " :,:;·':;tnJ..t}l~J; m:Ls):ak~. oeew:'e\;'ed: ·:r.h·e NSL .. resu~t.s were, q]iJ.c,l<:ly· ". :. '. : .. ;:: ... '. '.-: :~ '.... ' 
." "':'-:. 'documerJ: .. ·eg· and .. uploaded '~nto' databas.es ·by. FBI Headqua.rters befo.re ".,' ,'. . . 
':,~ , : they" [\,.;tetE! . 13E!'lriew!?ci i l:?y;the)ead" cas~: Age~t. who :,wasac;t.i, vt;l y . :>:' ,,':;:, ..' . : 

~. ~: ) .... ·inv'C?l~vef,.+ri otl?-er:'a·f!p~~~.s ,0~':tlie;invest.igat'.1.,on.during. ~h~'f~rst' '::: _.:.'; :;>:,: 
·'.Y .. ' few,d.aYE\ .. ·.of. th:LS (J.nvest~ga·t.l,'::>n./ ·.,.Whez;:t .. the C~se .. Agent .r~Vl.ew~d .. the ···X .. , " . 
. ",' ;:) re~'i:iJ.tts !,:\:he ·.err6neous.n1.imber:'Wa!t~Q,,!~dove:i:-ed -.arici,·the.::: .::.; ~:.; .. <;, ... ,; .. :',' :.'.< .. :;< ... 
, , ; ·;.ovell'oi;il}.e!=t:io1,'l . was. sequester~d ,', ' ... :r'he..::e.:t::r;:ant,. infl;irmat:ion, lias .. been ': ,'. ,:. ", :':, . 

--.: ; . ': .. redac:te~ :and' .. wi1;L .. ~ ber, 'I>,urged' .. frOl~,;t1):e: .d.a.ta~Fs~s: "~~: '·;.-'.i :,. ,.' "'. ," . " .. 
:-.. ' .' ";.":,: i'~·.>:Whi~~·.it· .i:~' ·not'an~i~~~~·.,.-. 'it"'is:'n~t~ciX:~~:': t~i~ y..-.-,,:' .. ' ." ./: .... 
. ':": ."'-: .~::mis'ta:ke.:-ciccurred:'in·: the.-course .·(;jf .a:J;-ime: .• ·senSi ti VEl 'inv'es't:Lga:tii'oni .... : . .':> ",,: <. >irivol'-ir.ing hundreds of phones "l:\urttbers', 'reqUiring coordinat:j.on: .w:j:th ': ..... ' . 

" '. , . m~:).tipie . field 'divisions an'" ·n).lmerous .He.adquarters· ·office·s; . TJ:+e .\.' .• ".:: 
::.' . ':.-FB.t, .cont·inu'i!$.to .train .. and;empha;3·ize., the. import.anc·e' of"accurate' ,': ': "'. :.' 

:"'.:~ .. " ···';.aocume;nt :,preparationiJ;1an.'. efJer.t·. t;~ .. preveq,t,tl:1ese·. types.' <;>f, ' .. :. ..' :'" 
" '.:'-:-' ·isi?ues. :fro.m occurring:'iI).,·the fl,l'ture,(.(U).'.,," "," : .... '.", ,' .. ;-":" '.'. . . 
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