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. The Federal Bureau of Investlgatlon ("FBI") has LA
;‘Ndetermlned ‘that- whlle conductlng two counterterrorlsm '_f'f"‘- e
-. investigations -of a, ermanent resj n.and-a ‘non-United- . 7
i.States., ‘person, DlVlSlon mlstakenly requested
‘:and received subscriber Informatlon and toll billing- records '

. pursuant to an- NSL - for two telephone numbers'whlch were not' .

. relevant. to the lnvestlgatlon . This’ overcollection: ‘was uploaded
.7 inte FBI ‘databases. . .The overcollected information' is; being-; SRR
yihreturned to 'the 'carrier- or destroyed at: thelr request _and them
u[muploaded overcoLlectlon 1s belng purged (U)

,eparate{NSLs:pursuant‘to;the;Electronlc Communlcatlons Prlvacy
; - (E + 18:U.S8.C."§8.2709, "for subscrlber lnformatlon ‘and toll, A
‘billing records. “Two : incorrecty telephone: numbers, were 1lSted im- $?7E;41
-7 the: NSE" requestlng information: about 35.different: numbers.. . | . '_ R
. 7. relevant to the lnvestlgatlon - The last digit of-the area: codes AR
. were wrong by .one’ numbe (i.e- XXB XXX XXXX was errqneously ’
”V;llsted as XX2-- xxx xxx> -,-- o . ;

-

’

SN In response the carrler prov1ded the records requested 3
Jtoﬁiﬁqﬁ dejinformatlon assoc1ated w;th the.errant - telephone
. ;. Because of" the urgency-of ‘the™ ‘investigation; . the NSLs
were}dr fted ‘with-. the support of  FBI, .Headquarters: where- the :
__nltlal mlstake occurred. -The NSL. results were” qulckly I
:jdocumenned and’. ‘uploaded “into databdses ‘by. FBI Headquarters before A
... they® Wege réviewed . :by. the -lead- Case, Agent who! .was actively. :
~invelived-in other’ aspects_of™ ‘the Investlgatlon during the flrst;,
- few days of thlS:anEStlg&tlon ‘‘When the Case Agent rev1ewed ‘the
;resubtslthe -erroneous . number, was. dlscovered and the y A
overcollection.was. sequestered"ﬁr & ]
3redacted and w111 be purged fro

‘ 3 L';.it ls*note . LS :
-imistake occurred in: the ‘course. of & time: senSItlve Investlgatlon-
{flnvolv1ng hundreds .of ' phones’ numbérs, requiring coordination. with"*
~3mu1t1p1e 'field d1v1slons and - numerous Headquarters Offlces.. The ..~ 0" ="
"I FBI continues¢ to train. and-. emphaSIZe the.lmportance ‘of.- accurate Tr"t"'”“"
.fadocument preparatlon in an: effort to‘prevent theseatypes of
"fflssues from occurrlng In the future




