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1.0 OBIECTIVE.

1.1 The objective of this effort is to support analysts by developing a comprehensive Terrorism
Knowledge Base (TKB).

2.0 SCOPE.

2.1 The scope of this effort is the development of: 1) the 'I‘KB 2) Knowledge Entry Tools, and
3) Scenario Generation (SG) capab111ty

3.0 BACKGROUND.

3.1 The goal of the Total Infor.matlon Awareness (TIA) Program is to provide sngmflcant
) 1mprovement in the ablllty to detect asymmetric threats to nattonal security. TIA is an u:mbrella

program aimed at detecting, . classifying, 11nk1ng, tracking, and understandmg mformatlon

- gathered from traditional and non-traditional information' sources. It is focused .on bringing
prototype ‘tools and capabilities to the DoD mtelllgence agen01es s0 that analysts w111 be better
able to 1dent1fy potenttal threats to DoD _for_ccs and to the nation. _P_rogram efforts are mtende_d to
provide a series of increasingly powerful leave-behind prototypes with a linlited number of
pfoof-of-concept demonstrations in extremely high risk, high payoff areas. T echnology areas

~include data repositories, collaboration, and pfototype systems, as described below:

3.1.1 Data Repositories (TIA/Gemsys) In the context of this program, the term reposnory is
' mtended to convey a new kmd of extremely large, omni-media, v1rtua11y—centrahzed and
semantically rich information repository that is not constrained by the limited commercial
database products available today._ Much of the existing database and repository technology is
based on a paradigm defined in the 1980's.  Today, comp.uter processors, storage media, and
networks are a thousand times more capable. The goal is to reinvent database tcchoology
consistent with today's needs and capabilities. To predict, track, and pre-empt attacks requires a
full coverage repository containing all information relevant to &he tasks of identifying potential
terrorists and their supporters, act1v1tles, prospective targets, and operatlonal plans. Innovative
technologies to architect, populate and explmt such a rep051tory for combating terrorism will be

developed under this technology area.
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3.1.2 Col_laboration (TIA/GENOA ID). The focus of collaboration is on developing
information technology needed by teams of analysts and operations and policy personnel to
anticipate and preempt threats to U.S, interests. The goal is to make such teams faster, smarter,
and more joint in their day-to-day operations. It will apply automation to team processes so that
more information can be cxplmted more hypotheses created and examined, more models buxlt
~ and populated with ev:dence, and overall, more crises dealt with simultaneously. Spe01ﬁc areas |
include: a) cognitive aids that allow humans and machines to think together in real-time about.
.complicated problems, b) means to overcome the biases and 'limitatio.ns of the human cognitiffe' '
system, ¢) cognitive amplifiers that help teams rapidly and fully comprehend complicated and -_
uncertain situations, and d) the means to fapidly and seamlessly cut'.across and complement -
existing stove-piped hierarchical organizational structures by creating .dynamic, adaptable, peer-

to-peer collaborative networks.

3.1.3  Prototype Systems (TIA!TiA Systems). The TIA program Wwill develop and_ 1ﬁtegrétc
information technologies into fully functlonal, leave-b_ehind prototypés that .arc 'reliablc, easy to
install, and packaged with documentation and source code (though not necessarily complete in
terms of desired features) that will enable potential users to evaluate new technologies through
experimentation and rapid transition to operational use. The goal is to create a series 'of |
prototype, closed-loop, end-to-end systems. Software products resultmg from the two technical

areas above as well as other technologies will be integrated to prov1de these systcms
3.2 This effort addresses the TIA technical area of Collaboration (TIA/GENOA IT). .
4.0 TECHNICAL REQUIREMENTS.

4.1 The contractor shall produce and validate Version 1 of a Térrorism Knowledge Base (TKB)

with Explanation Generation.
4.1.1 Analyze terrorism domain knowledge.
4.1.2 Identify domain concepts and relationships.

4,1.3 Develop an ontological architecture guiding the handling of domain concepts.
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4.14 Create and extend the general ontology and TKB content. Include the introduction of
new terms into the ontology, and their proper axiomatization including taxonomic and domain-

specifid predicates.
4.1.5 Design and develop a template based Query and Answer (QA) interface to fhc_ TKB.

4.15.1 Analyze the types of questions analysts should be able to ask, and the k_inds of zinch'rs

they should_ receive,
4.1.6 Develop and implement an explanation generation capability.

4.17 Enter terrorism domain knowledge, in coordination with domain experts. from the

Terrorism Résearc.h Center. -

418 Validate thc TKB with Domain Experts.

4.19 _Yalidate the TKB with an independent user or Command.
4.1.10 Produce and validatc. a set qf Knowledge Entry (KE) Tools.

4.1.10.1 Extend Rapid Knowledge Formation (RKP) KE tools to provide enhancements to _the
KE process. ' '

©4.1.10.2 Develop KE tools which enable entry of ter_rorism domain entities and relations_hips.
4.1.11 Produce and validate a SG capability.
4.1.11.1 Develop concepts for SG.

41112 | Identify behavior modeling requirements. Utilize, and drive the terms being entered

into the TKB.

4.2 The contractor shall prodtice and validate Version 2’ of the TKB with Explanation

Generation.
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4.2.1 Extend the general ontology and TKB content to allow for more sophistiéated KE and
explanation generation, based on inefficiencies, inadequacies and difficulties experienced with

Version 1 of the TKB.

4.2.1.1 Analyze the success of this ontology extension to surmount identified problems.
422 | Increase flexibility of QA.intcrfacc. |

- 4221 Increase the comﬁlexity of the kinds of questions users may ask.

4.2.2.2 Base the interface on a query language.

42.3 Extend the explanation gcnera.tion" capabi]iiy.

4.2.3.1 Producc clear, user-intelligible, cxplar_lations. for increasingly complex questions.

: _ 4232 Develop techniques for optimal _organizati_on’ and pl"esent.ation. 6f explanations.
_ 4.2.4 Entér terrorism domain knowledge.
| 42.4:1 Support the use of sop.histica'te.:d reasoning and éxplanation. __
42.4.2 Increasethe Breadth of consideration entering iﬁto terrorism rcasdniné.
4.2_.4.3 Enter knowledge to cover néw termﬁst c_ntitigs and relationships.
| 42.5 | Validate the TKB with domain expeﬁs.
42.6 Valiciatc the TKB with an independent user or Comi‘nand.

4.2.7 Extend KE tools to support the entry of additional types of knowledge as identified in
- paragraph 4.2.4. |

Ty

4.2.8 Develop SG algorithms at the strategic level.

4.2.9 Enter behavior models and scenario knowledge at the strategic level.
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4.2.10 Validate behavior models, scenario knowledge, and SG at the stratcgic- level with

domain experts.

4.2.11 Validate behavior models, scenario knowledge, and SG at the strategic leﬁél with an

independent user or Command,

4.3 'The contractor shall produce and validate Version 3 of the TKB with Expfanaﬁon

Generation.
4.3.1 Extend the general ontology and TKB content for $G. -

4311 Continuously analyze difficulties with SG Add to and/or improve supporting

- ontologies.

" 432 Extend the QA interface to support _S.G.
433 Integrate the SG Capabiliﬁcs int_.o.the' QA interfa_cé. |

4;3.4 | Extend the cxpl#natioﬁ gener_aﬁon to include explanation of génerétcd sccnaﬁos.' _

43.5 Enter terrorism domain l.cnowledgc.i'n support of richer, more informed and realistic SG
.4.3.6 Validate the TKB with do.m.ain expérts, focusing .on SG. -

4.3.7 Validate. thé TKB with an indei)end_ent user or Command.

438 Enhance the KE tools based on user feedback.

43.9 Develop SG tools at thc't'actic.al level.

43.10 Enter behavior models and scenario knowledge at the tactical leve.l'. -

4.3.11 Validate behavior models, scenario knowlédge, anc_} SG at the strategic level with _

domain experts.

4.4 The contractor shall ensure robustness of the TKB.
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_ 4_4,1 Complete the KE tools to a levei of robustness and ease of use, for maintaining the TKB,
442 Validate the TKB with domgin cx.perts in conjunction with TIA System program.

443 Enhance the TKB based on feedback frﬁm ciomajn éxperts. |

- 444 Validate the knowledge entry tools with TIA System usc;s..'

4.4.5 Validate the full SG capability with TIA Syste'm users.

* 4.4.6 Incorporate changes to the KE tools and SG capability in reépbnse_ to TI‘A._Syst_cm

evaluation.
45 The contractor shall provide support for transitioning of the TKB.

451 Produce a packaged and validated TKB with general ontology and KB content, QA

| _ intérface, explanation generation capability, KE tools, and SG capability.

4.5.2 Continuously Jincorporate feedback from initial transition experience, ‘to produce a

rciia'b.le' and robust TKB.
E _. 453 Deyelbp and pfovide training fo;' all aspects of the TKB
46 Program dérﬁoﬂstratioh, cvaluatioh, aﬁd parﬁéipation:
- -‘4.6.'.1 - Demonstration and EVgluation ' | _ B - . o ‘
-4.6.1.1_ Wofk with the Genoa II Test & Evaluation con&aqtor t_é define a generic test suite.
_4_'.6.1. 2 Design atailored test suite for TKB.
4613 Conduct annual test & ev#luationg on the tailored tes.t. suite;

4.6.14 Develop demonstration scripts, document demongiration objectives and describe
functions and capabilities to be demonstrated. Include concise, step-by-step instructions on how

to replicate the demonstration, including the target software demonstration environment. (See

CDRL, A003)
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4.6.14.1 Provide technical evaluat.lon of experimental results and report the results to the
Genoa I Program. (See CDRL, A004) - '

4.6.2 Program Participation

- 4.6.2.1 Participate in program reviews, workshops, demonstrations, annual evaluations, and

- DARPA Principal Investigator (PI) meetings as specified in the contract schedule.

4622 Collaborate and cooperate with other TIAIGenoa']I contractors for: a) duplication '
avoidance, b) ensunng the interoperability of languages, tools, and rmddle-ware o av01d
“stovepipe” solutions, and c) ensurmg the efficient plannmg and conduct of demonstratrons of _

developed technology

4623 Conduct oral presentatlons at program reviews and DARPA Pl meetmgs and
: workshopsﬂwdeih&statu&oﬁthe teehnrca]4)rogressmade_toddate_m_1hewpe1formance_of_the_ ___________

contract, and the overall program direction, successes, and si gmficant issues. (See CDRL A002)

47 Delrver all computer software developed assembled, or acqulred in accordance wrth the |

contract schedule and the followmg

471 Prov1de commented software source and executable object code for all developed
software. (See CDRL, A005) ' '

4.7.1.1 Provide the execu_table code to other TIA program participants for testing, evaluati'orl, )

and potential integration with other components of the TIA system.
4.7.1.2 Package software releases as self-extracting installation executables.

4.7.2 Install the 'developed software products at Rome Research Site for demonstratirlg the

advanced technology to_ prospective Air Force customers.

473 . Document mstallatton, user, and maintenance mstmc{lons for all developed software

components. (See CDRL A006)
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_ 4_.7.4 Transfer a_ll purchased and licensed software used during development or as a component
for this effort upon completion; include licensing and maintenance agreements and the original

media software and documentation. (See CDRL, A007)

475 - Developed software shall be completely maintainable and modifiable with no reliance on

. any non-delivered computer programs or documentation.
'4.8_ ‘Reports and Documentation

4 8.1 Continually determine the status of this effort. Provide comprehensive, yet succinct
reports documentmg progress toward the accomphshment of contract objectives and
requrrements (See CDRL A001)

_ 4.8,2 Supply progra_m do_cumentati_on, such as, white papers, ‘presentation materials, technical

_' 4'._.8.3_- Docuh_ien't all technical work accomplished and information gained during performance
of thls acquisition to permit full understanding of 't_he teIChr}ique_s and proc_edures used in evolving
| :"te'chhology or processec developed. Include'objectives, approach science in'volved and concepts
- employed mgmﬁcant observatlons, problems, pos1t1ve and negative results, and de31gn cntena
‘established. ‘Document procedures followed,- ‘processes developed, “Iessons leamed” and other
‘useful information. If applicable, cross-reference each design, engmeermg, and ‘process
~ specification delivered. (See CDRL, A008) | '
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