










































































































SENSITIVE SECURITY INFORMATION 

*Refcrence Control DHS or TSA Systems IT Security Met Requirement Notes **V.laiver ***Exemption 
Number Category Reference Reguiremen' Yes/No or Nt A No or Nt A, Other Explanation Explanatio" 

"Security Audit unauthorized loss, 
Trails" S""t;on 3 unavailability, disclosure, or 
Part H destruction. 
DHS Windows Auditing shall be implemented 
Server in accordance with DHS 
2003IWindows Secure Configuration Baseline 

A d', d XP Secure Guide for the infonnation 
AU-9 A U II Baseline system Operating System. 

ccoun a 1 lty Configuration 
Guide, Section 2 
"Audit Trail 
Controls" 

The information system shall 
provide the capability to 
uniquely identiry and 

TSA MD authenticate users prior to each 
1400.3, v3.1-,1, network session. This includes 

Identification Chapter I, access to group, 
IA-I and "General and functional or service 

Authentication Information accounts, The positive 
Security Policy", identification must be verified 
Section 5.1.3.9 through strong authentication 

methods (e.g., password, 
biometric, token, certificate, 
etc.). 

S t d 
DHS MD4300, The information system shall 

yseman 21"" 5 . I ,. ft I 

SI 1 I
e,' v , f \....-lIapter. Imp ement antiVirus so ware 

- lllorma Ion . . d k . 
J t 

'ty SecUon 5.8, "V,ruS at the es top that IS propcrly 
n egn . "_. ProtectJon", Part A configured to ch""k all files. 

The information system shan 
DHS MD4300 install updates to antivirus I 

System and 2 I Ch software and signature files in 
SI2 . V., apter, . I d d" 

- n.ormatlOn Se " 5 8, "\1' a lime y an expe ltmus 
I · Clon. lrus '1 .. h 
ntegnty '! Protect' "P rt A manner WIt lOut reqmrmg t e 

, 1011, a d 'fi 11 I i en user to speci lea y request ______ 
i the update. 

WARNfNG 



"FN"ITIVF_"'li'C.I ID lTV INJU)D IV{ A TJON 

*Referenee Control DHSorTSA Systems IT Security Met Requirement Notes **'Naiver * *' *Exemption 
Number Category Reference Requirement YesINo or NI A No or NI A, Other Explanation Explanation 

TSAMD An initialization, shutdown, 
1400.3, v3.IJl, and abort sequences and 

System and Chapter 3, scripts shall be configured to 
SI-3 Information Section II ensure the net",mrk remains in 

Integrity '4Infrastructure a secure state. 
Asset Security" 
Section 3, Part H 

WARNING: Tllis re~ord contains Sensitive Sfcurity '_nformation that IS. lied uude.' 49 CFR parts 15 and 1520. No part offhis record may be disclosed to persons without a "need to 
know!>, as defined in 49 CPR parts 15 and 1520. except with the wri{t<!n permissiun Administrator of tbe Transportation Security AdministraHon or the Secretary ofTransportalion. 
Unauthorized release may result in dvn penalty or other action •• 'or U.S. government agencies, 'disclosure is governed by 5 u.se. 552 and 49 eFR parts 15 and 1520. 
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SENSITIVE SECURITY INFORMATION 

APPENDIX B FIELD DATA REPORTING SYSTEM REQUIREMENTS 

DATA ELEMENTS 
The data elements to be collected by the WBI system are described in the following five tables: 

Table Title Content 

I Operator Log Information Information for each IO Session. 

II System Event Infonnation Information for each system event 

III Access History Infonnation Infonnation for data and report access 

IV Scan Information Infonnation for each scan completed by the WEI 
System. 

V User Data File User Data Information 

TABLEI 0 Iperator L I ~ og n ormatIOn. 

Field Name Field Description Field Fonnat Field Values/Comments 

MACHINE_lD Identification String Upon contract award a 
number of the WEI (length = 8) Contractor identifier will 

be assigned by the 
Government. The field 
format is a total length of 
eight (Contractor identifier 
plus WBI System serial 
number). 

User_ID Identification login String 
of the 10 (length = \5) 

FirstName IO First Name String 
(length = 15) 

LastName 10 Last Name String 
(length = 15) 

LoginTime 10 Login Time String mm-dd-yyyy _hh:mm:ss 
(length = 19) 

LogoutTime JO Logout Time String mm-dd-yyyy _ hh:mm:ss 
(length 19) 

PaxCount Number of Integer 
passengers scanned 
during session 

w ~1~G: This record contains Sensitive e Information that is cQntrolled under 49 eFR parts 15 aud 1520. No part of this 
record may be disdosed to persons with(lut a "need t ", as defined in 49 CFR parts 15 aDd 1520. except with the written 
permission of the Administrator of the Transportation Security istration or the Secretary of Transpol'tation. Unauthorized 
release may result in dvil penalty or other action. For U.S. gov .. rnment .l\gen ubIic disdosure is governed hy:S lLS.C. 552 and 49 
CFR parts 15 nod 1520. 
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SEN~InVE SECURITY INFORM: A TJON 

Field Name Field Description Field Format Field ValueslComments 

PaxSuspectCount Number of Integer 
passengers suspect 
during session 

PaxClearCount Number of Integer 
passengers cleared 
during session 

Affiliation Company the 10 String 
works for (TSA or (length = 50) 
Contractor) 

SiteCode FAA Airport Code String Such as: SNA, BOS, EWR 
(length = 3) 

SubsiteCode Machine Location String Example: "Tenninall Lane 
(length = 20) 2" 

WBIModelNo Model Number of String 
the WBI System (length = 8) 

WARNING: This rc(ord c;:ontains Sensitive Security Information tha conu:oIled under 49 CFR parts 15 and 1520. No part of this 
r",('ot'd m:ty he disclosed to persons without a "need to know''" defIned in 49 CFR parts 15 and 1520. e~('ept witb the written 
perml<;.sion of the Administrutor of the Transportation Secnr Administration or the Secretary of Transportation. Unauthorized 
release ma.y result in civil penalty or othe-r action. For U.S. vernment agencies. public disclosure is governed by 5 U.S.C. 552 and 49 
CFR parts 15 llnd 1520. 
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SENSITIVE SECURITY INFOR.1WATION 

TABLE II S . svstem E I £ vent n ormation. 

Field Name Field Description Field Format Field Values/Comments 

MACHINE_ID Identification String Upon contract award a Contractor 
number of the WBI (length = 8) identifier will be assigned by the 
System Government. The field format is a 

total length of eight (Contractor 
identifier plus serial number). 

WBIModelNo Model Number of String 
the WBI System (length = 8) 

SiteCode FAA Airport Code String Such as: SNA, BaS, EWR 
(length = 3) 

SubsiteCode Machine Location String Example: "Terminal! Lane 2" 
(length = 20) 

SoflVars WBI software String Contractor assigned software version 
version (length = 10) identification for the software 
identification running on the WBI System 

User_ID Identification login String 
of the 10 (length = 15) 

FirstName 10 Name String 
(length = 15) 

LastName 10 Name String 
(length = 15) 

AccessLevel Access Control String 
Level (length 1) 

Affiliation 10 Affiliation String 
(length = 15) 

Event_Time At what time did the String mm-dd-yyyy _ hh:mm:ss 
event occurred? (length = 19) 

Event What event String At a minimum, possible choices 
include: 

occurred? (length = 25) account creations, 
modii}' account, 
machine fault resets, 
10 logoff, 
10 logon, 
Operational mode change, 
View reports, 
download data, 
software restart, 
system errors, 
system startup, 

~ svstem shutdown. 

WARNI],;G: Thi, l'e<ord contain, s.n~ati.n that i, c •• trolled under 49 eFR parts IS and 1520. No part of tbis 
J'1!!~I)I'd tn.'ly b" disclosed to persons without a "need to kno ' defined in 49 eFR parts 15 and 1520, el':<:ept with the written 
permission of the Administrator of the Transportation Seculity Adml . non or the Secretary of Transportation. Unauthorized 
release may result in civil penalty or other seriol'!. For U.S. government agencies, lie disclosure is governed by 5 V.S.C. 552 and 49 
CFR parts 15 and 1520. 



SENSllIVE SECURITY INFORMATION 

TABLE III. Access H' IstOrv Information. 

Field Name Field Description Field Fonnat Ficld Values/Comments 

MACHINE_lD Identification number String Upon contract award a Contractor 
of the WEI SYSTEM (length 8) identifier will be assigned by the 

Government. The field fonnat is a total 
length of eight (Contractor identifier plus 
serial number). 

User_ID Identification login of String 
the 10 (length = 15) 

AccessLevel Access Control Level String 
(length = 1) 

Action System action Integer Use 
1 =download files 
2=change parameters 
3=enter/modify users 
4=view reDorts 

ActionTime Time action occurred String mm-dd-yyyy_hh:mm:ss 
(length = 19) 

ReportType Report type Integer Use 
1=10 Log Report 
2=Event Log Report 
3=Access Historv Report 

Downloaded Was the file String Use 
D=Downloaded downloaded? (length=l) 
N=Not Downloaded 

\'\1 ARN1~G: This record contains Sensitive Security tion that is controlled under 49 CFR parts 15 and 1520. No part of this 
record may be disclosed to persons without a "n~ed to knu ~ defln.ed in. 49 CFR P~\l'ts 15 ~nd 15:W. except with the written 
pernlission of the Administrator of the Transp()rtatioo Security A .. 'trati()n ()r the Secretary of Transportation. lJnauthorized 
release may result in civil penalty or other action. For U.S. government ageD ublic disdoSUTQ is governed by 5 U.S.c, 552 and 49 
CFR parts 15 and 1520. 
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SENSfHVE SECURiTY INFORMATION 

TABLE IV Scan Information 

Field Name Field Description Field Format Field Values/Comments 

MACHINE_ID Identification String Upon contract award a 
number of the WBI (length = 8) Contractor identifier will 

be assigned by the 
Government. The field 
format is a total length of 
eight (Contractor identifier 
plus WBI System serial 
number). 

SoftVers WBI software String Contractor assigned 
version (length = 10) software version 
identification identification for the 

software rUlUling On the 
WBT System 

ImageStart Date and time the String mm-dd-YYYLhh:rnrn:ss 
passenger scan starts (length 19) 

lmageCornplete Date and time the String mm-dd-yyyy_hh:rnm:ss 
passenger scan (length = 19) 
completes 

IORespTime Date and time the 10 String mm-dd-yyyy _ hh:mm:ss 
decision is made (length = 19) 

10 Decision Nature ofIO String Use 
response (length 1) C for Clear 

S for Suspect 

User_ID Identification login String 
oftheIO (length = 15) 

'VARNING: This record contains Sensitive Security Iufor ation that is controlled under 49 CFR parts 15 and 1~2o. No part of this 
record may be dlscl(Jsed to persons without a "need to . QW". as defined in 49 CFR parts 15 and 1520, except with the written 
permission of the ,Administrator of the l'raosportatio Security Administration or the Secretary of Tram.portation. Unauthorized 
t'cleasl!' m~y result in civil penalty or other action. Fo Ii.S. government agencies. public disclosure is governed by 5 l).S.C. 552 and 49 
CFR parts 15 and 1520. 
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SENSITIVE SECURITY INFORMATION 

TABLE V User Data File . 
Field Name Field Description Field Format Field Values/Comments 

FirstName TSOName String 
(length 15) 

LastName TSOName String 
(length = 15) 

User_ID Identification login of the String 
TSO (length = 15) 

Password TSO Password String 
(length = IS) 

Affiliation TSO Affiliation String 
(length = 15) 

AccessLevel Access Control Level String 
(length = 1) 

Status User Status String Use 
(length = 1) 1 =active 

O=inactive 

StatusDate Date current status was String mm-dd-yyyy_hh:mm:ss 
activated (length = 19) 

WARNING: This record contains Sensitive Security Information tb is contJ'olled under 49 eFR parts 15 and 1520. No part 0:£ this 
l"ec:ord may be disdoS0d to persons with~ut .It "n~ed to know" as dl)fined in 49 CFR parts 15 and 1520. except with the written 
permission of the Administrator of the Transportation Sec ty Administration or the Secretnry of Transportation. l1nauthorized 
l"e1case may result in t;:i,vil penalty or other action. For Ii • government agencies, public disclosure is gov~l'n('d hy 5 TLS.C 552 lind 49 
CFR parts 15 and 1520. 
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SENSITIVE SECURITY INFORMATION 

APPENDIX C USER ACCESS LEVELS AND CAPABILITIES 

User access and associated capabilities, based on usemame, password, and user access level, shall (197) 
be as outlined in the Access Control Levels Table. 

Access Control Levels Table 

User Access 
Level User Capabilities 

Z Transportation Logon and Logoff 
Security Startup and Shutdown 
Administration EnablelDisable Image Filters Headquarters 
Contractor Access Test Mode 

Maintenance Export Raw Image Data in Test Mode 

Technician (see Note ModifY Access Level Capabilities 
I) Upload/Download User Database 
Super User Create and ModifY Accounts (All Users) 

Download Data (see Note 1) 
Sct and Alter Passwords (All Users) (see Note 1) 
Modify Baselined or Fielded Software (see Note 1) 
Access Operating System 
Note I: Contractor Maintenance Technicians shall not set 
or alter passwords and shall download data only without 
alteration. Contractor "superuser" passwords will be 
disabled by a Government representative after site 
acceptance. Only Government approved software changes 
shall be made to the base lined or fielded software. 

I Federal Security All Access Level 2 Capabilities 
Director Logon and Logoff 
Screening Manager Startup and Shutdown 
Screening Supervisor EnablelDisable Auto-Detect Highlighting 

CreatelModify Accounts (Level 2) 
2 Lead-In-Charge All Access Level 3 Capabilities 

Perform Daily Preventative Maintenance 
Create and Modify Accounts (Level 3) 
Access and view WBI FDRS Database and Reports 
Access and view WBI User Database 
Download WBI FDRS Data 
Calibrate system 

WAR.~lNG: This record contains Sensitive Seeul'ity Infor n that is (;(lntron~ under 49 CFR parts 15 and 152(1. No part of this 
record m:ay be di!}cIosed to p",rilons without a "De 0 know". as defined in 49 CFR parts 15 and 1520. except with the written 
permission of the Administrator of tbe Tr rtatioll Security Administl'ation or the Secretary of Transportation. Unauthorized 
release may result in civil penalty 01' r action. For {loS. government ag0ncies. public disdosure is goveroE'd by 5 U.S.c. 552 and 49 
CFR parts 15 and 1520. 
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8ENSITIVE SECURITY INFORMATION 

User Access 
Level User Capabilities 

3 Operators Logon and Logoff 
Startup and Shutdown 
Access Screening Mode 
Screens Passengers 
Initiate Fault Isolation Test 

WARNING: This record contains Sensitive Security Informatio at is conn.'olled under 49 CFR parts 15 and 1520. No part of this 
k"ecord m1ty be disclos~d to pl'rsons without a '(need to· ''', as defined in 49 CFR parts 15 and 1520, e;:((:ept with the written 
permission of the Administrator of the Transportatio ecurity Adminlstratinu or the Secretary of Transportation. 'Unauthorized 
release may result in dvil penalty or other action. r U.S. govel'nm~nt agencies, puhlic di~dosure is governed by SIT.S.c. 552 and 49 
CFR parts 15 and 1520. 
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1.0 

SENSIln'E SECURII'Y INF'ORMATION 

APPENDIX D TSA OPERATIONAL POWER REQUIREMENTS 

INTRODUCTION 

The purpose of this document is to define the minimum power performance requirements for any 
detection system that identifies potential threats on a person, an article of baggage, a parcel or cargo. The 
standards, on which these requirements were based, have been adopted from the FAA Specification 
Document: Electronic Equipment, General Requirements (F AA-G-2l OOH). 

2.0 OVERVIEW 

The requirements defined in this document were generated from the results of eight different electronic 
screening device tests, from the point-of-view of "power system performance." The tests were conducted 
between August 21" and August 2Sih 2006, at the Transportation Security Laboratory (TSL) and the 
Doughty Road Laboratory. The objective of these lesls was to provide confidence, as well as validate the 
compatibility of TSA's equipment with the available electrical supply at its various deployment locations. 
Special attention was given to the equipment's power profile, energy consumption, and vulnerability to 
power system events (i.e., voltage sags and drops). Each system was tested to define the baseline 
electrical performance relative to: 

(a) The respective equipment data sheets, 

(h) The current Commercial-Off-the-Shelf (COTS) procurement specification, and 

(c) The actual system voltage sag and interruption withstand performance. 

The recorded results of these tests are expected to provide procurement and specification personnel with a 
better understanding of the impact that detection systems have on other facility equipment, in addition to 
their internal components. This includes the sensitivities of detection systems to some of the more 
Common power quality variations that may be encountered at locations where the detection systems are 
deployed. 

3.0 EQUIPMENT 

For the purpose of this document, "detection systems" will refer to all screening devices using bulk, trace, 
or any other technology to screen passengers and their luggage before entering a secure area (e.g., 
Checked Baggage Systems, Checkpoint Systems, Cargo Screening Systems, or any other passenger and 
baggage screening system). 

4.0 MEASUREMENT 

Power over an entire operational cycle tends to vary as heaters, compressors, and other cyclic loads tum 
on and off. The measured "Maximum Steady State Load" will identify the highest level of power drawn 
consistently over a measured period oftime (e.g., 4 kW for 5 min, with no changes). Therefore, the 
Maximum Steady State Load must be maintained during a full operational cycle while power 
requirements are measured and recorded. 

5.0 

5.1 

POWER PERFORMANCE DATA ACQUISITION AND REQUIREMENTS 
ANALYSIS 

BASELINE VOLTAGE AND CURRENT DISTORTION 

The baseline voltage and current distortion measurement identifies the harmonic current distortion of the 
equipment and determines how that current distortion level will distort the vo tage at the supply point. 

WA.R.!.~ING: This record cont.ains Sensitive Security Information t controUed under 49 Ct'R parts 15 llnd 1520. No part of this 
record may be disclosed to persons without Il '~need to k j as defined in 49 CFR parts 15 and 1520, except with the written 
permission of the Administrator of the Transport· ecurlty Administration or the Secretary of Transportation. lJnauthorized 
release m9:Y result in civil penalty or other . . For U.S. government agencies, public disclosure is governed by 511.S,C. 552 and 49 
CFR parts 15 and 1520. 
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SENSITIYE SECU:Itl'fY INFORMATION 

Total Harmonic Distortion - The "Total Hannonic Distortion" will be calculated as the square root of 
the cumulative sum of each measured distortion over several operational cycles. 

The maximum Total Harmonic Distortion (THD) during a full operational cycle for detection systems' 
shall (198) be less than three percent «3%), as specified in the following references: 

(a) IEEE 519, Harmonic Limits and 

(b) F AA-G-21 OOH, 3.1.1.3 .2.£, Inrush Current. 

Individual Harmonic Distortion The measured "Individual Harmonic Distortion" will identify the 
maximum distortion of the equipment during any operational cycles over a specific period oftime. 

The maximum Individual Harmonics (IN) during any given cycle for detection systems shall (199) be less 
than three percent «3%), as specified in the following references: 

(a) IEEE 519, Harmonic Limits and 

(b) FA A-G-2100H, 3.1.1.5.c, Table I, Hannonics. 

5.2 POWER USAGE PROFILE AND POWER FACTOR 

The power usage profile and power factor measurement evaluates the minimum and maximum power 
drawn during a full operational cycle of the equipment. Once the fun load power draw is determined, the 
power factor is measured at the full load value. 

Power Factor (a,rtl1l"{imum su::ady stHtf loading) - Standard measure of HPower F actoe' includes two methods, 
Displaced Power Factor (DPF) and Distortion Power Factor, or Total Power Factor (TPF). As long as the 
meter being used integrates the instantaneous voltage and currents over each cycle of the power 
frequency, the calculated Power Factor will be accurate regardless of the method selected. 

The Power Factor at maximum steady state loading shall (200) be greater than point six (> .6) for all 
detection systems, as specified in the following reference: 

(a) FAA-G-2100H, 3.1.1.3.1, Power Factor. 

5.3 MAXIMUM INRUSH CURRENT RATIO 

The inrush current measurement assesses the maximum peak inrush of the equipment during a full 
operational cycle and determines how that peak inrush compares to the maximum steady state Root 
Means Square (RMS) current drawn. 

Max Inrush Current Ratio The maximum inrush current ratio will compare both the Maximum Peak 
Inrush (I=x p,,0 and the maximum steady state RMS current (I"",x RMS) through the following formula: 
lrnux peak / lmax RMS, 

The maximum "Inrush Current Ratio" during a full operational cycle for detection systems shall (20 I) be 
less than twenty times « 20) the steady state, as specified in the following references: 

5.4 

(a) IECIEN61000-3-3, Flicker and Voltage Variation and 

(b) FAA-G·2100H, 3.1.1.3.2.h, Inrush Current. 

STEADY STATE CURRENT UNBALANCE 

The steady state current unbalance measures the current unbalance of the equipment and determines how 
that current unbalance value COlupares to the COTS procurement specification. 

WARNING: Thb ~ecord contains SenSl Tit)' Information that is controlled under 49 CFR parts 15 and 1520. No part of this 
record may be dil>c)o:>cd to persons without j), ~nee . w'''.:as dl1!fmed in 49 CFR parts Hi and 1520. except with the written 
permission of the Administrator of the T~aDsportation Security .. ation or the Secretary of Transportati(m, tJ.Qauthorized 
release may result in civil penalty or other action. For U.S. govcrnmel)t agencies, "SclO~UN is governed by 5 V.S.C'. 552 'lH,d 49 
CFR parts 15 and 1520. 
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Avg. Current Unbalance (IUNB A'~) - The average current unbalance will be the sum of each current 
unbalance measured over the course of several operational cycles. 

(a) The average current unbalance measured for detection systems shall (202) be less than ten percent 
« 10 %), as specified in the following references: 

1. National Electrical Manufacturers Association (NEMA) M6l and 

11. FAA-G-2100H, 3.1.1 A., Electric Load Balance. 

(b) The average current unbalance measured for detection systems shall (203) be verified and adjusted 
as needed during site acceptance. 

Max Current Unbalance (TUN"""'.) - A three-phase system is called balanced if the three-phase voltages 
and currents have the same amplitude and are phase shifted by 1200 with respect to each other. If either 
or both of these conditions are not met, the system is considered unbalanced or asymmetrical. Thus the 
maximum current unbalance is the maximum current measured that is out of symmetry, with respect to 
the other phases. (Note: Under multiple system configurations, it is possible for the current unbalance of 
one system to be neutralized by the current unbalance of the next system (based on phase and direction». 

5.5 

(a) The maximum current unbalance for threat detection systems shall (204) be identified. for each 
system to substantiate the calculation, sizing and integration of multiple configurations of the same 
equipment. 

(b) The maximum current unbalance for threat detection systems shall (205) be verified and adjusted as 
needed during site acceptance. 

MAXIMUM LEAKAGE CURRENT 

The intent of the maximum leakage current measurement is to identify the maximum leakage current 
injected onto the ground conductor by the equipment, during a full operational cycle. In addition, this 
measurement will help determine how that value might need to be correlated to ground fault protection 
settings, if applicable at the installation location. 

Maximum Leakage Current The maximum leakage current is the current that flows from the unit 
through the grounding conductor into a facility ground. Leakage current could shock an individual if the 
household grounding is not sufficient or there is an intentional or unintentional interruption of grounding 
connection. 

5.6 

(a) The maximum leakage current measured for detection systems shall (206) be less than or equal to 
three and a half milliamps (3.5mA) as specified in the following references: 

1. UL Standard 60950, clause 5.1.7, 

ii. lEe 60601-1, General requirements for basic safety and essential performance, and 

iii. IEEE Transactions on Very large Scale Integration (VLSI) Systems, 12(2):131-139. 

VOLTAGE SAG AND INTERRUPTION WITHSTAND PERFORMANCE 

The voltage sag and interruption withstand measurement evaluates the capability of the equipment to 
withstand power faults which result in momentary power system interruptions. The secondary objective 
of this requirement is to evaluate the system drop-off and subsequent restart time. 

Voltage Sag - The voltage sag measurement identifies the length oftime and percentage below nominal 
usage that n system can lolerate) if the power source is interrupted or eliminated during normal operations. --W AR~j'(G: TWs record contains Sensitive Security Information that is controlled uode arts 15 and 1520. N'o part of this 
reeord may bo: dilldosi>d to persons without 9 "need to know", AS ern parb 15 and 1520. except with the written 
permission of the AdminIstrator of the Trans ort r Administration 01' the Secretary of Transportation. Unauthorized 
release may rc:ntlt in civil penal action. }'or U.s. govcl'nmC'nt agencies, public disclosure i,lj gov~rned by 5 tT.S.c. :552 and 49 
CFR parts 15 
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SENSITIVE SECURITY INFORMATION 

(a) The voltage sag for detection systems shall (207) tolerate a zero voltage for a minimum duration of 
twenty milliseconds (20 ms) as specified in the following references: 

1. lEC 61000-4-34, Voltage Sag Immunity, 

ii. IEC 61000-4-11, Voltage Dip Immunity, and 

iii. mc (CBEMA) Curve 07.01.2000. 

UNINTERRUPTIBLE POWER SUPPLY 

The presence of an Uninterruptible Power Supply (UPS) demonstrates the systems ability to shield 
against unexpected power fluctuations, voltage sags or temporaty power loses from the power distribution 
sources. As a byproduct of power performance, a weak UPS can cause unwarranted system reboots, 
hang-ups, and several other system anomalies. 

Uninterruptible Power Supply - Tbe health of a UPS can be significantly affected by the system's 
ability to tolerate the variance or power over short periods oftime. Measuring the strength of the UPS 
identifies the systems ability to maintain operational availability during moments of critical power failure. 

The UPS, ifpresent, shall (208) be configured into the core system for automated monitoring and display 
of the current health and condition of the UPS. 

W~<\RNING: This record ccmtains Sensitive Security Information that is 'oIled under 49 CFR parts 15 and 1520. No part of this 
record D\l'I.y be di.sclosed to person~ without 1\ "need to know" efined in 49 CFR parts 15 and 1520. except with the written 
perm.1ssion of the Administrator of the Transportation S tty Administration or the Secretary of Transportatil'lu. Unauthorized 
release may result in civil penalty or other action. .s. govcl'Ilment agencles, public disclosure is govcl'DE'd by 5 ItS.C. 552 and 49 
CJ.1'R parts 15 and 1520. 
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SENSITIYE SECURITY INFOR.M~ TION 

1.0 

APPENDIX E WBI REPORTS 

FDRS REPORT DISPLAY 

The WB1 system shall (209) provide the reports listed in Table 1 below. Data reports (Reports 1, 
2 and 3) shall (210) be viewable by calendar month and year (e.g., February 2008). 

Table 1. WEI Data Reports 

Report Report Name 

1 10 Log Report 

2 Event Report 

3 Access History Report 

1.1 10 Log Report 

The 10 Log Report shall (211) present an overview of all lOs who worked each day for the 
selected month, along with their locations and login/logout times. The 10 Summary Report shall 
(212) contain one record / row in the output table for cach login session occurring in the date 
range. This report ,.hall (213) be downloadable and be viewable on the 10 Station monitor. 

Output Field Description Format 

User_ID Identification login of the 10 String 
(length = 15) 

LastName 10 Last Name String 
(length = 15) 

FirstName 10 First Name String 
(length = 15) 

LoginTime 10 Login Timestamp String 
(length = 19) 

LogoutTime 10 Logout Timestamp String 
(length = 19) 

PaxCount Number of passengers scanned Integer 
during session 

PaxSuspectCount Number of passengers suspected Integer 
during session 

PaxClearCount Number of passengers cleared Integer 
during session 

Affiliation 10 Affiliation String 
(length = 15) 

WBIModelNo Model Number of the WBI System String 
(length = 8) 

SiteCode FAA Airport Code String 

__ c ~".N'_ •• ~~~ •• cm_~"~"~ ,._. 
of this record may be disclosed to persous without a .. ", a$ deitned in 49 CFR part:s 15 and 1520, enept with the 
writt~n permil)siM of the Administrator (If the T Sec:urity Administration or the Secretary of Transportation. 
Unauthorized release may result in civil penal ' action. For U.S. gOYf!l"nment agencies, public disclosure is governed 
by 5 U.S.C. 552 and 49 CFR parts 15 an . 



SENSITIVE SECURITY INFORMATION 

Output Field Description Format 
(length - 3) 

SubsiteCode Machine Location String 
(length = 20) 

1.2 Event Report 

An Event Report containing details of each system event shall (214) be provided. This report 
shall (215) consist of one row per event, and shall (216) provide data indicated in the following 
table. This report shall (217) be downloadable and be viewable on the 10 Station monitor. 

Output Field Description Fonna! 

MACHINE_ID Identification Number of the WBI String 
System (length = 8) 

LastName 10 Last Name String 
(length ~ 15) 

FirstName 10 First Name String 
(length = 15) 

User_ID Identification login of the 10 String 
(length = 15) 

SiteCode FAA Airport Code String 
(length ~ 3) 

Event_Time Time event occurred String 
(length = 19) 

Event Description of event String 
(len glh = 25) 

1.3 Access History Report 

The Access History Report shall (218) report who modified system settings as well as the time 
and nature of the modification using the format described below. The Access History report also 
presents detail on administrative operations activity (Le., who accessed the report, the type of 
repor~ and when the report was accessed). This report shall (219) be downloadable and be 
viewable on the 10 Station monitor. 

Output Field Description Format 

MACHINE)D Identification Number of the WEI String 
System (length ~ 8) 

User_ID Identification login of the 10 String 
(length = 15) 

AccessLevel Access Control Level String 
(length = 1) 

Action System action Integer 

ActionTime Time action occurred 
/" String 

WAR1~ING: This record contains Sensitive Security Information tha . controlled under 49 eFR parts 15 and 1520. No paJ;'t 
of this record may be disclosed to persons without a "need to , as defined in 49 CfR parts 15 and 152:0, ¢xc:ept with the 
written permission of the Administrator of the Transpo 1011 S¢curity Administratioll or the Secretary of Transportation. 
Unauthorized release may result in civil penalty or er adion. For U.S. gO""ernment agencies, public disclosure is governed 
by 5 U.S.C. 552 llnd 49 CFR parts. 15 and 152 



SENSITIVE SECURITY INFORMA I ION 

Outnut Field Descriotion Format 
(length = 19) 

ReportType Report type Integer 

Dov.nloaded Was the file downloaded? String 

(length=l) 

WARNING: This re<:ol'd contains Sensitive Security InfQrmatio tat is controlled under 49 eFR parts 15 snd 1520. No part 
of this record may be disci()sed to persons without a "need t ow". as defined in 49 CFR parts 15 and 1520, except with the 
written permisshm Qf the Administrator of the Transpo tion Security Administration or the Secretary of Transportation. 
Unauthorized release may result in civil penalty or 0' er action. For U.s. government agencies, public disclosure is governed 
by 5 U.S.C. 552 and 49 eFR pllrts 15 and 1520. 


