

































































































































































— SENSITIVE SECURIPYINEORMATION —

*Reference Control DHS or TSA Systems IT Security Met Requirement Notes *FWaiver **+BExemption
Number Category Reference Requirement Yes/MNoor N/A | No or N/A, Giher Explanation Explanation
TSA MD All nitialization, shutdown,
1400.3,v3.1_r1, | and abost sequences and
System and | Chapter 3, scripts shall be configured fo
§1-3 Information | Section 11 ensnre the network remains in
Integrity “Infrastructure | a secure state,
Asset Security”
Section 3, Part H

Hed under 49 CFR paris 18 and 1520, No part of this recerd may be disclesed to persens without & “need 1o
Adminisirator of the Transporiation Seeurily Administration or the Seeretary of Traasporiaiion.
ig dlisetosure is poverned by 5 1LS.C. 552 and 49 CFR parts 15 and 1520,

WARNING: This recerd contains Sensitive Security Information that 18
know”, as defined in 49 CFR parts 18 and 1520, except with the written permissien
Tmauthorized release may resulf in civil penalty or other action. For U.S. gevernment agencies;
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e SENSITIVE-SECURIFY- INFORMATION—

APPENDIX B FIELD DATA REPORTING SYSTEM REQUIREMENTS

DATA ELEMENTS
The data elements to be collected by the WBI system are described in the following five tables:
Table Title Content
| Operator Log Information Information for each 1O Session.
il Svstem Event Information Information for each system event
I Access History Information Information for data and report access
v Scan Information Information for each scan completed by the WBI
System.
v User Data File User Data Information

TABLE 1. Operator Log Information,

Field Name Field Description Field Format Field Values/Comments
MACHINE_ID Identification String Upon contract award a
number of the WBI (length = 8) Contractor identifier will
be assigned by the
Government, The field
format is a total length of
eight (Contractor identifier
plus WBI System serial
number).
User ID ‘ Identification login | String
of the IO (length = 15)
FirstNama - IO First Name String
(length=15)
LastName 10 Last Name String
{(length = 15)
LoginTime 10 Login Time String mm-dd-yyyy hhrmm:gs
(length=19)
LogoutTime IO Logout Time String mm-dd-vyyy hh:mro:ss
(length = 19)
PaxCount Number of Integer
passengers scanned
during session

WARNING: This record contains Sensitive S& Information that is controlled under 49 CFR parts 15 and 1520. No part of this
record may be disclosed to persons without a “need 1 ¥, as defined in 49 CFR parts 15 and 1520, except with the written
permission of the Administrator of the Transportation Security istration or the Secretary of Transportation. Unauthorized
release may result in civil penalty or ather action. For 118, government agen yblic disclosure is governed by 5 1L.8.C. 852 and 49
CFR parts 15 apd 1520,
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TTSENSITIVE - SECURFPAHINEORMATION

Field Name Field Description Fietd Format Field Values/Conments
PaxSuspectCount Number of Integer
passengers suspect
during session
PaxClearCount Number of Integer
passengers cleared
during session
Affiliation Company the 10 String
works for (TSA or (length = 50)
Contractor)
SiteCode FAA Airport Code | String Such as: SNA, BOS, EWR
(length = 3)
SubsiteCode Maching Location | String Example: “Terminal 1 Lane
(length = 20) 2"
WBIModelNo Model Number off String
the WBI System (fength = &)

WARNING: This record containg Sensitive Security Information thay
tecord may be disclosed te persons without a “need to know",
permission of the Administrator of the Transportation Secur
refease may result in civil penalty or other action. For 1.8,

CFR parts 15 and 1526,

B-2

controlled under 4% CFR parts 15 and 1520. No part of this
defined in 49 CFR parts 15 and 1520, except with the written
Administration or the Secretary of Trausportation. Unauthorized
vernment agencies, public disclosare is poverned by 5 US.C. 852 and 49




~SENSITIVE SECURITY INFORMAFION-—

TABLE II, System Event Information,

Field Name Field Description Field Format Field Values/Comments
MACHINE_ID Identification String Upon contract award a Contractor
putober of the WBI)  (length=8) | identifier will be assigned by the
Systern Government. The ficld format 1s a

total length of eight (Contractor
identifier plus serial number).

WBIModelNo Model Number of] String
the WBI System (length = §)

SiteCode FAA Airport Code | String Such as: SNA, BOS, EWR

(length = 3}
SubsiteCode Machine Location | String Example: “Terminal 1 Lane 2"
(length = 20)

SoftVers WBI software String Contractor assigned sofiware version
version (length = 10} | identification for the software
identification running on the WBI System

User_ID Identification login | String
of the IO (length = 15)

. String

FirstName 10 Name (length = 15)

String

LastName 10 Name (leneth = 15)

AccessLevel Access Conirol String
Level (fength = 1)

Affiliation 10 Affiliation String

(length = 15)

Event_Time At what time did the | String mm-dd-yvyy_bh:mm:ss
event occurred? (length = 19)

Event What event String f;i zi\uxii:}imum, possible choices
occurred? (length = 25) account creations,

modify account,

machine fault regets,

10 logoff,

10 logon,

Operational mode change,
View repoits,

download data,

software restart,
system e1Tor1s,
system startup,
system shutdown.

WARNING: This record contains Sensitive Security paation that is controlled under 49 CFR parts 18 and 1520, No pave of this
record may be disclosed te persons without a “need to ko i defined in 49 CFR parts 15 and 1320, except with the written
permission of the Administrator of the Transportation Security Aduihtstzation or the Secrctary of Transportation. Unaunthorized
refease may result in eivil pennlty or other action. For T.S. government agencieSpaklic disclosure is governed by § U.S.C. 552 and 49
CFR parts 15 and 1520,
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TABLE IIl. Access History Information.

Field Name Field Description Field Format Ficld Values/Comments
MACHINE 1D Identification number| String Upoh conitact award a Contractor
of the WBI SYSTEM (length = 8) | idemtifier will be assigned by the
Government. The field format is a total
length of eight (Contractor identifier plus
scrial number),
Dsger 1D Identification login of | String
the IO (length = 15}
AccessLevel Access Control Level | String
(length = 1)
Acti i Tnt Use
ction System action nieger I=download files
Z=change parameters
3=enter/modify users
4=view reporis
ActionTime Time action occwrred | String mm-dd-yyyy_hh:mm:ss
(length = 19)
Use
R it 1
eportType Report type nteger 1=10 Log Report
2=Fvent Log Report
3=Access History Report
Downloaded Was the file Stong Use
d()WI’l]DadEd? (lf:ngth=1) D;DOW'ﬂloaded
N=Not Downloaded

WARNING: This record contains Seusitive Security
record may be disclosed to persons without a *need to kng
permission of the Administrator of the Transportation Security A
refease may result in civil penalty or other action. For U.S. government agen
CFR parts 18 and 1520,
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tion that is controlled under 4% CFR parts 15 and 1520. No part of this
s defined in 49 CFR parts 18 and 1528, except with the written
ipigiration or the Secretary of Transportation. Unauthorized
ublic disclosure is governed by 5 11.5.C. 532 and 49
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TABLE 1V, Scan Information.

Field Nare Field Description Field Format Field Values/Comments

MACHINE_ID Identification String Upon contract award a
number of the WBI {length = 8) Contractor identifier will

be assigned by the
Government, The field
format is a total length of
eight (Contractor identifier
plus WBI System serial
number).

SoftVers WBI software String Contractor assigned
version {(length = 10) software version
identification identification for the

soffware running on the
WBI System

ImageStart Date and time the | String mm-dd-yyyy_hh:mm:ss
passenger scan starts|  (length = 19)

ImageComplete Date and time the | String mm-dd-yyyy_hh:mm:ss
passenger sean (length = 19)
completes '

I0RespTime D.ate and time the 10| String mm-dd-yyyy_hh:mm:ss
decision is made (length = 19)

10 Decision Nature of 10 String Use
Tesponse (length = 1) C for Clear

S Tor Suspect

User 1D Identification login | String

of the IO (length = 15)

WARNING: This record contains Sensitive Security Inforpfation that is controlled under 49 CTR parts 15 and 1520. No part of this

recurd may be disclosed to persons without a “need to

imow?, a8 defined in 49 CFR parts 15 and 1520, except with the written

permission of the Administeator of the Transportation’ Security Administration or the Secretary of Transportation. Unanthorized
relaase may result in civil penalty or other action. Fo¥ U.8. government agencies, public disclosure is governed by 5 V.S.C. 552 and 49

CFR parts 15 apd 1520,
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TABLE V. User Data File,

Field Name Field Description Field Forrnat Field Values/Comments
FirstName TS0 Name String
(length = 15)
LastName TSO Name String
(length = 15)
User 1D Identification login of the Siring
TSO (length = 15)
Password TSO Password String
(length = 15)
Affiliation TSO Affiliation String
(length = 15)
AccessLevel Access Control Level String '
(length = 1)
Status User Status String Use
(length = 1) l=active
O=inactive
StatusDate Date cutrent status was String mm-dd-yyyy_hh:mm:ss
activated (length =19)

WARNING: This record contains Sensitive Security Information thatis controlled under 49 CFR. parts 15 and 1520. No part of this
recard may be disclosed (o persons withont a “need fo know™-A5 dofined in 49 CFR ports 15 and 1520, except with the written
permission of the Administrator of the Tramsportation Secyaity Administration or the Secretary of Tramsportation. Unanthorized

release may result in civil penalty or other action. For U% povernment agencies, public disclosure is governed hy 5 11.8.CC. 552 and 49
CFR parts 15 and 1520,
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APPENDIX C USER ACCESS LEVELS AND CAPABILITIES

User access and associated capabilities, based on usemame, password, and user access level, shall (197)

be as outlined in the Access Control Levels Table.

Access Control Levels Table

User Access
Level User Capabilities
Z Transportation Logon and Logoff
Secutity Startup and Shutdown
Administration Enable/Disable Image Filters
Headquarters
Access Test Mode
Contractor .
Maintenance Export Raw Image Data in Test Mode
Technician (sec Note Modify Access Level Capabilities
1) Upload/Download User Database
Super User Create and Modify Accounts (All Uscrs)
Download Data (see Note 1)
Sct and Alter Passwords (All Users) (see Note 1)
Modify Baselined or Fielded Software (see Note 1)
Access Operating System
Note 1: Contractor Maintenance Technicians shall not set
or alter passwords and shall download data only without
alteration. Contractor “superuser” passwords will be
disabled by a Government representative after site
acceptance, Only Government approved software changes
shall be made to the baselined or fielded sofiware.
1 Federal Security All Access Level 2 Capabilities
Director Logon and Logoff
Screening Manager Startup and Shatdown
Screening Supervisot | Enable/Disable Auto-Detect Highlighting
Create/Modify Accounts (Level 2)
2 Lead-In-Charge All Access Level 3 Capabilities
Perform Daily Preventative Maintenance
Create and Modify Accounts (Level 3)
Access and view WBI FDRS Database and Reports
Access and view WBI User Database
Download WBI FDRS Data
Calibrate system

WARNING: This record contains Sensitive Security Infor
record may be disclosed to pursony withont a “ng
poermission of the Administrator of the Tr,
release miay result in ¢ivil penalty or
CFR parts 15 and 1520.

n that is controlled under 42 CFR parts 15 and 1520, No part of this

0 know”, ag defined in 49 CFR parts 15 and 1520, except with the written
riation Security Administeafion or the Secretary of Transportatiom. Unauthorized
i action, For UiS. government agencies, public disclosure is governed by 5 1.8.C. 552 and 49
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~-SENSIHVE-SECURITY INFORMATION

User Access
Level User Capabilities

3 Operators Logon and Logoff

Startup and Shutdown
Access Screening Mode
Screens Passengers

Initiate Fault Isolation Test

WARNING: This record containg Sensitive Security Informatio,
record may be disclosed to persons without a “need to k
permission of the Administrator of the Transportatio
release may resalt in civil penalty or other action.

CFR parts 15 and 1520,

at is controlled andey 49 CFR parts 15 and 1520, No part of this
", as defined in 49 CFR parts 15 and 1520, except with the written
weurity Administeation or the Secretary of Transportation. Upsuihorized
r U.8. government agencies, public disclosure is governed by 5 1.8.C, 552 and 49
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APPENDIX D TSA OPERATIONAL POWER REQUIREMENTS
1.0 INTRODUCTION

The purpose of this document 1s to define the munimum power performance requirements for any
detection system that 1dentifies potential threats on a person, an article of baggage, a parcel or cargo. The
standards, on which these requirements were based, have been adopied from the FAA Specification
Document: FElecironic Equipment, General Requirements (FAA-G-2100H).

2.0 OVERVIEW

The requirements defined in this document were generated from the results of eight different electronic
screening device tests, from the point-of-view of “power system performance.” The tests were conducted
between August 21% and August 25 2006, at the Transportation Security Laboratory (TSL) and the
Doughty Road Laboratory. The objective of these lests was to provide confidence, as well as validate the
compatibility of TSA’s equipment with the available electrical supply at its various deployent locations.
Special attention wag given to the equipment’s power profile, energy consumption, and vulnerability to
power system events (i.e., voltage sags and drops). Each system was tested to define the baseline
electrical performance relative to:

(a) The respective cquipment data sheets,
(b) The current Commercial-Off-the-Shelf (COTS) procurement specification, and
(c) The actnal system voltage sag and interruption withstand performance.

The recorded results of these tests are expected to provide procurement and gpecification personnel with a
better understanding of the impact that detection systems have on other facility equipment, in addition to
their internal components. This includes the sensitivities of detection systems to some of the more
cornmon power quality variations that may be encountered at locations where the detection systems are
deployed.

3.0 EQUIPMENT

. For the purpose of this document, “detection systems” will refer to all screening devices using bulk, trace,
or any other technology to screen passengers and their luggage before entering a secure area (e.g.,
Checked Baggage Systems, Checkpoint Systems, Cargo Screening Systems, or any other passenger and
baggags screening system).

4.0 MEASUREMENT

Power over an entire operational cycle tends (o vary as heaters, compressors, and other cyelic loads tum
on and off. The measured “Maximum Steady State Load” will identify the highest level of power drawn
consistently over a measured period of time {(e.g., 4 kW for 5 min, with no changes). Therefore, the
Maximum Steady State Load must be maintained during a full operational cycle while power
requirements are measured and recorded.

5.0 POWER PERFORMANCE DATA ACQUISITION AND REQUIREMENTS
ANALYSIS
5.1 BASELINE VOLTAGE AND CURRENT DISTORTION

The baseline voltage and current distortion measurement identifies the hatmonic current distortion of the
equipment and determines how that current distortion level will distort the voltage at the supply point.

WARNING: This record contains Sensitive Security Information t controlled under 49 CFR parts 15 and 1520, No part of this
record may be disciosed to persons without a “need fo ki L as defined in 49 CFR parts 15 and 1520, except with the written
permission of the Administrator of the Transportati ecarity Administration or the Secretary of Trausportation. Unautherized
releage sy result in civil penalty or nther aoeafl. For 11,5, government agencies, public disclosure is governed by 3 11,8,C. 552 and 49
CFR parts 15 and 1520,
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Total Harmonic Distortion — The “Total Hanmonic Distortion” will be calculated as the square root of
the cumulative sum of each measured distortion over several operational cycles.

Thc maximum Total Harmonic Distortion (THD) during a full operational cycle for detection systems'
shall (198) be less than three percent (<3%), as specified in the following references:

(a) TEEE 519, Harmonic Limits and
(b) FAA-G-2100H,3.1.1.3.2.1, Inru_sh Current.

Individual Harmonic Distortion — The measured “Individual Harmonic Distortion” will identify the
maximum distortion of the equipment during any operational cycles over a gpecific period of time.

The maximum Individual Harmonics (Ix) during any given cycle for detection systerns shall (199) be less
than three percent (<3%), as specified in the following references:

(a) 1IEEE 519, Harmonic Limits and
(b) FAA-G-2100H, 3.1.1.5.c, Table 1, Hamnonics.

5.2 POWER USAGE PROFILE AND POWER FACTOR

The power usage profile and power factor measurement evaluates the minimum and maximum power
drawn during a full operational cycle of the equipment. Once the full load power draw is determined, the
power factor is measured at the full load value,

Power Factor i magimum swady suste loading) — Standard measure of “Power Factor” includes two methods,
Displaced Power Factor (DPF) and Distortion Power Factor, or Total Power Factor (TPF), As long as the
meter being used integrates the instantaneous voltage and currents over each cycle of the power
frequency, the calculated Power Factor will be accurate regardless of the method selected.

The Power Factor at maximum steady state loading shall (200) be greater than point six (>~ .6) [or all
detection systems, as specified in the following reference:

(a) FAA-G-2100H, 3.1.1.3.1, Power Factor.

5.3 MAXIMUM INRUSH CURRENT RATIO

The inrush current measurement assesses the maximum peak inrush of the equipment during a full
operational cycle and determines how that peak inrush compares to the maximum steady state Root
Means Square (RMS) current drawn.

Max Inrush Current Ratio — The maximum inrush current ratio will compare both the Maximum Peak
Inrush (lmax pear)) and the maximum steady state RMS current (L. rs) through the following formula:
Imux peak / Ima): RMS-

The maximum “Inrush Current Ratio” during a full operational eycle for detection systems shall (201) be
Jess than twenty times (< 20) the steady state, as specified in the following references:

{a) 1IEC/EN61000-3-3, Flicker and Voltage Variation and
(by FAA-G-2100H, 3.1.1.3.2.h, Inrush Current.

5.4 STEADY STATE CURRENT UNBALANCE

The steady state current unbalance measures the current unbalance of the equipment and determines how
that current unbalance value compares to the COTS procurement specification,

WARNING: This record contains Sensl rity Information that is controlled wader 49 CFR parts 15 and 1520. No part of this
record may be disclosed to persons without a “ned cnpw®, a5 def‘med in 49 CFR parts 15 and 1520, except with the wryitien
permission of the Administrator of the Transportation Security ation or the Secretary of Transportation. Unantherized
release may result in civil pemalty or other action. For UL5. government agencies; isclosure is governed by § U.S.CC, 832 and 49
CFR parts 15 and 1520.
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Avg, Current Unbalance (Tyng ayg) — The average current unbalance will be the sum of each current
unbalance measured over the course of several operational eycles.

{(z) The average current unbalance measured for detection systems shall (202) be less than ten percent
(< 10 %), as specified in the following references:

i. National Electrical Manufacturers Association (NEMA) -~ M61 and
ii. FAA-G-2100H, 3.1.1 4., Electric Load Balance.

(b} The average current unbalance measured for detection systems shall (203) be verified and adjusted
as needed during site acceptance.

Max Current Unbalance (Tuxs i) — A three-phase system is called balanced if the thre¢-phase voltages
and currents bave the same amplitude and are phase shifted by 120° with respect to each other. If either
or both of these conditions are not met, the system is considered unbalanced or asymmetrical. Thus the
maximm current unbalance 1s the maximum current measured that 1s out of symmetry, with regpect to
the other phases. (Note: Under multiple system configurations, it is pessible for the current unbalance of
one system to be neutralized by the current unbalance of the next system (based on phase and direction)).

(a) The maximum current unbalance for threat detection systems shall (204) be identified for each
system 1o substantiate the calculation, sizing and integration of multiple configurations of the same
equipment.

(b) The maximum current unbalance for threat detection systems shall (205) be verified and adjusted as
needed during site acceptance.

5.5 MAXIMUM LEAKAGE CURRENT

The intent of the maximum leakage current measurement is to identify the maximum leakage current
mjected onto the ground conductor by the equipment, during a full operational cycle. In addition, this
measurement wiil help determine how that value might need to be correlated to ground fault protection
settings, if applicable at the installation location.

Maximura Leakage Current — The maximum leakage current is the current that flows from the unit
through the grounding conductor into a facility ground. Leakage current could shock an individual if the
household grounding 1s not sufficient or there is an intentional or uninientional interruption of grounding
connection.

(a) The maximum leakage current measured for detection systems shall (206) be less than or equal to
three and a half milliamps (3.5mA) as specified in the following references:

i. UL Standard 60950, clause 5.1.7,
ii. TEC60601-1, General requirements for basic safety and essential performance, and
iii. IEEE Transactions on Very large Scale Integration (VLSI) Systems, 12(2):131-139.

5.6 VOLTAGE SAG AND INTERRUPTION WITHSTAND PERFORMANCE

The voltage sag and interruption withstand measurement evaluates the capability of the equipment to
withstand power faults which result in momentary power system interruptions. The secondary objective
of this requirement 15 1o evaluate the system drop-off and subsequent restart time.

Voltage Sag — The voltage sag measurement identifies the length of time and percentage below nominal
ugage that a sysiem can tolerate, if the power source 1s interrupted or eliminated during normal operations.

e
WARNING: This record contains Sensitive Security Information that is controlled unds drts 18 and 1520, No part of this
record may be disclosed to pexsons without a “need to loonw”, as CFR parts 15 and 1520, except with the written
permission of the Administrator of the Trans Adninistration or the Secretary of Transportation. Usauthorized
release may result in civil penalty deton. For (L8, government agencies, public disclosare iy governed by 5 TL.S.C. 552 and 49
CFR parts 18
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(a) The voltage sag for detection systems shall (207) tolerate a zero voltage for a minimum duration of

twenty milliseconds (20 ms) as specified in the following references:
1. IEC 61000-4-34, Voltage Sag Immunity,

ii. IEC 61000-4-11, Voltage Dip Immunity, and

iii. ITIC (CBEMA) Curve 07.01.2000.

5.7 UNINTERRUPTIBLE POWER SUPPLY

The presence of an Uninterruptible Power Supply (UPS) demonstrates the systems ability to shield
against unexpected power fluctuations, voltage sags or temporary power loses from the power distribution
sources. As a byproduct of power performance, a weak UPS can cause unwarranted system rcboots,
hang-ups, and several other system anomalies.

Uninterruptible Power Supply — The health of a UPS can be significantly affected by the system’s
ability to tolerate the variance of power over short periods of time. Measuring the strength of the UPS
identifies the systems ability to maintain operational availability during moments of critical power failure.

The UPS, if present, shall (208) be configured into the core system for antomated momtoring and display
of the current health and condition of the UPS.

WARNING: This record contains Sensitive Security Information that is rolled under 49 CFR parts 18 and 1800, No part of this
record may be disclosed to persons withont n “need to Lnow?. efined in 49 CKFR parts 15 and 1520, except with the written
permission of the Administeator of the Transportation SeeurTty Administration or the Secretary of Transportanion. Usauthorized
release may result in civil penalty or other action. .8, government agencies, public disclosure is governed by 8 11.8.C, 552 and 49
CFR parts 14 and 1524,
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APPENDIX E WBI REPORTS
1.0 FDRS REPORT DISPLAY

The WBI system skall (209) provide the reports listed in Table 1 below. Data reports (Reports 1,
2 and 3) shall (210) be viewable by calendar month and year (e.g., February 2008).

Table 1. WBI Data Reports

Report Report Name
1 10 Log Report
2 Event Report
3 Access History Report
1.1 10 Log Report

The 10O Log Report shall (211) present an overview of all I0s who worked each day for the
selected month, along with their locations and login/logout times. The 10 Summary Report shall

(212} contain one record / row in the output table for cach login session oceutring in the date
range. This report shall (213) be downloadable and be viewable on the 10 Station monitor,

Quiput Field Description Format
User_ID Identification login of the IO String
(length = 15)
LastName 10 Last Name String
(length = 15)
FirstName IO First Name String
(length = 15)
LoginTime 10 Login Timestamp String
(length = 19)
LogoutTime IO Logout Timestamp String
{length = 19)
PaxCount Number of passengers scanned Integer
during session
PaxSuspectCount Number of passengers suspected Integer
during session
PaxClearCount Number of passengers cleared Integer
during session
Affiliation 10 Affiliation String
(length = 15)
WBIModelNo Model Number of the WBI System | String
{length = 8)
SiteCode FAA Airport Code B String

WARNING: This record contains Sensitive Seeurity Information 1
of this record may be disclosed tn pexsons without a “need I
written permission of the Administrator of the Tran
Unaunthorized release may result in civil penalty.
by & TL8.C. 552 and 49 C¥R parts 15 an

5 controlled under 49 CEFR parts 15 and 1520. No part
ow”, s defined in 49 CFR parts 13 and 1520, except with the
tation Security Administration or the Secretary of Transportation,
other action. For (LS, government agencies, public disclosure is governed
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Qutput Field Description Format
(Iength = 3)
SubsiteCode Machine Location Stnng
(length = 20}
1.2 Event Report

An Event Report containing details of each system event shall (214) be provided. Thig report
shall (2135) consist of one row per event, and shal (216) provide data indicated in the following
table. This report shall (217) be downloadable and be viewable on the JO Station monitor.

Output Field Desoription Format
MACHINE 1D Identification Number of the WBI String
System (length = §)
LastName 10 Last Name String
(length=15)
FirsiName 1O First Name String
(length = 15)
User ID Identification login of the 10 String
{length=15)
SiteCode FAA Airport Code String
(length = 3)
Event Time Time event cccurred String
(length = 19)
Event Description of event String
(length = 25)
1.3 Access History Report

The Access History Report shall (218) report who modified system settings as well as the time
and nature of the modification using the format described below. The Access History report also
presents detail on administrative operations activity (i.e., who accessed the report, the type of
report, and when the report was accessed). This report shall (219) be downloadable and be
viewable on the IO Station monitor.

Qutput Field Description Format
MACHINE_ID Identification Number of the WBI String
System {length = §)

User_ID Identification login of the IO String

(length = 15)
AccessLevel Access Control Level | String

(length = 1)
Action System action Integer
ActionTime Time action ocourred - String

WARNING: This record contains Sensitive Security Information tha
of this record may be disclosed to persons without 2 *need to
written permission of the Administrator of the Transpe
Unauthorized release may result in eivil penalty or,
by 5 (1.8, 552 and 49 CER parts 15 and 152

#controlled under 49 CFR parts 15 and 1520, No part
, as defined in 49 CFR parts 15 and 1520, except with the
fon Security Administration or the Secretary of Transportation.
er action. For U.S, povernment agencies, public diselosure is governed
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Qutput Field Description Format
(length = 19)
ReportType Report type Integer
Downloaded Was the file downloaded? String
(length=1)

WARNING: This record contains Sensitive Security Informatia
of this record may be disclosed to persons without a “steed tgHnow”, as defined in 49 CFR parts 15 and 1520, exeept with the
written permission of the Administrator of the Transpoptition Security Administration or the Seeretary of Transportation.
Unauthorized rolease may result in civil penalty or oflér action. For U.5. governpment agencies, public disclosure is governed
by 5 U.8.C. 552 and 49 CFR parts 15 and 1520,

hat is controlled under 49 CFR parts 15 and 1520, No part




