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SUMMARY AND REQUEST FOR ORAL ARGUMENT

The District Court erred in holding that the Fourth
Amendnment is violated where a state police officer faxed a
search warrant to Yahoo and was not physically present to
“supervise and instruct” Yahoo enployees as it gathered the
el ectronic information in conpliance with the warrant. Relying
on a rigid and formalistic reading of Title 18 U S.C. § 3105,
which textually requires that the executing officer be
physically present to execute a federal warrant, the District
Court found that a parallel requirenent exists under the
Constitution. But 8 3105 applies to the execution of federal,
not state, warrants. More fundanmentally, neither
8 3105, nor the Constitution, requires am officer’s presence
during the execution of each and every warrant.

Only the Fourth Amendnent governs suppression of evidence

seized by state and local officials. See United States v.

Appl equi st, 145 F.3d 976, 978-979 (8" Cir. 1998). Here, the

sol e question is whether defendant’s Fourth Amendnment’s rights
were violated by virtue of a state officer not being physically
present to serve Yahoo with the search warrant.

The issue in this case involves a relatively unchartered
area of technologically advanced nechanisnms for creating,

distributing and storing information. As the 10th Circuit



recently stated in United States v. Walser, 275 F.3d 981, 986

(10th Cir. 2001) petition for cert. filed (March 25, 2002).

The advent of the electronic age and, as we see in

this case, the devel opnent of desktop conputers that

are able to hold the equivalent of a library's worth

of information, go beyond the established categories

of constitutional doctri ne. Anal ogies to other

physi cal objects, such as dressers or file cabinets,

do not often inform the situations we now face as

j udges when applying search and seizure |aw. .

This does not, of course, nean that the Fourth

Amendnment does not apply to conputers and cyberspace.

Rat her, we nust acknow edge the key differences and

proceed accordingly.
In the present case, it was |egally, factually and
constitutionally reasonable for | aw enforcenment officers to fax
the search warrant to Yahoo instead of physically serving it
upon them Casting the Fourth Amendnent “reasonabl eness”
requi rement as an inflexible rule forbidding an I nternet service
provider (“ISP”) fromresponding to a search warrant outside the
physi cal presence of an officer would undercut every |aw
enf orcenent investigation that depends on such electronic
evidence. In many cases it would be literally inpossible for an

officer to be physically present inside the provider’s

facilities during the retrieval of an ISP's electronic records.

This Court should reverse the District Court’s hol di ng t hat
it is a violation of defendant’s Fourth Anendment rights for
Yahoo to conmply with a valid search warrant that was served by

| aw enf orcenent by facsimle.



The United States respectfully requests that the Court grant
oral argunment on this issue and allot twenty (20) m nutes of

argument to each side.
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JURI SDI CTI ONAL STATENMENT

Thi s appeal is taken by the United States froma final order
suppressing evidence entered on Decenber 17, 2001, by the
Honor abl e Paul A. Magnuson of the United States District Court
for the District of M nnesota. The District Court had
jurisdiction pursuant to 18 U.S.C. 8§ 3231.

Atimely notice of appeal was filed by the United States on
January 15, 2002. This court has jurisdiction pursuant to 18

U S C § 3731.



STATEMENT OF THE FACTS

A. The Search Warrant

On Oct ober 10, 2000, Sgt. Brook Schaub (“Schaub”) of the St.
Paul Police Departnment, was working as part of the M nnesota
I nternet Crimes Against Children Task Force (“M CAC’) when he
was contacted by a woman (“DL”). See Appendix (“App.”) at 2.
DL gave Schaub a text docunent that she had retrieved from and
printed off her famly conputer. ld. at 2-3. The docunent
contained a partial log of a dialogue that took place between
her son (“AM'), who is a mnor, and a party using the nane,
“dl bch15.” 1d. at 3. In the dial ogue between these parties,
“dl bch15" asked AM where he should hide an object near AMs
home. 1d. “dlbchl5" also asked AM “don’t you want to see ne
agai n?” 1d. The di al ogue also stated that if “dl bchl5" was
going to drive to St. Paul to hide the object near AM s house,
then “[dl bchl5] would rather see [AM again.” Ld. The
suggestion that AM had met with “dl bchl5" on earlier occasions
prompted DL to seek the assistance of M CAC. |d.

VWhen questioned by | aw enforcenment about the dial ogue, AM
stated that it occurred in a “chat roonf on an Internet website,
ww. yahoo.com 1d. AM said that “dl bchl5" was going to hide
Pl ayboy magazines for AMin the bushes near a business on Ford

Parkway. 1d. AMstated that he had net “dl bchl5" in person on



Septenber 10, 2000 on Ford Parkway, but denied any sexual
contact between them |d. When interviewed at the Children's
Hospital, AMdi d not disclose any sexual contact with “dl bchl5",
and failed to make a photo identification of the defendant, Dale
Robert Bach (“Bach”). 1d.

I n Schaub’s affidavit in support of the Ransey County search
warrant he stated that he is a |licensed peace officer with 23
years of experience and has specialized training in the
i nvestigation of Internet crines. Id. He knew through his
training and experience that the Internet is a comon tool for
individuals to get sexual gratification either by view ng
sexual |y explicit imges involving mnors or by interacting with
m nors. ld. Schaub knew that such individuals use “chat roons”
to contact potential victims, gain their trust, and possibly set
up face-to-face nmeetings. Id. Accordingly, such neetings
frequently result in a sexual assault of the mnor. |d.

Schaub al so stated that conputers are frequently used to

store child pornography as well as “chat interaction” wth
children. |1d. He expressed famliarity with Yahoo, and sim | ar
I nternet conpanies. 1d. Schaub knew that Yahoo acts as a host
for Internet “chat roonms.” |d. He stated that a connection

bet ween conputers through the Internet can be traced through an
| nternet Protocol address, which acts in a way anal ogous to the
way a Caller-ID feature works on a tel ephone system |d.

3



Schaub stated that based on his experience and training it
is not unusual for victins to deny the occurrence of sexua
abuse, particularly when the victimis male. [d. Victins may
al so be inclined to deny abuse as a result of their relationship
with the perpetrator. |d.

Schaub stated that children nost likely to become victins
in this way have few friends and outside interests, spend an
i nordi nate amount of tinme on the Internet, have |imted soci al
skills in conparison to their peer group, and use the conputer
as their only outlet to socialization. I d. Schaub asked DL
whet her that profile would apply to her child, AM Id. DL
responded that it did. ILd. She added that AM has bipolar
dysfunction, attention deficit, below average grades, and few
friends. 1d. Wth the consent of DL, their fam |y conputer was
inspected and the hard drive was seized for forensic
exam nation. 1d. No incrimnating evidence was found on the
hard drive. 1d.

Schaub also explained that, to access services at
wwv. yahoo. com an individual has to provide information to the
conpany, but Schaub knew that individuals often provide false
i nf or mati on. Ld. From this information, a user profile is
created. User profiles are public information that can be

accessed by anyone. I n checking the profile for



“dl bchl5@ahoo. cont, Schaub found that it was created by a male
i ndi vi dual named Dale, age 26, from M nneapolis, M\, Schaub
further discovered that the nicknanme “dl bchl15" was |inked to an
emai | address of dl bchl5@rodi gy.com Schaub sent an
adm ni strative subpoena to Prodigy, seeking the subscriber
i nformati on for “dl bch15@r odi gy. coni . The subscri ber
information for that emanil address identified the defendant,
Dal e Bach, at 3512 Nicollet Avenue South, M nneapol i s,
M nnesota, (612) 825-9832. Further investigation reveal ed that
def endant Bach, born Decenber 27, 1958, was a registered sex
of fender based on a 1996 conviction for crimnal sexual conduct
in the third degree in Duluth, M nnesota. In that case, Bach
pl ead guilty to having oral and anal sex with a 14-year ol d boy.
See App. at 1-4.

On October 11, 2000, Schaub sent a preservation letter to
Yahoo, requesting that Yahoo, “according to their procedures,
refrain from removing from their server, or deleting any
i ncom ng or outgoing enmail nessages associated with” the email
accounts of dl bchl5@ahoo.com and bubbagum 7@ahoo. com See
App. at 7. The bubbagum 7@ahoo.comis the Yahoo account for
AM one of the mnor victins in this case. |d.

On January 3, 2001, Schaub obtained a state search warrant

fromthe Honorable J. Thomas Mott of the Ranmsey County District



Court. The purpose of the Ransey County warrant was to retrieve
from Yahoo emails between the and possible victins of crim nal
sexual conduct, including but not limted to AM |d. at _1-3.
The Ranmsey County warrant also sought the Internet Protocol
addresses connected to the s account. App. at 1-4. Both the
warrant itself and Schaub’s Affidavit indicated that the warrant
woul d be faxed to Yahoo in conpliance with California Statute
81524.2. Schaub faxed the signed warrant to Yahoo. [d. at 1-4.

On January 8, 2001, Schaub received a package from Yahoo
whi ch was delivered by DHL Worl dw de Express. App. at 6. The
package contained one zip disc with all the emails preserved by
Yahoo in victim AM s account bubbagum 7@ahoo.com and all the
emails preserved in defendant’s dl bchl5@ahoo.com account,
whi ch ampunted to five emails retrieved from defendant’s “In”
box and one email from defendant’s “trash”, all of which were
printed out by Yahoo and sent in hard copy form?! |[d. According
to Yahoo, all information in the two email accounts was
downl oaded either onto the zip disc or printed out, and sent to
Schaub. App. at 22, 1 13, 14. According to Yahoo, the

t echni ci ans responsi ble for conpliance with the warrant do not

1 Only three of the emanils found in defendant’s account had
attachnments. Yahoo printed out all six emails and attachnments
from the account of dl bchl5@ahoo.com and sent everything to
Schaub. Only one of the six emails contained child pornography

and was charged in counts 5 and 6 of the Indictnment.
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sel ectively choose or reviewthe contents of the named accounts.
Ld.
Anmong the six emails recovered fromdefendant’s account was

an email dated August 1, 2000 from a mnor victim using the

screen nane of “assbait” (“Victim B"). App. at 31. I n that
emai |, the defendant attenpted to arrange an in-person neeting
with Victim B. 1 d. Additionally, the information sent to

Schaub by Yahoo reveal ed that “dl bchl15" used other identities
i ncluding “seeknboyz” and “yphx.6128259832." App. at 32.
Schaub noted that the phone nunber, 612-825-9832, belongs to the
defendant. 1d. The registration material associated with the
Yahoo account showed M nneapolis as the city of residence and
listed Decenmber 27, 1958 as “dl bchl5”’s date of birth. |d.

One email in defendant’s account was apparently sent to
dl bchl5@ahoo. com and had an attached phot ograph of a naked boy.
See App. at 32. Schaub was famliar with this particular
pi cture, having seen it before while investigating other child
por nogr aphy cases. Id. The other emil nessages between
“dl bch15" and ot her individuals discussed “dl bchl5" nmeeting with
ot her individuals and exchanging pictures with them |d. I n
sonme of the email nessages, “dl bchl5" directs the recipient to
visit a particular site to viewa picture of “dl bchl5". [d. At
that site, the individual pictured mtches the defendant’s

driver’s license picture. 1d. at 31.



I n the meanti me, M nneapolis Police Sgt. Ann Qui nn- Robi nson
determned from postal authorities that the defendant, Dale
Bach, was receiving mail at 3512 Nicollet Avenue South,
M nneapolis, M\. See App. at 26-33. On January 26, 2001, Sgt.
Qui nn- Robi nson, obtained a search warrant from Hennepin County
Judge Patricia Belois to search the defendant’s honme. 1d. The
Hennepi n County warrant authorized seizure of conmputer hard
drives, storage devices and ot her evidence that tended “to show
the possession or distribution of child pornography or the
enti cenment of children on line.” 1d. On January 29, 2001, the
Hennepi n County warrant was executed at 's residence and anong
the itenms seized was defendant’s conputer, discs and a digita
canera. 1d. Oficers also seized “post-it” notes with nanes
and phone nunbers. |d. A forensic search of the defendant’s
hard drive reveal ed anong ot her evidence of child pornography,
a stored copy of the email fromVictimB to defendant, the sane
emai | that was part of the materials Yahoo gat hered and sent to
Schaub in conpliance with the Ransey County Search Warrant.

B. Judge Magnuson’s Order

The Governnment objected to the nmmgistrate’s Report and
Recommendati on (“R&R’) which suppressed all evidence obtained
fromthe Ranmsey County search warrant. See App. at 8-18. The
Honor abl e Paul A. Magnuson adopted the R&R and, concl uded the

evi dence obtained from the Ransey County warrant should be



suppressed. Ld. The District Court first stated that the
execution of the warrant was unreasonable under the Fourth
Amendnent because Schaub “was not present and acting in the

warrant’ s executi on when t he Yahoo enpl oyees searched and sei zed

information from Bach’s Yahoo Account.” 1d. at 12. According
to the District Court, “Schaub’s absence rendered this search
and sei zure unreasonable.” |d. The District Court found that

§ 3105 requires, at least with respect to federal searches, that
the executing officer be present and acting in the warrant’s
execution when a third party is assisting the search, and went
on to rule that conpliance with 8§ 3105 is part of the
reasonabl eness requirenment of the Fourth Anendnment. 1d. at 13
(“[T] he requirenent that an officer be present and acting in a
warrant’ s execution when a third party is assisting the officer
hel ps to effectuate the fundanmental Fourth Amendnent protection
agai nst general searches and seizures.”). I n support of its
hol di ng, the Court stated, in part:

The circumstances of this case * * * do not justify
Schaub’s choice to fax the warrant to Yahoo and al | ow
Yahoo enployees to conduct the search and seizure
w t hout any supervision or instruction. Pol i ce
officers have taken an oath to uphold federal and
state constitutions and are trained to conduct a
search lawfully and in accordance with the provisions
of the warrant. Civilians, on the other hand, are not
subject to any sort of discipline for failure to
adhere to the |aw. In fact, an internet service
provider is imune from suit so long as it is
provi di ng assistance in accordance with the terns of
the warrant. 18 U.S.C. §8 2703(e). W thout an officer
present, this conditional grant of immunity nay becone

9



an irrefutable protection for internet service
providers to conduct searches that traverse the
clearly defined Ilimts of a warrant. In the
particular context of this case, there were no
saf eguar ds ensuring that the Yahoo enployees
conducting the search and seizure of information in
Bach’s e-mai|l account were cautiously abiding by the
ternms of the Ransey County warrant. Accordingly, the
execution of the Ransey County warrant does not pass
constitutional nuster.

Id. at 14. The District Court, <citing United States v. Moore,

956 F.2d 843, 847-848 (8th Cir. 1992) recogni zed that although
t here was no federal involvenent in the investigation, Mnnesota
has a statutory presence requirenment simlar to 8 3105. |[d. at
14-16. In that regard, the District Court found that evidence
sei zed by state officers in conformty with the Fourth Amendment
shoul d not be suppressed in a subsequent federal prosecution.

See United States v. Bieri, 21 F.3d 811, 816 (8th Cir. 1994),

cert. denied 513 U. S. 878 (1994). However, the District Court

hel d that suppression was appropriate here because the state
of ficers’ conduct violated both federal statutory |aw and state

| aw. ld. at 15-16.

10



ARGUMENT
SECTI ON 3105 DOES NOT APPLY TO STATE OFFICERS I N THI S CASE
VWHERE THERE |'S NO FOURTH AMENDMENT VI OLATI ON
A St andard of Review
VWhen there is a question about suppression involving the
applicability of a federal statute, the District Court's
findings of fact are reviewed for clear error and its

application of law is reviewed de novo. See United States v.

Maxwel |, 25 F.3d 1389, 1395 (8th Cir. 1994), cert. denied. 513

U S. 1031 (1994); United States v. Schenk, 983 F.2d 876, 879

(8th Cir. 1993) (citing standard of review regarding the

application of Fourth Amendnent and 18 U.S.C. § 3109).

B. Section 3105 Does Not Apply to Sgt. Schaub’s
Execution of the Valid Ransey County State Warrant.

Only the Federal Constitution governs this case, not § 3105
standing on its owm. \While the District Court focused on the
“presence” requirenent of 8§ 3105, it has no independent |ega
significance here because federal statutes only apply to state
or | ocal searches when federal agents play a “significant part”

in the execution of the state warrant. United States v. Mirphy,

69 F.3d 237, 242 (8th Cir. 1995) cert. denied 516 U. S. 1153

(1996). Even the District Court concluded that federal agents
pl ayed no role in Sgt. Schaub’s investigation of this case.

Furthernore, while the “presence” requirement of Mnn. Stat. 8§

11



626. 13 closely tracks that of 8 3105, the Mnnesota statute is

not controlling here. Citing United States v. Myore, 956 F.2d

843, 846 (8th Cir. 1992), the District Court held that “state
officials must conply with both state | aw and Fourth Amendnent
search and seizure requirenments” to avoid suppression, App. at
9. (enphasis added). This is an erroneous |egal concl usion.

This Court made clear in Moore that “evidence seized by state

officers in conformty with the Fourth Amendment will not be
suppressed in a federal prosecution because state |aw was
viol ated.” Moore, 956 F.2d at 847 (enphasis in original); accord

United States v. Bieri, 21 F.3d 811, 816 (8th Cir. 1994); United

States v. Baker, 16 F.3d 854, 856 (8th Cir. 1994) (“[a] police

violation of state | aw does not establish a Fourth Amendnent

violation.”) Therefore, 8 3105 is not applicable here because

the state officers executed a State Search Warrant. Mor eover,
the “presence” requirement of 8§ 3105 wll not lead to
suppression unless there is a constitutional violation. I n

United States v. Applequist, 145 F.3d 976 (8th Cir. 1998) this

Court rejected the argunment that a District Court should
suppress evidence based on the failure of a state officer to
comply with 18 U S.C. 8 3105 and a simlar Arkansas state

statute.? This Court held, “Only the Fourth Amendnent governs

2 The Arkansas statute read: “A search warrant may be
executed by any officer. The officer charged with its execution

12



the suppression of evidence seized by state and |[ocal

officials.” 1d. at 978; cf. United States v. Goodson, 165 F. 3d

610, 614 (8th Cir. 1999) cert. denied 527 U S. 1030 (1999)(state

warrant executed w thout federal involvement is not governed or
controlled by Federal Rule of Crimnal Procedure Rule 41(c)).?3
Thus, the Eighth Circuit has recognized that violations of 8§
3105 do not anopunt to per se violations of the Constitution.

Here the District Court rejected Applequist and relied

solely on a District Court decision in Ayeni v. CB.S., Inc.

848 F. Supp. 362 (E.D.N. Y. 1994) for the proposition that § 3105
codifies the Fourth Amendnent. App. at 13. I nterestingly,
Ayeni actually undercuts the | ower court’s analysis. On appeal,
the Second Circuit held that § 3105 “is not determ native of the
scope of the Fourth Amendnent” but rather “provides sone basis
for giving content to the Amendnment's generalized standard of

reasonabl eness.” (enphasis added). Ayeni v. Mttola, 35 F.3d

680, 687 (2nd Cir. 1994).4

may be acconpani ed by such other officers or persons as may be
reasonably necessary for the successful execution of the warrant

with all practicable safety.” Ark. R Crim P. 13.3(a).

s In Applequist, this Court also reached a simlar
conclusion regarding the applicability of 18 U S.C. § 3109
which requires federal officers to knock and announce their
presence prior to executing a search warrant. Appl equi st, 145

F.3d at 978-79.

4 The holding of Ayeni v. Mttola, 35 F.3d 680, 687 (2nd
Cir. 1994) was abrogated on other grounds by WIlson v. Layne.

526 U.S. 603 (1999). Specifically, the Suprene Court abrogated
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1. THE FOURTH AMENDMENT DOES NOT REQUI RE AN OFFI CER TO BE
PRESENT WHILE AN EMAIL PROVIDER RENDERS TECHNI CAL
ASSI STANCE | N THE EXECUTI ON OF A VALI D SEARCH WARRANT.
A. Standard of Review
The only matters in controversy here are | egal issues. The

District Court’s conclusions of |law are reviewed de novo.

United States v. Guevara-Martinez, 262 F.3d 751 (8th Cir. 2001);

United States v. Hawkins, 215 F.3d 858, 860 (8th Cir. 2000)

cert. denied, 531 U.S. 972 (2000); United States v. Pitts, 173

F.3d 677, 680 (8th Cir. 1999).

B. Yahoo's Technical Assistance was Constitutionally
Reasonable and Did Not Require an Officer to Be
Present.

The "t ouchst one of the Fourth Amendnent i s reasonabl eness. "

Chio v. Robinette, 519 U S. 33, 39 (1996) gquoting Florida v.

Ji meno, 500 U. S. 248, 250 (1991); United States v. Alcantar, 271

F.3d 731, 738 (8th Cir. 2001) cert. denied 122 S.Ct. 1380
(2002). The Supreme Court has enphasized that standards of
reasonabl eness are “not suscepti bl e of Procrustean application.”

Ker v. California, 374 U.S. 23, 37 (1963). | nst ead,

reasonabl eness is neasured in objective terms by exam ning the
totality of the circunstances, w thout recourse to fornulas or
bright-line rules. Robinette, 519 U. S. at 39. Each case nust

be decided contextually, “in recognition of the ‘endless

the portion of Ayeni that recognized the right to collect noney

danages agai nst police. [d. at 618.
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variations in the facts and circunmstances’ inplicating the

Fourth Amendnent.” 1d., quoting Florida v. Royer, 460 U. S. 491,

506 (1983).

15



The District Court recognized that “the required |evel of
[ police] supervision varies depending on the circunstances.”

See App. at 14, gquoting Commonwealth v. Sbordone, 678 N. E.2d

1184, 1189 (Mass. 1997). In this case, the mnisterial nature
of Yahoo's role meant that Sgt. Schaub’s presence and personal

supervi sion woul d have added nothing. See App. at 22, § 13.

VWhen Yahoo receives a search warrant for emil account
information (usually by fax), it forwards the warrant to its
Conpl i ance Group. Id. That group then coordinates with its

Technical Group to find and retrieve the requested information.
Id. at 22, T 11-12. Once the appropriate account is |ocated,
Yahoo downl oads and forwards to | aw enforcenent all the account
information that falls within the tinme period specified by the
warrant. 1d. at § 13.

Law enforcenent officers such as Schaub, do not have the
technical training to participate in or supervise this process.
| ndeed, if a | aw enforcenment officer were “present” and engaged
inretrieving the data, he woul d not be providing constitutional
saf equards, but instead, he “would have to be supervised by
Yahoo! personnel to ensure that only the requested information
[ was] being obtained.” Id at ¢ 9. The District Court was
concerned that, in the absence of a |aw enforcenment officer

providers |ike Yahoo “may . . . conduct searches that traverse

the clearly defined Iimts of a warrant.” See App. at 14.
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Nevert hel ess, the District Court did not cite to any facts
show ng that Yahoo actually did infringe upon the rights of the
defendant. 1d. To the contrary, Special Agent Lese subnitted
an affidavit based on her conversation with Yahoo s genera
counsel to explain that Yahoo does not exercise discretion when
it gathers emmil account information for |aw enforcenent
pursuant to a warrant:
When accessing a user’s information, pursuant to a search
warrant, the Yahoo processor does not selectively go
t hrough the wuser’s information, but rather gathers all
information in an account that is within the time frame
specified in the warrant. The processor does not
specifically | ook at the content of the user’s account.
App. at 22, Y 13.
By taking these actions, Yahoo nerely enables |[|aw

enforcenment to conduct a search for el ectronic evidence off-site

where it will not be as onerous or intrusive. See United States

v. Horn, 187 F.3d 781, 788 (8th Cir. 1999) cert. denied 529 U S.

1029 (2000) (upholding the renoval of a suspected child
por nographer’s entire video collection “for exam nation
el sewhere” because officers “could not practically view nore
t han 300 videos at the search site”).

Mor eover, Yahoo's activities conformto judicial standards
governing the proper role of private third parties involved in
executing a warrant. Law enforcenent generally has broad
di scretion to determ ne how best to proceed with a search, Dalia

v. United States, 441 U S. 238, 257 (1979), and third parties
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may be called upon if they are needed to “assist the police in

their task.”> WIlson v. Layne, 526 U S. 603, 611 (1999);

Buonocore v. Harris, 65 F.3d 347 (4th Cir. 1995); United States

V. Schwi mmer, 692 F. Supp. 119 (E.D.N. Y. 1988) (private conputer

expert may assist officers in a conputer search). In this

regard, the Court in United States v. Sparks, 265 F.3d 825, 831

(9th Cir. 2001) applied a three-part test that is instructive:

First, the civilian’s role nust be to aid the efforts

of the police. In other words, civilians cannot be

present sinply to further their own goals. Second,

the officer nmust be in need of assistance. Police

cannot invite civilians to performsearches on a whim

there nust be some reason why a |aw enforcenent

of ficer cannot hinself conduct the search and sone

reason to believe that postponing the search until an

officer is available m ght raise a safety risk. Third,

the civilians nmust be limted to doi ng what the police

had authority to do.

Sparks, 265 F.3d, at 831-832 (citations omtted).

Applying this test, the identification and collection of
emai | information by Yahoo's staff was reasonable. First,
Yahoo' s techni cal staff searched the conpany’s database solely
to assist a police investigation. Second, only Yahoo technical
staff could perform the database search to retrieve the data
sought under the warrant and to prevent the violation of the
privacy rights of innocent third parties. See App. at 21-24, 9Y

9, 17.a. Finally, Yahoo only gathered data related to the

5> The District Court acknow edged that the warrant “was not
rendered unreasonable by the nere assistance of Yahoo
enpl oyees.” See App. at 9.
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account holder and the tine frame specified in the warrant. 1d.
at 22, 1 13. Thus, Yahoo's actions were constitutionally
reasonabl e because they were properly limted to aid Sgt.

Schaub’ s investigation.?®

C. It Would Be Unreasonable to Require a Police Oficer
to Be Present Wile an Ennil Provi der Renders
Techni cal Assistance in the Execution of a Valid
Search Warrant.

¢ In fact, a separate basis for reversing the District
Court’ s decision exists because the search and seizure did not
t ake place at Yahoo at all. Rather, the search occurred |ater,

on January 8, 2001 in St. Paul, M nnesota when Sgt. Schaub
received the data from Yahoo and examned it for evidence of
crimnal activity. United States v. Jacobsen, 466 U.S. 109
113, 120 (1984)).

Additionally, by signing up as a Yahoo custoner, the
def endant agreed to the follow ng Terns of Service (“TOS"), App.
at 21, Aff. ¢ 15:

You acknowl edge and agree that Yahoo may preserve

Content and may al so di scl ose Content if required to

do so by law or in the good faith belief that such

preservation or disclosure is reasonably necessary

to: (a) conply with |l egal process; (b) enforce the

TOS; (c) respond to clains that any Content viol ates

the rights of third-parties; or (d) protect the

rights, property, or personal safety of Yahoo, its

users and the public.

Thus, the defendant had no reasonabl e expectation that Yahoo
woul d refrain fromcol |l ecting or forwarding his email account
data in order to conply with a search warrant, or to protect
Yahoo's private contract rights and the interest of its
cust oners. See United States v. Sinons, 206 F.3d 392, 398
(4th Cir. 2000) cert. denied 122 S.Ct. 292 (2001) (finding no
reasonabl e expectation of privacy in enpl oyee’s conputer where
enpl oyer had policy stating it would "audit, inspect, and/or
moni tor" enpl oyees' Internet use).

As a result, because the “Search and Seizure” did not
occur wuntil Sgt. Schaub took control of the data, the
execution of the warrant conplied with § 3105, and no
statutory or constitutional violations occurred.
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The Supreme Court has stated, “The Fourth Amendnent's
fl exi ble requirement of reasonableness should not be read to
mandate a rigid rul e of announcenment that ignores countervailing

| aw enforcement interests.” WIlson v. Arkansas, 514 U.S. 927,

934 (1995). Law enforcenent nust nove quickly to collect and
preserve el ectronic evidence in Internet cases. The difficulty
of this task is conmpounded by the fact that such evi dence can be
vol um nous, intermngled with irrelevant data, and “vul nerable

to tanpering or destruction.” United States v. Walser, 275 F. 3d

981, 985 (10th Cir. 2001), citing United States v. Henson, 848

F.2d 1374, 1383-84 (6th Cir. 1988); United States v. Tanura, 694

F.2d 591, 597 (9th Cir. 1982); and United States v. Canpos, 221

F.3d 1143, 1147 (10th Cir. 2000). Requiring an officer to be
pr esent at al | phases of emai | searches would neake
i nvestigations inmpossible and inpractical, slow and expensive,
and overly intrusive. Such a requirenment woul d hanper not only
investigations into child exploitation, as alleged in this case,
but al so investigations into other types of crinme that commonly
i nvol ve the use of conmputers, including Internet fraud, hacking,
software piracy, cyberstal king, threats against the President,
and international terrorism

In many cases it would be literally inpossible for a | aw
enf orcenent officer to be physically present within a service

provider’s facility for all aspects of a search, especially if
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he/ she is seeking different types of account information. The
contents of an emai|l nmessage may be accessible only by a few
hi gh-level admnistrators at headquarters, while Internet
Prot ocol nunbers and other types of connection informtion may
be available only through systens nmanhagers at several renote
| ocations, and subscriber or billing information may only be
stored at the custoner service center. VWhere, then, are
of ficers supposed to go in order to be “present” for purposes of
8§ 31057

Trying to coordinate the identification and collection of
each piece of emnil data, so that it occurs in the officer’s
“presence” would require an enornous anount of time and noney.’
Even assumi ng that an emnil provider could access all of its
account information from one |ocation at one tine, a rigid
application of 8§ 3105 would i mpose significant costs for
training, travel and tine on |aw enforcenent, especially state
or local police. An officer |like Sgt. Schaub would have to find
a State |law enforcenment officer in California to serve and “be
present” for the execution of the warrant, or Schaub woul d have
to travel to Silicon Valley whenever he needed evi dence rel ated

to a Yahoo emni| address.

’ Agent Lese points out that electronic search warrants a
time-consum ng even without rigid “presence” requirenents.

re
In

a recent search warrant, a large institution took two nonths to

conply with the warrant conpletely. App. at 23, {1 17.a.
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Besi des i ncreasing the ti me and expense for | aw enforcenent,
the District Court’s ruling would i npose unreasonabl e burdens on
private third parties — service providers |like Yahoo and their
custonmers or subscribers. Yahoo would have to endure five to
ten disruptions by |aw enforcenent every week. App. at 21-22,

1 8, see United States v. Schandl, 947 F.2d 462, 465 (11th Cir.

1991) cert. denied 504 U. S. 975 (1992) (noting that an on-site

search for electronic evidence “m ght [be] far nore disruptive”
than an off-site exam nation). An ever-present officer would
al so trigger new “privacy issues and |egal concerns” for the
conpany. App. at 21-22, T 9. The El ectronic Commruni cations
Privacy Act (“ECPA”) is supposed to protect consunmers’ privacy
by prohibiting providers fromdisclosing account information to
the governnment in the absence of |egal process. 18 U.S.C. 88
2703(a)-(d). Yet Yahoo could face liability under the same act
any time a “shoulder surfing” officer saw an account not
specified in his warrant.

Thus, a strict application of the “presence” requirenment in
§ 3105 woul d underm ne the very privacy rights that the District
Court hoped to preserve. Not only would a rigid “presence”
requi renent be inpractical and burdensone, it would be invasive

and constitutionally unreasonabl e under the facts in this case.

C. Yahoo and Sgt. Schaub’s Actions were Reasonable in
Light of Section 3105's Limted Application to
Searches for Electronic Evidence.
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The Court shoul d consider the special circunstances posed
by the nature of the evidence collected in this case. As the
10th Circuit recently stated in Walser, 275 F.3d at 986:

The advent of the electronic age and, as we see in

this case, the devel opnent of desktop conputers that

are able to hold the equivalent of a library's worth

of information, go beyond the established categories

of constitutional doctri ne. Anal ogies to other

physi cal objects, such as dressers or file cabinets,

do not often inform the situations we now face as

j udges when applying search and seizure | aw. .

This does not, of course, nmean that the Fourth

Amendnent does not apply to conmputers and cyberspace.

Rat her, we must acknow edge the key differences and

proceed accordingly.

In the present case, the adm nistrative nature of Yahoo's
activity means that a rigid application of Section 3105 is not
appropriate. Both the Third and Ninth Circuits considered
Section 3105 in the context of early telephonic “trap and trace”
orders, issued under Fed. R. Crim Prod. 41, which required
t el ephone conpanies to install a device to capture incom ng
nunbers to a target’s tel ephone. In both cases, the Circuit
courts explicitly rejected the notion that an officer nust be

present while a private third party carries out the technica

aspects of a search. Inln re Application of the United States

for an Order Authorizing the Installation of a Pen Reqister or

Touch-Tone Decoder and Term nating Trap, Bell Tel ephone Co. of

Pennsyl vania, 610 F.2d 1148, 1154 (3rd Cir. 1979)[ hereinafter

“Pennsyl vania Bell”], the District Court had issued a trap and
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trace order under Rule 41, but the telephone conpany asserted
t hat the order violated Section 3105 and Rule 41(c)(1) requiring
that a warrant be directed at a |law enforcenent officer. The
Third Circuit rejected this argument and held that these
provi sions nerely set forth a rule “denying ordinary citizens
and corporations the authority to execute search warrants” on
their own. Id. Because |aw enforcenent officers were
ultimtely responsible for the execution of trap and trace
orders, the court found there were no problens “associated with

private exercise of search and seizure powers. . . .” ld.

The Ninth Circuit adopted the same reasoning in |In re

Application of the United States for an Order Authorizing an |n-

Progress Trace of Wre Communi cati ons Over Tel ephone Facilities,

United States v. Mountain States Tel ephone & Tel egraph Co., 616

F.2d 1122 (9th Cir. 1980) [ hereinafter “Mountain Bell”].

Objecting to a “trap and trace” order issued pursuant to Rule
41, the appellant argued that the order was “fatally defective”
under 8§ 3105 because it “placed the entire responsibility for
the search on Mountain Bell” rather than on federal agents. |d.
at 1130. The Ninth Circuit rejected this chall enge, noting that
appel l ant had raised “a distinction without a difference.” [d.
It hel d:
[ T] he actions ordered were technical ones which only

t hat conpany could perform . . . Thr oughout the
operation, the agents renmained solely responsible for
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the use to be nade of the information obtained. Under
such circunstances there was no abuse of either Rule
41 or 18 U.S.C. 8 3105. . . .[T]lhe requirenent that
warrants be served only by |aw enforcenent officers
contenplates the traditional situation in which the
pursuit of tangible property takes place through neans
of a physical search of persons or places. But the use
of electronic surveillance, such as pen registers and
traces, is to a large extent sui generis: no warrant
is “served,” no persons or prem ses are “searched,” no
confrontation between the governnent and citizen takes
pl ace; rather a conputer is progranmmed to detect
el ectronic inpulses which, when decoded, provide a
list of tel ephone nunbers. Once it is determ ned that
such an operation is constitutionally perm ssible.

it appears to this court to make little difference
whet her, as with pen registers, federal agents install
the device and then nonitor it thenselves, or as in
the case of traces using ESS facilities, telephone
conpany technicians acting at the behest of federa
officials performthese functions.

Id. at 1130 (footnotes and citations omtted).

Simlarly in the instant case, there was no physical
confrontati on between |aw enforcenment agents and a private
person. Collecting the information covered by the warrant
i nvol ved technical conputer queries that targeted the accounts
and tinme period specified by the search warrant. App. at 22,
13. Once the data was recovered, Sgt. Schaub was solely
responsi ble for exam ning and using the information obtained.

Thus, under Pennsyl vani a Bell and Mountain Bell, no violation of

8 3105 occurred, and the execution of the warrant was

r easonabl e.

E. Yahoo and Sgt. Schaub Foll owed Section 2703 of the
ECPA, Which Protects Individual Privacy and Sets Forth

25



Procedures That Are Reasonable in Searches for
El ectroni ¢ Evi dence.

When conducting the search for electronic evidence, Sgt.
Schaub foll owed the procedures of the El ectronic Communi cati ons
Privacy Act (“the ECPA”), as codified under 18 U. S.C. § 2703.
This was appropriate for two reasons. First, this statute is
nore recent and applicable to electronic searches, and under
basic rules of statutory construction, 8 2703 should govern this
I nternet case rather than § 3105. Second, in constitutional
terms, 8 2703 provides a reasonable set of procedures to foll ow

when conducting a search of an individual’s email account

This Circuit has recently held, “It is a famliar principle
of statutory construction that a general statute nust yield when
there is a specific statute involving the same subject matter.”

Crai ghead Elec. Co-op Corp. v. City Water and Light Pl ant of

Jonesboro, 278 F.3d 859, 861(8th Cir. 2002). The Suprene Court

has simlarly stated, “[An earlier statute's] generalities
should not lightly be construed to frustrate a specific policy
enbodied in a |later federal statute." United States v. Estate

of Romani, 523 U.S. 517, 530, (1998) quoting Massachusetts v.

United States, 333 U S. 611, 635, (1948) (Justice Jackson’s

di ssent). This means that a strict application of the ol der
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general statute, 18 U S.C. § 3105, should not underm ne the
intent and purpose of the newer nore specific procedures
outlined in 18 U.S.C § 2703 of the ECPA

The basic provisions of § 3105 date back eighty-four years
and were passed as part of the Espionage Act of 1917. Section
7 of Title XI of the Act read, “A search warrant may in all
cases be served by any of the officers nmentioned in its
direction, but by no other person, except in aid of the officer
on his requiring it, he being present and acting in its
execution.” See H R Conf. Rep. No. 65-65 at 14 (1917). This
section was one of several set forth under the general heading

“Search Warrants” and codified under 18 U.S.C. fornmer 8 611, et
seqg. (1940 ed.) Many of these provisions were eventually
incorporated into Rule 41 of the Federal Rules of Crim nal

Procedure. See Fed. R Crim P. 41, Advisory Comm ttee Notes,

“1944 Adoption, Notes to Subdivisions (a)-(g).” Section 7 of
the Espionage Act renmmined a separate statute and was re-
codified in 1948 under § 3105 of Title 18. The only revision to
the statute occurred at that tinme, and made cl ear that a warrant
coul d be served by any “officer authorized by law to serve such
warrant.” See 18 U.S.C. § 3105; H R Report 80-304.

VWhile 8 3105 is a decades-old | aw of general applicability,

8§ 2703 is a newer statute that nmore specifically addresses
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privacy in the burgeoning field of electronic conmunications.
When Senator Leahy introduced the ECPA, he did so because
existing | aw was “hopel essly out of date.” S. Rep. 99-541 at 2

(1986), reprinted in 1986 U S.C.C A N 3555. The Senate

Judiciary Committee echoed this sentinment: “[The |aw] has not
kept pace with the devel opnent of communications and conputer
technol ogy. Nor has it kept pace with changes in the structure
of the telecommunications industry.” ld. at 3. Congress also
spoke to the particular need to protect stored el ectronic data,
i ke the contents of the email that are at issue in this case.
The Senate Report stated,

The Committee al so recogni zes that conputers are used

extensively today for the storage and processing of

information. Wth the advent of conputerized record

keepi ng systens, Anmericans have lost the ability to

| ock away a great deal of personal and business

i nformation.
Ld. As a result of these concerns, Congress passed the
ECPA, including 8 2703, with the specific intent “to
protect privacy interests in personal and proprietary
information, while protecting the Governnent's legitimte
| aw enforcenment needs.” |d.

Based on these facts, Congress has spoken nore recently

and directly to the issues at hand through the ECPA and

§ 2703. More inportantly, Congress has set forth specific
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procedures in 8 2703 that are constitutionally reasonable.

First, 8 2703 protects the privacy of electronic
records and requires the governnent to obtain a search
war rant based on probable cause if it wants to obtain the
contents of email communications wi thout giving notice to
a target. 18 U . S.C. 8§ 2703(a)-(b)(2001).8 Section 2703
al so specifies the | egal process the governnent nust use to
obtain emnil nmessages with notice, or other information
such as technical or transactional records (e.g. server
|l ogs), and subscriber information. See 18 U. S.C. 8
2703(a)-(d) (2001). Section 2703 further provides for the
preservation of electronic records and gives inmunity to
providers who conply with the statute. See 18 U. S.C. 8§
2703(e)-(f) (2001).

Whereas 8 3105 “contenplates the traditional situation
in which the pursuit of tangible property takes place

t hrough nmeans of a physical search of persons or places,”

Mountain Bell, 616 F.2d at 1130, by passing 8 2703 Congress

8 This brief cites to 8 2703 as enacted in 2001 when the

revi sed

search of defendant’s records was conducted. Under the USA
Patri ot Act, Congress recently renunbered subsections,
8§ 2703 to cover voice mail, and expanded the governnent’s

subpoena power.

29



recogni zed that an electronic search and seizure is
entirely different. It seldom involves a face-to-face
confrontation and often requires the use of highly trained
technicians to collect off-site evidence froma variety of
conput ers.

In light of these differences, the ECPA contenpl ates

that an “electronic comruni cati on service provider,” |ike
Yahoo, will “disclose” or deliver electronic data to | aw
enforcenent, not that a | aw enforcenent officer will enter

and physically take control of a conpany’s conputer system?®
In this way, the ECPA treats a search warrant for email
records nore |ike a subpoena or a search warrant served on

a bank, hospital, law firm or another third party with

® See 18 U.S.C. 2703(a)(“A governnent entity may require
di scl osure by a provider of electronic conmunication service of
the contents of an electronic communication ... in storage”
pursuant to a warrant); 2703(b) (“A governnental entity may
require a provider of renote conputer service to disclose .
contents” pursuant to a proper warrant, order or subpoena);
2703(c) (1) (A (“a provider . .. may disclose a [non-content]
record” to a private party); 2703(c)(1)(B) (“a provider
shall disclose a [non-content] record. . . to a governnental
entity” pursuant to a warrant or court order); 2704(a)(3) (A
(requiring providers to retain backup data until “delivery of
the information”); 2704(a)(4)(stating a “service provider shall
rel ease such backup copy to the requesting governnental entity”
after proper notice of an order or subpoena); 2706 (allow ng
providers to be reinbursed for costs incurred in “searching for,
assenbl i ng, reproduci ng, or ot herw se provi di ng such
information”).
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sensitive client information.
For exanple, in a case analogous to this one,

Washington v. Kern, 914 P.2d 114, 117-18 (Wa. Ct. App.

1996), the Court upheld a search for bank records where the
police officer handed the warrant to bank enployees with
instructions to deliver the specified records later. The
court explained that the officer’s presence was not
required whil e the bank records were bei ng gat hered because
“[a] police officer will not ordinarily performa search of
a bank’s records, indeed may not be qualified to do so”.
Id.

Thi s exanpl e shows that an officer’s presence nmay not
be necessary or proper when a warrant is served on a third
party that hol ds numerous sensitive records. This exanple
al so underscores the bal anced approach taken by the ECPA
and 8 2703. Section 2703 properly allows the governnment to
obtain certain emai|l nmessages without notice if it secures
a search warrant based on probable cause. At the sane
time, the statute protects the interests of the emil
provider and its other custoners by allow ng disclosure of
evidence in lieu of a direct seizure.

In short, the provisions of 8§ 2703 are recent, specific

and reasonable to apply in an Internet case like this one.
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Because Sgt. Schaub and Yahoo followed & 2703 closely,
their actions were reasonable and not in violation of

def endant’ s Fourth Amendnent rights.
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[11. Blanket Suppression of All Evidence Obtained From The
Ransey County Warrant is |nproper Because Defendant
Lacks Standing to Challenge the Victims Emil
Account .

A. St andard of Review
Whet her t he def endant has standing to chall enge certain
evidence is a question of law that should be reviewed de

novo. United States v. Hayes, 120 F.3d 739, 743 (8th Cir.

1997). Al t hough the governnent did not object on the
basis of standing at the District Court |level, the argunment

has not been wai ved. See United States v. Rodriquez 270

F.3d 611, 616-17 (8th Cir. 2001). “[I]t is elenentary that
standing relates to the justiciability of a case and cannot

be wai ved by the parties.” Sierra Club v. Robertson, 28

F.3d 753, 757 n. 4 (8th Cir. 1994), quoted in Rodriguez,

270 F. 3d at 617. B. Def endant has No Standing To
Challenge the Search and
Sei zure of Another Person’s
Emai | Account.

The District Court not only erred when it ruled that
an officer should have been present when Yahoo gathered
account information, but it also erred when it inposed
bl anket suppression as the remedy in this case. See App.
at 8-17. Sgt. Schaub requested that Yahoo produce data

rel ated to defendant’s email account, dl bchl5@ahoo.com as

well as AM s emai | account bubbagum 7@ahoo.com |1d. at 1-
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3. Yet, the defendant has no standing to challenge any
evi dence seized fromthe bubbagun7@ahoo. com account. To
establish standing, the defendant has the burden of
denonstrating that he has a reasonable expectation of

privacy in the area searched. United States v. Gonez, 16

F.3d 254, 256 (8th Cir. 1994). The “factors relevant to
the determnation of standi ng incl ude; “owner shi p,
possessi on and/or control of the area searched or item
sei zed; historical use of the property or item [and]
ability to regulate access" to the area searched. |[d.
Si nce victim AM owned, controll ed, and used
bubbagum 7@ahoo. com t he defendant did not, and cannot
establish standing as to that emmil account, and any

evi dence seized fromit should not be suppressed.



CONCLUSI ON

Based on the foregoi ng facts and argunent, the District
Court’s menorandum and order for suppression should be

reversed.
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