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Complaint, Request for Investigation, Injunction, and Other Relief
[. Introduction

1. This complaint concerns matakichanges to privacy settings made by Facebook, the
largest social network service in the United States, which adversely impact users of the
Facebook service. FacebookOs changes to usersO privacy settings disclose personal
information to the public thatas previously restricted. FacebookOs changes to usersO
privacy settings also disclose personal information to third parties that was previously not
available. These changes violate user expectations, diminish user privacy, and contradict
FacebookOs own repentations. These business practices are Unfair and Deceptive
Trade Practices, subject to review by the Federal Trade Commission (the OCommissionO)
under section 5 of the Federal Trade Commission Act.

2. These business practices impact more than 100 mikers of the social networking site
who fall within the jurisdiction of the United States Federal Trade CommiSsion.

3. EPIC urges the Commission to investigate Facebook, determine the extent of the harm to
consumer privacy and safety, require Faceboakstore privacy settings that were
previously available as detailed below, require Facebook to give users meaningful control
over personal information, and seek appropriate injunctive and compensatory relief.

! FacebookStatistics http://www.facebook.com/press/info.php?statistics (last visited Dec. 14, 28@93iscEric
Eldon,Facebook Reaches 100 Millii Monthly Active Users in the United StatesideFacebook.com, Dec. 7,
2009, http://www.insidefacebook.com/2009/12/07 [facebadchesl 00-million-monthly-active- usersin-the-
unitedstates (last visited Dec. 15, 2009).



[l. Parties

4. The Electronic Privacy Information @er (OEPICO) is a Hot-profit research center
based in Washington, D.C. EPIC focuses on emerging privacy and civil liberties issues
and is a leading consumer advocate before the Federal Trade Commission. Among its
other activities, EPIC first broughteé CommissionOs attention to the privacy risks of
online advertising.In 2004, EPIC filed a complaint with the FTC regarding the
deceptive practices of data broker firm Choicepoint, calling the CommissionOs attention
to Odata products circumvent[ing] @RA, giving businesses, private investigators, and
law enforcement access to data that previously had been subjected to Fair Information
Practices.tAs a result of the EPIC complaint, the FTC fined Choicepoint $15 mfllion.
EPIC initiated the complainbtthe FTC regarding Microsoft Passpbiithe Commission
subsequently required Microsoft to implement a comprehensive information security
program for Passport and similar serviE&PIC also filed a complaint with the FTC
regarding the marketing of amatespyware’, which resulted in the issuance of a
permanent injunction barring sales of CyberSpyOs Ostalker spywar¢h@ awarter
surveillance technology sold for individuals to spy on other individuals.

2|n the Matter of DoubleCligkCamplaint and Request for Injunction, Request for Investigation and for Other
Relief, before the Federal Trade Commission (Feb. 10, 2a08)able at
http://epic.org/privacy/internet/ftc/DCLK_complaint.pdf.

% In the Matter of ChoicepoinRequest for Inveigation and for Other Relief, before the Federal Trade Commission
(Dec. 16, 2004)available athttp://epic.org/privacy/choicepoint/fcraltr12.16.04.html.

* Federal Trade CommissioBhoicePoint Settles Data Security Breach Charges; to Pay $10 Millioivih C
Penalties $5 Million for Consumer Redress, http://www.ftc.gov/opa/2006/01/choicepoint.shtm (last visited Dec. 13,
2009).

® In the Matter of Microsoft CorporatigrComplaint and Request for Injunction, Request for Investigation and for
Other Relief, lefore the Federal Trade Commission (July 26, 2084jilable at
http://epic.org/privacy/consumer/MS_complaint.pdf.

®In the Matter of Microsoft CorporatigrFile No. 012 3240, Docket No.-@069 (Aug. 2002)available at
http://www.ftc.gov/os/caselist/01230/0123240.shtnBee alsd-ed. Trade CommOn, OMicrosoft Settles FTC
Charges Alleging False Security and Privacy PromisesO (Aug. 2002) (OThe proposed consent order prohibits any
misrepresentation of information practices in connection with Passport ardsottilar services. It also requires
Microsoft to implement and maintain a comprehensive information security program. In addition, Microsoft must
have its security program certified as meeting or exceeding the standards in the consent order by dernmdepen
professional every two years.&ailable athttp://www.ftc.gov/opa/2002/08/microst.shtm.

"In the Matter of Awarenesstech.com, et @bmplaint and Request for Injunction, Request for Investigation and
for Other relief, before the Federal Trade Guission,available athttp://epic.org/privacy/dv/spy_software.pdf.

8 FTC v. Cyberspy Software, No. 6:@8-1872 (D. Fla. Nov. 6, 2008) (unpublished ordesjailable at
http://ftc.gov/os/caselist/0823160/081106cyberspytro.pdf.

2



Earlier this year, EPIC urged the FTC to utdke an investigation of Google and cloud
computing? The FTC agreed to review the complaint, stating that it Oraises a number of
concerns about the privacy and security of information collected from consumers
online.® More recently, EPIC asked the FTCiwestigate the Oparental controlO
software firm Echometrix* Thus far, the FTC has failed to announce any action in this
matter, but once the Department of Defense became aware of the privacy and security
risks to military families, it removed Echomeffiz software from the Army and Rorce
Exchange Service, the online shopping portal for military famifies.

. The American Library Association is the oldest and largest liassgciation in the

world, with more than 64,000 mbers. Its mission iSQo provide leadership for the
development, promotion, and improvemehtibrary and information services and the
profession of librarianshim order to enhance learning and ensure access to information
for all.O

. The Center for Digital Democra¢®@CDDOi one of the leading neprofit groups
analyzing and addressing the impact of digital marketing on privacy and consumer
welfare. Based in Washington, D.C., CDD has played a key role promoting policy
safeguards for interactive marketing and data collection, including at the FTC and
Congress.

Consumer Federation of America (OCFAQ) is an association of some 300 nonprofit
consumer organizations across the U.S. CFA was created in 1968 to advance the
consumer interest through research, advocacy, and education.

Patient Privacy Rights is a nqmofit organization located in Austin, Texas. Founded in
2004 by Dr. Deborah Peel, Patient Privacy Rights is dedicated to ensuring Americans
control all access to their health records.

10. Privacy Activism is a nonprofit organization whose goal is to enable peoplake

well-informed decisions about the importance of privacy on both a personal and societal

° In the Matter of Google, |, and Cloud Computing Servigégequest for Investigation and for Other Relief,
before the Federal Trade Commission (Mar. 17, 2008)ilable at
http://epic.org/privacy/cloudcomputing/google/ftc031709.pdf.

10| etter from Eileen Harrington, Acting Direatof the FTC Bureau of Consumer Protection, to EPIC (Mar. 18,
2009),available athttp://epic.org/privacy/cloudcomputing/google/031809_ftc_lItr.pdf.

n the Matter of Echometrix, IncRequest for Investigation and for Other Relief, before the Federas Trad
Commission (Sep. 25, 200@)vailable at
http://epic.org/privacy/ftc/Echometrix%20FTC%20Complaint%?20final.pdf.

12 EP|C,Excerpts from Echometrix Documents
http://epic.org/privacy/echometrix/Excerpts_from_echometrix_doc4-02.pdf (last visited Dec. 12009).
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11.

12.

13.

14.

level. A key goal of the organization is to inform the public about the importance of
privacy rights and the shernd longterm consequences of losing themther
inadvertently, or by explicitly trading them away for perceived aunifierstood notions
of security and convenience.

The Privacy Rights Clearinghouse (OPRCO) is a nonprofit consumer organization with a
two-part missiolN consumer information ancbnsumer advocacy. It was established in
1992 and is based in San Diego, CA. Among its severas geRIC works toaise
consumer@awareness of how technology affects personal privacy and to empower
consumers to take action to control their own persiof@mation by providing practical

tips on privacy protection.

The U. S. Bill of Rights Foundation is a npartisan public interest law policy
development and advocacy organization seeking remedies at law and public policy
improvements on targeted issubat contravene the Bill of Rights and related
Constitutional law. The Foundation implements strategies to combat violations of
individual rights and civil liberties through Congressional and legal liaisons, coalition
building, message development, projelanning & preparation, tactical integration with
supporting entities, and the filings of complaints androifcus curiaébriefs in litigated
matters.

Facebook Inc. was founded in 2004 and is based in Palo Alto, California. FacebookOs
headquarters aredated at 156 University Avenue, Suite 300, Palo Alto, CA 94301. At

all times material to this complaint, FacebookOs course of business, including the acts and
practices alleged herein, has been and is in or affecting commerce, as OcommerceO is
defined inSection 4 of the Federal Trade Commission Act, 15 U.S.C. a 45.

I1l. The Importance of Privacy Protection

The right of privacy is a personal and fundamental right in the United $tates.

privacy of an individual is directly implicated by the collectiorg,usnd dissemination of
personal information. The opportunities to secure employment, insurance, and credit, to
obtain medical services and the rights of due process may be jeopardized by the misuse
of personal informatiof*

13 SeeDepartment of Justice v. Reporters Committee for Freedom of the B88sE.S. 749, 763 (1989) (Oboth the
common law and the literal understandings of privacy encompass the individualOs control of information concerning
his or her personONhalen v. Rge429 U.S. 589, 605 (197 AYnited States v. Kat889 U.S. 347 (1967DImstead

v. United State277 U.S. 438, 478 (1928) (Brandeis, J., dissenting).

1 Fed. Trade Comm@Bonsumer Sentinel Network Data Bddak (2009) (charts describing hodentity theft

victimsO information have been misused).
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15.The excessive collection of fg@nal data in the United States coupled with inadequate
legal and technological protections have led to a dramatic increase in the crime of identity
theft!®

16.The federal government has established policies for privacy and data collection on federal
web stes that acknowledge particular privacy concerns Owhen uses of web technology
can track the activities of users over time and across different web sitesO and has
discouraged the use of such techniques by federal agéhcies.

17.As the Supreme Court has madear| and the Court of Appeals for the District of
Columbia Circuit has recently held, Oboth the common law and the literal understanding
of privacy encompass the individualOs control of information concerning his or her
person.8

18. The Organization for Ecamic Cooperation and Development (OOECDO) Guidelines on
the Protection of Privacy and Transborder Flows of Personal Data recognize that Othe
right of individuals to access and challenge personal data is generally regarded as perhaps
the most important pracy protection safeguard.O

19.The appropriation tort recognizes the right of each person to protect the commercial value
of that personOs name and likeness. The tort is recognized in virtually every state in the
United States.

20.The Madrid Privacy Declarat of November 2009 affirms that privacy is a basic human
right, notes that Ocorporations are acquiring vast amounts of personal data without
independent oversight,O and highlights the critical role played by OFair Information
Practices that place obligatis on those who collect and process personal information
and gives rights to those whose personal information is colletted.O

21.The Federal Trade Commission is Oempowered and directedO to investigate and prosecute
violations of Section 5 of the Federal leaCommission Act where the privacy interests
of Internet users are at isstie.

31d. at 5 (from 2002009, the number of identity theft complaints received increased from 31,140 to 318¢882);
U.S. Gen. Accounting Officadentity Theft: Governments Have Acted to Protect Peibpidentifiable
Information, but Vulnerabilities Rema(2009); Fed. Trade Comm®ecurity in Numbers: SSNs and ID Thft
(2008).

16 Office of Management and Budg&temorandum for the Heads of Executive Departments and
Agencieqg2000),available athttp://www.whitehouse.gov/omb/memoranda_ni®&)last visited Dec. 17, 2009)
17U.S. DepOt of Justice v. Reporters Comm. for Freedom of the48@44.S. 749, 763 (1989), citedNatOl
Cable & Tele. Assn. v. Fed. CommcOns. ComRd071312 (D.C. Cir. Feb. 13, 2009).

18 The Madrid Privacy Declaration: Global Privacy Standards for a Global World, Nov. 3,80@ble at
http://thepublicvoice.org/madrideclaration/.

1915 U.S.C. = 45 (AWB).



V. Factual Background

FacebookOs Size and Reach Is Unparalleled Among Social Networking Sites

22.Facebook is the largest social network service provider in the United StatssdiAg
to Facebook, there are more than 350 million active users, with more than 100 million in
the %nited States. More than 35 million users update their statuses at least once each
day:

23.More than 2.5 billion photos are uploaded to the site each rfibftacebook is the
largest photesharing site on the internet, by a wide mafgin.

24. As of August 2009, Facebook is the fourth mastted web site in the world, and the
sixth mostvisited web site in the United Stafés.

Facebook Has Previously Changed ItService in Ways that Harm UsersO Privacy

25.1n September 2006, Facebook disclosed usersO personal information, including details
relating to their marital and dating status, without their knowledge or consent through its
ONews FeedO prograhundreds of thusands of users objected to FacebookOs
actions?® In response, Facebook stated:

We really messed this one up. When we launched News Feed and Mini
Feed we were trying to provide you with a stream of information about
your social world. Instead, we did acb@b of explaining what the new
features were and an even worse job of giving you control of them.

26.1n 2007, Facebook disclosed usersO personal information, including their online purchases
and video rentals, without their knowledge or consent throsghBeaconO program.

27.Facebook is a defendant in multiple federal law8titssing from the OBeaconO
program? In the lawsuits, users allege violations of federal and state law, including the

20 FacebookStatistics http://www.facebook.com/press/info.php?statistics (last visited Dec. 14, 2009).
2d.

22 Erick SchonfeldFacebook Photos Pulls Away From the PaBkchCrunch (Feb. 22, 2009),
http://www.techcrunch.com/2009/02/22/facebeaiotospulls-away-from-the-pack/.

% Erick SchonfeldFacebook is Now the Fourth Largest Site in the WoFethCrunch (Aug. 4, 2009),
http://www.techcrunch.com/2009/08/04/facebasinow-the-fourth-largestsite-in-the-world/.

% see generallfEPIC, Facebook Privay, http://epic.org/privacy/facebook/ (last visited Dec. 15, 2009).

%5 Justin SmithScared students protest FacebookOs social dashboard, grappling with rules of attention,economy
Inside Facebook (Sept. 6, 2006), http://www.insidefacebook.com/2006/0%@8istudentsprotestfacebooks
sociatdashboardyrapplingwith-rulesof-attentioneconomyy/.

% Mark ZuckerbergAn Open Letter from Mark Zuckerbef8ept. 8, 2006),
http://blog.facebook.com/blog.php?post=2208562130.

2" see generallfEPIC, Facebook Privacyhttp://epic.org/privacy/facebook/ (last visited Dec. 15, 2009).
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Video Privacy Protection Act, the Electronic Communicatiomgaey Act, the Computer
Fraud and Abuse Act, and CaliforniaOs Computer CrimeLaw.

28.0n May 30, 2008, the Canadian Internet Policy and Public Interest Clinic filed a
complaint with Privacy Commissioner of Canada concerning the Ounnecessary-and non
consensuacollection and use of personal information by Facel@bk

29.0n July 16, 2009, the Privacy CommissionerOs Office found Facebook Oin contraventionO
of CanadaOs Personal Information Protection and Electronic Documetits Act.

30. The Privacy CommissionerOs Officand:

Facebook did not have adequate safeguards in place to prevent
unauthorized access by application developers to usersO personal
information, and furthermore was not doing enough to ensure that
meaningful consent was obtained from individuals fordiselosure of
their personal information to application develop&rs.

31.0n February 4, 2009, Facebook revised its Terms of Service, asserting broad, permanent,
and retroactive rights to uséysersonal informatioN even after they deleted their
accounts’ Facebook stated that it could make public a userOs Oname, likeness and image
for any purpose, including commercial or advertisifig.O

32.Users objected to FacebookOs actions, and Facebook reversed the revisions on the eve of
an EPIC complaint to the Commissi&

2 |n Lane v. Facebook, IncNo. 5:08CV-03845 (N.D. Cal. filed Aug. 12, 2008), Facebook has requested court
approval of a class action settlement that would terminate usersO claims, loiet poavionetary compensation to
users. The court has not ruled on the matter.

2 See e.gHarris v. Facebook, IncNo. 0901912 (N.D. Tex. filed Oct. 9, 2009)ane v. Facebook, IncNo. 5:08
CV-03845 (N.D. Cal. filed Aug. 12, 2008ee alsdHarris v. BlockbusterNo. 09217 (N.D. Tex. filed Feb. 3,
2009),appeal docketedNo. 0910420 (5th Cir. Apr. 29, 2009).

¥1d.

31 etter fromPhilippa Lawson, Director, Canadian Internet Policy and Public Interest Clinic to Jennifer Stoddart,
Privacy Commissioner danada (May 30, 2008yailable at
http://www.cippic.ca/uploads/CIPPICFacebookComplaint_29May08.pdf.

32 Elizabeth Denham, Assistant Privacy Commissioner of Cafetzort of Findings into the Complaint Filed by
the Canadian Internet Policy and Public Ingst Clinic (CIPPIC) against Facebook Inc. Under the Personal
Information Protection and Electronic Documents, Aletly 16, 2009available athttp://priv.gc.ca/cf
dc/2009/2009_008_0716_e.pdf.

1d. at 3.

34 Chris WaltersFacebook's New Terms Of Service:e"@Wan Do Anything We Want With Your Content. Forever."
The Consumerist, Feb. 15, 20@®ailable athttp://consumerist.com/2009/02/faceboaleantermsof-servicewe-
cando-anythingwe-wantwith-your-contentforever.html#reset.

*1d.

% JR RaphaeFacebools Privacy Flap: What Really Went Down, and What's Ne&tWorld, Feb. 18, 2009,
http://www.pcworld.com/article/159743/facebooks_privacy flap_what_really_went_down_and_whats_next.html.
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Changes in Privacy Settings: OPublicly Available InformationO

33.Facebook updated its privacy policy and changed the privacy settings available to users
on November 19, 2009 and again on December 9, #009.

34.Facebook now treats the following categonépersonal data as Opublicly available
information:O

usersO names,

profile photos,

lists of friends,

pages they are fans of,
gender,

geographic regions, and
networks to which they belorf§.

KK KK KKK

35. By default, Facebook discloses Opublicly available inféom@tto search engines, to
Internet users whether or not they use Facebook, and others. According to Facebook,
such information can be accessed by Oevery application and website, including those you
have not connected with . . 30

36. Prior to these changgonly the following items were mandatorily Opublicly available
information:O

¥ auserOs name and
¥ auserOs network

37 FacebookFacebook Asks More Than 350 Million Users Around the Winl@®ersonalize Their Privadipec. 9,
2009),available athttp://www.facebook.com/press/releases.php?p=133917.
38 FacebookPrivacy Policy http://www.facebook.com/policy.php (last visited Dec. 16, 2009).
39
Id.
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37.Users also had the option to include additional information in their public search listing.
as the screenshot of the original privacyisg#t for search discovery demonstrates.

& Privacy » Search

Search Discovery

Use this setting below to control who on Facebook can find you through search. Your Friends will always be able to find
you,

Search Visibility @& Everyone v

Search Result Content

People who can find you in search can click through to a very limited version of your profile. Use these checkboxes to
control what people can see in addition to your name.

People who can see me in search can see:
My profile picture

My friend list

& link to add me as a friend

A link to send me a message
[] Pages I am a fan of

Public Search Listing
Use this setting to control whether your search result is available outside of Facebook.
[JCreate a public search listing for me and submit it for search engine indexing (see preview)

Please note that minors do not have public search listings - listings created by minors will activate only when
o longer minors.,

Save Changes Cancel

38.FacebookOs original privacy policy stated that users Omay not want everyone in the world
to have the information you share on FacebookO as the screenshot below makes clear:

Facebook Principles

We built Facebook to make it easy to share information with your friends and people around you. We understand you may not
want everyone in the world to have the information you share on Facebook; that is why we give you control of your
information. Our default privacy settings limit the information displayed in your profile to your networks and other reasonable
community limitations that we tell you about.

Facebook follows two core principles:

1. You should have control over your personal information.

Facebook helps you share information with your friends and people around you. You choose what information you put in your
profile, including contact and personal information, pictures, interests and groups you join. And you control the users with
whom you share that information through the privacy settings on the Privacy page.

2. You should have access to the information others want to share.
There is an increasing amount of information available out there, and you may want to know what relates to you, your
friends, and people around you. We want to help you easily get that information.

Sharing information should be easy. And we want to provide you with the privacy tools necessary to control how and with



39. FacebookOs Chief Privacy Officer, iSttelly, testified before Congress that Facebook
gives Qsers controls over how they share their personal information that model real
world information sharing and provide them transparency about how we use their
information in advertising®Kelly further testified, Omany of our users choose to limit
what profile information is available to ndnends. Users have extensive and precise
controls available to choose who sees what among their networks and friends, as well as
tools that give them thehoiceto make a limited set of information available to search
engines and other outside entitiés.0

40.1n an Omportant message from Facebddkacebook told users it was givi@gpou more
control of your information . . . and [hadfided the ability to set privaoy everything
you share . Qas the screen from the transition tool illustrates:

Important message from Facebook

[ Privacy Announcement

We're making some changes to give you more control of your
information and help you stay connected. We've simplified the
Privacy page and added the ability to set privacy on everything SiEvaryone

you share, from status updates to photos. posiy  Friends of Friends
Only Friends

At the same time, we're helping everyone find and connect with ity Customize
each other by keeping some information—like your name and
profile picture—publicly available.

Use the lock to share with Friends,
The next step will guide you through choosing your privacy F 5 or Even
settings. You can learn more about how privacy works here. .

1e on the
nternet, which g

than your old regional network setting

Continue to Next Step >

41.FacebookOs CEO, Mark Zuckerberg, reversed changes to his personal Facebook privacy
settings after the transition from the original privacy settings to the revised seti@ug
public his photographs and other informatfon.

42.Barry Schnitt, FacebookOs Director of Corporate Communications and Public Policy,
Osuggests that users are free to lie about their hometown or take down their profile picture
to protect their privacy’®

40 Testimony of Chris Kelly, Chief Privacy Oéféer, Facebook, Before the U.S. House or Representatives Committee
on Energy and Commerce Subcommittee on Commerce, Trade, and Consumer Protection Subcommittee on
Communications, Technology and the Internet (June 18, 2808ijable at
http://energycommerchouse.gov/Press_111/20090618/testimony_kelly.pdf.

“d.

42 Kashmir Hill, Either Mark Zuckerberg got a whole lot less private or Facebook®s CEO doesnOt understand the
companyOs new privacy settii@sc. 10, 2009), http://trueslant.com/KashmirHill/2009112¢ithermark-
zuckerberegot-a-whole-lot-lessprivate or-facebooksceo-doesntunderstandhe-companysnew-privacy-settings/.

10



43. Providing false information on a Facebook profile violates FacebookOs Terms of
Service?*

44.Facebook user profile information may include sensitive personal information.

45.Facebook users can indicate that they are OfansO of various organizationsaisdivid
and products, including controversial political cauSes.

46.Under the original privacy settings, users controlled public access to the causes they
supported. Under the revised settings, Facebook has made usersO causes Opublicly
available informatior®) disclosing this data to others and preventing users from exercising
control as they had under the original privacy policy.

47.Based on profile data obtained from Facebook usersO friends lists, MIT researchers found
that Ojust by looking at a personOs efitiands, they could predict whether the person
was gay.® Under FacebookOs original privacy policy, Facebook did not categorize
usersO friends lists as Opublicly available information.O Facebook now makes usersO
friends lists Opublicly available inforriat.O

48.Dozens of American Facebook users, who posted political messages critical of Iran, have
reported that Iranian authorities subsequently questioned and detained their f€latives.
Under the revised privacy settings, Facebook makes such usersQistepdslicly
available.

*3 Julia Angwin,How Facebook Is Making Friending Obsole¥®all St. J., Dec. 15, 2008yailable at
http://online.wsj.com/articl&B126084637203791583.html.

4 Facebook, Statement of Rights and Responsibilities, http://www.facebook.com/terms.php (last visited Dec. 16,
2009);seeJason KincaidiFacebook Suggests You Lie, Break Its Own Terms Of Service To Keep Your, Privacy
Washington Bst, Dec. 16, 200%vailable athttp://www.washingtonpost.com/wp
dyn/content/article/2009/12/15/AR2009121505270.html.

5 See, e.gFacebookProp § http://www.facebook.com/pages/Pr886610985605 (last visited Dec. 15, 2009);
FacebookNo on Prop 8 DorEliminate Marriage for Anyonehttp://www.facebook.com/#/pages/No-Prop8-
Dont-Eliminate Marriagefor-Anyone/29097894014 (last visited Dec. 15, 2088k also Court Tosses Prop. 8
Ruling on Strategy PaperSan Francisco Chron. (Dec. 12, 20G8)ilable athttp://www.sfgate.com/cgi
bin/article.cgi?f=/c/a/2009/12/11/BA3A1B34VC.DTL.

“6 SeeCarolyn Y. JohnsorProject OGayda®d Sep. 20, 2009, Boston Gloaeailable at
http://www.boston.com/bostonglobe/ideas/articles/2009/09/20/project_gaydar_an_mimexperaises_new_ques
tions_about_online_privacy/?page=full

*" Farnaz Fassihlranian Crackdown Goes GlohaWall Street Journal (Dec. 4, 2008)ailable at
http://online.wsj.com/article/SB125978649644673331.html.
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49. According to the Wall Street Journal, one Irarfemerican graduate student received a
threatening email that read, Owe know your home address in Los Angeles,O and directed
the user to Ostop spreading lies about Iran on Fac€ffook

50. Another U.S. Facebook user who criticized Iran on Facebook stated that security agents
in Tehran located and arrested his father as a result of the pdstings.

51.0ne Facebook user who traveled to Iran said that security officials asked him whether he
owned a Facebook account, and to verify his answer, they performed a Google search for
his name, which revealed his Facebook page. His passport was subsequently confiscated
for one month, pending interrogatich.

52.Many Iranian Facebook users, out of feartfa safety of their family and friends,
changed their last name to OlraniO on their pages so government officials would have a
more difficult time targeting them and their loved orfes.

53. By implementing the revised privacy settings, Facebook disclose®usensitive friends
lists to the public and exposes users to the analysis employed by Iranian officials against
political opponents.

Changes to Privacy Settingstnformation Disclosure to Application Developers

54.The Facebook Platform transfers Faceboaks® personal data to application developers
without users® knowledge or consént.

55. Facebook permits thirdarty applications to access user information at the moment a
user visits an application website. According to Facebook, third party applications
receive publicly available information automatically when you visit them, and additional
information when you formally authorize or connect your Facebook account with
them.&

56.As Facebook itself explains in its documentation, when a user adds an appllmation
default that application then gains access to everything on Facebook that the user can

“®1d.

“1d.

0d.

id.

*2 SeeFacebookFacebook Platformhttp://www.facebook.com/facebook#/platform?v=info (last visited Dec. 13,
2009).

3 FacebookPrivacy Policy http://www.facebook.com/policy.php (last visited Dec. 16, 2009).
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see® The primary Oprivacy settingO that Facebook demonstrates -juetttyrd
developers governs what other users carireeethe applicationOs output, rather than
whatdata may be accessed by the application

57.According to Facebook:

Examples of the types of information that applications and websites may
have access to include the following information, to the extent visible on
Facebook: your name, your profile pictuyeur gender, your birthday,

your hometown location (city/state/country), your current location
(city/state/country), your political view, your activities, your interests,

your musical preferences, television shows in which you are interested,
movies in wich you are interested, books in which you are interested,
your favorite quotes, your relationship status, your dating interests, your
relationship interests, your network affiliations, your education history,
your work history, your course information,pies of photos in your

photo albums, metadata associated with your photo albums (e.g., time of
upload, alboum name, comments on your photos, etc.), the total number of
messages sent and/or received by you, the total number of unread
messages in your4box, the total number of OpokesO you have sent and/or
received, the total number of wall posts on your Wall, a list of user IDs
mapped to your friends, your social timeline, notifications that you have
received from other applications, and events associatad/aur

profile >®

58.To access this information, developers use the Facebook Application
Programming Interface (OAPIO), to Outiliz[e] profile, friend, Page, group, photo,
and event dataOThe API is a collection of commands that an application can
run on FRacebook, including authorization commands, data retrieval commands,
and data publishing commants.

>4 FacebookAbout Platform http://developers.facebook.com/abqiatform.php (last visited Dec. 16, 2009).

%5 Facebook Developer Wikhnatomy of a Facebook App
http://wiki.developers.facebook.com/index.php/Anatomy_of a_Facebook_App#Privacy_Settings (last visited Dec.
16, 2009).

*% FacebookAbout Platform http://devebpers.facebook.com/about_platform.php (last visited Dec. 16, 2009).

>" Facebook Developer WikAPI, http://wiki.developers.facebook.com/index.php/API (last visited Dec. 16, 2009).
®d.
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59. Third-parties who develop Facebook applications may also transmit the user information
they access to their own serveaad areaskedonly to retain the informaan for less than
24 hours?

60.A 2007 University of Virginia study of Facebook applications found that O90.7% of
applications are being given more privileges than they féed.O

61. According to the Washington Post, many Facebook developers who have gained access
to information this way have considered the OvalueO of having the data, even when the
data is not relevant to the purpose for which the user has added the apgiication.

62. Under the revised privacy policy, Facebook now categotigessO names, profile pist
lists of friends, pages they are fans of, gender, geographic regions, and networks to which
they belong a®publicly available information,O and Facebooks sets the Odefault privacy
setting for certain types of information [users] post on Facebodio .Oeveryone®®0O

63. Facebook allows user information that is categorized as publicly available to OeveryoneO
to be: Oaccessed by everyone on the Internet (including people not logged into
Facebook);O made subject to Oindexing by third party search éd@hasspciated with
you outside of Facebook (such as when you visit other sites on the internet);O and
Oimported and exported by us and ottéttsout privacy limitations.&

64. With the Preferred Developer Program, Facebook will give 4béndly developerscaess
to a userOs primary email address, personal infornpaitividedby the user to Facebook
to subscribe to the Facebook service, but not nedgsasailable to theublic or to
developer$? In fact, someaisers mayghoose to create a Facebook accoueatipely to
prevent the disclosuia their primaryemail address.

*9 Facebook Developer WikPolicy Examples and Explanations/Data anivBcy,
http://wiki.developers.facebook.com/index.php/Policy Examples_and_Explanations/Data_and_Privacy (last visited
Dec. 16, 2009).

€0 Adrienne Felt & David Evan®rivacy Protection for Social Networking APIs
http://www.cs.virginia.edu/felt/privacy/ (& visited Dec. 16, 2009).

®1Kim Hart, A Flashy Facebook Page, at a Cost to Privasash. Post, June 12, 20@8ailable at
http://www.washingtonpost.com/wgbyn/content/article/2008/06/11/AR2008061103759.html

%2 FacebookPrivacy Policy http://www.facebook.com/policy.php (last visited Dec. 16, 2009).

%31d. (emphasis added)

%4 FacebookDevebper Roadmaghttp://wiki.developers.facebook.com/index.php/Developer_Roadiaapvisited
Dec. 17 2009); FacebooRoadmap Emaijhttp://wiki.developers.facebook.com/index.php/Roadmap_ Efieesi
visited Dec. 17, 2009kee alsdMark Walsh,Facebook Stds Preferred Developer Prografec. 17, 2009),
http://www.mediapost.com/publications/?fa=Articles.showArticle&art_aid=119293
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65. Facebook states in the revised privacy policy that users cam@abtFacebook
Platform and Facebook Connect altogether through [their] privacy setfingac@book
further states thaDyou can control how you share information with those-plairty
applications and websites through your application settitfgs.O

66. In fact, under the original privacy settings, users had ebeleoption to prevent the
disclosure of personal informatido third party application developers through the
Facebook API, as the screenshot below indicates:

() Do not share any information about me through the Facebook API

67.Under the revised privacy settings, Facebook has eliminated the universéitkne
option and replaced it with the screen illustrated bélow:

Privacy Settings » Applications and Websites

4 Applications and Websites

What your friends can share about you through applications and websites

When your friend visits a Facebook-enhanced application or website, they may want to share certain
information to make the experience more social. For example, a greeting card application may use your
birthday information to prompt your friend to send a card.

If vour friend uses an application that you do not use, you can control what types of information the
application can access. Please note that applications will always be able to access your publicly available
information {Mame, Profile Picture, Gender, Current City, Networks, Friend List, and Pages) and
infarmation that is visible to Everyone.

[] Personal info {activities, interests, etc.)

[ status updates

[ online presence

[] website

[] Family and relationship

[[] Education and work

[] My videos

[] My links

[] My notes

[] my photos

[] Phatos and videos of me

[] About me

[] ry birthday

[] My hometawn

[] My religious and political views

Sawve Changes

% FacebookPrivacy Policy http://www.facebook.com/policy.php (last visited Dec. 16, 2009).
66

Id.
67 FacebookPrivacy Settings
http://lwww.facebook.com/settings/?tab=privaggttion=applications&field=friends_share (last visited Dec. 13,
2009).
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68. Underthe revised settings, even when a user unchecks all boxes and indicates that none
of the personal information listed above should be disclosed to third party application
developers, Facebook states that Oapplicationalwdlysbe able to access your piah}
available information (Name, Profile Picture, Gender, Current City, Networks, Friend
List, and Pages) and information that is visible to Every8he.O

69. FacebookOs OEveryoneO setting overrides the userOs choice to limit accegarby third
applicationsand websites.

70.Facebook does not now provide the option that explicitly allows users to opt out of
disclosing all information to third parties through the Facebook Platform.

71.Users can block individual thirdarty applications from obtaining personal imf@tion
by searching the Application Directory, visiting the applicationOs OaboutO page, clicking a
small link on that page, and then confirming their deci§ighuser would have to
perform these steps for each of more than 350,000 applications inmbdeck all of
them’®

Facebook Users Oppose the Changes to the Privacy Settings

72.Facebook users oppose these changes. In only four days, the number of Facebook groups
related to privacy settings grew to more than five hunérétany security experts,
bloggers, consumer groups, and news organizations have also opposed these changes.

73.More than 1,050 Facebook users are members of a group entitled OAgainst The New
Facebook Privacy Settings!O The group has a simple request: OWe demand that Facebook
stop forchg people to reveal things they don't feel comfortable revealing.O

74.More than 950 Facebook users are members of a group entitled OFacebook! Fix the
Privacy Settings,O which exhorts users to Otell Facebook that our personal information is
private, and we ant to control it!&

®8d. (emphasis added)

%9 Facebook(General Application Support: Application Safety and

Security http://www.facebook.com/help.php?page=967 (last visited Dec. 14, 2009).

"0 FacebookStatstics, http://www.facebook.com/press/info.php?statistics (last visited Dec. 14, 2009).

" FacebookSearch Oprivacy settings,O
http://www.facebook.com/search/?0=69&init=s%3Agroup&qg=privacy%?20settings (last visited Dec. 15, 2009).
"2 FacebookAgainst The N& Facebook Privacy Settings!
http://www.facebook.com/group.php?gid=209833062912 (last visited Dec. 15, 2009).
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75.More than 74,000 Facebook users are members of a group entitled OPetition: Facebook,
stop invading my privacy!®The group objects to the revisions and hopes to Oget a
message across to Facebo6kTe group description explains, (D[di]ecember 9, 2009
Facebook once again breached our privacy by imposing new Oprivacy settingsO on 365+
million users. These settings notably give us LESS privacy than we had before, so | ask,
how exactly do they make us more secure? . ... Perhaps th&ustrating and
troublesome part is the changes Facebook made on our behalf without truly making us
aware or even asking u€0O

76.A Facebook blog post discussing the changes to FacebookOs privacy policy and settings
drew 2,000 comments from users, mostheim critical of the changé5One commenter
noted, Ol came here to communicate with people with whom | have some direct personal
connection; not to have my personal information provided to unscrupulous third party
vendors and made available to potentialkers and identity thieves3&nother
comme%tgedOI liked the old privacy settings better. | felt safer and felt like | had more
control.

77.The Electronic Frontier Foundation posted commentary online discussing the Ogood, the
bad, and the uglyO aspedt§acebookOs revised privacy policy and settings. More than
400 people have OtweetedO this article to encourage Facebook users to read EFFOs
analysis®

78.The American Civil Liberties Union of Northern CaliforniaOs Demand Your dotRights
campaign started a pgdn to Facebook demanding that Facebook (1) give full control of
user information back to users; (2) give users strong default privacy settings; and (3)
restrict the access of third party applications to user®datiae ACLU is Oconcerned that

3 FacebookFacebook! Fix the Privacy Settingsttp://www.facebook.com/group.php?gid=192282128398 (last
visited Dec. 15, 2009).

" FacebookPetition: Facebook, stop invading my privagy!
http://www.facebook.com/group.php?gid=5930262681&ref=share (last visited Dec. 15, 2009).

75

g

" SeeThe Facebook Blod/pdates on Your New Privacy Topls
http://blog.facebook.com/blog.php?post=1979439021 visited Dec. 14, 2009).

78

g

80 seeTwitter, Twitter Search Oeff.org Facebookfip://twitter.com/#search?q=eff.org%20facebook (last visited
Dec. 14, 2009).

8 American Civil Liberties UnionDemand Your dotRights: Facebook Petition
https://secure.aclu.org/site/SPageNavigator/CN_Facebook_Privacy_Petition (last visited Dec. 15, 2009).

17



the change Facebook has made actually remove some privacy controls and encourage
Facebook users to make other privacy protections disapffear.O

79.In the past week, more than 3,000 blog posts have been written focusing on criticism of
FacebookOs privacy chanffes.

80. After rolling out the revised Facebook privacy settings, widespread user criticism of the
change in the Oview friendsO setting prompted Facebook to roll back the changes in part:
Oln response to your feedback, we've improved the Friend List visibility opsorilzed
below. Now when you uncheck the OShow my friends on my profileO option in the
Friends box on your profile, your Friend List won't appear on your profile regardless of
whether people are viewing it while logged into Facebook or logged out.O RBaceboo
further stated that Othis information is still publicly available, however, and can be
accessed by application¥.0

81.Ed Felen, a security expert and Princeton University profeSsstated:

As a user myself, | was pretty unhappy about the recently chamniyady
control. | felt that Facebook was trying to trick me into loosening controls
on my information. Though the initial letter from Facebook founder Mark
Zuckerberg painted the changes aspmwvacy E the actual effect of the
companyd suggested newoficy was to allow more public access to
information. Though the company has backtracked on some of the
changes, problems remd.

82.Joseph Bonneau, a security expert and University of Cambridge researcher, criticized
FacebookOs disclosure of usersO fiigsddbserving,

there have been many research papers, including a few by me and
colleagues in Cambridge, concluding that [friend lists are] actually the
most important information to keep private. The threats here are more

821d; see als”ACLUNC dotRights What Does Facebook®s Privacy Transition Mean for,You?
http://dotrights.org/whatioesfacebooksprivacy-transitionmeanyou (last visited Dec. 16, 2009).

8 SeeGoogle,Google Blog Search Ofacebook privacy criticism,O
http://blogsearch.google.com/blogsearch?client=news&hl=en&g=facebook+privacy+criticism&ie=UTF
8&as_drrb=g&as_qdr=w (last visited Dec. 14, 2009).

8 The Facebook Blod/pdates on Your New Privacy Topls
http://blog.facebook.com/blog.php?post=1979439021 visited Dec. 14, 2009).

8 Prof.Felton is also Director of the Princeton Center for Information Technology Policy, adisegslinary effort
studying digital technologies in public life.

8 Ed Felta, Another Privacy Misstep from Facebofitec. 14, 2009), http://www.freedoto-
tinker.can/blog/felten/anotheprivacymisstepfacebook.
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fundamental and dangereusexpe&ted inference of sensitive information,
crossnetwork deanonymisation, socially targeted phishing and scdms.

Bonneau predicts that Facebook Owill likely be completely crawled fairly soon by
professional data aggregators, and probably by enterprisiegrcbgrs soon
after.&’

83. Security expeff Graham Cluley stated:

if you make your information available to Oeveryone,Q it actually means
Oeveryone, forever.O Because even if you change your mind, it's too late
and although Facebook say they will removeanf your profile they will
have no control about how it is used outside of Facebook.

Cluley further states, Othere's a real danger that people will go along with F&ebook
recommendations without considering carefully the possible consequéhces.O

84.Other ndustry experts anticipated the problems that wouldtrigemn the changes in
Facebool privacy settings. In early July, TechCrunch, Jason Kincaid wrote:

Facebook clearly wants its users to become more comfortable sharing their
content across the web,daeise thatOs what needs to happen if the site is
going to take Twitter headn with realtime search capabilities

Unfortunately thatOs far easier said than done for the social network, which
has for years trumpeted its granular privacy settings as oteegreatest
assets*

Kincaid observed that OFacebook sees its redesigned control panel as an opportunity to
invite users to start shrugging off their privacy. So itOs piggybacking the new OEveryone®
feature on top of the Transition Tool . %2.0

87 Joseph Bonnea&acebook Tosses Graph Privacy into the @ec. 11, 2009),
http://www.lightbluetouchpaper.org/2009/12/11/facebtagsesgraphprivacy-into-the-bin/; see alscArvind
Narayanan and Vitaly $imatikov, De-Anonymizing Social Networkavailable at
http://www.scribd.com/doc/15021482/DeAnonymiziggciatNetworks ShmatikovNarayananPhishing Attacks
Using Social Networksttp://www.indiana.edu/~phishing/socia¢tworkexperiment/ (last visited e 15, 2009).
8 BonneauFacebook Tosses Graph Privacy into the Bin.

8 Wikipedia,Graham Cluley http://en.wikipedia.org/wiki/Graham_Cluley.

% Graham CluleyFacebook privacy settings: What you need to k(Dec. 10, 2009)
http://www.sophos.com/blogs/gc&§)09/12/10/faceboakrivacy/.

®1 Jason KincaidThe Looming Facebook Privacy Fiasgly 1, 2009),
http://www.techcrunch.com/2009/07/01/tleoming-facebookprivacy-fiasco/.

2d.
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85. Following the changes in Facebook privacy settings, noted blogger Danny Sullivan
wrote, Ol came close to killing my Facebook account this week.O He went on to say, Ol
was disturbed to discover things | previously had as options were no longer in my
control.O Sullivia, the editor of Search Engine Land and an expert in search engine
design?® concluded:

| donOt have time for this. | donOt have time to try and figure out the
myriad of ways that Facebook may or may not want to use my
information. ThatOs why | aimost sdotvn my entire account this week.
It would be a hell of a lot easier than this m#¥ss.

86. Carleton College librarian Iris Jastram states that the privacy-ofddesulting from the
Facebook changes is not Oworth it.O She writes,

IOm already making concessidy making myself available to the

students who want to friend me there and by grudgingly admitting that |
like the rolodex function it plays. But | feel zero motivation to give up
more than | can help to Facebook and its third party developers. They can
kindly leave me alone, plea3e.

87.Chris Bourg, manager of the Information Center at Stanford University Libraries, notes
that "[tlhere are some concerns with the new default/recommended privacy settings,
which make your updates visible to Everyone, inclgdiearch engines®

88. Reutes columnist Felix Salmon learned of FacebookOs revised privacy settings when
Facebook disclosed his OfriendsO list to critics, who republished the personal information.
Salmon apologized to his friends and denounced the Faceii®adryoneO setting:

IOm a senpublic figure, and although | might not be happy with this kind
of cyberstalking, | know IOve put myself out there and that there will be
consequences of that. But that decision of mine shouldnOt have some kind

9 Wikipedia,Danny Sullivan (technologisthttp://en.wikipedia.org/wiki/Damy_Sullivan_(technologist) (last
visited Dec. 15, 2009).

% Danny SullivanNow Is It FacebookOs Microsoft Mome(@@c. 11, 2009), http://daggle.com/facebooks
microsoftmoment1556.

% Iris JastrampDear Facebook: Leave Me Aloneegasus Librarian Blog (Del0, 2009),
http://pegasuslibrarian.com/2009/12/déacebookleaveme-alone.html.

% Chris Bourg,Overview of new Facebook Privacy Settinfgeral Librariar(Dec. 9,

2009, http://chrisbourg.wordpress.com/2009/12/09/overvidmew-facebookprivacy-settings/.
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of transitiveproperty which feeds through to my personal friends, and |
don®t want the list of their names to be publicly available to evetyone.

89.1n a blog post responding to the revisions, Marshall Kirkpatrick of ReadWriteWeb wrote,
Othe company says the move is ladia helping users protect their privacy and connect
with other people, but the new default option is to change from 'old settings' to becoming
visible to 'everyone.O . . .. This is not what Facebook users signed up for. It's not about

privacy at all, is about increasing traffic and the visibility of activity on the sife."

90.Jared Newman of PC World details FacebookOs privacy revididess particularly
critical of the OEveryoneO setting:

By default, Facebook suggests sharing everything on youretofihake

it Oeasier for friends to find, identify and learn about you.O It should read,
Omake it easier for anyone in the world to find, identify and learn about
you.O A little creepier, sure, but this is part of Facebook's-aadarg

struggle to be, sentially, more like Twitter. Thing is, a lot of people like
Facebook because it isn't like Twitter. DonOt mess with a goodthing.

91.Rob Pegoraro blogged on the Washington PostOs OFaster ForwardO that the Facebook
changes were Omore of a mess than 10dted@cHe criticized the revised OEveryoneO
privacy setting, stating the change Oshould never have hapBettettom a usability

and a PR perspective, the correct move would have been to leave users' settings as they

were, especially for those who hadealdy switched their options from the older
defaultsG®

92.In another Washington Post story, Cecilia Kang warned users, Opost witH<care.O
According to Kang:

While Facebook users will be able to choose their privacy settings, the
problem is that most peoplewlt take the time to do so and may simply

" Felix SalmonWhy CanOt | Hide My List of Facebook Friend&uters (Dec. 10, 2009),
http://blogs.reutes.com/feligalmon/2009/12/10/whganti-hide-my-list-of-facebookfriends/.

% Marshall Kirkpatrick, ReadWriteWel,he Day Has Come: Facebook Res People to Go Public
http://www.readwriteweb.com/archives/facebook _pushes_people_to_go_public.php (last visited Dec. 14, 2009).
% http://www.pcworld.com/article/184465/facebook_privacy changes_the_good_and_the_bad.html

100 Id.

191 Rob Pegorardracebook'siew default: Sharing updates with 'Everygivgashington Post, Dec. 10, 2009,
available athttp://voices.washingtonpost.com/fasterforward/2009/12/facebook_defayltivazy.html (emphasis
added)

192 cecilia KangFacebook adopts new privacy settings to gisers more control over contefVashington Post,
Dec. 10, 200%available at
http://www.washingtonpost.com/wgbyn/content/article/2009/12/09/AR2009120904200.html?hpid=topnews.
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stick with the defaults. Others may find the process confusing and may not
understand how to adjust those settings. Facebook said about one in five
users currently adjusts privacy settifgs.

93.New York Times technolgy writer Brad Stone reported that these changes have not been
welcomed by many uset®’ One user wrote:

ItOs certainly a violation of my privacy policy. My own OpersonalO privacy
policy specifically states that | will not share information about my disen
with any potential weirdos, child molesters, homicidal maniacs, or anyone
| generally donOt Iik&>

94. Stone invited readers to comment on their understanding of the changes. Of the more
than 50 responses received, most expressed confusion, concernyoDaegeser
explained,

| find the changes to be the exact opposite of what Facebook claims them
to be. Things that were once private for me, and for carefully selected
Facebook friends, are now open to everyone on the Internet. This is simply
not what | ggned up for. These are not the privacy settings | agreed to. It

is a complete violation of privacy, not the other way aroihd.

95. Another Facebook user wrote,

There are users like myself that joined Facebook because we were able to
connect with friends ani@&mily while maintaining our privacy and now

FB has taken that away. Irsi¢] wondering where are the millions of

users that told FB it would be a good idea to offer-tiea search results

of their FB content on Googf&’

96. A Boston Globe editorial, OFacel®s privacy downgrade,O observes that OFacebookOs
subtle nudges toward greater disclosure coincided with other disconcerting changes: The
site is treating more information, such as a userOs home city and photo, as Opublicly
available informationO that theer cannot control. Over time, privacy changes can only

lOSId.

194 Brad StoneFacebookOs Privacy Changes Draw More Scrubiny. Times,Dec. 10, 2009vailable at

http://bits.blogs.nytimes.com/2009/12/10/facebepkisacy-changesdraw-more scrutiny.
105
Id.

106|d.

197 Riva RichmondThe New Facebook Privacy Settings: A Hbay N.Y. Times, Dec. 11, 200@yailable at
http://gadgetwise.blogs.tines.com/2009/12/11/theew-facebookprivacy-settingsa-how-to/?em.
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alienate users.O Instead, the Globe argues, OFacebook should be helping its 350 million
members keep more of their information privat®.0

97.An editorial from the L.A. Times states simply OwhatOsfgodle social networking
site isnOt necessarily whatOs good for US8rs.O

V. Legal Analysis

The FTCOs Section 5 Authority

98.Facebook is engaging in unfair and deceptive acts and pracfiGsh practices are
prohibited by the FTC Act, and the Commissionrigpewered to enforce the ActOs
prohibitions™* These powers are described in FTC Policy Statements on De¢Eption
and Unfairnes$™

99. A trade practice is unfair if it Ocauses or is likely to cause substantial injury to consumers
which is not reasonably avoidaldby consumers themselves and not outweighed by
countervailing benefits to consumers or to competitidh.O

100. The injury must be Osubstanti&*@ypically, this involves monetary harm, but
may also include Ounwarranted health and safety fiSksrbtional ham and other
Omore subjective types of harmO generally do not make a practicé'(S&dondly, the
injury Omust not be outweighed by an offsetting consumer or competitive benefit that the

198 Editorial, FacebookOs privacy downgraBeston Globe, Dec. 16, 2008yailable at
http://www.boston.com/bostonglobe/editorial_opinion/editorials/articles/2009/12/16/facebooks_priwangrade.

199 Editorial, The business of FacebqdkA. Times, Dec. 12, 200@yailable at
http://www.latimes.com/news/opinion/editorialséa-facebook122009dec12,0,4419776.story.

119Seel5 U.S.C. u 45.

111 Id.

Y12 Fed. Trade CommOn, FTC Policy Statementeneption (1983)available at
http://www.ftc.gov/bep/policystmt/adiecept.htnjhereinafterFTC Deception Policy].

13 Fed. Trade CommOn, FTC Policy Statement on Unfairness (29803ple at
http://www.ftc.gov/bcp/policystmt/adnfair.htm hereinafterFTC Unfairness Policy].

11415 U.S.C. = 45(n)see, e.gFed. Trade CommOn v. Seismic Entertainment ProductionsCincNo. 1:04CV-

00377 (Nov. 21, 2006) (finding that unauthorized changes to usersO computers that affected the functionality of the
computes as a result of SeismicOs-apijware software constituted a Osubstantial injury without countervailing
benefits.O).

YMSETC Unfairness Policysupranote113

11%1d.; see, e.gFed. Trade CommOn v. Information Search, @ie. No. 1:06cv-01099 (Mar. 92007) (OThe

invasion of privacy and security resulting from obtaining and selling confidential customer phone records without
the consumersO authorization causes substantial harm to consumers and the public, including, but not limited to,
endangering thedalth and safety of consumers.O).

M ETC Unfairness Policysupranote113
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sales practice also producé$®@hus the FTC will not find a pracgé unfair Ounless it is
injurious in its net effects'® Finally, Othe injury must be one which consumers could

not reasonably have avoidedXThis factor is an effort to ensure that consumer decision
making still governs the market by limiting the FTC &b ia situations where seller

behavior Ounreasonably creates or takes advantage of an obstacle to the free exercise of
consumer decisionmaking?©Sellers may not withhold from consumers important price

or performance information, engage in coercion, oubnmfluence highly susceptible

classes of consume's.

101. The FTC will also look at Owhether the conduct violates public policy as it has

been established by statute, common law, industry practice, or othelf¥iBeltlic

policy is used to Otest the validityd strength of the evidence of consumer injury, or,
less often, it may be cited for a dispositive legislative or judicial determination that such
injury is present?®

102. The FTC will make a finding of deception if there has been a Orepresentation,

omissionor practice that is likely to mislead the consumer acting reasonably in the
circumstances, to the consumerOs detrimi&ht.O

103. First, there must be a representation, omission, or practice that is likely to mislead

the consumet?® The relevant inquiry for thiactor is not whether the act or practice
actually misled the consumer, but rather whether it is likely to misfé&kcond, the act
or practice must be considered from the perspective of a reasonable colféitae

test is whether the consumerOs inteaiom or reaction is reasonabfé*he FTC will

look at the totality of the act or practice and ask questions such as Ohow clear is the
representation? How conspicuous is any qualifying information? How important is the

llgld.
119|d.
lZOId.
lled.
122|d.
123|d.

124|d

15 ETC Deception Policysupranote112

126 ETC Deception Policysupranote112 see, e.g.Fed Trade CommOn v. Pantron | Cp88 F.3d 10889th Cir.

1994) (holding that PantronOs representation to consumers that a product was effective at reducing hair loss was
materially misleading, because according to studies, the success of the product could only be attributed to a placebo
effect, ratherlian on scientific grounds).

127ETC Deception Policysupranote112

128|d.
129|d.
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omitted information? Do other sows for the omitted information exist? How familiar is
the public with the product or servicé®0O

104. Finally, the representation, omission, or practice must be mdtérizdsentially,
the information must be important to consumers. The relevant questiontieewhe
consumers would have chosen another product if the deception had not ot€éurred.
Express claims will be presumed matetfdMateriality is presumed for claims and
omissions involving Ohealth, safety, or other areas with which the reasonable consumer
would be concerned:®The harms of this social networking siteOs practices are within
the scope of the FTCOs authority to enforce Section 5 of the FTC Act and its purveyors
should face FTC action for these violations.

Material Changes to Privacy Practices ad
Misrepresentations of Privacy Policies
Constitute Consumer Harm

105. FacebookOs actions injure users throughout the United States by invading their
privacy; allowing for disclosure and use of information in ways and for purposes other
than those consentéa or relied upon by such users; causing them to believe falsely that
they have full control over the use of their information; and undermining the ability of
users to avail themselves of the privacy protections promised by the company.

106. The FTC Act empowers and directs the FTC to investigate business practices,
including data collection practices, that constitute consumer Hafthe Commission
realizes the importance of transparency and clarity in privacy policies. OWithout real
transparency, consumersicat make informed decisions about how to share their
information.&*

107. The FTC recently found that Sears Holding Management Corporations business
practices violated the privacy of its custom&fsThe consent order arose from the
companyOs use of softwasecollect and disclose usersO online activity to third parties,

l30ld.
l3l|d.
l32ld.
l33ld.
134|d.

%815 U.S.C. u 45,

136 Remarks of David C. Vladeck, Director, FTC Bureau of Consumer Protection, New York University: OPromoting
Consumer Privacy: Aauntability and Transparency in the Modern WorldO (Oct. 2, 2009).

371n re Sears Holdings Mgmt. Corp., No-4264 (2009) (decision and ordeayailable at
http://www.ftc.gov/os/caselist/0823099/090604searsdo.pdf.
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and a misleading privacy policy that did not Oadequately [inform consumers as to] the full
extent of the information the software trackédf.®he order requires that the company

fully, clearly, and prominently disclose the Otypes of data the software will monitor,
record, or transmit'® Further, the company must disclose to consumers whether and

how this information will be used by third partiés.

108. The Commission has also obtained a consent aghanst an online company for
changing its privacy policy in an unfair and deceptive manner. In 2004, the FTC charged
Gateway Learning Corporation with making a material change to its privacy policy,
allowing the company to share usersO informationtiiith parties, without first
obtaining usersO cons&HtThis was the first enforcement action to Ochallenge deceptive
and unfair practices in connection with a companyOs material change to its privacy
policy.®* Gateway Learning made representations orsite®s privacy policy, stating
that consumer information would not be sold, rented or loaned to third gétiies.
violation of these terms, the company began renting personal information provided by
consumers, including gender, age and name, to thirgftGateway then revised its
privacy policy to provide for the renting of consumer information Ofrom time to time,O
applying the policy retroactivelf?> The settlement bars Gateway Learning from, among
other things, Omisrepresent[ing] in any manner, ssjyrer by implication . . . the
manner in which Respondent will collect, use, or disclose personal inform&fion.O

109. Furthermore, the FTC has barred deceptive claims about privacy and security
policies with respect to personally identifiable, or sensitiiermation*’ In 2008, the
FTC issued an order prohibiting Life is Good, Inc. from Omisrepresent[ing] in any
manner, expressly or by implication, the extent to which respondents maintain and
protect the privacy, confidentiality, or integrity of any perdami@rmation collected

138 n re Sears Holdings Mgmt. Corp., No-4264 (2009) (complaintivailable at
http://www.ftc.gov/os/caselist/0823099/090604searscmpt.pdf (last visited Sep. 25, 2009).
391n re Sears Holdings Mgmt. Corp., No-4264 (2009) (decision and ordea)ailable at
http://www.ftc.gov/os/caselist/0823099M804searsdo.pdf.
140

Id.
141 press Release, FTC, Gateway Learning Settles FTC Privacy Charges (July 7, 2004),
http://www.ftc.gov/opa/2004/07/gateway.shtm.
142

Id.
143|n re Gateway Learning Corp., No-4120 (2004) (complaintgvailable at

http://www.ftc.gov/os/aselist/0423047/040917comp0423047.pdf.
144
Id.
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14%1n re Gateway Learning Corp., No-4120 (2004) (decision and ordeajailable at
http://www.ftc.gov/os/caselist/0423047/040917do0423047.pdf.

7n re Life is Good, No. @218 (2008) (decision and omjeavailable at
http://www.ftc.gov/os/caselist/0723046/080418do.pdf.
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from or about consumer$*&The company had represented to its customers, Owe are
committed to maintaining our customersO privacy,O when in fact, it did not have secure or
adequate measures of protecting personal inform&tidhe Canmission further

ordered the company to establish comprehensive privacy protection measures in relation
to its customersO sensitive informatidh.

FacebookOs Revisions to the Privacy Settings
Constitute an Unfair and Deceptive Trade Practice

110. Facebook re@sented that users Omay not want everyone in the world to have the
information you share on Facebook,0 and that users Ohave extensive and precise controls
available to choose who sees what among their network and friends, as well as tools that
give them hechoiceto make a limited set of information available to search engines and
other outside entities:®

111. FacebookOs changes to usersO privacy settings and associated policies in fact
categorize as Opublicly available informationO users® names, prtdie |fste of
friends, pages they are fans of, gender, geographic regions, and networks to which they
belong'*? Those categories of user data are no longer subject to usersO privacy settings.

112. Facebook represented that its changes to its policy settingsaociated policies
regarding application developers permit users to-Quipaf Facebook Platform and
Facebook Connect altogether through [their] privacy settiftys6d tells users, Oyou
can control how you share information with those tpiadty applcations and websites
through your application settings®

113. FacebookOs changes to usersO privacy settings and associated policies regarding
application developers in fact eliminate the universat@io& option for opting out of
Facebook Platform and Faaelk Connect, and replaces it with a less comprehensive

l48|d.
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http://energycommerce.house.gov/Press_111/20090618/testimony_kelly.pdf.

152 FacebookPrivacy Policy http://www.facebook.com/policy.php (lasiited Dec. 13, 2009).
153
Id.

154|d.

27



option that requires users to provide application developers with personal information
that users could previously prevent application developers from acc&Ssing.

114. FacebookOs representations regaitirahanges to usersO privacy settings and
associated policies are misleading and fail to provide users clear and necessary privacy
protections.

115. Wide opposition by users, commentators, and advocates to the changes to
FacebookOs privacy settings and aasatipolicies illustrate that the changes injure
Facebook users and harm the public interest.

116. Absent injunctive relief by the Commission, Facebook is likely to continue its
unfair and deceptive business practices and harm the public interest.

117. Absent injunctive relief by the Commission, the privacy safeguards for consumers
engaging in online commerce and new social network services will be significantly

diminished.

VI. Prayer for Investigation and Relief

118. EPIC requests that the Commission investigate Fa&elogoin its unfair and
deceptive business practices, and require Facebook to protect the privacy of Facebook
users. Specifically, EPIC requests the Commission to:

Compel Facebook to restore its previous privacy settings allowing users to choose
whetherto publicly disclose personal information, including name, current city,
and friends;

Compel Facebook to restore its previous privacy setting allowing users to fully
opt out of revealing information to thiphrty developers;

Compel Facebook to make data collection practices clearer and more
comprehensible and to give Facebook users meaningful control over personal
information provided by Facebook to advertisers and developers; and

Provide such other relief as the Commission finds necessary ampagia.

155 FacebookPrivacy Settings
http://www.facebook.com/settings/?tab=privacy&section=applications&field=friends_share (last visited Dec. 13,
2009).
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110. EPIC reserves the right to supplement this petition as other information relevant
to this proceeding becomes available.

Respectfully Submitted,

Marc Rotenberg, EPIC Executive Director

John Verdi, EPIC Senior Counsel

Kimberly Nguyen, EPIGConsumer Privacy Counsel
Jared KaproveEPIC Domestic Surveillance Counsel
Matthew Phillips, EPIC Appellate Advocacy Counsel
Ginger McCall, EPIC National Security Counsel
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