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passengers are not required to undergo AIT screening - as noted above - necessarily means that 
its use at airports does not constitute a substantial burden under the RFRA. 19 Because passengers 
may request a pat-down as an alternative to AIT screening, TSA's use of the technology does not 
"force[] them to engage in conduct that their religion forbids or ... prevent[] them from 
engaging in conduct their religion requires."20 Indeed, some of the very authorities cited in your 
letter note that while some religious organizations have expressed concern about AIT, they also 
acknowledge TSA's effort to accommodate that concern by providing the option for a pat­
down.21 

Courts have long recognjzed that the government has a compelling interest in maintaining 
national security and public safety.22 When requirements predicated on concerns of this type 
(e.g., prison grooming requirements prohibiting long hair or beards that may facilitate smuggling 
of contraband, gang identity, etc., and thereby undennine prison security) are pitted against 
religious precepts (such as the prohibition in Rastafarian or Sunni Muslim traditions that prohibit 
the cutting of hair or beards), courts have consistently concluded that the requirement may in 
appropriate circumstances be upheld as the least restrictive means of achieving the compelling 
government interest. 23 

In light ofthese considerations, TSA's use of AIT-which serves a compelling governmental 
interest in security---{joes not implicate the RFRA. TSA's web site provides further infonnation 
about how the agency addresses religious and cultural needs at the checkpoint, including the 
ability of travelers to request alternative, private screening by a TSO ofthe same gender.24 

* * * * * 
AIT machines, coupled with TSA's layered approach to security, respond to the statutory 
mandate and the national security imperative to screen airline passengers for both metallic and 
nonmetallic threats. There is widespread public acceptance of AIT screening, and TSA also 
provides alternative screening methods. AIT screening has proven effective in addressing ever-

19 See id., at 1069-70. 

20 Henderson v. Kennedy, 253 F.3d 12, 16 (D.C. Cir. 2001) (co\lecting cases). 

21 E.g., your letter at notes 48 and 49. 

22 Gillette v. United States, 401 U.S. 437, 462 (1971); Prince v. Massachusetts, 321 U.S. 158, 165 (1944); see also 
United States v. Acevedo-Delgado, 167 F. Supp. 2d 477, 481 (D. Puerto Rico 2001) (noting that, in an era in which 
"the relative peace enjoyed by all citizens of the United States is being challenged more and more frequently by our 
enemies and terrorists alike," courts considering RFRA challenges "cannot simply zoom in on the concerns of[one 
person or group(s) of United States citizens] but it must pan back and keep the larger picture in focus [taking into 
account the concerns of] ALL United States citizens, citizens who are entitled to a well-trained military and national 
security" (internal quotations omitted». 

23 Jackson v. District oj Columbia , 89 F. Supp. 2d 48 (D.D.C. Mar 21,2000) (collecting authority), overruled on 
other grounds, 254 F.3d 262 (D.C. Cir. 2001). 

24 See www.tsa.gov/travelers/airtravel/assistantleditorial I037.shtm. 
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changing security threats, and numerous independent studies have addressed health concerns 
related to AIT screening. TSA has carefully considered the important Constitutional, statutory, 
and privacy issues associated with the deployment of AIT systems, and has taken numerous steps 
to address those issues in a manner that protects the rights of travelers. 

We appreciate hearing the concerns expressed in your letter and hope this infonnation is helpful. 

Sincerely yours, 

!~~.~ 
Francine J. Kerner 
Chief Counsel 

Attachment 



The Honorable Susan Collins 
United States Senate 
Washington, DC 20510 

Dear Senator Collins: 

Seere/ary 
U.S. Departm.nt or Homellnd Stcurlty 
Washinglon, DC 20528 

• Homeland ...J#) Security 

April 27, 2010 

Thank you for your April 12, 2010 letter regarding the imaging technology demonstrated at 
Amsterdam's Schiphol International Airport. 

Transportation Security Administration (TSA) officials have had extensive discussions with 
their Dutch counterparts related to the current and future state of Advanced Imaging Technology 
(All) systems and the available automated target recognition (ATR) functionality. TSA 
representatives have made several visits to Schiphol to discuss the capabilities, operational 
effectiveness, and suitability of AlT systems-both with and without CU1Tently available ATR 
functionality. The Dutch have also shared testing results with us, including detection and false 
alarm rates for the currently deployed ATR·enabled AIT systems, and TSA has used the lessons 
learned from Schiphol to evaluate the use of the AIT in primary screening and determine ATR 
requirements for U.S. nationwide deployment. Our discussion and technical evaluation sessions 
with the Dutch about the current and future possibilities for A TR are ongoing, 

To give you further insight, the AIT system without ATR functionality that is in use at 
Schiphol is listed on TSA's AlT Qualified Products List, and the AIT system with A TR 
functionality that is in use at Schiphol will be evaluated in a pilot. TSA has provided ATR 
requirements to manufacturers; once their systems are fully tested and proven to meet these 
requirements, TSA plans to upgrade all currently deployed systems with this new functionality. 

Thank you again for your letter. I value your views on these emerging technologies, and I 
look forward to working with you on this and other homeland security issues. Senators KyI and 
Chambliss, who co-signed your letter, will receive separate, identical responses. Should you need 
additional assistance, please do not hesitate to contact me at (202) 282-8203. 

Yours very truly, 

www.dbs.gov 
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BRUCE SCHNEIER 

101 E Minnehaha Parkway, Minneapolis, MN 55419 

IN THE UNITED STATES COURT OF APPEALS 
FOR THE DISTRICT OF COLUMBIA CIRCUIT 

THE ELECTRONIC PRIVACY INFORMATION ) 
CENTER, et al., ) 

) 
Petitioners, ) 

) 
v. ) No. __ _ 

) 
THE UNITED STATES DEPARTMENT OF ) 
HOMELAND SECURITY, et al. ) 

) 
Respondents. ) 

) 

DECLARATION OF BRUCE SCHNEIER 

I, Bruce Schneier, declare as follows: 

INTRODUCTION 

1. I am a recognized expert in security technology, both computer security and more 

general technological security, and have published several books and numerous articles 

on this topic. 

2. I am a recognized expert in aviation security, have reviewed security protocols, 

and have participated in expert panels organized by the Transportation Security 

Administration ("TSA") and others. 

3. On Tuesday, June 8,2010 I was scheduled to depart Boston Logan International 

airport on Delta flight 6761 from Boston to Washington Reagan. 

4. At approximately 11: 17 AM I entered TSA security at Boston Logan International 

Airport in Terminal 1. 

5. I watched a single TSA officer at the head ofthe line, telling some people to go 

through the Full Body Scanner, and others to go through the traditional magnetometer. I 
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could discern no reason for telling people to go through which screening procedure, other 

than a desire to move people through security as quickly as possible. 

6. When I got to the head of the security line, I was instructed by the TSA officer to 

go through a Full Body Scanner device, operated by the TSA. 

7. I was not verbally notified by any TSA official that the Full Body scan was 

optional or that that there was an alternative security screening procedure. 

8. I did not observe any written notice or signage that indicated the Full Body scan 

was optional or that there was an alternative security screening procedure. 

9. Based on this experience, I have no reason to believe that any traveler who went 

through security screening at Logan Airport at that time would have been told that the 

Full Body Scan was optional or that there was an alternative security screening 

procedure. 

10. I declare under penalty of perj ury under the laws of the United States that the 

foregoing is true and correct. 

By: 
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BRUCE SCHNEIER 

On behalf of himself 

No. 


