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needs search requires no warrant and no suspicion of wrongdoing. As long as the search serves a 
special public need beyond law enforcement and is conducted in a reasonable fashion, it will be 
found to be permissible under the Fourth Amendment. As stated by the Supreme Court: 

Our precedents have settled that, in certain limited circumstances, the Government's need 
to discover such latent or hidden conditions, or to prevent their development, is 
sufficiently compelling to justify the intrusion on privacy entailed by conducting such 
searches without any measure of individualized suspicion. NTEUv. Von Raab, 489 U.S. 
656, 668 (1989). 

Although the Supreme Court has not had occasion to rule directly on airport security screening, 
it has referenced security screening favorably in several cases: 

The point is well illustrated also by the Federal Government's practice of requiring the 
search of all passengers seeking to board commercial airliners, as well as the search of 
their carry-on luggage, without any basis for suspecting any particular passenger of an 
untoward motive ... When the Government's interest lies in deterring highly hazardous 
conduct, a low incidence of such conduct, far from impugning the validity of the scheme 
for implementing this interest, is more logically viewed as a hallmark of its success. Von 
Raab, 489 U.S. at 675, 

We reiterate, too, that where the risk to public safety is substantial and real, blanket 
suspicionless searches calibrated to the risk may rank as "reasonable" - for example, 
searches now routine at airports and at entrances to courts and other official bUildings. 
Chandler v. Miller, 520 U.S. 305,323 (1997). 

The Federal appellate courts that have directly considered the lawfulness of airport security 
screening have had little difficulty concluding that screening is a special needs search that serves 
a compelling public interest: 

When the risk is the jeopardy to hundreds of human lives and millions of dollars of 
property inherent in the pirating or blowing up of a large airplane, the danger alone meets 
the test of reasonableness, so long as the search is conducted in good faith for the purpose 
of preventing hijacking or like damage and with reasonable scope and the passenger has 
been given advance notice ... so that he can avoid it by choosing not to travel by air. US. 
v. Edwards, 498 F.2d 496, 500 (2d Cir. 1974). 

First, there can be no doubt that preventing terrorist attacks on airplanes is of paramount 
importance. Second, airport checkpoints also "advance[] the public interest" ... As this 
Court has held, "absent a search, there is no effective means of detecting which airline 
passengers are reasonably likely to hijack an airplane." US. v. Hartwell, 436 F.3d at 
179-80. 

Because airport security screening serves the compelling public interest of aviation security, it is 
a valid special needs search and a particular screening method will be lawful as long as it is 
reasonable. 



A particular airport security screening search is constitutionally reasonable provided that 
it is "no more extensive or intensive than necessary, in the light of current technology, to 
detect the presence of weapons or explosives [] [and] that it is confined in good faith to 
that purpose." (citation omitted) ... The search procedures used in this case were neither 
more extensive nor more intensive than necessary to rule out the presence of weapons or 
explosives. Au/cai, 497 F.3d at 962. 

In assessing the lawfulness of a particular search, it is important to note that the standard is 
whether it is reasonable, not whether it is the "least restrictive means:" 
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[T]he choice among such reasonable alternatives remains with the governmental officials 
who have the responsibility for limited public resources. ("[T]he effectiveness inquiry 
involves only the question of whether the [search] is a 'reasonable method of deterring 
the prohibited conduct;' the test does not require that the [search] be 'the most effective 
measure. "') ... Thus, our task is to determine not whether LCT's ASP [the screening plan 
at issue] was optimally effective, but whether it was reasonably so. (citations omitted) 
Cassidy v. Chertoff, 471 F.3d 67, 85 (2d Cir. 2006) (Sotomayor, 1.) (upholding screening 
of ferry passengers). 

Turning to the use of AIT, it is clear from the case law that this screening process is a lawful 
special needs search that strikes the appropriate balance between the interests of aviation security 
and individual privacy. As made clear by the attempted attack on December 25,2009, the threat 
of nonmetallic explosives is real. Also, the nonmetallic threat is not limited to explosives. It is 
essential for aviation security to have screening methods in use that are capable of detecting 
threats in the form of powders, liquids, and other nonmetallic materials. The need for AIT also is 
illustrated by the fact that Congress has mandated TSA to deploy screening methods that are 
capable of detecting explosives and other nonmetallic threats. See 49 U.S.C. § 44925(a), quoted 
above. When compared to the substantial risk presented by the threat of terrorist acts against 
aviation, the impact on individual privacy of AIT screening is minimal. AIT screening has been 
appropriately tailored to minimize the impact on individual privacy while still providing an 
effective means of detecting concealed nonmetallic threats. Given the nature of the threats we 
face today, AIT screening is "no more extensive or intensive than necessary, in the light of 
current technology, to detect the presence of weapons or explosives." Au/cai, 497 F.3d at 962. 

The Privacy Act. Contrary to your assertions, TSA has not violated the Privacy Act in its AIT 
deployment. The Privacy Act applies to systems of records in which the records are retrieved by 
the name or personal identifier of the individual. 5 U.S.C. §552a(a)(5). All Privacy Act 
requirements, including publication of a system of records, are linked to the agency maintaining 
a system of records. AIT does not collect and retrieve information by a passenger's name or 
other identifying information assigned to that individual, nor do we link any AIT images to any 
personally identifying information about the individual, such as name or date of birth. Indeed, 
images are not retained and all images are immediately deleted after AIT screening is complete. 
Consequently, since TSA does not maintain a system of records by using AIT, none of the 
obligations outlined under section 552a( e), "Agency requirements," apply to TSA. 



TSA and DHS, including the DHS Chief Privacy Officer, evaluated the privacy considerations 
associated with AIT very carefully before TSA deployed the teclmology. As a result, TSA 
incorporated robust privacy protections into the program. These protections are reflected in the 
publicly available Privacy Impact Assessment (PIA), which was published two years ago under 
the authority given to the Chief Privacy Officer to assess the impacts of teclmology on privacy, 
in advance ofthe deployment of AIT at airports. 16 The PIA outlines a number of measures that 
TSA has implemented to ensure passenger privacy, and reflects extensive consideration of 
informal comments from a wide variety of sources, including some ofthe groups that have 
signed your letter. Relevant operating protocols include: 

• The TSO viewing the images is located remotely from the individual being screened to 
preserve anonymity and modesty. 

• To resolve an anomaly, the TSO viewing the image communicates via radio to direct the 
TSO at the checkpoint to the location on the individual's body where a threat item is 
suspected. 

• The images are immediately deleted once AIT screening of the individual is complete. 
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• The image storage functions are disabled by the manufacturer before the AIT equipment 
is placed in an airport. This function cannot be activated by the TSOs operating the 
equipment. Your claims regarding storage ofimages by AIT used in TSA test facilities 
are irrelevant to the operation of the devices in the airports. As stated in the AIT PIA, 
"While the equipment has the capability of collecting and storing an image, the image 
storage functions will be disabled by the manufacturer before the devices are placed in an 
airport and will not have the capability to be activated by operators." 

• Images cannot be downloaded in operating mode, and the equipment is not networked. 
• TSOs are prohibited from bringing any cameras, cell phones, or other recording devices 

into the image viewing rooms. 
• Passengers may opt out of AIT screening and undergo alternate screening procedures. 
• Signs at TSA screening checkpoints that utilize AIT advise individuals that AIT 

screening is optional and that they may request alternate screening. 

These operating protocols, coupled with the fact that TSA does not retain or in any way link AIT 
images to passenger records, provide ample support ofTSA's compliance with both the letter 
and the spirit of the Privacy Act. 

Religious Freedom Restoration Act (RPRA)' TSA's use of AIT does not violate the RFRA.17 
As an initial matter, TSA's decision to employ AIT would not implicate the RPRA unless it is 
deemed to substantially burden an individual's exercise of religion. 18 But the very fact that 

16 See Privacy Impact Assessment - http://www.d.hs.gov/xlibrruy/assets/privacy/privacy pia tsa wbiupdate.pdf 
(July 23, 2009). updating the original PIA dated October 17,2008. 

1742 U.S.C. § 2000bb. et seq. 

18 See, e.g. Navajo Nation v. U.S. Forest Svc .• 535 F.3d 1058, 1068 (9th Cir. 2008). 
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passengers are not required to undergo ArT screening - as noted above - necessarily means that 
its use at airports does not constitute a substantial burden under the RFRA. 19 Because passengers 
may request a pat-down as an alternative to ArT screening, TSA's use of the technology does not 
"force[] them to engage in conduct that their religion forbids or ... prevent[] them from 
engaging in conduct their religion requires.,,20 Indeed, some ofthe very authorities cited in your 
letter note that while some religious organizations have expressed concern about AIT, they also 
acknowledge TSA's effort to accommodate that concern by providing the option for a pat­
down.21 

Courts have long recognized that the government has a compelling interest in maintaining 
national security and public safety.22 When requirements predicated on concerns of this type 
(e.g., prison grooming requirements prohibiting long hair or beards that may facilitate smuggling 
of contraband, gang identity, etc., and thereby undermine prison security) are pitted against 
religious precepts (such as the prohibition in Rastafarian or Sunni Muslim traditions that prohibit 
the cutting of hair or beards), courts have consistently concluded that the requirement may in 
appropriate circumstances be upheld as the least restrictive means of achieving the compelling 
government interest.23 

In light of these considerations, TSA's use of AIr-which serves a compelling governmental 
interest in security-does not implicate the RFRA. TSA's web site provides further information 
about how the agency addresses religious and cultural needs at the checkpoint, including the 
ability of travelers to request alternative, private screening by a TSO of the same gender.24 

***** 
AIT machines, coupled with TSA's layered approach to security, respond to the statutory 
mandate and the national security imperative to screen airline passengers for both metallic and 
nonmetallic threats. There is widespread public acceptance of AIT screening, and TSA also 
provides alternative screening methods. AIT screening has proven effective in addressing ever-

19 See id., at 1069.70. 

20 Henderson v. Kennedy, 253 F.3d 12', 16 (D.C. Cir. 2001) (collecting cases). 

21 E.g., your letter at notes 48 and 49. 

22 Gillette v. United States, 401 U.S. 437, 462 (1971); Prince v. Massachusetts, 321 U.S. 158,165 (1944); see also 
United States v, Acevedo-Delgado, 167 F. Supp. 2d 477, 481 (D. Puerto Rico 2001) (noting that, in an era in which 
"the relative peace enjoyed by all citizens of the United States is being challenged more and more frequently by our 
enemies and terrorists alike," courts considering RFRA challenges "cannot simply zoom in on the concerns of [one 
person or group(s) of United States citizens] but it must pan back and keep the larger picture in focus [taking into 
account the concerns of] ALL United States citizens, citizens who are entitled to a well·trained military and national 
security" (internal quotations omitted». 

23 Jackson v. District o/Columbia, 89 F. Supp. 2d 48 (D.D.C. Mar 21,2000) (collecting authority), overruled on 
other grounds, 254 F.3d 262 (D.C. Cir. 2001). 

24 See www.tsa.gov/travelers/airtravel/assistantleditorial 103 7.shtm. 
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changing security threats, and numerous independent studies have addressed health concerns 
related to AIT screening. TSA has carefully considered the important Constitutional, statutory, 
and privacy issues associated with the deployment of AIT systems, and has taken numerous steps 
to address those issues in a manner that protects the rights of travelers. 

We appreciate hearing the concerns expressed in your letter and hope this information is helpful. 

Sincerely yours, 

!~~.~ 
Francine 1. Kerner 
Chief Counsel 

Attachment 



The Honorable Susan Collins 
United States Senate 
Washington, DC 20510 

Dear Senator Collins: 

Secrelary 

U.S. Department of Homeland Security 
Washinglon, DC 20528 

• Homeland 
.) Security 

April 27, 2010 

Thank you for your April 12,2010 letter regarding the imaging technology demonstrated at 
Amsterdam's Schiphollntemational Airport. 

Transportation Security Administration (TSA) officials have had extensive discussions with 
their Dutch counterparts related to the current and future state of Advanced Imaging Technology 
(All) systems and the available automated target recognition (ATR) functionality. TSA 
representatives have made several visits to Schiphol to discuss the capabilities, operational 
effectiveness, and suitability of AIT systems-both with and without cUlTently available ATR 
functionality. The Dutch have also shared testing results with liS, including detection and false 
alarm rates for the currently deployed ATR-enabled AIT systems, and TSA has used the lessons 
learned from Schiphol to evaluate the use of the AIT in primary screening and determine A TR 
requirements for U.S. nationwide deployment. Our discussion and technical evaluation sessions 
with the Dutch about the current and future possibilities for A TR are ongoing, 

To give you further insight, the AIT system without ATR functionality that is in use at 
Schiphol is listed on TSA's AIT Qualified Products List, and the AlT system with A TR 
functionality that is in use at Schiphol will be evaluated in a pilot. TSA has provided ATR 
requirements to manufacturers; once their systems are fully tested and proven to meet these 
requirements, TSA plans to upgrade all currently deployed systems with this new functionality. 

Thank you again for your letter. I value your views on these emerging technologies, and I 
look forward to working with you on this and other homeland security issues. Senators Kyl and 
Chambliss, who co-signed your letter. will receive separate, identical responses. Should you need 
additional assistance, please do not hesitate to contact me at (202) 282-8203. 

Yours very truly. 

www.dbs·IIOV 


