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DECLARATION OF BRUCE SCHNEIER 

 

I, Bruce Schneier, declare as follows: 

 

1. I am a security technologist with expertise in how complex data systems can be secured 

against, or vulnerable to, hacking or other security breaches. 

2. I have over 30 years of experience studying these issues as a scholar, engineer, 

consultant, writer, and public commentator. 

3. I currently serve as Chief Technology Officer to IBM Resilient in Cambridge, MA. I am 

also currently a Lecturer at the John F. Kennedy School of Government at Harvard 

University, a Research Fellow in the Science, Technology, and Public Policy program at 

the Belfer Center for Science and International Affairs at the Kennedy School, and a 

Fellow in the Berkman Klein Center for Internet and Society at Harvard University. I 

currently serve as a board member for the Electronic Frontier Foundation, Access Now, 

and the Tor Project. I am also on the Advisory Board of the Electronic Privacy 

Information Center and VerifiedVoting.org. 

4. I have authored or co-authored 14 books focusing on issues relating to cybersecurity and 

cryptology, including, most recently, Data and Goliath: The Hidden Battles to Capture 

Your Data and Control Your World. I have written hundreds of articles in scholarly and 

popular publications on these issues. I have also testified numerous times before the US 

Congress and national legislative bodies in other countries on issues relating to data 

security. 

5. I publish a blog, Schneier on Security, and a related electronic newsletter, Crypto-Gram, 

that focus on issues relating to data security. They are regularly read by over 250,000 

people. 

6. I received a Bachelor of Science from University of Rochester in 1984. In 1986, I earned 

my Masters in Science in Computer Science from American University. 

7. My CV is attached hereto as Exhibit A. 

8. I am aware that on June 28, 2017, the Presidential Advisory Commission on Election 

Integrity sent letters to state election officials around the country seeking voter 

registration data (“the June 28 letters”). It is my understanding that the letter asked those 

officials to provide, to the extent they were “publicly available” under state law, “the full 

first and last names of all registrants, middle names or initials if available, addresses, 

dates of birth, political party (if recorded in your state), last four digits of social security 

number if available, voter history (elections voted in) from 2006 onward, active/inactive 

status, cancelled status, information regarding any felony convictions, information 

regarding voter registration in another state, information regarding military status, and 

overseas citizen information.” 

9. It is my opinion that any effort to collect records for millions or hundreds of millions of 

voters along the lines described in the Commission’s June 28 letters would create very 
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serious security concerns. The magnitude and probability of any harm flowing from the 

collection of that data would depend in significant part on front-end decisions regarding 

the transmission, storage, and maintenance of that data. 

10. Assembling a national database of voter registration data creates very serious security 

risks. These risks take a number of forms. Criminals seeking to engage in identify theft 

may target such a significant aggregation of data involving personal information, 

including even partial Social Security Number information. Any number of actors, 

including nation-states, may seek the information to interfere with future elections. They 

could do this, for example, by examining voter registration patterns to plan hacking 

attacks against individual registration databases or voting systems. They might also leak 

falsified or altered records obtained from the database in order to manufacture uncertainty 

or lack of confidence in election systems—for example, by purporting to show that 

ineligible voters are participating in elections or that identifiable individuals are voting 

multiple times. Foreign intelligence services may also seek the data to further their 

interests in maintaining large databases of personal information on Americans for 

counterintelligence or espionage purposes. 

11. The fact that the underlying data exists in some “publicly available” form does not 

mitigate these harms. The efficiency of accessing one database with millions or hundreds 

of millions of voter records differs by orders of magnitude from any existing channels to 

access the underlying data in a piecemeal fashion. 

12. Pointing out these data risks does not mean that any effort to collect this information is 

equally vulnerable to these attacks. To the contrary, the systems in place to manage the 

data will carry tremendous significance in assessing the nature and extent of the risks 

inherent in assembling such a database. 

13. If asked to assess the risks posed by an effort to collect the data described in the 

Commission’s June 28 letters, there are several factors I would assess. First, I would 

assess the system in place for states to transmit the data to the Commission. This would 

include the transmission protocols and systems, as well as the Commission’s intake 

procedures. Second, I would assess the infrastructure in place for storing the information. 

This includes how the database is configured, the underlying IT infrastructure for the 

database, access control procedures, and any encryption measures. Risks here are not just 

confidentiality, but integrity as well. Third, I would assess the protocols in place for 

accessing and using the information by members of the Commission, its staff, or others 

who may be granted access. This includes auditing and logging. Fourth, I would assess 

the protocols in place for sharing or cross-referencing the data with other actors within or 

outside the federal government. 

14. The questions outlined above represent the kinds of considerations that most security 

technologists or data security experts would deem significant in assessing the risks 

associated with an effort to collect the data described in the June 28 letters. Different 

experts will surely approach those considerations in distinct ways and may reach different 

conclusions about the security risks posed by any particular approach. Nonetheless, 

without information setting forth the Commission’s approach to the questions outlined 
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above, members of the public are not equipped to understand or assess the extent to 

which the Commission’s data collection efforts put the public at risk. 

 

Under penalty of perjury, I declare that the foregoing is true and correct to the best of my 

knowledge and belief.  

 

    

Bruce Schneier 

Executed this 4th day of October, 2017 
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Bruce Schneier 

Contact: schneier@schneier.com 

Background 

Bruce Schneier is an internationally renowned security technologist, called a security 
guru by the Economist. He is the author of 14 books—including the New York Times 
best-seller Data and Goliath: The Hidden Battles to Collect Your Data and Control 
Your World—as well as hundreds of articles, essays, and academic papers. His 
influential newsletter Crypto-Gram and blog Schneier on Security are read by over 
250,000 people. Schneier is a fellow at the Berkman Klein Center for Internet and 
Society at Harvard University, a Lecturer in Public Policy at the Harvard Kennedy 
School, a board member of the Electronic Frontier Foundation and the Tor Project, and 
an advisory board member of EPIC and VerifiedVoting.org. He is also a special advisor 
to IBM Security and the Chief Technology Officer of IBM Resilient. 

Professional Experience 

2016+, Chief Technology Officer, IBM Resilient (formerly Resilient: an IBM Company) 
and special advisor to IBM Security, Cambridge, MA. 

2014–2016, Chief Technology Officer, Resilient Systems, Inc. (formerly called Co3 
Systems, Inc.), Cambridge, MA. 

2006–2013, Chief Security Technology Officer, British Telecom, London, UK. 

1999–2006, Chief Technology Officer, Counterpane Internet Security, Inc., Cupertino, 
CA. 

1993–1999, President, Counterpane Systems, Oak Park, IL and Minneapolis, MN. 

1991–1993, Member of Technical Staff, AT&T Bell Labs., Schaumburg, IL. 

1990, Director of Operations, Intelligent Resources Information Systems, Inc., Chicago, 
IL. 

1987–1990, Program Manager, Space and Naval Warfare Systems Command, Arlington, 
VA. 

1984–1987, Electronics Engineer, Naval Electronics Systems Security Engineering 
Center, Washington, DC. 
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Bruce Schneier CV: Academic Experience 2 

Academic Experience 

2016+, Lecturer, John F. Kennedy School of Government, Harvard University. 

2016+, Research Fellow in the Science, Technology, and Public Policy program at the 
Belfer Center for Science and International Affairs, Kennedy School of Government, 
Harvard University. 

2013+, Fellow, Berkman Klein Center for Internet and Society, Harvard University. 

Board Membership 

2016+, Board Member, Tor Project, Cambridge, MA. 

2013+, Board Member, Electronic Frontier Foundation, San Francisco, CA. 

2004–2013, Board Member, Electronic Privacy Information Center, Washington DC. 

Education 

M.S. Computer Science, American University, 1986. 

B.S. Physics, University of Rochester, 1984. 

Books 

Data and Goliath: The Hidden Battles to Capture Your Data and Control Your World, 
WW Norton & Company, 2015. 

Carry On: Sound Advice from Schneier on Security, John Wiley & Sons, 2013. 

Liars and Outliers: Enabling the Trust that Society Needs to Thrive, John Wiley & 
Sons, 2012. 

Cryptography Engineering (with Niels Ferguson and Tadayoshi Kohno), John Wiley & 
Sons, 2010. 

Schneier on Security, John Wiley & Sons, 2008. 

Beyond Fear: Thinking Sensibly about Security in an Uncertain World, Copernicus 
Books, 2003. 

Practical Cryptography (with Niels Ferguson), John Wiley & Sons, 2003 

Secrets & Lies: Digital Security in a Networked World, John Wiley & Sons, 2000. 
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Bruce Schneier CV: Academic Publications 3 

The Electronic Privacy Papers: Documents on the Battle for Privacy in the Age of 
Surveillance (with David Banisar), John Wiley & Sons, 1997. 

Applied Cryptography, Second Edition, John Wiley & Sons, 1996. 

The Twofish Encryption Algorithm (with John Kelsey, Doug Whiting, David Wagner, 
Chris Hall, and Niels Ferguson), John Wiley & Sons, 1996. 

E-Mail Security, John Wiley & Sons, 1995  

Protect Your Macintosh, Peachpit Press, 1994  

Applied Cryptography, John Wiley & Sons, 1994. 

Academic Publications 

T. Herr, B. Schneier, and C. Morris, “Taking Stock: Estimating Vulnerability 
Rediscovery,” July 2017. 

O. S. Kerr, B. Schneier, “Encryption Workarounds,” March 2017. 

S. Shackelford, B. Schneier, M. Sulmeyer, A. Boustead, B. Buchanan, A. Craig, T. Herr, 
and J. Z. Malekos Smith, “Making Democracy Harder to Hack: Should Elections Be 
Classified as ‘Critical Infrastructure’?,” University of Michigan Journal of Law Reform, 
2017, to appear. 

J. Quinn and B. Schneier, “A Proportional Voting System for Awards Nominations 
Resistant to Voting Blocs,” Voting Matters, n. 31, to appear. 

B. Schneier, K. Seidel, S. Vijayakumar, “A Worldwide Survey of Encryption Products,” 
Berkman Center Report, February 11, 2016. 

U. Gasser, M. G. Olsen, N. Gertner, D. Renan, J. Goldsmith, J. Sanchez, S. Landau, B. 
Schneier, J. Nye, L. Schwartztol, D. R. O’Brien, J. Zittrain, “Don't Panic: Making 
Progress on the ‘Going Dark’ Debate,” Berkman Center Report, February 1, 2016. 

H. Abelson, R. Anderson, S. M. Bellovin, J. Benaloh, M. Blaze, W. Diffie, J. Gilmore, M. 
Green, S. Landau, P. G. Neumann, R. L. Rivest, J. I. Schiller, B. Schneier, M. Specter, D. 
J. Weitzner, “Keys Under Doormats: Mandating Insecurity by Requiring Government 
Access to All Data and Communications,” Journal of Cybersecurity, November 2015. 

B. Schneier, M. Fredrikson, T. Kohno, T. Ristenpart, “Surreptitiously Weakening 
Cryptographic Systems,” Cryptology ePrint Archive Report 2015/097, 2015. 

A. Czeskis, D. Mah, O. Sandoval, I. Smith, K. Koscher, J. Appelbaum, T. Kohno, B. 
Schneier, “DeadDrop/Strongbox Security Assessment,” UW Computer Science and 
Engineering Technical Report #13-08-02, August 8, 2013. 
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Bruce Schneier CV: Academic Publications 4 

B. Schneier, “Schneier on Security: Privacy and Control,” Journal of Privacy and 
Confidentiality, v.2, n.1, pp. 3–4, 2010. 

N. Ferguson, S. Lucks, B. Schneier, D. Whiting, M. Bellare, T. Kohno, J. Callas, J. 
Walker, “The Skein Hash Function Family,” version 1.2, September 15, 2009.  

M. Bellare, T. Kohno, S. Lucks, N. Ferguson, B. Schneier, D. Whiting, J. Callas, J. 
Walker, “Provable Security Support for the Skein Hash Family,” April 29, 2009. 

A. Czeskis, D. J. St. Hilaire, K. Koscher, S. D. Gribble, T. Kohno, and B. Schneier, 
“Defeating Encrypted and Deniable File Systems: TrueCrypt v5.1a and the Case of the 
Tattling OS and Applications,” 3rd Usenix Workshop on Hot Topics in Security, 2008.  

B. Schneier, “The Psychology of Security,” AFRICACRYPT 2008, LNCS 5023, Springer-
Verlag, 2008, pp. 50–79. 

R. Anderson and B. Schneier, “Economics of Information Security,” IEEE Security and 
Privacy 3 (1), 2005, pp. 12–13.  

J. Kelsey and B. Schneier, “Second Preimages on n-bit Hash Functions for Much Less 
than 2n Work,” Advances in Cryptology: EUROCRYPT 2005 Proceedings, Springer-
Verlag, 2005, pp. 474–490.  

D. Whiting, B. Schneier, S. Lucks, and F. Muller, “Phelix: Fast Encryption and 
Authentication in a Single Cryptographic Primitive,” ECRYPT Stream Cipher Project 
Report 2005/027. 

N. Ferguson and B. Schneier, “A Cryptographic Evaluation of IPsec,” December 2003.  

N. Ferguson, D. Whiting, B. Schneier, J. Kelsey, S. Lucks, and T. Kohno, “Helix: Fast 
Encryption and Authentication in a Single Cryptographic Primitive,” Proceedings of 
Fast Software Encryption 2003, pp. 345–362. 

K. Jallad, J. Katz, and B. Schneier, “Implementation of Chosen-Ciphertext Attacks 
against PGP and GnuPG,” Information Security Conference 2002 Proceedings, 
Springer-Verlag, 2002. 

B. Schneier, “Inside Risks 129: Cyber Underwriters Lab?,” Communications of the ACM, 
vol 44, n 4, Apr 2001.  

N. Ferguson, J. Kelsey, B. Schneier, M. Stay, D. Wagner, and D. Whiting, “Improved 
Cryptanalysis of Rijndael,” Seventh Fast Software Encryption Workshop, Springer-
Verlag, 2001, pp. 213–230.  

J. Kelsey, T. Kohno, and B. Schneier, “Amplified Boomerang Attacks Against Reduced-
Round MARS and Serpent,” Seventh Fast Software Encryption Workshop, Springer-
Verlag, 2001, pp. 7–93. 

J. Kelsey and B. Schneier, “The Street Performer Protocol and Digital Copyrights,” First 
Monday, v. 45, n. 6 (June 2001).  
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Bruce Schneier CV: Academic Publications 5 

J. Katz and B. Schneier, “A Chosen Ciphertext Attack against Several E-Mail Encryption 
Protocols,” 9th USENIX Security Symposium, 2000.  

B. Schneier, “The Fallacy of Trusted Client Software” (Cryptorhythms column), 
Information Security Magazine, August 2000.  

B. Schneier, J. Kelsey, D. Whiting, D. Wagner, C. Hall, N. Ferguson, T. Kohno, M. Stay, 
“The Twofish Team’s Final Comments on AES Selection,” May 15, 2000.  

D. Whiting, B. Schneier, S. Bellovin, “AES Key Agility Issues in High-Speed IPsec 
Implementations,” May 15, 2000.  

B. Schneier, “The Process of Security,” Information Security Magazine, April 2000.  

N. Ferguson, B. Schneier, and D. Wagner, “Security Weaknesses in Maurer-Like 
Randomized Stream Ciphers,” Fifth Australasian Conference on Information Security 
and Privacy (ACISP 2000), Springer-Verlag, 2000, pp. 234–241.  

J. Kelsey and B. Schneier, “MARS Attacks! Preliminary Cryptanalysis of Reduced-Round 
MARS Variants,” Proceedings of the Third AES Candidate Conference, April 2000, pp. 
169–185.  

T. Kohno, J. Kelsey, and B. Schneier, “Preliminary Cryptanalysis of Reduced-Round 
Serpent,” Proceedings of the Third AES Candidate Conference, April 2000, pp. 195–211.  

B. Schneier and D. Whiting, “A Performance Comparison of the Five AES Finalists,” 
Proceedings of the Third AES Candidate Conference, April 2000, pp. 123–135.  

N. Ferguson, J. Kelsey, B. Schneier, D. Whiting, “A Twofish Retreat: Related-Key 
Attacks Against Reduced-Round Twofish,” Twofish Technical Report #6, February 14, 
2000.  

C. Ellison and B. Schneier, “Inside Risks 116: Risks of PKI: Electronic Commerce,” 
Communications of the ACM, vol 43, n 2, Feb 2000.  

C. Ellison and B. Schneier, “Inside Risks 115: Risks of PKI: Secure E-Mail,” 
Communications of the ACM, vol 43, n 1, Jan 2000.  

C. Ellison and B. Schneier, “Ten Risks of PKI: What You’re Not Being Told about Public 
Key Infrastructure,” Computer Security Journal, v 16, n 1, 2000, pp. 1–7.  

C. Ellison, C. Hall, R. Milbert, and B. Schneier, “Protecting Secret Keys with Personal 
Entropy,” Future Generation Computer Systems, v. 16, 2000, pp. 311–318.  

B. Schneier, “Self-Study Course in Block Cipher Cryptanalysis,” Cryptologia, v.24, n.1, 
Jan 2000, pp. 18–34.  

J. Kelsey, B. Schneier, D. Wagner, and C. Hall, “Side Channel Cryptanalysis of Product 
Ciphers,” Journal of Computer Security, v. 8, n. 2–3, 2000, pp. 141–158.  
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Bruce Schneier CV: Academic Publications 6 

J. Kelsey and B. Schneier, “Key-Schedule Cryptanalysis of DEAL,” Sixth Annual 
Workshop on Selected Areas in Cryptography (SAC 99), Springer Verlag, 2000, pp. 
118–134.  

J. Kelsey, B. Schneier, and N. Ferguson, “Yarrow-160: Notes on the Design and Analysis 
of the Yarrow Cryptographic Pseudorandom Number Generator,” Sixth Annual 
Workshop on Selected Areas in Cryptography (SAC 99), Springer Verlag, 2000, pp. 13–
33. 

B. Schneier, “Attack Trees,” Dr. Dobb’s Journal, v. 24, n. 12, Dec 1999, pp. 21–29.  

B. Schneier, “The 1999 Crypto Year-in-Review,” Information Security Magazine, 
January 1999.  

B. Schneier, “Security in the Real World: How to Evaluate Security Technology,” 
Computer Security Journal, v 15, n 4, 1999, pp. 1–14.  

B. Schneier, “A Plea for Simplicity,” Information Security Magazine, November 1999.  

B. Schneier and Mudge, “Cryptanalysis of Microsoft’s PPTP Authentication Extensions 
(MS-CHAPv2),” CQRE ’99, Springer-Verlag, 1999, pp. 192–203.  

B. Schneier, “Inside Risks 112: Risks of Relying on Cryptography,” Communications of 
the ACM, vol 42, n 10, Oct 1999.  

B. Schneier, “Inside Risks 111: The Trojan Horse Race,” Communications of the ACM, 
vol 42, n 9, September 1999.  

B. Schneier, “International Cryptography,” Information Security Magazine, September 
1999.  

J. Kelsey and B. Schneier, “Minimizing Bandwidth for Remote Access to 
Cryptographically Protected Audit Logs,” Second International Workshop on the Recent 
Advances in Intrusion Detection (RAID ’99), September 1999.  

B. Schneier, “Inside Risks 110: Biometrics: Uses and Abuses,” Communications of the 
ACM, vol 42, n 8, August 1999.  

C. Hall, I. Goldberg, and B. Schneier, “Reaction Attacks Against Several Public-Key 
Cryptosystems,” Proceedings of Information and Communication Security, ICICS’99, 
Springer-Verlag, 1999, pp. 2–12.  

B. Schneier and A Shostack, “Breaking Up Is Hard to Do: Modeling Security Threats for 
Smart Cards,” USENIX Workshop on Smart Card Technology, USENIX Press, 1999, pp. 
175–185.  

J. Kelsey and B. Schneier, “Authenticating Secure Tokens Using Slow Memory Access,” 
USENIX Workshop on Smart Card Technology, USENIX Press, 1999, pp. 101–106.  
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Bruce Schneier CV: Academic Publications 7 

D. Whiting, J. Kelsey, B. Schneier, D. Wagner, N. Ferguson, and C. Hall, “Further 
Observations on the Key Schedule of Twofish,” Twofish Technical Report #4, March 16, 
1999.  

E. Biham, A. Biryukov, N. Ferguson, L. Knudsen, B. Schneier, and A. Shamir, 
“Cryptanalysis of Magenta,” Second AES Candidate Conference, April 1999.  

B. Schneier, J. Kelsey, D. Whiting, D. Wagner, C. Hall, and N. Ferguson, “New Results 
on the Twofish Encryption Algorithm,” Second AES Candidate Conference, April 1999.  

B. Schneier, J. Kelsey, D. Whiting, D. Wagner, C. Hall, and N. Ferguson, “Performance 
Comparison of the AES Submissions,” Second AES Candidate Conference, April 1999.  

D. Whiting, N. Ferguson, and B. Schneier, “Cryptanalysis of FROG,” Second AES 
Candidate Conference, April 1999.  

J. Kelsey, B. Schneier, and D. Wagner, “Key Schedule Weakness in SAFER+,” Second 
AES Candidate Conference, April 1999.  

J. Kelsey, B. Schneier, and D. Wagner, “Mod n Cryptanalysis, with Applications Against 
RC5P and M6, Fast Software Encryption,” Sixth International Workshop Proceedings 
(March 1999), Springer-Verlag, 1999, pp. 139–155.  

B. Schneier and J. Kelsey, “Secure Audit Logs to Support Computer Forensics,” ACM 
Transactions on Information and System Security, v. 2, n. 2, May 1999, pp. 159–176.  

B. Schneier, “The 1998 Crypto Year-in-Review,” Information Security Magazine, 
January 1999. 

J. Riordan and B. Schneier, “A Certified E-Mail Protocol with No Trusted Third Party,” 
13th Annual Computer Security Applications Conference, ACM Press, December 1998, 
pp. 347–351.  

B. Schneier, “Cryptographic Design Vulnerabilities,” IEEE Computer, v. 31, n. 9, Sep 
1998, pp. 29–33.  

B. Schneier and Mudge, “Cryptanalysis of Microsoft’s Point-to-Point Tunneling Protocol 
(PPTP),” Proceedings of the 5th ACM Conference on Communications and Computer 
Security, ACM Press, November 1998, pp. 132–141.  

J. Kelsey and B. Schneier, “The Street Performer Protocol,” The Third USENIX 
Workshop on Electronic Commerce Proceedings, USENIX Press, November 1998.  

B. Schneier, “Scrambled Message,” Information Security Magazine, October 1998.  

C. Salter, O.S. Saydjari, B. Schneier, and J. Wallner, “Towards a Secure System 
Engineering Methodology,” New Security Paradigms Workshop, September 1998, pp. 
2–10.  

J. Kelsey, B. Schneier, D. Wagner, and C. Hall, “Side Channel Cryptanalysis of Product 
Ciphers,” ESORICS ’98 Proceedings, Springer-Verlag, September 1998, pp. 97–110.  
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Bruce Schneier CV: Academic Publications 8 

C. Hall, J. Kelsey, V. Rijmen, B. Schneier, and D. Wagner, “Cryptanalysis of SPEED,” 
Fifth Annual Workshop on Selected Areas in Cryptography, Springer-Verlag, August 
1998, 319–338.  

D. Wagner, L. Simpson, E. Dawson, J. Kelsey, W. Millan, and B. Schneier, 
“Cryptanalysis of ORYX,” Fifth Annual Workshop on Selected Areas in Cryptography, 
Springer-Verlag, August 1998, 296–305.  

B. Schneier, J. Kelsey, D. Whiting, D. Wagner, and C. Hall, “On the Twofish Key 
Schedule,” Fifth Annual Workshop on Selected Areas in Cryptography, Springer-
Verlag, August 1998, 27–42.  

C. Hall, J. Kelsey, B. Schneier, and D. Wagner, “Building Pseudo-Random Functions 
from Pseudo-Random Permutations,” Advances in Cryptology—CRYPTO ’98 
Proceedings, Springer-Verlag, August 98, pp. 370–389.  

J. Riordan and B. Schneier, “Environmental Key Generation towards Clueless Agents,” 
Mobile Agents and Security, G. Vigna, ed., Springer-Verlag, 1998, pp. 15–24.  

C. Hall, J. Kelsey, B. Schneier, and D. Wagner, “Cryptanalysis of SPEED (Extended 
Abstract),” Financial Cryptography ’98, Springer-Verlag, 1998, 309–310.  

B. Schneier, J. Kelsey, D. Whiting, D. Wagner, C. Hall, and N. Ferguson, “Twofish: A 
128-Bit Block Cipher,” 15 June 1998.  

J. Kelsey, B. Schneier, D. Wagner, and C. Hall, “Cryptanalytic Attacks on Pseudorandom 
Number Generators,” Fast Software Encryption, Fifth International Workshop 
Proceedings (March 1998), Springer-Verlag, 1998, pp. 168–188.  

D. Coppersmith, D. Wagner, B. Schneier, and J. Kelsey, “Cryptanalysis of TwoPrime,” 
Fast Software Encryption, Fifth International Workshop Proceedings (March 1988), 
Springer-Verlag, 1998, 32–48.  

B. Schneier and J. Kelsey, “Cryptographic Support for Secure Logs on Untrusted 
Machines,” The Seventh USENIX Security Symposium Proceedings, USENIX Press, 
January 1998, pp. 53–62.  

J. Kelsey, B. Schneier, C. Hall, and D. Wagner, “Secure Applications of Low-Entropy 
Keys,” 1997 Information Security Workshop (ISW’97), Proceedings (September 1997), 
Springer-Verlag, 1998, pp. 121–134. 

B. Schneier and C. Hall, “An Improved E-mail Security Protocol,” 13th Annual 
Computer Security Applications Conference, ACM Press, December 1997, pp. 232–238.  

C. Hall and B. Schneier, “Remote Electronic Gambling,” 13th Annual Computer Security 
Applications Conference, ACM Press, December 1997, pp. 227–230.  

J. Kelsey, B. Schneier, and D. Wagner, “Related-Key Cryptanalysis of 3-WAY, Biham-
DES, CAST, DES-X, NewDES, RC2, and TEA,” ICICS ’97 Proceedings, Springer-Verlag, 
November 1997, pp. 233–246.  
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Bruce Schneier CV: Academic Publications 9 

D. Wagner, B. Schneier, and J. Kelsey, “Cryptanalysis of the Cellular Message 
Encryption Algorithm,” Advances in Cryptology—CRYPTO ’97 Proceedings, Springer-
Verlag, August 1997, pp. 526–537.  

N. Ferguson and B. Schneier, “Cryptanalysis of Akelarre,” Fourth Annual Workshop on 
Selected Areas in Cryptography, August 1997, pp. 201–212.  

H. Abelson, R. Anderson, S.M. Bellovin, J. Benaloh, M. Blaze, W. Diffie, J. Gilmore, P. 
G. Neumann, R.L. Rivest, J.I. Schiller, and B. Schneier, “The Risks of Key Recovery, Key 
Escrow, and Trusted Third-Party Encryption,” World Wide Web Journal, v.2, n.3, 1997, 
pp. 241–257.  

J. Kelsey and B. Schneier, “Conditional Purchase Orders,” 4th ACM Conference on 
Computer and Communications Security, ACM Press, April 1997, pp. 117–124.  

J. Kelsey, B. Schneier, and D. Wagner, “Protocol Interactions and the Chosen Protocol 
Attack,” Security Protocols, International Workshop April 1997 Proceedings, Springer-
Verlag, 1998, pp. 91–104.  

B. Schneier and J. Kelsey, “Remote Auditing of Software Outputs Using a Trusted 
Coprocessor,” Journal of Future Generation Computer Systems, v.13, n.1, 1997, pp. 9–
18.  

B. Schneier, “Why Cryptography is Harder than it Looks,” Information Security 
Bulletin, v. 2, n. 2, March 1997, pp. 31–36.  

B. Schneier and D. Whiting, “Fast Software Encryption: Designing Encryption 
Algorithms for Optimal Software Speed on the Intel Pentium Processor,” Fast Software 
Encryption, Fourth International Workshop Proceedings (January 1997), Springer-
Verlag, 1997, pp. 242–259.  

B. Schneier, “Cryptography, Security, and the Future,” Communications of the ACM, v. 
40, n. 1, January 1997, p. 138. 

J. Kelsey, B. Schneier, and C. Hall, “An Authenticated Camera,” 12th Annual Computer 
Security Applications Conference, ACM Press, December 1996, pp. 24–30.  

B. Schneier and J. Kelsey, “A Peer-to-Peer Software Metering System,” The Second 
USENIX Workshop on Electronic Commerce Proceedings, USENIX Press, November 
1996, pp. 279–286.  

D. Wagner and B. Schneier, “Analysis of the SSL 3.0 Protocol,” The Second USENIX 
Workshop on Electronic Commerce Proceedings, USENIX Press, November 1996, pp. 
29–40.  

B. Schneier, J. Kelsey, and J. Walker, “Distributed Proctoring,” ESORICS 96 
Proceedings, Springer-Verlag, September 1996, pp. 172–182.  

J. Kelsey and B. Schneier, “Authenticating Outputs of Computer Software Using a 
Cryptographic Coprocessor,” Proceedings 1996 CARDIS, September 1996, pp. 11–24.  
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J. Kelsey, B. Schneier, and D. Wagner, “Key-Schedule Cryptanalysis of 3-WAY, IDEA, G-
DES, RC4, SAFER, and Triple-DES,” Advances in Cryptology—CRYPTO ’96 
Proceedings, Springer-Verlag, August 1996, pp. 237–251.  

B. Schneier and J. Kelsey, “Automatic Event Stream Notarization Using Digital 
Signatures,” Security Protocols, International Workshop April 1996 Proceedings, 
Springer-Verlag, 1997, pp. 155–169.  

B. Schneier and J. Kelsey, “Unbalanced Feistel Networks and Block Cipher Design,” Fast 
Software Encryption, Third International Workshop Proceedings (February 1996), 
Springer-Verlag, 1996, pp. 121–144.  

M. Blaze, W. Diffie, R. Rivest, B. Schneier, T. Shimomura, E. Thompson, and M. Weiner, 
“Minimal Key Lengths for Symmetric Ciphers to Provide Adequate Commercial 
Security,” January 1996. 

M. Jones and B. Schneier, “Securing the World Wide Web: Smart Tokens and their 
Implementation,” Proceedings of the Fourth International World Wide Web 
Conference, December 1995, pp. 397–409.  

B. Schneier, “Blowfish—One Year Later,” Dr. Dobb’s Journal, September 1995.  

M. Blaze and B. Schneier, “The MacGuffin Block Cipher Algorithm,” Fast Software 
Encryption, Second International Workshop Proceedings (December 1994), Springer-
Verlag, 1995, pp. 97–110.  

B. Schneier, “The GOST Encryption Algorithm,” Dr. Dobb’s Journal, v. 20, n. 1, January 
1995, pp. 123–124. 

B. Schneier, “A Primer on Authentication and Digital Signatures,” Computer Security 
Journal, v. 10, n. 2, 1994, pp. 38–40.  

B. Schneier, “Designing Encryption Algorithms for Real People,” Proceedings of the 
1994 ACM SIGSAC New Security Paradigms Workshop, IEEE Computer Society Press, 
August 1994, pp. 63–71.  

B. Schneier, “The Blowfish Encryption Algorithm,” Dr. Dobb’s Journal, v. 19, n. 4, April 
1994, pp. 38–40.  

B. Schneier, “Description of a New Variable-Length Key, 64-Bit Block Cipher 
(Blowfish),” Fast Software Encryption, Cambridge Security Workshop Proceedings 
(December 1993), Springer-Verlag, 1994, pp. 191–204.  

B. Schneier, “One-Way Hash Functions,” Dr. Dobb’s Journal, v. 16, n. 9, September 
1991, pp. 148–151. 

Selected Awards 

Business Leader in Cybersecurity Award from Boston Global Forum, December 2015. 
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Named as one of the 20 top security influencers by eSecurity Planet, June 2015. 

EPIC Lifetime Achievement Award, June 2015. 

Named as one of the top ten information security bloggers of 2014 by the ISO 27001 and 
ISO 22301 blog, December 2014. 

Named as an industry pioneer in information security by SC Magazine, December 2014. 

Berkman Fellow at the Berkman Center for Internet and Society at Harvard University, 
2013–2015 academic years. 

Named one of the IFSEC 40: The Most Influential People in Security & Fire, January 
2013. 

Honorary Doctor of Science (ScD) from University of Westminster, London, December 
2011. 

CSO Compass Award, May 2010. 

Named as one of the top 25 most influential people in the security industry by Security 
magazine, December 2008 

Inducted into the Infosecurity Europe Hall of Fame, April 2008. 

Computer Professionals for Social Responsibility (CPSR) Norbert Wiener Award, 
January 2008. 

Electronic Frontier Foundation (EFF) Pioneer Award, March 2007. 

Dr. Dobb’s Journal Excellence in Programming Award, April 2006. 

Named as one of the top five influential IT security thinkers by SC magazine, December 
2005. 

Infoworld CTO 25 Award, April 2005. 

Secrets and Lies won a Productivity Award in the 13th Annual Software Development 
Magazine Product Excellence Awards, 2000. 

Legislative Testimony 

Testimony at the U.S. House of Representatives Committee on Energy and Commerce, 
Subcommittee on Communications and Technology, and the Subcommittee on 
Commerce, Manufacturing, and Trade, hearing on “Understanding the Role of 
Connected Devices in Recent Cyber Attacks,” November 16, 2016. 

Testimony before the U.S. Senate Judiciary Committee, hearing on “Will REAL ID 
Actually Make Us Safer? An Examination of Privacy and Civil Liberties Concerns,” May 
8, 2007. 
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Testimony at the U.K. House of Lords Science and Technology Committee inquiry into 
“Personal Internet Security,” February 21, 2007. 

Testimony before the U.S. House of Representatives Committee on Homeland Security, 
Subcommittee on Cybersecurity, Science, and Research and Development, hearing on 
“Overview of the Cyber Problem—A Nation Dependent and Dealing with Risk,” June 25, 
2003. 

Testimony before the U.S. Senate Committee on Commerce, Science and 
Transportation, Subcommittee on Science, Technology, and Space, hearing on Internet 
Security, July 16, 2001. 

Published Articles 

“Don’t Waste Your Breath Complaining to Equifax about Data Breach ,” CNN, 
September 11, 2017. 

“IoT Security: What’s Plan B?,” IEEE Security & Privacy, September/October 2017. 

“‘Twitter and Tear Gas’ Looks at How Protest Is Fueled and Crushed by the 
Internet,” Motherboard, July 11, 2017. 

“Why the NSA Makes Us More Vulnerable to Cyberattacks,” Foreign Affairs, May 30, 
2017. 

“Who Are the Shadow Brokers?,” The Atlantic, May 23, 2017. 

“What Happens When Your Car Gets Hacked?,” The New York Times, May 19, 2017. 

“Why Extending Laptop Ban Makes No Sense,” CNN, May 16, 2017. 

“The Next Ransomware Attack Will Be Worse than WannaCry,” The Washington Post, 
May 16, 2017. 

“Three Lines of Defense against Ransomware Attacks,” New York Daily News, May 15, 
2017. 

“Online Voting Won’t Save Democracy,” The Atlantic, May 10, 2017. 

“Who Is Publishing NSA and CIA Secrets, and Why?,” Lawfare, April 27, 2017. 

“The Quick vs the Strong: Commentary on Cory Doctorow’s Walkaway,” Crooked 
Timber, April 26, 2017. 

“Infrastructure Vulnerabilities Make Surveillance Easy,” Al Jazeera, April 11, 2017. 

“Snoops May Soon Be Able to Buy Your Browsing History. Thank the US Congress,” The 
Guardian, March 30, 2017. 

“Puzzling out TSA’s Laptop Travel Ban,” CNN, March 22, 2017. 
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“Security Orchestration for an Uncertain World,” SecurityIntelligence, March 21, 2017. 

“How to Keep Your Private Conversations Private for Real,” The Washington Post, 
March 8, 2017. 

“Botnets of Things,” MIT Technology Review, March/April 2017. 

“Click Here to Kill Everyone,” New York Magazine, January 27, 2017. 

“Why Proving the Source of a Cyberattack is So Damn Difficult,” CNN, January 5, 2017. 

“Class Breaks,” Edge, December 30, 2016. 

“U.S. Elections Are a Mess, Even Though There’s No Evidence This One Was Hacked,” 
The Washington Post, November 23, 2016. 

“Testimony at the U.S. House of Representatives Joint Hearing ‘Understanding the Role 
of Connected Devices in Recent Cyber Attacks,’” November 16, 2016. 

“American Elections Will Be Hacked,” The New York Times, November 9, 2016. 

“Your WiFi-Connected Thermostat Can Take Down the Whole Internet. We Need New 
Regulations.,” The Washington Post, November 3, 2016. 

“Lessons From the Dyn DDoS Attack,” SecurityIntelligence, November 1, 2016. 

“Cybersecurity Issues for the Next Administration,” Time, October 13, 2016. 

“We Need to Save the Internet from the Internet of Things,” Motherboard, October 6, 
2016. 

“How Long Until Hackers Start Faking Leaked Documents?,” The Atlantic, September 
13, 2016. 

“Someone Is Learning How to Take Down the Internet,” Lawfare, September 13, 2016. 

“Stop Trying to Fix the User,” IEEE Security & Privacy, September/October 2016. 

“New Leaks Prove It: The NSA Is Putting Us All at Risk to Be Hacked,” Vox, August 24, 
2016. 

“Hackers Are Putting U.S. Election at Risk,” CNN, July 28, 2016. 

“By November, Russian Hackers Could Target Voting Machines,” The Washington Post, 
July 27, 2016. 

“The Internet of Things Will Turn Large-Scale Hacks into Real World Disasters,” 
Motherboard, July 25, 2016. 

“Credential Stealing as Attack Vector,” Xconomy, April 20, 2016. 

“The Value of Encryption,” The Ripon Forum, April 2016. 
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“Can You Trust IRS to Keep Your Tax Data Secure?,” CNN, April 13, 2016. 

“Your iPhone Just Got Less Secure. Blame the FBI.,” The Washington Post, March 29, 
2016. 

“Cryptography Is Harder Than It Looks,” IEEE Security & Privacy, January/February 
2016. 

“Data Is a Toxic Asset, So Why Not Throw It Out?,” CNN, March 1, 2016. 

“A ‘Key’ for Encryption, Even for Good Reasons, Weakens Security,” The New York 
Times Room for Debate, February 23, 2016. 

“Why You Should Side With Apple, Not the FBI, in the San Bernardino iPhone Case,” 
The Washington Post, February 18, 2016. 

“Candidates Won’t Hesitate to Use Manipulative Advertising to Score Votes,” The 
Guardian, February 4, 2016. 

“The Internet Of Things Will Be The World’s Biggest Robot,” Forbes, February 2, 2016. 

“Security vs. Surveillance,” Don’t Panic: Making Progress on the ‘Going Dark’ Debate, 
February 1, 2016. 

“When Hacking Could Enable Murder,” CNN, January 26, 2016. 

“How an Overreaction to Terrorism Can Hurt Cybersecurity,” MIT Technology Review, 
January 25, 2016. 

“The Internet of Things That Talk About You Behind Your Back,” Motherboard, January 
8, 2016. 

“The Risks—and Benefits—of Letting Algorithms Judge Us,” CNN, January 6, 2016. 

“How the Internet of Things Limits Consumer Choice,” The Atlantic, December 24, 
2015. 

“Can Laws Keep Up with Tech World?,” CNN, December 21, 2015. 

“The Automation of Reputation,” Edge.org, November 5, 2015. 

“The Rise of Political Doxing,” Motherboard, October 28, 2015. 

“Face Facts about Internet Security,” CNN, October 23, 2015. 

“The Era Of Automatic Facial Recognition And Surveillance Is Here, Forbes, September 
29, 2015. 

“Stealing Fingerprints,” Motherboard, September 29, 2015. 

“VW Scandal Could Just Be the Beginning,” CNN, September 28, 2015. 

“Living in Code Yellow,” Fusion, September 22, 2015. 
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“Hacking Team, Computer Vulnerabilities, and the NSA,” Georgetown Journal of 
International Affairs, September 13, 2015. 

“Is It OK to Shoot Down a Drone over Your Backyard?” CNN, September 9, 2015. 

“The Meanest Email You Ever Wrote, Searchable on the Internet,” Atlantic, September 
8, 2015. 

“Should Some Secrets Be Exposed?” CNN, July 7, 2015. 

“Why We Encrypt,” Foreword to Privacy International’s Securing Safe Spaces Online, 
June 2015. 

“China and Russia Almost Definitely Have the Snowden Docs,” Wired, June 16, 2015 

“Why are We Spending $7 Billion on TSA?” CNN, June 5, 2015 

“Debate: Should Companies Do Most of Their Computing in the Cloud?” The Economist, 
June 5, 2015  

“How We Sold Our Souls—and More—to the Internet Giants,” The Guardian, May 17, 
2015 

“Could Your Plane Be Hacked?” CNN, April 16, 2015 

“Baseball’s New Metal Detectors Won’t Keep You Safe. They’ll Just Make You Miss a 
Few Innings,” The Washington Post, April 14, 2015 

“The Big Idea: Data and Goliath,” Whatever, March 4, 2015. 

“Hacker or Spy? In Today’s Cyberattacks, Finding the Culprit Is a Troubling Puzzle,” 
The Christian Science Monitor, March 4, 2015. 

“The World’s Most Sophisticated Hacks: Governments?,” Fortune, March 3, 2015. 

“Cyberweapons Have No Allegiance,” Motherboard, February 25, 2015. 

“Everyone Wants You To Have Security, But Not from Them,” Forbes, February 23, 
2015. 

“Your TV May Be Watching You,” CNN, February 11, 2015. 

“When Thinking Machines Break The Law,” Edge, January 28, 2015. 

“The Importance of Deleting Old Stuff—Another Lesson From the Sony Attack,” Ars 
Technica, January 12, 2015. 

“The Government Must Show Us the Evidence That North Korea Attacked Sony,” Time, 
January 5, 2015. 

“We Still Don’t Know Who Hacked Sony,” The Atlantic, January 5, 2015. 

“2015: The Year ‘Doxing’ Will Hit Home, BetaBoston, December 31, 2014. 
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“Did North Korea Really Attack Sony?,” The Atlantic, December 22, 2014. 

“Sony Made It Easy, but Any of Us Could Get Hacked,” The Wall Street Journal, 
December 19, 2014. 

“The Best Thing We Can Do About the Sony Hack Is Calm Down,” Motherboard, 
December 19, 2014. 

“What Are the Limits of Police Subterfuge?,” The Atlantic, December 17, 2014. 

“Over 700 Million People Taking Steps to Avoid NSA Surveillance,” Lawfare, December 
15, 2014. 

“NSA Hacking of Cell Phone Networks,” Lawfare, December 8, 2014 

“Antivirus Companies Should Be More Open About Their Government Malware 
Discoveries,” MIT Technology Review, December 5, 2014. 

“Why Uber’s ‘God View’ Is Creepy,” CNN, December 4, 2014. 

“Stop the Hysteria over Apple Encryption,” CNN, October 3, 2014. 

“The Future of Incident Response,” IEEE Security & Privacy, September/October 2014 

“The U.S.’s Hypocritical Stance Against Chinese Hackers,” Time, May 20, 2014. 

“A Human Problem,” The Mark News, May 19, 2014. 

“Should U.S. Hackers Fix Cybersecurity Holes or Exploit Them?,” The Atlantic, May 19, 
2014. 

“Let the Spies Spy, Let the Cops Chase Terrorists,” CNN, May 15, 2014. 

“Internet Subversion,” Boston Review, May/June 2014. 

“How Secure are Snapchat-style Apps?,” CNN, March 26, 2014. 

“Don’t Listen to Google and Facebook: The Public-Private Surveillance Partnership Is 
Still Going Strong,” The Atlantic, March 25, 2014. 

“There’s No Real Difference Between Online Espionage and Online Attack,” The 
Atlantic, March 6, 2014. 

“Metadata = Surveillance,” IEEE Security & Privacy, March/April 2014. 

“NSA Robots are ‘Collecting’ Your Data, Too, and They’re Getting Away With It,” The 
Guardian, February 27, 2014. 

“Choosing a Secure Password,” Boing Boing, February 25, 2014. 

“It’s Time to Break Up the NSA,” CNN, February 20, 2014. 

“Let the NSA Keep Hold of the Data,” Slate, February 14, 2014. 
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“Everything We Know About How the NSA Tracks People’s Physical Location,” The 
Atlantic, Feburary 11, 2014. 

“How the NSA Threatens National Security,” The Atlantic, January 6, 2014. 

“The Internet of Things Is Wildly Insecure—And Often Unpatchable,” Wired, January 6, 
2014. 

“‘Stalker Economy’ Here to Stay,” CNN, November 20, 2013. 

“A Fraying of the Public/Private Surveillance Partnership,” The Atlantic, November 8, 
2013. 

“Leakers and Governments Should Work Together,” CNN, November 4, 2013. 

“The Battle for Power on the Internet,” The Atlantic, October 24, 2013. 

“Why the NSA’s Defense of Mass Data Collection Makes No Sense,” The Atlantic, 
October 21, 2013. 

“Your Life, Under Constant Surveillance,” CNN, October 16, 2013. 

“How to Design—And Defend Against—The Perfect Security Backdoor,” Wired, October 
16, 2013. 

“Want to Evade NSA Spying? Don’t Connect to the Internet,” Wired, October 7, 2013. 

“How the NSA Thinks About Secrecy and Risk,” The Atlantic, October 4, 2013. 

“Why the NSA’s Attacks on the Internet Must Be Made Public,” The Guardian, October 
4, 2013. 

“Attacking Tor: How the NSA Targets Users’ Online Anonymity,” The Guardian, 
October 4, 2013. 

“NSA and GCHQ target Tor Network That Protects Anonymity of Web Users,” The 
Guardian, October 4, 2013. 

“Book Review: Cyber War Will Not Take Place,” Europe’s World, October 1, 2013. 

“Understanding the Threats in Cyberspace,” Europe’s World, September 27, 2013. 

“Could U.S. Have Stopped Syria’s Chemical Attack?,” CNN, September 11, 2013. 

“The NSA-Reform Paradox: Stop Domestic Spying, Get More Security,” The Atlantic, 
September 11, 2013. 

“If the New iPhone Has Fingerprint Authentication, Can It Be Hacked?,” Wired, 
September 9, 2013. 

“NSA Surveillance: a Guide to Staying Secure,” The Guardian, September 6, 2013. 
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“The Spooks Need New Ways to Keep Their Secrets Safe,” Financial Times, September 
5, 2013. 

“The US Government Has Betrayed the Internet. We Need to Take It Back,” The 
Guardian, September 5, 2013. 

“The Only Way to Restore Trust in the NSA,” The Atlantic, September 4, 2013. 

“How Advanced Is the NSA’s Cryptanalysis—And Can We Resist It?,” Wired, September 
4, 2013. 

“Trust in Man/Machine Security Systems,” IEEE Security & Privacy, 
September/October 2013. 

“Syrian Electronic Army: A Brief Look at What Businesses Need to Know,” The Wall 
Street Journal, August 29, 2013. 

“NSA Intimidation Expanding Surveillance State,” USA Today, August 27, 2013. 

“Our Decreasing Tolerance To Risk,” Forbes, August 23, 2013. 

“The Real, Terrifying Reason Why British Authorities Detained David Miranda,” The 
Atlantic, August 22, 2013. 

“How Companies Can Protect Against Leakers,” Bloomberg.com, August 21, 2013. 

“Why It’s So Easy to Hack Your Home,” CNN, August 15, 2013. 

“The NSA Is Commandeering the Internet,” The Atlantic, August 12, 2013. 

“The Army in Our Midst,” The Wall Street Journal, August 5, 2013. 

“The Public-Private Surveillance Partnership,” Bloomberg.com, July 31, 2013. 

“NSA Secrets Kill Our Trust,” CNN, July 31, 2013. 

“Cyberconflicts and National Security,” UN Chronicle, July 18, 2013. 

“Mission Creep: When Everything Is Terrorism,” The Atlantic, July 16, 2013. 

“Has U.S. Started an Internet War?,” CNN, June 18, 2013. 

“Before Prosecuting, Investigate the Government,” New York Times Room for Debate 
Blog, June 11, 2013. 

“You Have No Control Over Security on the Feudal Internet,” Harvard Business 
Review, June 6, 2013. 

“What We Don’t Know About Spying on Citizens: Scarier Than What We Know,” The 
Atlantic, June 6, 2013. 

“The FBI’s New Wiretapping Plan Is Great News for Criminals,” Foreign Policy, May 29, 
2013. 
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“It’s Smart Politics to Exaggerate Terrorist Threats,” CNN, May 20, 2013. 

“Will Giving the Internet Eyes and Ears Mean the End of Privacy?,” The Guardian, May 
16, 2013. 

“Transparency and Accountability Don’t Hurt Security—They’re Crucial to It,” The 
Atlantic, May 8, 2013. 

“Why FBI and CIA Didn’t Connect the Dots,” CNN, May 2, 2013. 

“Do You Want the Government Buying Your Data From Corporations?,” The Atlantic, 
April 30, 2013. 

“The Boston Marathon Bombing: Keep Calm and Carry On,” The Atlantic, April 15, 
2013. 

“IT for Oppression,” IEEE Security & Privacy, March/April 2013. 

“On Security Awareness Training,” Dark Reading, March 19, 2013. 

“The Internet Is a Surveillance State,” CNN, March 16, 2013. 

“Rhetoric of Cyber War Breeds Fear—and More Cyber War,” The Irish Times, March 14, 
2013. 

“Our Security Models Will Never Work—No Matter What We Do,” Wired, March 14, 
2013. 

“Danger Lurks in Growing New Internet Nationalism,” MIT Technology Review, March 
11, 2013. 

“Take Stop-and-Scan with a Grain of Salt,” New York Daily News, March 3, 2013. 

“The Court of Public Opinion Is About Mob Justice and Reputation as Revenge,” Wired, 
February 26, 2013. 

“How Secure Is the Papal Election?,” CNN, February 21, 2013. 

“Trust and Society,” The Montréal Review, February 2013. 

“Power and the Internet, Edge, January 23, 2013. 

“Unsafe Security: A Sociologist Aptly Analyzes our Failures in Top-Down Protection,” 
Reason, January 2013. 

“Our New Regimes of Trust,” The SciTech Lawyer, Winter/Spring 2013. 

“Militarizing Cyberspace Will Do More Harm Than Good,” The Irish Times, November 
29, 2012. 

“When It Comes to Security, We’re Back to Feudalism,” Wired, November 26, 2012. 
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“Lance Armstrong and the Prisoner’s Dilemma of Doping in Professional Sports,” 
Wired, October 26, 2012. 

“Fear Pays the Bills, But Accounts Must Be Settled,” New York Times Room for Debate 
blog, October 19, 2012. 

“The Importance of Security Engineering,” IEEE Security & Privacy, 
September/October 2012. 

“Drawing the Wrong Lessons from Horrific Events,” CNN , July 31, 2012. 

“Securing Medical Research: A Cybersecurity Point of View,” Science, June 22, 2012. 

“Debate Club: An International Cyberwar Treaty Is the Only Way to Stem the Threat,” 
U.S. News, June 8, 2012. 

“The Vulnerabilities Market and the Future of Security,” Forbes, May 30, 2012. 

“To Profile or Not to Profile?,” Sam Harris’s Blog, May 25, 2012. 

“The Trouble with Airport Profiling,” Forbes, May 9, 2012. 

“Economist Debates: Airport Security,” The Economist, March 20, 2012. 

“High-Tech Cheats in a World of Trust,” New Scientist, February 27, 2012. 

“The Big Idea: Bruce Schneier,” Whatever, February 16, 2012. 

“How Changing Technology Affects Security,” IEEE Security & Privacy, March/April 
2012. 

“Detecting Cheaters,” IEEE Security & Privacy, March/April 2011. 

“Why Terror Alert Codes Never Made Sense,” CNN, January 28, 2011. 

“Whitelisting and Blacklisting,” Information Security, January 2011. 

“It Will Soon Be Too Late to Stop the Cyberwars,” Financial Times, December 2, 2010. 

“Why the TSA Can’t Back Down,” The Atlantic, December 2, 2010. 

“Close the Washington Monument,” The New York Daily News, December 2, 2010. 

“The Dangers of a Software Monoculture,” Information Security Magazine, November 
2010. 

“A Waste of Money and Time,” New York Times Room for Debate Blog, November 23, 
2010. 

“The Plan to Quarantine Infected Computers,” Forbes, November 11, 2010. 

“When to Change Passwords,” Dark Reading, November 10, 2010. 
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“The Difficulty of Surveillance Crowdsourcing,” Threatpost, November 8, 2010. 

“The Story Behind The Stuxnet Virus,” Forbes, October 7, 2010. 

“Web Snooping Is a Dangerous Move,” CNN, September 29, 2010. 

“Should Enterprises Give In to IT Consumerization at the Expense of Security?,” 
Information Security, September 2010. 

“Data Privacy: The Facts of Life,” The Irish Times, August 27, 2010. 

“A Taxonomy of Social Networking Data,” IEEE Security & Privacy, July/August 2010. 

“3 Reasons to Kill the Internet Kill Switch Idea,” AOL News, July 9, 2010. 

“Threat of ‘Cyberwar’ Has Been Hugely Hyped,” CNN, July 7, 2010. 

“The Failure of Cryptography to Secure Modern Networks,” Dark Reading, June 30, 
2010. 

“Weighing the Risk of Hiring Hackers,” Information Security, June 2010. 

“The Internet: Anonymous Forever,” Forbes, Information Security, May 12, 2010. 

“Worst-Case Thinking Makes Us Nuts, Not Safe,” CNN, May 12, 2010. 

“Where Are All the Terrorist Attacks?,” AOL News, May 4, 2010. 

“Focus on the Threat,” New York Times Room for Debate Blog, May 3, 2010. 

“The Meaning of Trust,” The Guardian, April 16, 2010. 

“Scanners, Sensors are Wrong Way to Secure the Subway,” Daily News, April 7, 2010. 

“Google And Facebook’s Privacy Illusion,” Forbes, April 6, 2010. 

“Should the Government Stop Outsourcing Code Development?,” Information Security, 
March 2010. 

“Spy Cameras Won’t Make Us Safer,” CNN, February 25, 2010. 

“Security and Function Creep,” IEEE Security & Privacy, January/February 2010. 

“U.S. Enables Chinese Hacking of Google,” CNN and Ethiopian Review, January 23, 
2010. 

“Fixing Intelligence Failures,” San Francisco Chronicle, January 15, 2010. 

“Stop the Panic on Air Security,” CNN, January 7, 2010. 

“Our Reaction Is the Real Security Failure,” AOL News, January 7, 2010. 
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“Fixing a Security Problem Isn’t Always the Right Answer,” Threatpost, January 5, 
2010. 

“Profiling Makes Us Less Safe,” New York Times Room for Debate Blog, January 4, 
2010. 

“Is Aviation Security Mostly for Show?,” CNN, December 29, 2009. 

“Cold War Encryption is Unrealistic in Today’s Trenches,” The Japan Times and Wired 
News, December 23, 2009. 

“Virus and Protocol Scares Happen Every Day—But Don’t Let Them Worry You,” The 
Guardian, December 9, 2009. 

“Nature’s Fears Extend to Online Behavior,” The Japan Times and Dark Reading, 
November 18, 2009. 

“News Media Strategies for Survival for Journalists,” Twin Cities Daily Planet, 
November 14, 2009. 

“Reputation is Everything in IT Security,” The Guardian, November 11, 2009. 

“Is Antivirus Dead?,” Information Security, November 2009. 

“Beyond Security Theater,” New Internationalist, November 2009. 

“‘Zero Tolerance’ Really Means Zero Discretion,” MPR NewsQ, November 4, 2009. 

“Why Framing Your Enemies Is Now Virtually Child’s Play,” The Guardian, October 15, 
2009. 

“The Difficulty of Un-Authentication,” Threatpost, September 28, 2009. 

“The Battle Is On Against Facebook and Co to Regain Control of Our Files,” The 
Guardian, September 9, 2009. 

“Is Perfect Access Control Possible?,” Information Security, September 2009. 

“Offhand but On Record,” The Japan Times, August 19, 2009. 

“Lockpicking and the Internet,” Dark Reading, August 10, 2009. 

“The Value of Self-Enforcing Protocols,” Threatpost, August 10, 2009. 
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B. Schneier, A.H. Gross, J.D. Callas, “Method and system for dynamic network intrusion 
monitoring, detection and response,” U.S. Patent 7,895,641, February 22, 2011. 

B. Schneier, J.S. Walker, J.A. Jorasch, “Off-line remote system for lotteries and games of 
skill,” U.S. Patent 7,887,405, February 15, 2011. 

J.S. Walker, B. Schneier, J.A. Jorasch, D.P. Alderucci, “Method and apparatus for 
verifying secure document timestamping,” U.S. Patent RE42,018, December 28, 2010. 
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J.S. Walker, B. Schneier, S.K. Jindal, D.E. Tedesco, “Method and device for generating a 
single-use financial account number,” U.S. Patent 7,853,529, December 14, 2010. 

J.S. Walker, B. Schneier, S.K. Jindal, D.E. Tedesco, “Method and device for generating a 
single-use financial account number,” U.S. Patent 7,844,550, November 30, 2010. 

J.S. Walker, B. Schneier, J.A. Jorasch, D.P. Alderucci, “Method and apparatus for 
verifying secure document timestamping,” U.S. Patent RE41,960, November 23, 2010. 

J.S. Walker, B. Schneier, M.M. Fincham, J.A. Jorasch, M.D. Downs, R.C. Tedesco, 
“Method and apparatus for promoting the selection and use of a transaction card,” U.S. 
Patent 7,806,320, October 5, 2010. 

J.S. Walker, B. Schneier, J.A. Jorasch, T.S. Case, “Conditional purchase offer 
management system,” U.S. Patent 7,664,672, February 16, 2010. 

J.S. Walker, B. Schneier, J.A. Jorasch, T.S. Case, “Conditional purchase offer 
management system,” U.S. Patent 7,620,619, November 17, 2009. 

B. Schneier, J.S. Walker, J.A. Jorasch, G.M. Gelman, “System and method for securing 
electronic games,” U.S. Patent 7,524,245, April 28, 2009. 

J.S. Walker, B. Schneier, J.A. Jorasch, “Method and apparatus for a cryptographically 
assisted commercial network system designed to facilitate and support expert-based 
commerce,” U.S. Patent 7,523,045, April 21, 2009. 

J.S. Walker, B. Schneier, J.A. Jorasch, “Method and apparatus for educational testing,” 
U.S. Patent 7,483,670, January 27, 2009. 

J.S. Walker, B. Schneier, J.A. Jorasch, “Method and apparatus for a commercial 
network system designed to facilitate buyer-driven conditional purchase offers,” U.S. 
Patent 7,472,074, December 30, 2008. 

B. Schneier, J.S. Walker, J.A. Jorasch, “Methods and apparatus for awarding prizes 
based on authentication of computer generated outcomes using coupons,” U.S. Patent 
7,362,862, April 22, 2008. 

B. Schneier, J.S. Walker, J.A. Jorasch, “Off-line remote system for lotteries and games of 
skill,” U.S. Patent 7,303,468, December 4, 2007. 

B. Schneier, J.S. Walker, J.A. Jorasch, “Off-line remote system for lotteries and games of 
skill,” U.S. Patent 7,285,045, October 23, 2007. 

J.S. Walker, B. Schneier, S.K. Jindal, D.E. Tedesco, “Method and device for generating a 
single-use financial account number,” U.S. Patent 7,177,835, February 13, 2007. 

B. Schneier, A.H. Gross, J.D. Callas, “Method and system for dynamic network intrusion 
monitoring, detection and response,” U.S. Patent 7,159,237, January 2, 2007. 
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“Method and apparatus for promoting the selection and use of a transaction card,” U.S. 
Patent 7,090,123, August 15, 2006. 
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J.S. Walker, B. Schneier, “Secure improved remote gaming system,” U.S. Patent 
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B. Schneier, J.S. Walker, J.A. Jorasch, “Off-line remote system for lotteries and games of 
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for telephone calls,” U.S. Patent 6,345,090, February 5, 2002. 
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J.S. Walker, B. Schneier, M. Mik, “Device and method for promoting the selection and 
use of a credit card,” U.S. Patent 6,325,284, December 4, 2001. 

J.S. Walker, B. Schneier, J.A. Jorasch, “Method and apparatus for secure measurement 
certification,” U.S. Patent 6,289,453, September 11, 2001. 

J.S. Walker, B. Schneier, J.A. Jorasch, “Method and apparatus for secure measurement 
certification,” U.S. Patent 6,282,648, August 28, 2001. 

B. Schneier, J.S. Walker, J.A. Jorasch, “Method and apparatus for securing electronic 
games,” U.S. Patent 6,264,557, July 24, 2001. 

J.S. Walker, B. Schneier, J.A. Jorasch, “Method and apparatus for secure document 
timestamping,” U.S. Patent 6,263,438, July 17, 2001. 

J.S. Walker, B. Schneier, “Systems and methods for a user to access digital data 
provided by an on-line server over a data network,” U.S. Patent 6,249,865, June 19, 
2001. 

J.S. Walker, R.R. Lech, A.S. Van Luchene, T.M. Sparico, J.A. Jorasch, B. Schneier, 
“Conditional purchase offer management system for event tickets,” U.S. Patent 
6,240,396, May 29, 2001. 

J.S. Walker, B. Schneier, J.A. Jorasch, A.S. Van Luchene, “Method and apparatus for 
securing a computer-based game of chance,” U.S. Patent 6,203,427, March 20, 2001. 

J.S. Walker, B. Schneier, S.K. Jindal, D.E. Tedesco, “Method and device for generating a 
single-use financial account number,” U.S. Patent 6,163,771, December 19, 2000. 

J.S. Walker, T.M. Sparico, T.S. Case, B. Schneier, “Conditional purchase offer 
management system for cruises,” U.S. Patent 6,134,534, October 17, 2000. 

R. Martinez, B. Schneier, G. Guerin, “Virtual property system,” U.S. Patent 6,119,229, 
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J.S. Walker, B. Schneier, J.A. Jorasch, “Method and apparatus for authenticating a 
document,” U.S. Patent 6,111,953, August 29, 2000. 

B. Schneier, J.S. Walker, J.A. Jorasch, “Method and apparatus for securing electronic 
games,” U.S. Patent 6,099,408, August 8, 2000. 

J.S. Walker, B. Schneier, J.A. Jorasch, T.S. Case, “Conditional purchase offer 
management system,” U.S. Patent 6,085,169, July 4, 2000. 

J.S. Walker, B. Schneier, “Off-line remote lottery system,” U.S. Patent 6,024,640, 
February 15, 2000. 

B. Schneier, J.M. Kelsey, “Event auditing system,” U.S. Patent 5,978,475, November 2, 
1999. 
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B. Schneier, J.S. Walker, J.A. Jorasch, “Remote-auditing of computer generated 
outcomes, authenticated billing and access control, and software metering system using 
cryptographic and other protocols,” U.S. Patent 5,970,143, October 19, 1999. 

B. Schneier, J.M. Kelsey, “Digital signature with auditing bits,” U.S. Patent 5,956,404, 
September 21, 1999. 

J.S. Walker, B. Schneier, J.A. Jorasch, “Method and apparatus for computer-based 
educational testing,” U.S. Patent 5,947,747, September 7, 1999. 

J.S. Walker, B. Schneier, J.A. Jorasch, “Method and apparatus for secure document 
timestamping,” U.S. Patent 5,923,763, July 13, 1999. 

J.S. Walker, B. Schneier, T.S. Case, “Method and system for establishing and 
maintaining user-controlled anonymous communications,” U.S. Patent 5,884,272, 
March 16, 1999. 

J.S. Walker, B. Schneier, T.S. Case, “Method and system for facilitating an employment 
search incorporating user-controlled anonymous communications,” U.S. Patent 
5,884,270, March 16, 1999. 

B. Schneier, J.S. Walker, J.A. Jorasch, “Off-line remote system for lotteries and games of 
skill,” U.S. Patent 5,871,398, February 16, 1999. 

J.S. Walker, B. Schneier, J.A. Jorasch, “Method and apparatus for a cryptographically-
assisted commercial network system designed to facilitate and support expert-based 
commerce,” U.S. Patent 5,862,223, January 19, 1999. 

Schneier; Bruce, “Method and apparatus for analyzing information systems using stored 
tree database structures,” U.S. Patent 5,850,516, December 15, 1998. 

J.S. Walker, B. Schneier, J.A. Jorasch, “Method and apparatus for secure measurement 
certification,” U.S. Patent 5,828,751, October 27, 1998. 

J.S. Walker, B. Schneier, J.A. Jorasch, “Method and apparatus for a cryptographically 
assisted commercial network system designed to facilitate buyer-driven conditional 
purchase offers,” U.S. Patent 5,794,207, August 11, 1998. 

B. Schneier, J.S. Walker, J.A. Jorasch, “Remote-auditing of computer generated 
outcomes and authenticated biling and access control system using cryptographic and 
other protocols,” U.S. Patent 5,768,382, June 16, 1998. 

J.S. Walker, B. Schneier, “900 number billing and collection system and method for on-
line computer services,” U.S. Patent 5,737,414, April 7, 1998. 

Published Crypto-Gram Issues 

September 15, 2017: On the Equifax Data Breach, News, iPhone Changes to Frustrate 
the Police, Schneier News, My LinkedIn Account 
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August 15, 2017: Ethereum Hack, News, Zero-Day Vulnerabilities against Windows in 
the NSA Tools Released by the Shadow Brokers, Schneier News, Measuring 
Vulnerability Rediscovery 

July 15, 2017: Book Review: “Twitter and Tear Gas,” by Zeynep Tufekci, News, Amazon 
Patents Measures to Prevent In-Store Comparison Shopping, Schneier News, Separating 
the Paranoid from the Hacked 

June 15, 2017: WannaCry Ransomware, The Future of Ransomware, WannaCry and 
Vulnerabilities, News, NSA Brute-Force Keysearch Machine, NSA Abandons “About” 
Searches, Extending the Airplane Laptop Ban, Security and Human Behavior (SHB 
2017), Passwords at the Border, Schneier News, NSA Document Outlining Russian 
Attempts to Hack Voter Rolls, Who Are the Shadow Brokers?, Ransomware and the 
Internet of Things 

May 15, 2017: Who is Publishing NSA and CIA Secrets, and Why?, The Quick vs. the 
Strong: Commentary on Cory Doctorow's “Walkaway,” News, Securing Elections, 
Schneier News, Surveillance and our Insecure Infrastructure 

April 15, 2017: The TSA's Selective Laptop Ban, WikiLeaks Not Disclosing CIA-Hoarded 
Vulnerabilities to Companies, Shadow Brokers Releases the Rest of Their NSA Hacking 
Tools, News, Congress Removes FCC Privacy Protections on Your Internet Usage, 
Incident Response as “Hand-to-Hand Combat,” Schneier News, Fourth WikiLeaks CIA 
Attack Tool Dump, Security Orchestration and Incident Response, Commenting Policy 
for My Blog 

March 15, 2017: WikiLeaks Releases CIA Hacking Tools, Botnets, News, Defense Against 
Doxing, Schneier News, Buzzword Watch: Prosilience, The CIA's “Development 
Tradecraft DOs and DON'Ts” 

February 15, 2017: Security and the Internet of Things, News, Schneier News, Security 
and Privacy Guidelines for the Internet of Things 

January 15, 2017: Attributing the DNC Hacks to Russia, Are We Becoming More Moral 
Faster Than We're Becoming More Dangerous?, News, Security Risks of TSA PreCheck, 
Law Enforcement Access to IoT Data, Schneier News, Class Breaks, A Comment on the 
Trump Dossier 

December 15, 2016: My Priorities for the Next Four Years, Hacking and the 2016 
Presidential Election, News, Schneier News, Dumb Security Survey Questions 

November 15, 2016: Election Security, News, Lessons From the Dyn DDoS Attack, 
Regulation of the Internet of Things, Schneier News, Virtual Kidnapping, Intelligence 
Oversight and How It Can Fail, Whistleblower Investigative Report on NSA Suite B 
Cryptography 

October 15, 2016: Security Economics of the Internet of Things, Cybersecurity Issues for 
the Next Administration, News, Security Design: Stop Trying to Fix the User, Schneier 
News, Recovering an iPhone 5c Passcode, The Hacking of Yahoo 
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September 15, 2016: The NSA Is Hoarding Vulnerabilities, Someone Is Learning How to 
Take Down the Internet, News, Organizational Doxing and Disinformation, Schneier 
News, iPhone Zero-Day Used by UAE Government, Apple’s Cloud Key Vault 

August 15, 2016: The Security of Our Election Systems, Hacking the Vote, News, Real-
World Security and the Internet of Things, Schneier News, Hacking Your Computer 
Monitor, More on the Vulnerabilities Equities Process 

July 15, 2016: CIA Director John Brennan Pretends Foreign Cryptography Doesn’t Exist, 
Report on the Vulnerabilities Equities Process, News, Schneier News, Apple’s 
Differential Privacy, Google’s Post-Quantum Cryptography 

June 15, 2016: The Unfalsifiability of Security Claims, Arresting People for Walking 
Away from Airport Security, News, Suckfly, Schneier News, Google Moving Forward on 
Automatic Logins, Security and Human Behavior (SHB 2016) 

May 15, 2016: Credential Stealing as an Attack Vector, Helen Nissenbaum on Regulating 
Data Collection and Use, News, Amazon Unlimited Fraud, Schneier News, I'm Writing a 
Book on Security 

April 15, 2016: Lawful Hacking and Continuing Vulnerabilities, More Links on the San 
Bernardino iPhone Case, Cryptography Is Harder Than It Looks, News, Memphis 
Airport Inadvertently Gets Security Right, Schneier News, New NIST Encryption 
Guidelines, Resilient Systems News: IBM Has Bought Resilient Systems, Hacking 
Lottery Machines, IRS Security 

March 15, 2016: Data Is a Toxic Asset, The FBI vs. Apple: Decrypting an iPhone, Lots of 
News and Essays about the FBI vs. Apple, The Importance of Strong Encryption to 
Security, News, Security Implications of Cash, WikiLeaks Publishes NSA Target List, 
Schneier News, Resilient Systems News: IBM to Buy Resilient Systems, Cheating at 
Professional Bridge, Simultaneous Discovery of Vulnerabilities 

February 15, 2016: The Internet of Things Will Be the World’s Biggest Robot, Integrity 
and Availability Threats, Security vs. Surveillance, Paper on the Going Dark Debate, 
News, The 2016 National Threat Assessment, AT&T Does Not Care about Your Privacy, 
Schneier News, “Data and Goliath” Published in Paperback, NSA’s TAO Head on 
Internet Offense and Defense, Worldwide Encryption Products Survey 

January 15, 2016: The Internet of Things that Talk About You Behind Your Back, Using 
Law against Technology, DMCA and the Internet of Things, News, NSA Spies on Israeli 
Prime Minister, Replacing Judgment with Algorithms, Schneier News, IT Security and 
the Normalization of Deviance 

December 15, 2015: Policy Repercussions of the Paris Terrorist Attacks, NSA Collected 
Americans’ E-mails Even After it Stopped Collecting Americans’ E-mails, News, 
Reputation in the Information Age, Schneier News, On CISA, Voter Surveillance, 
Resilient Systems News, Worldwide Cryptographic Products Survey: Edits and 
Additions Wanted, Security vs. Business Flexibility 
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November 15, 2015: The Doxing Trend, The Rise of Political Doxing, News, Breaking 
Diffie-Hellman with Massive Precomputation (Again), Schneier News, Australia Is 
Testing Virtual Passports, Resilient Systems News, The Effects of Surveillance on the 
Victims 

October 15, 2015: Volkswagen and Cheating Software, Living in a Code Yellow World, 
Obama Administration Not Pursuing a Backdoor to Commercial Encryption, News, 
Stealing Fingerprints, Automatic Face Recognition and Surveillance, Schneier News, 
Resilient Systems News, Bringing Frozen Liquids through Airport Security, SHA-1 
Freestart Collision September 15, 2015: The Security Risks of Third-Party Data, NSA 
Plans for a Post-Quantum World, Drone Self-Defense and the Law, News, Hacking 
Team, Computer Vulnerabilities, and the NSA, TSA Master Keys, Oracle CSO Rant 
Against Security Experts, Schneier News, FBI and Apple’s Encryption, Animals vs. 
Drones, Glenn Greenwald Debates Keith Alexander, Wanted: Cryptography Products for 
Worldwide Survey 

August 15, 2015: Moving Crypto-Gram: An Update, Backdoors Won’t Solve Comey’s 
Going Dark Problem, Another Salvo in the Second Crypto War (of Words), News, Cosa 
Nostra Dead Drops, Bizarre High-Tech Kidnapping, Fugitive Located by Spotify, 
Schneier News, Intimidating Military Personnel by Targeting Their Families, Stagefright 
Vulnerability in Android Phones 

July 15, 2015: Crypto-Gram Is Moving (Please Read!), Twitter Followers: Please Use the 
Correct Feed, Organizational Doxing, Why We Encrypt, The Secrecy of the Snowden 
Documents, News, The Risks of Mandating Backdoors in Encryption Products, What is 
the DoD’s Position on Backdoors in Security Systems?, Office of Personnel Management 
Data Hack, Schneier News, More about the NSA’s XKEYSCORE, Hayden Mocks NSA 
Reforms, NSA French and German Intercepts, Hacking Team Is Hacked 

15 June 2015: The Logjam (and Another) Vulnerability against Diffie-Hellman Key 
Exchange, NSA Running a Massive IDS on the Internet Backbone, Duqu 2.0, Why the 
Recent Section 215 Reform Debate Doesn’t Matter Much, News, TSA Not Detecting 
Weapons at Security Checkpoints, Reassessing Airport Security, Chris Roberts and 
Avionics Security, Encrypting Windows Hard Drives, Schneier News, Should Companies 
Do Most of Their Computing in the Cloud? (Part 1), Should Companies Do Most of Their 
Computing in the Cloud? (Part 2), Should Companies Do Most of Their Computing in 
the Cloud? (Part 3), Eighth Movie-Plot Threat Contest Winner 

15 May 2015: Admiral Rogers Speaking at the Joint Service Academy Cyber Security 
Summit, The Further Democratization of QUANTUM, The Further Democratization of 
Stingray, News, Eighth Movie-Plot Threat Contest Semifinalists, Hacking Airplanes, 
Schneier News, Counting the US Intelligence Community Leakers, ”Hinky” in Action 

15 April 2015: More Data and Goliath News, The Eighth Movie-Plot Threat Contest, 
Metal Detectors at Sports Stadiums, News, Cisco Shipping Equipment to Fake 
Addresses to Foil NSA Interception, Schneier News, New Zealand’s XKEYSCORE Use, 
Australia Outlaws Warrant Canaries 
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15 March 2015: Data and Goliath’s Big Idea, Data and Goliath News, Everyone Wants 
You To Have Security, But Not from Them, The Democratization of Cyberattack, News, 
The Equation Group’s Sophisticated Hacking and Exploitation Tools, Ford Proud that 
“Mustang” Is a Common Password, Attack Attribution and Cyber Conflict, Co3 Systems 
Changes Its Name to Resilient Systems, Schneier News, FREAK: Security Rollback 
Attack Against SSL, Can the NSA Break Microsoft's BitLocker?, Hardware Bit-Flipping 
Attack 

15 Feb 2015: Samsung Television Spies on Viewers, Accountability as a Security System, 
When Thinking Machines Break the Law, News, Obama Says Terrorism Is Not an 
Existential Threat, National Academies Report on Bulk Intelligence Collection, Schneier 
News, Co3 Systems News, My Superpower, New Book: Data and Goliath, DEA Also 
Conducting Mass Telephone Surveillance 

15 Jan 2015: Lessons from the Sony Hack, Reacting to the Sony Hack, Did North Korea 
Really Attack Sony?, Attributing the Sony Attack, News, The Limits of Police Subterfuge, 
Leaked CIA Documents, Doxing as an Attack, Schneier News, Attack Attribution in 
Cyberspace, The Security of Data Deletion 

15 Dec 2014: Regin, FBI Agents Pose as Repairmen to Bypass Warrant Process, News, 
NSA Hacking of Cell Phone Networks, Comments on the Sony Hack, Schneier News, 
Over 700 Million People Taking Steps to Avoid NSA Surveillance, Corporations 
Misusing Our Data 

15 Nov 2014: Crypto Wars II, Hacking Team Documentation, News, The Future of 
Incident Response, How Did the Feds Identity Dread Pirate Roberts?, Schneier News, 
Spritz: A New RC4-Like Stream Cipher, NSA Classification ECI = Exceptionally 
Controlled Information 

Earlier issues of Crypto-Gram are available here:  
https://www.schneier.com/crypto-gram/ 

Significant Articles about Schneier 

“On Internet Privacy, Be Very Afraid,” Harvard Gazette, August 24, 2017. 

“Is It Time To Regulate the IoT?,” SecTor, August 11, 2017. 

“‘Surveillance Is the Business Model of the Internet,’” OpenDemocracy, July 18, 2017. 

“‘Surveillance Shouldn’t Be the Business Model of the Internet. We Can Change It,’” The 
Times of India, May 28, 2017. 

“Cybersecurity Talk with Bruce Schneier: How to Start Your Career in 
Cybersecurity?,” CQURE Academy, April 13, 2017. 

“This Is Your Brain on Terrorism,” Vox, March 20, 2017. 
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“Bruce Schneier on New Security Threats from the Internet of Things,” Linux.com, 
March 17, 2017. 

“3 Important Things to Know about Big Brother Watching Us,” The List, March 15, 2017. 

“Cybersecurity Expert on Latest Wikileaks: Nothing to See Here,” Metro, March 7, 2017. 

“Video Review of Data and Goliath,” YouTube, March 6, 2017. 

“Bruce Schneier on IoT Regulation,” Threatpost, March 6, 2017. 

“Cyber Security Blogs You Need to See,” Focus Training, February 24, 2017. 

“Bruce Schneier and the Call for ‘Public Service Technologists,’” Network World, 
February 23, 2017. 

“Bruce Schneier Says Government Involvement in Coding Is Coming,” Softpedia News, 
February 15, 2017. 

“Schneier Brings Campaign for IoT Regulation to RSA,” Threatpost, February 14, 2017. 

“Bruce Schneier: The US Government Is Coming for YOUR Code, Techies,” The 
Register, February 14, 2017. 

“IoT Security: ‘The Market has Failed,’” T-Systems, January 26, 2017. 

“Reflecting on 2016: The Year in Cybersecurity,” Radio Boston, December 27, 2016. 

“Cybersecurity Expert Bruce Schneier: American Elections Will Be Hacked,” Democracy 
Now, November 30, 2016. 

“Security Experts Call For Regulation On IoT Cybersecurity,” Dark Reading, November 
17, 2016. 

“Not a Matter of ‘If’ on IoT Cybersecurity Rules, Experts Say,” Morning Consult, 
November 16, 2016. 

“Can the American Election Be Hacked?,” The Economist, October 26, 2016. 

“Hacking: What Journalists Need to Know. A Conversation with Bruce Schneier,” 
Journalist's Resource, October 24, 2016. 

“Can You Hack an Election? Can You Stop Terrorism by Spying?,” David Pakman Show, 
October 15, 2016. 

“Bruce Schneier—Data and Goliath: The Hidden Battles to Collect Your Data and 
Control Your World,” Neural, September 21, 2016. 

“«Quelqu’un Apprend à Détruire Internet», Selon Bruce Schneier,” SciencePost, 
September 15, 2016. 
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“Espionage Insiders: Welcome to the Post-Forgetting World,” Salon, September 13, 
2016. 

“After the DNC Hack, What’s Stopping Russian Hackers from Accessing Voting 
Machines?,” Boston Public Radio, August 4, 2016. 

“Ask Me Anything,” Reddit, August 2, 2016. 

“RSA Conference Asia Pacific & Japan 2016 Interview,” RSA Conference, August 1, 
2016. 

“Schneier: Next President May Face IoT Cyberattack That Causes People to Die,” 
Computerworld, July 25, 2016. 

“Securing the World-Sized Web,” InfoRisk Today, July 22, 2016. 

“Adam Ruins Everything: Security and Big Data with Bruce Schneier,” Adam Ruins 
Everything, July 5, 2016. 

“Going Dark or Getting Personal? The Battle Between Data, Privacy & Intrusion,” The 
Legal Edition, June 25, 2016. 

“Bruce Schneier at Infosecurity Europe 2016,” Tripwire, June 20, 2016. 

“IoT Security: Lack of Expertise Will Hurt, Says Bruce Schneier,” Computer Weekly, 
June 10, 2016. 

“Government Regulation Will Clip Coders’ Wings, Says Bruce Schneier,” The Register, 
June 10, 2016. 

“#Infosec16: Securing the IoT is the Next Big Challenge, Says Bruce Schneier,” 
Infosecurity, June 9, 2016. 

“InfoSec 2016: Two Worlds Are Colliding, and I Don’t Have the Answer, Says Bruce 
Schneier,” TechWeek Europe, June 9, 2016. 

“Bruce Schneier: Governments Have a ‘Stark’ Lack of Expertise in IoT Security,” V3, 
June 9, 2016. 

“Internet of Things Security: Ask Bruce, Episode Nine,” ResilienTV, May 9, 2016. 

“Bruce Schneier: Building Cryptographic Systems,” Computer, April 2016. 

“Bruce Schneier on the FBI/Apple Outcome,” TWiT Netcast Network, April 5, 2016. 

“Bruce Schneier on the Integration of Privacy and Security,” Threatpost, March 23, 
2016. 

“Rise of the Machines: The Threat Posed by Growing Connectivity,” Irish Times, March 
17, 2016. 

“Reacting Fast is Not Enough (RSA 2016),” CloudPassage, March 17, 2016. 
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“RSA 2016 Interview with Bruce Schneier,” ITProTV, March 15, 2016. 

“Overcoming the Cyber Security Skills Gap: Ask Bruce, Episode Eight,” ResilienTV, 
March 11, 2016. 

“Q&A: Bruce Schneier on Joining IBM, IoT Woes, and Apple v. the FBI,” The Register, 
March 4, 2016. 

“Bruce Schneier: We’re Sleepwalking towards Digital Disaster and Are Too Dumb to 
Stop,” The Register, March 2, 2016. 

“Bruce Schneier on IBM Grabbing Him Up with Resilient Systems,” SearchSecurity, 
March 2, 2016. 

“Building a Security Culture: Ask Bruce, Episode Seven,” ResilienTV, February 25, 2016. 

“How to Prevent the Normalization of Deviance: Ask Bruce, Episode Six,” ResilienTV, 
February 18, 2016. 

“Study Finds That Anti-Crypto Laws Won’t Work on an International Stage,” CSO, 
February 12, 2016. 

“Most Encryption Products Far beyond Reach of US Law Enforcement,” Christian 
Science Monitor, February 11, 2016. 

“Backdoor Laws Can’t Contain Global Encryption, Says New Report,” The Verge, 
February 11, 2016. 

“Strong Crypto Is Widely Available Outside The US, So Restrictions Are Unlikely To 
Thwart Terrorism,” Forbes, February 11, 2016. 

“Global Crypto Survey Proves Govt Backdoors Completely Pointless,” Iain Thomson, 
February 11, 2016. 

“New Survey Suggests US Encryption Ban Would Just Send Market Overseas,” The 
Intercept, February 11, 2016. 

“New Report Contends Mandatory Crypto Backdoors Would Be Futile,” Ars Technica , 
February 11, 2016. 

“Press Release: International Encryption Product Survey Finds 546 Non-US Products 
from 54 Countries,” Press Release, February 11, 2016. 

“Talk on Strategies for Combating Cyber-Terrorism,” Boston Global Forum, February 
11, 2016. 

“Incident Response Orchestration: Ask Bruce, Episode Five,” ResilienTV , February 3, 
2016. 

“On the Wire Podcast: Bruce Schneier,” On the Wire, February 1, 2016. 
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“The Security Reading Room: The Best Information Security Books of 2015,” RSA 
Conference Blog, December 23, 2015. 

“Bruce Schneier on the Golden Age of Surveillance,” The Technoskeptic, December 22, 
2015. 

“Cyberattack Prediction: Hackers Will Target a US Election Next Year,” CSO, December 
18, 2015. 

“Bruce Schneier Receives the Business Leader in Cybersecurity Award from Boston 
Global Forum,” Boston Global Forum, December 13, 2015. 

“Holiday Gift Guide: Good Reads Worth the Investment,” Vancouver Sun, December 4, 
2015. 

“Datenschutz in Rücklage,” Neue Zürcher Zeitung, December 12, 2015. 

“Making Your Mark as a CISO: Ask Bruce, Episode Four,” ResilienTV, November 20, 
2015. 

“Rolling Back Mass Surveillance,” Engineering Ethics Blog, November 16, 2015. 

“Today’s Trends in Cyber Resilience: Ask Bruce, Episode Three,” ResilienTV, November 
2, 2015. 

“A Conversation with Bruce Schneier,” CyberSeed 2015, October 29, 2015. 

“Panel Discussion on Terrorism and Surveillance,” C-SPAN, October 24, 2015. 

“The Second Annual Cato Surveillance Conference,” Cato Institute, October 21, 2015. 

“Incident Response and the Rise of Organizational Doxing: Ask Bruce, Episode Two,” 
ResilienTV, October 13, 2015. 

“Automation in Incident Response: Ask Bruce, Episode One,” ResilienTV, October 8, 
2015. 

“Data Privacy, One of These Days,” BetaBoston, October 7, 2015. 

“Video: Why The TSA Doesn’t Stop Terrorist Attacks,” Adam Ruins Everything, October 
5, 2015. 

“Video: Panel at Free and Safe in Cyberspace 2015,” Free and Safe in Cyberspace, 
September 24, 2015. 

“Video: Trust, Society, and Technology,” Free and Safe in Cyberspace, September 24, 
2015. 

“Audio: How Big Brother Snuck Up On Us,” The Social Network Station, September 7, 
2015. 
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“Data and Goliath by Bruce Schneier (Book Review),” Living with the Future, 
September 5, 2015. 

“Audio: Security and Privacy with Bruce Schneier,” Software Engineering Daily, 
September 3, 2015. 

“Internet das Coisas Poderá Criar Caos Em Segurança Digital, Diz Especialista,” Folha 
de S.Paulo, August 25, 2015. 

“‘A Lot of Attacks from Western Countries Go through China,’ Says Bruce Schneier,” 
Computing, August 20, 2015. 

“Bruce Schneier: The Cyberwar Arms Race Is On,” ZDNet, August 20, 2015. 

“Bruce Schneier: ‘We’re in Early Years of a Cyber Arms Race,’” The Register, August 19, 
2015. 

“Video: Private Thoughts – Bruce Schneier on the Ephemeral, Privacy, and Data,” 
Restore the Fourth, August 18, 2015. 

“The New America: Little Privacy, Big Terror,” The New York Review, August 13, 2015. 

“Bruce Schneier on Security Metrics that Matter,” Tenable Blog, August 10, 2015. 

“Video: Bruce Schneier on Jeep Hack and Encryption,” Boom Bust, August 7, 2015. 

“Video: How Vulnerable are Airlines to Hackers?,” Bloomberg Business, August 7, 2015. 

“Bruce Schneier: ‘Hacking Team is a Dangerous Company,’” L’Espresso, July 29, 2015. 

“Bruce Schneier: It’s Time to Start Prioritizing IT Security,” Work Intelligent.ly, July 24, 
2015. 

“Bruce Schneier: Get Ready for More ‘Organizational Doxing,’” Cyber Risk Network, 
July 21, 2015. 

“Infosec Influencers: An Interview with Bruce Schneier,” Tripwire, July 16, 2015. 

“Is iPhone Banking Safe? An Expert Answers,” Money Nation, July 15, 2015. 

“Bruce Schneier: IT Teams Need Cyberattack Response Planning More Than 
Prevention,” Linux.com, July 14, 2015. 

“Bruce Schneier: David Cameron’s Proposed Encryption Ban Would ‘Destroy the 
Internet,’” Business Insider, July 6, 2015. 

“I Read Data and Goliath Because of Barbara Fister,” Inside Higher Ed, July 6, 2015. 

“Video: Army Cyber Institute,” Army Cyber Institute, June 29, 2015. 

“This Security Expert Reckons Mass Surveillance Doesn’t Stop Terror Attacks,” Vice, 
June 26, 2015. 
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“Video: Keynote: Data and Goliath,” Norwegian Developers Conference, June 18, 2015. 

“Terrifying Action Movie Plots About...Encryption,” Slate, June 16, 2015. 

“20 Top Security Influencers,” eSecurity Planet, June 11, 2015. 

“Audio: Cybersecurity: Are We Ever Safe From Hackers?,” BBC, June 8, 2015. 

“Review: Data and Goliath by Bruce Schneier,” Strife, June 5, 2015. 

“Surveillance, Bulk Data Collection and Intelligence: an Interview with Bruce Schneier,” 
Strife, June 5, 2015. 

“We Stand on the Brink of Global Cyber War, Warns Encryption Guru,” The Register, 
June 4, 2015. 

“We Are in Early Years of International Cyber War Arms Race, Says Security Expert 
Bruce Schneier,” ComputerWeekly, June 4, 2015. 

“Video: Expert: TSA Airport Security Is ‘A Lot of Theater,’” CNN, June 2, 2015. 

“Bruce Schneier on Privacy and the Data Free-for-All,” Wired, May 26, 2015. 

“Data and Goliath: The Hidden Battles to Collect Your Data and Control Your World, by 
Bruce Schneier,” Times Higher Education, May 21, 2015. 

“Audio: Spy-wear?” BBC Tech Tent, May 15, 2015. 

“Audio: Stuxnet, Sexism, CEOs and Surveillance,” Cybersecurity Initiative, May 14, 
2015. 

“Book Review: Data and Goliath, by Bruce Schneier,” Virus Bulletin, May 11, 2015. 

“Video: Security in an Age of Catastrophic Risk,” RSA Conference 2015, May 8, 2015. 

“Book Review: Data and Goliath—You Don’t Have Any Secrets Anymore,” Publishers 
Newswire, May 8, 2015. 

“Audio: Data and Goliath: The Hidden Battles to Capture Your Data and Control Your 
World,” Financial Sense Newshour, May 8, 2015. 

“Audio: Schneier v. Baker Puts Mayweather v. Pacquiao in the Shade,” Steptoe 
Cyberlaw Podcast, May 5, 2015. 

“Review: ‘Data and Goliath’ Delves into Brave New World of Big Data, Hacking and 
Cyber Crime,” The Post and Courier, May 3, 2015. 

“Bruce Schneier’s Data and Goliath—Solution or Part of the Problem?,” The Register, 
May 3, 2015. 

“Against an Adequately Skilled, Adequately Funded Adversary, Our Defenses Don’t 
Work,” The Irish Times, April 30, 2015. 
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“Identifying Perpetrators of Cyberattacks ‘Getting Tougher,’” TradeArabia, April 29, 
2015. 

“Insights from Security Leader at GISEC Event in Dubai,” InfoRisk Today, April 29, 
2015. 

“Video: Schneier: Incident Response Management Key to Surviving a Data Breach,” 
SearchSecurity, April 27, 2015. 

“Book review: Data and Goliath (Bruce Schneier),” Firewalls Don’t Stop Dragons, April 
25, 2015. 

“Video: Cloud Computing Trade-Offs,” Tenable Blog, April 24, 2015. 

“RSAC—Schneier Details Ways to Survive Catastrophic Attack,” IT Security Guru, April 
24, 2015. 

“What Bruce Schneier Learned from the Sony Breach,” eSecurity Planet, April 22, 2015. 

“Audio: What Does It Take To Feel Secure?,” TED Radio Hour (NPR), April 17, 2015. 

“What Do You Use to Get Stuff Done?,” The Setup, April 14, 2015. 

“Audio: The Hidden Struggles to Control Your Data,” Late Night Live (Australian 
Broadcasting Corporation), April 14, 2015. 

“Schneier on “Really Bad” IoT Security: ‘It’s Going to Come Crashing Down,’” Network 
World, April 13, 2015. 

“Video: Schneier: Turn Data Over to Those With Greatest Data Security Knowledge,” 
Boom Bust, April 8, 2015. 

“Review of Data and Goliath,” Computing Reviews, April 8, 2015. 

“Ced Kurtz’s Techman Texts: Computer Surveillance Is a Trade-off,” Pittsburgh Post-
Gazette, April 7, 2015. 

“Video: Book Talk at NYU,” New York University, April 6, 2015. 

“The Ends of Privacy,” The New Rambler, April 6, 2015. 

“Collecting Private Information,” The Economist, April 4, 2015. 

“Review: Choking on Digital Exhaust,” Reuters Breakingviews, April 2, 2015. 

“Fixing the Surveillance-Industrial Complex,” Inside Higher Ed, April 1, 2015. 

“Data and Goliath, Book Review: A Handbook for the Information Age,” ZDNet UK 
Book Reviews, March 31, 2015. 

“David and Goliath: What Do We Do about Surveillance?,” New Scientist, March 30, 
2015. 
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“Bruce Schneier Talks Privacy, Politics, Books and More,” The Fortinet Blog, March 30, 
2015. 

“Video: Panel Discussion of Data and Goliath at Harvard’s Berkman Center,” Berkman 
Center, Harvard University, March 30, 2015. 

“The Essential Guide To Digital Life: Bruce Schneier’s Data And Goliath,” The 
Cryptosphere, March 30, 2015. 

“Audio: Bruce Schneier, Data and Goliath,” Paul Harris Online, March 27, 2015. 

“Wanted: Slingshots,” Dissent NewsWire, March 24, 2015. 

“‘We the People Have a Lot of Work to Do’ Says Schneier in a Must-Read Book on 
Security and Privacy,” Forbes, March 24, 2015. 

“Review of Data and Goliath,” The Boston Globe, March 24, 2015. 

“All the Secret Ways You’re Being Tracked That You Don’t Even Realize,” Mic, March 
23, 2015. 

“Audio: Metadata Retention and Privacy,” 2ser Radio, March 23, 2014. 

“Expert Bruce Schneier: It’s Hard Not to Despair over the State of IT Security,” IT 
World Canada, March 23, 2015. 

“Cyberattack Is Easier than Cyberdefence—Bruce Schneier,” Arabian Gazette, March 
22, 2015. 

“Video: Data and Goliath,” Sunrise on 7 (Australia), March 21, 2015. 

“Two Books Look at How Modern Technology Ruins Privacy,” Washington Post, March 
20, 2015. 

“Audio: How Secure Is Your Data?,” MPR News, March 20, 2015. 

“Verschlüsselungs-Experte Bruce Schneier ‘Dein Handy weiß alles über dich,’” 
Süddeutsche.de, March 15, 2015. 

“Audio: ALP Supports Amended Version of Govt’s ISP Data Bill,” PM (Australian 
Broadcasting Corporation), March 17, 2015. 

“Security Guru Bruce Schneier: Your Privacy is Already Gone,” InfoWorld, March 17, 
2015. 

“The Hard Questions,” The Wall Street Journal, March 16, 2015. 

“Audio: Personal Data Collection and Your Technology Footprint,” Radio New Zealand, 
March 16, 2015. 

“Book Review of Data and Goliath by Bruce Schneier,” The New York Times—DealBook, 
March 16, 2015. 
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“Video: Part 2: Bruce Schneier on the Hidden Battles to Collect Your Data and Control 
Your World,” Democracy Now!, March 13, 2015. 

“Video: Data and Goliath: Bruce Schneier on the Hidden Battles to Collect Your Data 
and Control Your World,” Democracy Now!, March 13, 2015. 

“Computer Security Expert Bruce Schneier Is Here to Answer Questions,” Gizmodo, 
March 13, 2015. 

“Data and Goliath: Confronting the Surveillance Society,” Federation of American 
Scientists, March 11, 2015. 

“Video: Toppling Our Surveillance-Based Society,” TalkingStickTV, March 9, 2015. 

“Video: Interview: Online Security Expert Bruce Schneier,” Lateline (Australian 
Broadcasting Corporation), March 10, 2015. 

“Video: Data and Goliath,” Talks at Google, March 10, 2015. 

“Video: Bruce Schneier: Why We Should Reform Surveillance Policies,” WGBHForum, 
March 9, 2015. 

“Data and Goliath: The Hidden Battles to Collect Your Data and Control Your World,” 
Slashdot, March 9, 2015. 

“Bruce Schneier on the Sony Hack,” International Cyber Security Strategy Congress, 
March 8, 2015. 

“A Way Forward: Bruce Schneier’s Data and Goliath Explains Where Our Privacy is 
Now, and How We Fix It,” EFF Deeplinks Blog, March 6, 2015. 

“Balancing Surveillance: Privacy and Security in the Digital Age,” Science Friday, March 
6, 2015. 

“Trying to Make Sense of the World of Ubiquitous Surveillance,” LA Times, March 5, 
2015. 

“Bruce Schneier Presents Data and Goliath,” Internet Society, March 5, 2015. 

“Bruce Schneier’s Important New Book,” Lawfare, March 4, 2015. 

“There is Actually One Thing You Can Do to Fight the Surveillance Machine,” New Tech 
City, March 4, 2015. 

“Book Debut: Data and Goliath,” Freedom to Connect, March 3, 2015. 

“Bruce Schneier’s Data and Goliath: The Hidden Battles to Collect Your Data and 
Control Your World (Book Review),” Boing Boing, March 2, 2015. 

“Data and Goliath: A Portrait of Big Data Abuses,” Datanami, March 2, 2015. 

“Book Review,” ISSA Journal, March 2015. 
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“Data and Goliath (Book Review),” Booklist, March 1, 2015. 

“How to Sabotage Encryption Software (And Not Get Caught),” Wired, February 27, 
2015. 

“Big Data: The Revolution Is Digitized,” Nature, February 26, 2015. 

“‘Where’s the Data Going?’,” CTV News, February 9, 2015. 

“Kirkus Review of Data and Goliath,” Kirkus Reviews, January 22, 2015. 

“Top Influencers in Security You Should Be Following in 2015,” Tripwire, January 8, 
2015. 

“Passwords,” Science for the People, January 2, 2015. 

“Once More Undo the Breach,” CFA Institute Magazine, January/February 2015. 

“Was the Sony Hack an ‘Act of War’?,” All In with Chris Hayes, December 18, 2014. 

“Video: Security Expert: We Saw Sony Attack Coming,” Wall Street Journal’s The News 
Hub, December 18, 2014. 

“Top 10 Information Security Bloggers in 2014,” The ISO 27001 & ISO 22301 Blog, 
December 17, 2014. 

“Bruce Schneier: Sony Hackers ‘Completely Owned This Company’,” Motherboard, 
December 16, 2014. 

“Sony Hackers: It’s Not the North Korean Government, nor an Insider, Suggests 
Security Expert Bruce Schneier,” Computing, December 15, 2014. 

“Video: Security Keynote from QCon NY,” InfoQ, December 12, 2014. 

“Reboot 25: Industry Pioneers,” SC Magazine, December 8, 2014. 

“Schneier on Internet Safety,” Boom Bust, December 5, 2014. 

“Bruce Schneier: There Are Three Big Threats to Cybersecurity—and One Defense,” 
BetaBoston, December 5, 2014. 

“The Internet, Privacy & Power,” Alternative Radio, December 4, 2014. 

“Bruce Schneier: ‘Encryption Makes the Internet Safer,’” Boom Bust, November 12, 
2014. 

Earlier news articles are available here: https://www.schneier.com/news/ 

Case 1:17-cv-02016-RC   Document 10-4   Filed 10/11/17   Page 58 of 60



Bruce Schneier CV: Previous Declarations and Depositions 54 

Previous Declarations and Depositions 

Koninklijke Philips N.V. and U.S. Philips Corp. v. HTC Corp. and HT America, Civil 
Action No. 15-1126-GMS, United States District Court for the District of Delaware, 
concerning U.S. Patent Nos. 8.543.819 and 9.436.809. Expert witness for HTC Corp., 
Perkins Coie LLP, attorneys.  Declaration (2017). 

Ex parte reexamination of U.S. Patent No. 6,760,752. Expert witness for the patent 
holder Zix Corp., Haynes and Boone, LLC attorneys. Declaration (2017). 

Great West Casualty Co., BITCO General Insurance Corp., and BITCO National 
Insurance Co. v. Transpacific IP Ltd, Case No. IPR2015-00x, Inter Partes Review, 
United States Patent and Trademark Office before the Patent Trial and Appeal Board 
regarding U.S. Patent No. 8,929,555. Expert witness for Great West Casualty Co., BITCO 
General Insurance Corp., and BITCO National Insurance Co., Sidley Austin LLP 
attorneys. Declaration (2015). 

Unikey Technologies, Inc. v. Assa Abloy AB, Cases No. IPR2015-01440 and IPR2015-
01441, Inter Partes Review, United States Patent and Trademark Office before the 
Patent Trial and Appeal Board regarding U.S. Patent Nos. 7,706,778 and 8,150,374. 
Expert witness for UniKey Technologies, Inc., Proskauer Rose LLP attorneys. 
Declaration (2015). 

Epicor Software Corp. v. Protegrity Corp., Case Nos. CBM2015-00002 and CBM2015-
00006, United States Patent and Trademark Office before the Patent Trial and Appeal 
Board regarding U.S. Patent Nos. 6,321,201 and 8,402.281. Expert witness for Epicor 
Software Corp., Cantor Colborn LLP attorneys. Declaration (2015) and deposition 
(2015). 

Quantum World Corp. v. Dell, Inc. Civil Action No. A-11-CA-688-SS, United States 
District Court for the Western Division of Texas regarding U.S. Patent Nos. 6,763,364, 
7,096,242, and 7,752,247. Expert witness for Dell, Inc., Alston & Bird attorneys. 
Declaration and deposition. 

Entrust, Inc. v. Secure Axcess, LLC, Case No. CBM2015-0027, Covered Business Method 
Review United States Patent and Trademark Office before the Patent Trial and Appeal 
Board concerning Patent No. 7,631,191. Expert witness for Entrust, Inc., Crowell & 
Morning LLP attorneys. Declaration (2014) and deposition (2015). 

Apple, Inc. v. Achates Reference Publishing, Inc., Case Nos. IPR 13-00080 and IPR 13-
00081, Inter Partes Review, United States Patent and Trademark Office before the 
Patent Trial and Appeal Board regarding U.S. Patent Nos. 6,173,403 and 5,982,889. 
Expert witness for Apple, Inc., DiNovo Price LLP and Sidley Austin LLP attorneys. 
Declaration and deposition. 

Research in Motion Corp. v. Innovative Sonic, Docket No. 377211US, Inter Partes 
Review, United States Patent and Trademark Office regarding Patent No. 6,925,183. 
Expert witness for Research In Motion Corp., Expert witness for Research in Motion 
Corp., Oblon Spivak attorneys. Declaration. 
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Walker Digital, LLC v. MySpace, Inc., et al., Civil Action No. 1:11-cs-00318-LPS, United 
States District Court for the District of Delaware, concerning U.S. Patent Nos. 5,884,270 
and 5,884,272. Deposition as patent author. 

Walker Digital, LLC v. Google, Inc., et al., Civil Action No. 11-309-SLR, United States 
District Court for the District of Delaware, concerning U.S. Patent No. 5,768,382. 
Deposition as patent author. 

TecSec, Inc. v. International Business Machines Corp., et al., Civil Action No. 1:10-cv-
00115-LMB/TCB, United States District Court for the Eastern District of Virginia 
(Alexandria) concerning U.S. Patents No. 5,369,702 and 6,549,623. Expert witness for 
TecSec, Inc., Hunton & Williams LLP, attorneys for TecSec, Inc. Declaration and 
deposition. 

Luciano F. Paone v. Microsoft Corp., Civil Action No. CV-07-2973 (E.D. NY), United 
States District Court for the Northern District of California concerning U.S. Patent No. 
6,259,789. Expert witness for Microsoft Corp., Kirkland & Ellis attorneys. Declaration 
and deposition. 

Fred and Kathleen Stark v. The Seattle Seahawks LLC, Civil Action No. CV-06-1719 JLR, 
United States District Court for the Western District of Washington at Seattle 
concerning the efficacy of pat-down searches. Expert witness for Stark, Danielson 
Harrigan Leyh & Tollefson LLC, attorneys for Stark. Declaration and deposition. 

Gordon Johnston v. The Tampa Sports Authority et al., Civil Action No. 8-05-cv-02191-
JDW-MAP, United States District Court for the Middle District of Florida Tampa 
Division. concerning the efficacy of pat-down searches. Expert witness for Johnston. 
Declaration. 
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