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You have asked this Office 10 underlake a lhorough reexamination oftile STELLAR 
WIND program as it is currently operated 10 confinll that the actions that the Presidenl has 
directed the Department of Defense 10 undertako:: through the National Security Agency (NSA) 
are lawfuL STELLAR WIND is ao highly classified and strictly compartmented program of 
electronic surveillance within the United Stales that President Bush directed the Department of 
Defense to undertake on October 4, 200 I in response to (he attacks of September 11, 2001. 
Specifically, the program is designed to counter the threat of further tenorist attacks on the 
territorial United States by detecting communications that will disclose terrorist operatives, 
terrorist plans, or other WOlUlittion that can enable the disruption of such attacks, particularly the 
identification oral Qaeda operatives within iJ1e United States, The President's initial directive (0 

the Secretary of Dcfense authorized the STELLAR WIND program for 30 days, Since then, the 
President has periodically (roughly every 30 to 45 days) reauthorized the progranl, 
ITc-'Q(ICOJ"ill1TlSTr urlf'W) 
\ol..l .. .uU.LS'-''-'IT -."'. .LJ'-T' 

After dc.scribing the initiation of STELLAR WlND, modifications to the program, and its 
current operation, including the periodic reauthorizations by the President, tills memorandum 
provides a legal analysis of the program in four parts, In Part T, we briefly examine STELLAR 
WIND under Executive Order 12,333,46 Fed, Reg. 59, 941 (Dec. 4, 1981), the Executive 
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In Part n, we address the statutory framework that governs the interception of 
cOnlmunications in the United States and It$ application to the first of the three major parts of the 
STELLAR WiND program - Ihal is, targeted interception of the content of international 
communications involving suspected terrorists. Specifically, we address the Foreign fntelligence 
Surveillance Act (FISA), as "Inp-niled. SO U.sC §§ 180 I· \ 862 ('2000 & SlIpf' I 20(1), and 
relevant related provision, in Title III of Ihe Omnibus Crime Control and Safe S'n>~I' 
I 18U.S.C. 2510-2521 lie & 

we tum to a new analysis of 
on a proper legal review should 

not examine FISA in isolation. Rather, in the context of STELLAR WIND collection in the 
ongoing conflict with al Qaeda, the restrictions in FISA must be read in light ofthe express 
authorization enacted by Congress on September 18,2001 providing the President authority "to 
use all necessary and appropriate force against those nations, organizations, or persons he 
determines planned, authoriwd, conul1itted' OT aided the terrorist attacks" of Sertember II. 
Authorization for Use ofMiJitary Force, Pub. L. No. 107-40, § 2(a), 115 Stat. 224,224 (Sept. 18, 
2001) (reported as a note to 50 U.S.C.A. § 1541) ("Congressional Authorization"). The 
Congressional Authorization is significant for our analysis in two respects. First, it is properly 
understood as an express authorization for surveillance activities - including the content 
collection tmdertaken as part of STELLAR WIND - targeted against a1 Qaeda and affiliated 
organizations that come within its terms. Second, even ifil did not provide express autllOrity fOr 
the tMgeted content collection Lmdertakcu as part of STELLAR WIND, at a minimum the 
Congressional Authorization creates sufficient ambiguity concerning the application ofFISA in 
tlus context that the callon of constitutional avoidance can properly be invoked to·construe the 
Congressional Authorization to overcome restrictions in FrSA in this context. 
(TSllSI STLWIJNF) 

conclude that in the circumstances of the current anned conflict with al Qaeda, the restrictions set 
out in FlSA, as applied to targeted efforts to intercept the c.omrnuuications of the enemy in order 
to prevent further amlcd attacks on the United States, would be an unconstitutional infringement 

, Unless olhor""," noted, aJ! United States Code citations in this memorandum are to tile 2000 edit jon. (U) 
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on the constitutionally assigned powers 'or the President. The President has inherent 
constitutional authority as Comm,mder in Chief and sole organ for the nation in foreign affairs to 
conduct warrantless surveillance of enemy forces for intelligence purposes to detect and disnlpt 
anned allacks on the 
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Finally, in Par! V, we examine STELLAR WIND content collection and meta data 
collection (for both telephony and e-mail) under the requirements of the Fourth Amendment. 
AlIhQugh no statutory requirements prevent the President from conducting surveillance under 
STELLAR WIND, electronic surveillance under STELLAR WfND must still compJy with the 
requirements of the Fourth Amendment. We reaffirm Oll~ concluslOlls (i) that as to content 
collection, STELLAR WIND activities come within an exception to the Warrant Clause and 
satisry the Fourth Amendment's requirement ofrensonabJeness, and (ii) that meta data collection 
does not implicate tbe Fourth AmendmeJ)1. The activities authorized under STELLAR WIND 

tl " II . 'tl f"S"8! ("1" "'!lbm) arc lUS constllutlOna y pemussl ) e. ~ '~~.J LJ nt/I H 

flACKGROUND (lJ) 

A. Septemher 11, 2001 (U) 

On September 1 I, 2001, the al Qaeda terrorist network laurlched a set of coordinated 
attacks along the East Coast of the Un.ited States. Four commercial airliners, each apparently 
carefully selected because it was fully loaded with fuel for a transcontinental flight, were 
llljacked by al Qaeda operatives. Two were targeted at the Nation's financial center in New York 
and were deliberately flown into the two towers of the World Trade Center. The third was 
targeted at the headquarters oflhe Nation's anned forces, the Pentagon. The fourth was 
apparently headed toward WashingtOll, D.C., when passengers 5tmggled with the hijackers and 
the plane crashed in Pennsylvania. Subsequent dcbricfings of captured al Qaeda operatives have 
eonfinned that the intended target of this plane was either the White House or the Capitol 
building, which suggests that its intended mission was a decapitation sU'ike - an attempt to 
elimi!1ate critical governmental leaders by killing either the President or a large percentage onhe 
members of the Legislative Branch. These attacks resulted in approximately 3,000 deaths - the 
highest single-day death toll from foreign hostile action in the Nation's history. They also shut 
down air travel in the United Stales for several days, closed the New York Stock Exchange for 
days, and caused billions of dollars in damage to the economy. (U) 

On September 14, 200 I. the Pres, dent declared a national emergency "by reason of the 
terrotist attacks at the World Trade Center, New York, New York, and the Pentagon, and the 
continuing and immediate threal of furtJler ~ll1acks Oil the United States." Proclamation No. 
1463,66 Fed. Reg. 43,199 (Sept. 14,2001). The United States also launched a massive military 
response, both at home and abroad. In the United States, combat air patrols were immediately 

. established over major melt'opoiitan areas and were maintained 24 hours a day until April 2002.1 
The United States also inunediately began plans for a military response directed at al Qaeda's 
base of operations in Afghanistan. On September 14,200 I, both houses of Congress passed a 
joint resolution authorizing the President "to use aU llecesSary and appropriate force against those 
nations, organizations, or persons be determines planned, authorized, corrunitted, or aided the 
terrorist attacks" of September I J. Congressional Authorization § 2(a). Congress also expressly 
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acknowledged that (he attaci(s rendered it "necessary and appropriate" for (he United States (0 

exercise its right "(0 protect United States citizens both at home and abroad," and ackJlOwledged 
in particular that the "the President has authoriiy under the Constitution to take action to deter 
and prevent acts of intemationalterrorism against the United States." [d. pmbl. Acting under his 
constitutiOiral autliOl ity ~s Commander in Chief, and with the support uf Congw,s, the President 
dispatched forces to Afghanistan and, with the cooperation of the Northern Alliance, toppled the 
Taliban regime from power Military operations to seek out resurgent elements of the Taliban 
regime and al Qaeda fighters continue in Afghanistan 10 this day. See, e.g., Mike Wise and Josh 
""'hile, Ex-NFL Player Tillman Killed in Combal, Wash. Post, Apr. 24, 2004, at Al (noting that 
"there are stillmore than 10,000 U.S. troops in the countty and fighting continues against 
renUlanls of the Taliban and al Qaeda"). ts) 

As the President made explicit in his Military Order of November 13,2001, authorizing 
the llSe of military commissions to try terrorists, the attacks of September I I "created a state of 
atmed conflict." Military Order, § I(a), 66 Fed. Reg. 57,833, 57,833 (Nov. \3,2001); see also 
Memorandum for Alberto R. Gonzales, Counsel to the President, from Patrick F:Philbin, Deputy 
Assistant Attorney General, Office of Leg a! Counsel, Re: Legality of the Use of Military 
Commissions To Tiy Terrorists 22-28 (Nov. 6, 2001) (concluding that attacks established a Slate 
of armed conflict pennitting invocation of Lhe laws of wnr). Indeed, shortly after the attacks 
NATO took the unprecedented step of invoking article 5 of the North Atlantic Treaty, which 
provides that 811 "anlled attack against one or more of [the parties] shall be considered an attack 
against them alL" North Atlanti{. Treaty, Apr. 4, [949, art. 5, 63 Stat. 2241,2244,34 U.N.T.S, 
243,246; See also Statement by NATO Secretary General Lord Robertson (Oct. 2, 200]), 
available at http://www.nato.intldocu/speechI2001/s011002a,ht1n ("[I)t has now boon determined 
that the attack against the United States on J I September was directed from abroad and shall 
therefore be regarded as an action covered by Article 5 ofllle Washington Treaty .. ,."), The 
President also determined in his Military Order thaI 31 Qaeda terrorists "possess both the 
capabiuty and the intent.ion to undertake fUither tecroris( attacks against the United States tilal, if 
not detected lUld prevented, wiU cause mass deaths, mass injuries, and mrulsive destruction of 
property, and may place at risk (he continuity of tile operations of the Unite.d Sates Government," 
and concluded that "an extraordinary emergency exists for national defense purposes." Military 
Order, § l(c), (g), 66 Fed. Reg. at 57,833-34. (U) 

B. Initiation of STELLAR WIND (T8,t,lSr 8TLI,W/NF) 

Against this unfolding background of events in. the fall of 2001, there was substantial 
concern that al Qaeda was preparing a further attack wilhinthe United States. AI Qaeda had 
demonstrated its ability to infilLrate agents Into the United States undetected and have them carry 
out devastating attacks, and it was suspected that fmUler agents were likely already in position 
within the Nation', borders. Indeed, to this day finding aJ Qaeda sleeper agents in the United 
States remains one oftlle top concerns in the war on te[Yorism. As fBI Director Mueller recently 
stated ill classified testimony before COllgress, "[tJhe task of finding and neutralizing al-Qa'ida 
operatives that have already entered the U.S. and bave established themselves in American 
society is one of our most serious intdligence and law enforcement challenges:! Testimony of 
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Robert S. Mueller, 1lJ, Director, FBI, Before the Senate Select Corom. on Intelligence 5 (Feb. 24, 
2004) (S/ORCON,NF). (Slf!>!F) 

To counter that threat, on October 4,200 I, lhe President directed the Secretary of 
Defense 10 us" the capabilities oflhe Department ofDefcnse, ill plIJticular the National Securi 

un,',,,. States. This program is known by the code "nlue "STELLAR WIND." 
The electronic surveillance activities thaI the President authorized under STELLAR WIND fall 
into two broad categories: (I) interception of tile cOllfem of certain communications, and (2) 
collection of header/rouleriaddreJsillg illfo~m(Jliol! on suell as dial' number 

The President further directed that the Department of Defense should minimize the 
infonnation collected concerning American citizens, 
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The Presidet!t based his decision [0 initiate the program on specific findings concerning 
the nature of the threat facing the United States 

const magn 
destructiOn lhal could result from further terrorist attacks; the need to detect and prevent such 
altacks, particularly through effective electronic survcillal1ce thai could be initialed swiftly and 
with secrecy; the possible intntsion into lhe privacy of Amedcan citizens thai mtght result from 
the electronic surveillance being authorized; the ahsence of more narrm>ili 

. . 

emergency 
conducting the 
noted, however, that he intended to infonn the appropdale members of the ,WI,""" 
of Representatives as soon as that could be done consistent with national defense ne<::us. 

ET 9Uor 9.,..PHtn.W\ 
T!.:ii i o:t O":t"ofb rt'IT'" J 

C. Reauthorizatious and the Reauthorization PI"OCeSS (IS/fSI STLWIIPfF) 

As noted above, the President's Authorization of October 4,2001, was limited in duration 
and set its own expiration date for thirty days from the date on which it was signed. Since then, 
the STELLAR WIND program has been periodically reauthorized by the Presiden~ with each 
authorization lasting a defined time period, typically 30 to 45 days. The restriction of each 
authorization to a limited duration has ensured that the basic findings described above upon 
which the President assesses the need for (he STELLAR WTND program are re-evaluated by the 

'We note dIM, in. compliance willi the Pr",idel1t's instructions, U,e chainnen and ranking minority 
membors of the House and Son.te . on STELLAR WIND 
Director or the NSA in 2002 and 2003. 
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President and his senior advis()rs based on current infonnatino every time that the program is 
reauthorized. (TSA'£I STLWf;1W) 

The reauthorization process operates as follows. As the period of each reauthorization 
nears an end. the Director of Central [ntelligeoce (DCI) prepares a memorandum for the 
President outlining selected CUll'ent information concerning the continuing threat that al Qaeda 
poses fOf conducting attacks in the United States, as well liS infonnation describing the broader 
context ofal Qaeda plans to attack U.S. interests around the world. Both the DCI and the 
Secretary of Defense review that memorandum and sign a recommendation thaI the President 
should reauthorize STEl.LAJ{ WfND based on the continuing threat posed by potential len-orist 
attacks within the United States. That recommendation is then reviewed by this Office. Based 
upon the infomlalion provided in the recommendation, and also taking into account infomtation 
available to the President [rom all sources, this Office assesses whether there is a sufficient 
filclUal basis demonstrating a threat ofterroris( attacks in the United States for it to continue to be 
reasonable under the standards of the Fourth Amendment for the President to authorize the 
warrantless searches involved in STELLAR WIND. (TIle details of the constitutional analysis 
this Office has applied are reviewed in Part V of this memorandum.) As explained in more detail 
below, since the inception of STELLAR WIND, intelligence from various sources (particularly 
from interrogations o[detained al Qaeda operatives) has provided 11 continuing [low of 
infonnation indicating that al Qaeda has had, and continues to have, multiple redundant plans for 
executing further attacks within the United States. These strategies are at . 
pl,ll1lJ,ing and and some have been inolude 

r;;:v;;;W;ng 
you that the proposed 

reauthorization would satisfy relevant constitutional standards ofreasonahleness under the 
Fourth Amendment, as described in this Office's earlier memoranda. Based. on that advice, you 
have approved as to form and legality each reauthorization to date, except [or the Authorization 
ofMilJ'ch 11, 2004 (discussed further below), and fOfW!JIded it to the President for bis action. 
IT" II"'! (1'lT'''Ih.t-m ~o,;n .... 0" A :J;;:; H nytr] 

Each authorization also inellldes the instructions noted above to minimize tile information 
collected 

D. Modifications to STELLAR WIND Authority (TSflSI 8TL',lH!NF) 

The scope of the authorization for electronic surveillance under STELLAR WIND has 
changed over time. The changes are most easily understood as being divide_t hases: (i) 
those thar OCCUlTed before March 2004. and (ii) those that occllrred in March 2004. 
(TSl!bI STLWIINF) 
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E, Operation of (he Program and tbe Mod ifientions of Mareh 
" iT{!!<L't (!Tt ""''''illj ~T"O; HJ I i:JT 1...> .y, rr'tr 

",~,'nd more 8ubstaillial series of cbanges to STELLAR WIND took plar.e in March 
To understand these changes, it is necessary 10 understand some background 

how the NSA accomplishes the collection activity authorized under STELLAR " 
ITS!"'j <."1"1 P"'"'W' \" uO 0 -<nnT'ItL) 



Pages 12 -14 

Withheld in Full 



Fioally, the President, exercismg Ius constitutional authority under Article II 
detem1ined that the Marcb II, 1004 Authorization and all prior Authorizations were lawlill 

, authority tmder Article IT, including the Commander-ill-Chief 
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In (he March 19,2004 Modification, the President also clarified the scope of the 
authorization [01' intercepting the content of communications. He made clear that the 
Autborization applied where there were 

This memorandum analyzes STELLAR WIND as it currently operates." To summarize, 
that includes solely (he following authorities: 

(1) the autllOrity to intercept the content of international communjcations "for which, 
based Oll the factual and practical considerations of everyday life on which 
reasonable and prudent persons act, there are reasonable grounds to believe ... 
(that] a party to such cOlTU1lUnic·atlon is a group engage<! in international terrorism, 
or activities in preparatiOll therefor, or any agent ofsucl1 a group," as long as that 
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(2) 

(3) 

group is al Qaeda, an atliliate ofal Qaeda or another international terrorist group 
that the President has detemlined both (a) is in anned conflict with the United 
States and (b) poses a threat ofhoslile action within tile United States;" 

F. Pdor Opinions of this Office (U) 

This Of!1ce has issued several opinions analyzing 
W'"'"H" WIND program. On Octoher 4, 200 
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You have asked us to undertake a thorough review of Ihe current program to ensure that it 
is lawful. (TSIISI STLWIfNF) 

A.NALYSIS (U) 

I. STELLAR WIND Under Executive Order 12,333 ('rBI/SI STbWHNF) 

i8 
TOP SECREr:_fCOMINT STELLAR W!l'I£.'INOFORN 



II· C ( tell (. "( t t A I . <TCUpr SfbllTlt:pfm . ou ell 0 ec IOn -" a U ory na YSIS "w"" n .~u ) 

[n this Part, we tum to an analysis of STELLAR VlfJND cootent collection under relevant 
statutes regulating the government's interception of communications, specifically under the 
fran1ework established by the Foreign Intelligence Surveillance Act and title ill oUhe Omnibus 
Crime Control and Safe Streets Act of 1968. Generally speaking, FIsA sets out several 
authorities for the government to use in gathering foreign intelligence (including authority to 
intercept conununications, conduct physical searches, and install pen registers); establishes 
certain procedures lhat must be followed for these authorities to be used (procedures that usually 
involve llpplying for and obtaining an order from a special court); and, for some of these 
authorities, provides thaI the processes provided by FfSA are the exclusive means for tlJe 
government to engage in the activity described. Title III and related provisions codified in title 
18 of the United Slates Code provide authorities for the use of electronic surveillance for law 
enforcement purposes. Because the statutory provisions governing tbe interception of the 
content of conununicalions are different under both regimes from those governing the 
interceptioll of dialing nwnber/routing information, we analyze the authorities under STELLAR 
WfND that relate to collection of meta data separately in Parts III and IV. (TS/t8T 8TLWllNF) 

Generally speaking, FrSA provides what purports to be, according to the temlS of the 
statute, the exclusive means for intercepting the content of communications in the United States 
for foreign intelligence purposes. Specifically, FISA selS out a definition of "electronic 
sl.UVeillance'·fl- a definition that includes any interception in the United States of the contents of 

IS I?ISA defineos .1[t:Jlocttonrc surveillance" as: 

(I) the acquiSition by an electronic I mechanical; or other surveillance device of tile 
contenl.:; of any wire or radio communkarion sent by or intended (0 be receive.d by a particular, 
known United States person who is in the United States, ifrhe contenls nre acqulred by 
intentionally targeting tlIat United States person. under circumstances in wbich a person has a 
reasonable expectation of priva<:y aDd a warrant would be required for law enforcement purposes; 

(2) the acquisi!i<m by an eleclrolllc. mechaUlc.l, Of olher surveillance device of the 
contents of any wire conummication io O[ from a person in the United States. without the: consent 

[9 
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a "wire communication" to or from a person in the United States - and provides specific 
procedures that lIJuSI be (allowed for the government to engage in "electronic surveillance" as 
thus deflned for foreign intelligence purposes. As a general matter, for electronic sUiveillance to 
be conducted, FISA requires that the Attomey General or Deputy Attomey General approve an 
applicalion for an order thaI must be submitted (0 a special Article III collrt created by FISA
the Foreign Intelligence Surveillance Court (FfSC). See 50 U.S.C. § 1804 (2000 & Supp. I 
200 I )." The application for an order musl demonstrate, among other things, tha! there is 
probaule cause to believe that the target is a foreign power or an agent of a toreign power. See 
hi. § 1805{a)(3)(A). It mllst also contain a certification from the Assistant to Ihe President for 
National Security Affairs or an officer of the United States appointed by the President with the, 
advice and consent of (he Serrate and having responsibilities in the area of national secwity or 
defense that the information sought is foreign intelligence infonnatioll (as de(ined by FISA), that 
cannot reasonably be obtained by normal investigative means. See id. § 1804(a)(7). fISA 
further requites details about the methods that will be used to obtain the infonllation and the 
particular facilities that will be the subjeci oClhe interception. See id. § 1804(a)(4), (a)(8). 
(TSHSI STLVlllNF) 

FISA expressly makes it a felony offense, punishable by up to 5 years ill prison, for any 
persoll intentionally to conduct electronic surveillance under color of law except as provided by 
statute. See 50 U.S.C. § 1809. f7 This provision i8 complemented by all interlocking provision in 
Title III - the portion of the criminal code that provides the mechanism for obtaining wire taps 
for law enforcement purposes. Seclion 2SI! of title 18 makes it an offense, also punishable by 
up to 5 years in prison, fOr any persoI1 to intercept a communication except as specifically 
prOvided in that chapter. 18 U.S.C. § 2511(l)(a), (4)(a). One of the exceptions expressly 
pf0vided is that it is not IU1lawful for "an officer, employee, or agenl of the Uniled States ... 10 

conduct eleclr(>l1ic surveillance, as defined in section 101 of the Foreign Intelligence Surveillance 
Act of 1978, as authorized by thaI Act." Jd. § 251 I (2)(e) (emphasis added). On their face, Ihese 
provisions make FISA, and the authorization process it requires, the exclusive lawful means for 
the Executive to engage in "electronic slUveiUance," as defined in the Act for foreign intelligence 

"f any party Illereto, if sucb ''''1uisitioD oCCUJS in the Uniled States. 
(3) O,e intention.l.cqUisition by an electrenic, rnecharuc3t, or other surveilla"~e device 

of the contents of any radio con'lInuuication, under CjrCt.un.S1.8llce5 in which a person has a 
reasonable expectation of privacy and a warrant would be fequired for taw enforcemeat PUJposes, 
and lfboth the sender .1Id al! iulended recipients are tocatoo wit/tin the United States; or 

(4) the Lnstalladon or USe of an electr()D.jc~ mecbrutical, or other sl!rvc.lliaoGe -device in the 
United Stales fot monitoring to acquire information, ather than frum a wire or ((Iclio 
communica.l1on, under circumstances in. which a person has 3- reasonable expec..l3tion. or privacy 
and II warrant would be required for lawenforceme.nt purposes. 

50 U.S.C. § t801(t) (1000 & StIPI'. 1200t). (TS/IS[ STLW:Il'W) 

"Seclion 104 o[FISA speaks only of the Attorney General, bill .e,,(ion 10t(g) derm"" "Anomey General" 
(0 incl'Jde the Depuly Attorney General. S~e 50 U.S.C § t gOI(g). (TSliSJ STL',W/.J>!f) 

n See also 50 V.S.c. § 1810 (providing for eivilliability as well). (TOWSI STll'.'1/l>Wj 
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purposes. Indeed, this exclusivity is expressly emphasized in section 251 1 (2)(f), wiliehstates 
that "procedures in this chapter or chapter 121 (addressing access to stored wire and electronic 
communications and customer records] and the Foreign Intelligence Surveillance Act of 1978 
shall be the ex.clusive meanS by which electronic surveillance, as defined in section 101 of such 
Act, and the interception of domestic wire, oral, and electronic communications may be 
conducted." Jd. § 251 )(2)(1) (lOOO & Supp. 1200 1). (TSh'S! STLWh'NF) 

we a proper anatlys:IS 
must not isolation. Rather, it must take into account the 

Congressional Authorization for Use ofMil;tary Force. We conclude that the Congressional 
Authorization is curical for STELLAR WIND in two respects. First, its plain temlS can properly 
be understood as an express authorization for surveillance targeted specifically at al Qaeda and 
affiliated terronst organizations. Tlte Congressional AUfhorization effectively exempts such 
surveillance from the requirements of FlSA. Second, even if it does nOI provide such express 



authority, at a minimunJ tbe CongresslQI1a! Aurhorization creates sufficielt! ambigudy conceming 
tne application of FISA that it .iustifies applying the canon of constitutional avoidance to construe 
the Congressional Authorization and FISA in conjunction such that FISA does not preclude the 
surveillance ordered by the Pre.idem in S'fELLAR WfND. Finally, in Part Il.C we explain that, 
even i r constitutional narrowing could not be applied to avoid a conllict between STELLAR 
WIND and FISA, the content collection the President has ordered, which specifically targets 
communications of the enemy in time of war, would be lawful because the restrictions of FISA 
would be unconslitutional as appl ied in this context as an impennissible infringement on the 
I, 'd' "I Cd' CI' f ('Fe,,!;, STI ""'t m ) reSl ent s conslItuhona powers as _ amman er IrI ue. \ VII ~,&... n Ii ~J I 

A. Prior Opinion. of this Office - Constitutional. Avoidance (U) 

Reading FfSA to prohibit the content collection the President llas ordered in STELLAR 
WIND WOUld. at R minimum, raise serious doubts about ute constitutionality of tile statute. As 
we explain in greater detail below, see Part rLC.!, the President has inherent constitutional 
authority to conduct warrantless electronic surveillance for foreign intelligence purpose.$, 
Indeed, it was established at the time FlSA was enacted that the President had such an inherent. 
conslihltional power. See, e.g., Ullited Stales v. Bllienko, 494 F.2d 593 (3d Cir. 1974) (en bal1e). 
A statute that purports to eliminate the President's ability to exercise what the courts have 
recognized as an inherent constitutional authority - particularly a statute that would eliminate his 
ability to conduct t!\at surveillance during a time of ann cd conflict for the express purpose of 
thwarting attacks on the United States - at a minimum raises serious constitutional ques~ons. 
eTC'! (mT e:'rr )111n. Tn} 
~nIIUJ,...,~ ~n'flnrJ 

When faced with a statute that may pre.sent an unconstitutional infringement onlhe 
powers of the President, our first task is to detemJine whether the statute may be constmed to 
avoid the constitutional difficulty. As the SupremeCourl has explained, "if an othen'l,se 
acceptable construction of a statute would raise serious constitutional problems, and where an 
alternative interpretation of the stahlle is 'fairly possible,' we are obligated In construe the statute 
to avoid such problems." INS v. St. Cyr, 533 U.S. 289,299-300 (2001) (citations omitted); see 
also Crowell v. Benson, 285 U.S. 22, 62 (1932) ("When (he validity ofan act oflhe Congress is 
drawn in question, and even if a serious doubt of constitutionality is raised, it is a cardinal 
principle that this Court will (irsl ascertain whether a constmction of the statute is fairly possible 
by which the question may be avoided."); Ash wander v, TVA, 297 U.S. 288, 345-48 (J936) 
(Brandeis, J., concurring). In part, this rule of construction refleclS a recognition that Congress 
should be presumed to act constitutionallY and that one should not "lightly assume that Congress 
intended to ... usurp power constitutionally forbidden it." Edward 1. DeBar1olo Corp. II. 

Florida Gu/fCoasl Bldg. & Constr. Trades Gallilcil, 485 U.S. 568, 575 (1988). As a result, 
'\vhen a particular interpretation of a statute invokes the outer limits of Congress' power, we 
expect a clear indication that Congress intended {hal result." Sf. Cyr, 533 U.S. at 299; see also 
NLRE v, Catholic Bishop a/Chicago, 440 U.S. 490, 506-07 (1979), (U) 

This Office has always adhered to the rule ofCollstruction described ahove and generally 
will apply all reasonable interpretive tools to avoid an unconstitutional encroachment uporrlhe 
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President's constitutional powers where such an interpretation is possible. CI Franklill v. 
Massachusells, 505 U.S. 788, 800·01 (1992) ("Out of respect for the separation o[powors and 
the unique constitutional position of the President, we find that. textual silence is not enough to 
subject the President to (he provisions of tile [Administrative Procedure Act]. We would require 
an express statement by Congress before assuming it intended the President's pcrfonnance orhis 
statutory duties to be reviewed for abuse of discretion."). As the Supreme Court has recognized, 
moreover, the canoo of constitutional avoidance has particular importance in the realm of 
national security and national defense, where the President's constitutionaL authority is at its 
highest. See Depal'lmeJ/( of the Navy 1'. Egall, 484 U.S. 5l8, 527,530 (1988) (explaining that 
presidential authority to protect classified infonnation flows directly from a "constitutional 
investment of power in the President" and that as a result "unless Congress specifically has 
provided otherwise, courts traditionally have been reluctant to intrude upon the authority of Ule 
Executive in military aJ1d national security affairs"); William N. Eskridge, Jr., DynamiC Statu/OlY 
intelpl'etalion 325 (1994) (describing "[.luper-strong rule against congressional interference with 
the president's authority over foreign affairs and national security"); cf Public Citizen v. 
Depal'lmelll of Justice, 491 U.S. 440, 466 (1989) ("Ow' reluctance (0 decide constitutional issues 
is especially great where, as hen~, they concern the relative powers of coordinate brdJ1ches of 
govemmenl."). Thus, this Office willlypically constroe a general slaMe, even one that is 
written il1lUlqualified terms, to be implicitly limited so as not to infringe 011 the President's 
Conunander"in-Chief powers. Cf id. at 464-66 (applying avoidance canon even where statute 
created no ambiguity on its face). Only if Congress provides a clear indication that it is 
attempting to regula[!;! the President's authority as COllummder in Chief and ill the realm of 
national security will we construe the slaMe to apply[~ (1.1) 

The constitutional avoidance canon, however, can be used to avoid a serious 
constitutional infirmity in a statute only if a construction avoiding the problem is "fairly 
p0ssible," Crowell v. Benson, 285 U.s. at 62, and not in cases where "Congress specilkally has 
provided otherwise," Egan, 484 U.S. at 530. "Statutes should be constroed to avoid 
constitutional questions, but this interpretive canon is not a license ... to rewrite language 

19 For example, this Office bas concluded tbal, despite statulory restrictions upon the use of Title m 
wiretap information and restrictions 00 the use of grand jury inf=atioo under Federat Rule ofCriminat Procedure 
6{ e), the President bas an inherent constitutional .utbori(y (0 receive all foreign intelligence information in the 
bands ofth. government necessary for him 10 fillflU his consti(ution.l responsibilities and that slatuies and mles 
should be understood to include an impJied exception so as n01 to interfere with that authority. See Memorandum 
fOl lite Deputy Attorney General from Jay 8. Bybee, Assis(ant Allarney Genern~ Omce of Legat Counsel, Re: 
Effett 01 the Patriol A ('1011 Disc/osure 10 ,h. President altd Other Federal Officials 01 Grand Jul}' and Title If( 
fnlarmatian Relating (0 Notiall«l Security altd Foreign Affairs I (July 22, 2002); Memorandum for Frances Fragas 
Townsend, Counsel, omo.:c oflnteIJigence Poticy and Review, from RJl11dotpb D. Moss, ASSistant Attorney 
General, Office of Legal Counset, Re: Title !f! Electrollic SurveillGlICe Material and fire Illlelligence COn/mllnfly 13· 
14 (OCI. 17, 2000); Memorandum for Gerald A. Schroeder, Acting Counsel, Office oflntelligence PoJicy aod 
Review, from Richard L. Shiffrin, Deputy Assistant Attomey Genera t, Ofllce of Legal Counsel, Re: Grand JUI)' 

Malarial and (he Intelligence: UJIIJmWliQ,1 14~I7 (Aug, 14, 1997); see also Rainbow Navigation, Inc. v. Deportmenf 
a/rhe N",y, 783 F.2d 1072, 1078 (D.C. Cir. (986) (Scati", J.) (suggesting (hat an "essentially domesiic slalUte" 
ntigh( have 10 be underslood as «subjecl to an implied exccptio.n in deference to" the Pr~idenes "constitutionalty 
conferred powers as commander-ill-chief' that' the statute was not meant to displace), (U) 
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enacted by the legislature." Salinas v. Vl/iJed SImes, 522 U.S. 52, 59-60 (1997) (internal 
quotation marks omitted). IfCongres5 has made it clear that il intends FISA [0 provide a 
comprehensive restraint on the Executive's ability (0 conduct foreign intelligence surveillance, 
then the question whether FISA's constraints are unconstitutional cannot be avoided 
(r8//SI STL.'JNfNF) 
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13. Analysis of STELLAR WIND Under FrSA Must Take Illto Account (he 
September 2001 Congressional Authorization for Use of Military i'oree 
{TSll~F ClTT lH11Nrr/ . 

~ h "V~' __ ~'~A.} 

[nlhe partiCUlar C<lntex( oJ'STELLAR WIND, however, FISA cannot properly be 
examined in isolation. Rather, analysis musl also take into account the Congressional 
Autilorir..alion for Use ofMilitar)' Force passed specifically in response to the September II 
attacks. As explained below, lhat Congressional Authorization IS properly read to provide 
expilc;t authority for the targeted content collection undertaken in STELLAR WIND. Moreover, 
even if it did not itself provide authority for STELLAR WIND, at a minimum the Congressional 
Authorization makes the application of FISA in this context sufficiently ambiguous that the 
canon of constitutional avoidance properly applies to avoid a conflict here be.tween FISA and 
STELLAR WlND. (T8IiSI STLWI4'W) 

1. Tbe Congressional Authol'izMioD provides express authority for 
STELLAR WIND content collectiOn (Tglf!>I 8TLWltNF) 

On September 18, 200! Congress voted to authorize the President "to use all necessary 
and appropriate iorce against those nations, organizations, or persons he deterrnine& plalUled, 
authorized, committed, or aided the terrorist attacks that occurred on September 11, 200 I." . 
COllgressional AuthorilA1tion § 2(a). [n authorizing "all necessary and appropriate force" 
(emphasis added), the Authorization necessarily included the use of signals intelligence 
capabilities, which are a critical, Md traditional, tool for finding the enemy so that destructive 
force can be brought to bear on him. The Authorization, moreover, expressly gave the President 
authority to W1dert.ake activities baUl domestically and overseas. Thus, the operative tenns state 
that the President is authorized to use force "in order to prevent any future acts of inter national 
terrorism against the United States," id., an objective whiCh, given the recent attacks within the 
Nation's bot'del's and the continuing use of combat air patrols throughout the country at the time 
Congress acted, certainly contemplated the possibility of military action within the United States. 
The preambulatory clauses, moreover, recite that the United Stales should exercise lts rights "to 
protoot United States citi1..ens both at.home and abroad." Jd. pmbl. (emphasis added). As 
COlUmentators have aclmowledged, the broad tenus of the Congressional Authorization "creat[ e ] 
very nearly plenary presidential power to conduct the present Wlu' on terrorism, through the use 
of military and other means, Mainst enemies both abroad and possibly even within the borders of 
the United States, as identified by the President, and without apparent limitation as to duration, 
scope, and tactics." Michael Stokes Paulsen, YOUllgstown Goes to War, 19 Cons!. Comment. 
215,222"23 (2002); see also id. at 252 (staLing Ula! the Authorization "constitutes a truly 
extraordinary congressional grant 10 the President of extraordinary discretion in the use of 
military power for an indefinite period oftime"). (11) 

The application of signals intelligence activities to international communications to detect 
communications between enemy forces lUld persons withln the United Stales should be 
wlderstood to fall within the Congressional Authorization because intercepting such 
communications has been a standard practice of Com.mllll.ders in Chief in past major conflicts 
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whe,e lhere was any possibilily of an auack on the United States. As early as the Civil War, lhe 
"advantages of inlercepliug militalY lelegraphic communications were nOl long overlooked. 
[Confederate] General.leb Stuart actually had his own personal wiretapper travel akmg with him 
in lite field" Samuel Dash Ct aI., The Eavesdroppers 23 (1971). Shortly after Congress declared 
war on Gemlany in World War I, President Wilson (citing only his constitutional powers and the 
declaration of war) ordered the censorship ofmessagcs sent"oulside tlte United Stales via 
submarine cables, telegraph and telephone lines. See Exec. Order No. 2604 (Apr. 28, (917) 
(attached at Tab G).ll A few months later, (he Trading with the Enemy Act authorized 
government censorship of "communicatioHs by mail, cable, radio, or other means oftral1smissioll 
passlIlg between the United Slates and any foreign CQWltry." Pub. L. No. 65 0 91, § 3(d), 40 Slat. 
411,413 (I 9! 7). On December 8, 1.941, the day after Pearl Harbor was attacked, President 
Roosevel! gave the Director of the fBI "temporary powers to direct all news censorship and (0 

col/trol all olher telecommunication.s traffic in and out of the United States." Jack A. Gottschalk, 
"Consistent wilh Security" ... A BISIOI), of American Mifilm), Press Cellsorship, S Con1m. & L. 
35,39 (1 983)(emphasis added); see also Memorandum for the Secretary of War, Navy, State, 
Treasury, Postmaster General, Federal Communications Commission, Jrom Franklin D. 
Roosevelt (Dec. 8, 1941), in Official and Confidential File of FBI Director J Edgar Hoover, 
Microfilm Reel 3, Folder 60 (attached at Tab I). President Roosevelt soon supplanled tllat 
lemporary regime by establishing an Office of Censorship in accordance with the War Powers 
Act of 1941. See Pub. L. No. 77-354, § 303, 5S Stat. 838,840-41 (Dec. 18, 1941); Gottscbalk, 5 
Comm. & L. at 40. The censorship regime gave the govenunent access to "conununications by 
mail, vable, radio, or other means oftranso.1.issioll passing between the United States and any 
foreign country." Jd.; see.a/soExec. Order No. 8985, § I, 6 Fed. Reg. 6625,6625 (Dec. 19, 
194 I) (attached at Tab J). In addition, U1e United Sk1tes government systematically listened 
surreptitiously to electronic communications as part of the war effort. See Da~b., Eavesdroppers 
at 30 ("During [World War 1I] wiretappil)g was used extensively by military intelligence and 
secret service personnel in combat areas abroad, as well as by the FBr and secret service in this 
coun·try ") crclI£T <'TL1JUq-W) 

- •• \ ........ .L.bI.IO ~<,,~ ... 

[n light of such prio, wartime practice, the content collection activities conducted under 
STELLAR WIND appear to fit squarely within the sweeping terms of the Congressional 
Authorization. The use of signals intelligence to identify and pinpoint the enemy is a traditional 
component of wartime military operations employed to defeat the enemy and to prevent enemy 
attacks in the Uniled States. Here, as in other conflicts, it happellS that the enemy may use public 
communications networks, and some of the enemy may alrcady be in the United States. While 
those factors may be present in this conflict to a greater degree than in the past, neither is novel. 
More·over, both factors were well known at the lime Congress acted. Wartime interception of 
international communications on public networks to identifY conmlUnications that may be of 
assistance to [he enemy should thus be understood as OIle of the standard methods of dealing 

1l The scope of the order was later exteoded to cucompass messages sent to "points wiuIOu1 the United 
Slales or 10 pomls 00 or near Ihe Mexican border through which me>sages may be despalched for purpose of 
evading the censorship herein provided." Ex.cc. Order No. 2967 (Sept. 26, 1918) (attached al Tab H). 
(TSI/Sl STLVNfHF} 
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with the enemy that Congress Gan be. presumed to have authorized in giving its approval to "all 
necessary and appropriate force" that the President woul<.l deem required to defend tht Nation. 
Congressional Authorization § 2(a) (emphasis added).24 (TSflSl STL'NHNF) 

Conlent eollection under STELLAR WIND, moreover, is specifically targeted al 
communications for which there is a reason to believe (hat one of the communicants is an agent 
of al Qaeda or one of its affiliated organizations. The cOlllent collection is thus, as the tenus of 
the Congressional Authorization indicate, directed "against lhose ... organizations, or persons 
(the President) c1etenuincs planned, authOlized, committed, or aided the terrorist attacks that 
occurred on September I I, 2001" and is undertaken "in order to prevent any future acts of 
intemalional terrorism against the United States."" Congressional Authorization § 2(a). As 
noted above, se;;tion III of FI SA, 50 U.S.CO § 181 [, provides that the Presidc'lI may undertake 
electronic surveillance without regard to the restrictions in FiSA for a period of 15 days after a 
congressional declaration of war. The legislative history ofFISA indicates that this exception 
was limited to 15 days because that period was thought sufficient [or tht, Fresidenl to secure 
legislation easing the restricli()ns ofFISA for the conflict at hand. See H.R. Cone. Rep. No. 95" 
1720, at 34, reprinted in [978 U.S.C.CAN. 4048,4063 (stating that "(he conferees intend that 
this period will allow lime for col1sideration of any amendment to tbifi act that may be 
appropriate dUFUlg a wartime emergency"). The Congressional Authorization fun.ctions as 
precisely such legislation: it is emergency legislation passed to address a specific armed conflict 
and expressly designed to authorize whatever military actions the Executive deems appropriate to 
safeguard the United Slatcs. In it the Executive sought Md received a blanket authorization from 
Congress for all uses of the military against al Qaeda that might be nccessruy to prevent future 
terrorist attacks against the United States. The mere fact that the Authorization does not 
expressly amend FISA is not material. By its plain tenus it gives clear autllOrization for "all 
necessary and appropriate force" against al Qaeda that tile President deems required "to protect 
United States citizens both at home and abroad" from those (including al Qaeda) who "pirumed, 
authorized, committed, or aided" tile September Il attacks. Congressional Authorization pmbL, 

" In other c(}ntexts, we h.ve taken" similar approach (0 mterpreting the Congressional And,orization. 
ThllS, for example, detaWag enemy comb'IMlts is also a .iandard part of warfare. As a rcsul~ we bave concluded 
IDOl the Congressional Authorization expressly authoriza. such detentiol1S, even or American citizens. See 
Memoraudum fot Daniel J. Ilry.nt, Assistant Atto",ey Genera!, Office of Legislative Affairs, from John C. Y 00, 

Depu,y Assistallt AttoOley General, Omce of Lega! CounseL Re: AppHcability of 18 u.sc § 400 I (a) to MiNtary 
Delentiat! of United Slates Cillzens 6 (JUM 27, Z002); accord Hamdf \'. RumsleM, 316 F.3d 450, 467 (4tl! Cir. 2003) 
(holding that "capturing artd detaintng enemy combatants is an Lnherent pari <lfwarfare" and iliat the "'necessary 
and appropriate force' referenced in the c01Jgr('~sionat resolutlon nocessarily includes:" such action), eert. gr(ItJfed. 
124 S. CL 981 (2004). 8uf see Padilla \'. RUlIlsfeld, 352 F.ld 695, 122·23 (2d Cir. 2003) (holding 1tal, except "in 
the battlefield context whe:re detentions ate neCeS~H.H)' to ca.rry out the war," the Congressional Authorization is rtot 
sufficiently '"dear" iilttl "unmistakable" to l)venjde Ule resrrictions on detaining U.S. citizens in § 4001}, {ert 
granted, 12. S. CL lJ53 (2004). (OJ 

"-As ooled above, see supra PI'. J 6, 17, STELLAR WIND cOlltwl·c()Hoction aUlllOtity i. ~irnil.d to 
comnmrucatiofls suspected to be those oral Qacda. aJ Qae.d.a~af(Hiatedi organizations and OlllCl international terrorist 
groups lha{ the President determines a.re in amted che of 
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§ 2(a). 1l is perfec([y na(uralthat Congress did not attempt to single out into subcategories every 
aspect of the lise of the armed forces it was 3utholizing, for as the Supreme Cout1 has recognized, 
even innonnal times outside thc context of a crisis "Congress cannot anticipate ami legislate 
wilh regard to every possible action the President may find it necessary to take." Dames & 
Moore v. Regan, 453 U.S. 654, 678 (1981). Moreover, when dealing with military affairs, 
Congress may delegate in broader terms than it uses in olher areas. See, e.g., Loving v. United 
Stales, 517 U.s. 748, 772 (1996)' (noting that "the same limitations on delegation do not apply" 
to duties that are linked to the COllunander-in·Chiefpower); cf Zemel v. Rusk, 38J U.S. I, l7 
(1965) ("[BJec3use of tile changeable and explosive nature of contel11porary inlemational 
relations ... Congress - in giving the Executive authority over matters of foreign affairs - mllst 
of necessity paint with a bmsh broader than that it customarily wields in domestic areas."). 
Thus, the Congressional Authori.zation can be treated as the type of wartime exception that was 
contemplated in FTSA's legislative history. Even if FISA had no! envisioned legislation limiting 
the application orl'ISA in specific conflicts, the Congressional Authorization, as a later-in·time -
and arguably more specific - statute must prevail over FISA to the extent of any inconsistency.'" 
(TSOS! STL""'NF' ff i~r J 

The Congressional Authorization contains another provision that is particularly 
significant in tlus context. Congress expressly recognized that "the President has authority WIder 
the Constitution to take action to deter and prevent acts ofintemalionalterrorism against the 
United StaICS." Congressional Authorization, pmbL That provision gives exprCSs congressional 
recognition to the President's inherent c.onstitutional authority to take action to defend the United 
States even without cO!1gressional support. 'Dla! is a striking recognition of presidential authority 
fi:orn Congress, for while the courts have long acknowledged an inherent authority in tlte 
President to take action to protect Americans abroad, see, e.g, Duralld v. Hollills, 8 F. Cas. Ill, 
112 (C.C.S.D.N.Y. 1860) (No. 4136), and to protect the Nation from attack, see, e.g., Tlte Prize 
Cases, 67 U.S. (2 Black) 635, 668 (1863), at least since the War Powers Resolution, Pub. L. No. 
93-148,87 Stat. 555 (1973), codified at 50 U.S.c. §§ 1541-154&, there has been no comparable 
recognition of such inherent authority by Congress, and certainly not a sweepi.ng recognition of 
authority such as that here. Cf 50 U.S.C. § 1541(c) (re~(Jgnizing President's inherent 
constitutional authority to use force in rel.llonse to.an attack on the United States). This 
proviSion cannot be discounted, moreover, as mere exuberance in the immediate aftennath of 
September 11, for the same tem1S W(lre repeated by Congress more than a year later in the 
Authorization' for Use of Military Force Against Iraq Resolution of2002. Pub. L. No. 107·243, 

1(> It IS true that r~peals by unpHcation are disfavored and we should attempt (0 construe two statutes as 
being "capable of co·exlsleuee." RliCkelsfldu5 v. MrJIIsoTilo. 467 U.S. 986, 1017, lQ 18 (t984). In Ulis mstance, 
however. the ordinary restrictions. in FISA cannot cootinue to apply if the Congressional Authorization is 
appropriately constnJed 10 have its full effect The ordinary consuaults in l'lSA would prectude 0,. Prcs.uent From 
doing pree'sc!y what the Congl'ession.l AUUlOrization allows: using "all newssary and appropri.te fotee ... to 
prevent any future acts of intemationaf terrorism agamst the United StateslO by al Qaeda. Congressional 
AuUlOnzalion § 2(.). Not only did tlte Congressional AuOlOrization come later tlJan F1SA, but it is also more 
specific in the SC£lse that ., applies ooly to a particular con.f]'cl, whereas FlSA is a general statute intended lO gavero 
all "electronic surveillance" <as deftned in 50 U.S.C. § t801(f). IfFISA and the Congressiooal Authorization 
"jrreconcd.hl[y] cor,nic!," then the Coogressional AuthoriY.arioo must prevail ove, FISA to the ext~.nt afme 
inconsistency. See lIadwnower v. Touche Ross & Co., ~26 U.S. [48,154 (1976). (TSHSI 8TVNIINP) 
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pl11b I., II G Stat. 1498, 1500 (Oct. J 6, 2002) ("[TJhe President has authority unde. the 
Constitution to take action in order to detcr arId prevent acts of international terrorism against the 
United Slates .... "). That recognition of inherent authority, moreover, is particularly significant 
in the FISA context because, as explained above, one of the specific amendments implemented 
by FlSA was removing any acknowledgment from section 2511(3) oftille l8 of the Executive's 
inherent constitutional authority (0 <;onduc( foreign intelligence surveillance. At least in the 
context of the conflict with 11i Qaeda, however, Congress appears to have acknowledged a 
sweeping inherent Executive authority to "deter and prevent" attacks that logically should 
include the ability (0 carry out signals intelligence activities necessary to detect such rimmed 
attacks. (T8/fSr STLWIINF) 

To be sure, the broad construction of the Congressional Authorization Ollliined above is 
not without some dirCicultles. Some cmmtervailing consjderations might be raised (0 suggest 
that the Authorization should not be read to extend into the field covered by FISA ln particular, 
shortly after (he Authorization was passed Congress turned to consiclel a number of legislatjve 
proposals from the Administration, some of which specifically amended FISA, See, e.g" USA 
PATRIOT Act, Pub. L. No. 107-56, § 218, liS Stat. 272,291 (Oct. 26,2001) (amending section 
l04(a)(7)(B) ofFISA to require that the acquisition of foreign intelligence information be a 
"significant purpose" of the surveillance oeder being sought, rather than "the purpose"), T1lU~, it 
might be argued that the Congres~ional Authorization call110l properly be construed to grant the 
President authority to underiake eleclToruc surveillance without regard to the restrictions in FISA 
because, if the Congressional Authorization actually had applied so broadly, .the specific 
amendments to FISA that Congress passed a few wecb later ill the PATRlOT Act would have 
been superfluous_ (TS/ISf=STLWJlNF) 

We do not think, however, (hat the amendments to FISA in the PATRIOT Act can justify 
rull'!'owing the broad tenus of the Congressional Authori2.ation. To start with, the Authorization 
addresses the use ofthe armed forces solely in the context ofthe partietllar armed conflict of 
which the September 11 attacks were a part. To come within the scope of the AuthOlization, 
surveillance activity must be directed "against those nations, organizations, or persons [the 
President] detemutles plann(,d, authorized, committed, or aided the terrorist attacks tlla! occun'ed 
Or! September II, 200 I.;' Congressional Authorization § Z(a). The AUUlorization thus eliminates 
the restrictions ofFISA solely for that category of foreign intelligeoce surveillance cases, 
Subsequent amendments to FISA itself, however, modified the authorities for foreign 
intelligence surveillance in all cases, whether related to the particular armed conflict with al 
Qaeda or not. Given the broader impact of slIch amendments, it cannot be said that they were 
superfluous even if[he Congressional Authorization broadly authorized electronic surveillance 
direcLcd against alQaeda and affiliated organizations. (TSf,lSI STL'.VHl'1F) 

That understanding is bolstered by lin exanlination of the specific amendmenls to FISA 
that were passed, because each addressed a sllortcoming in FlSA that warranted a remedy for all 
efforts to gather foreign intelligence, not just for efforts in the context of an anned conflict, much 
less [he present one against al Qaeda. Indeed, some addressed issues that had been identifie.d as 
requiring a legislative remedy long before the September II attacks occurred_ For Ihese 
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amendments, the September II attacks merely served as a catalyst for spurring legislative change. 
thaI was required in any event. For example, Congress cbanged the standard required for the 
certification ITom the government to obtain a FISA order from a certification that "the purpose" 
of the surveillance was obtHining foreign intelligence to a certification that "a significant 
purpose" uftlle 5l1f veillauct: was obtaining foreign intelligence. See USA PATRlOT Act §.218, 
115 Stat. at 291 (codified at 50 U.S.C. §§ IS04(a)(7)(B), 1823(a)(7)(8»). That change was 
designed (0 help dismantle the "wall" that had developed separating criminal investigations from 
foreign intelligence investigations within the Department of Justice. See gel1erafly Tn r(! Sealed 
Case. 310 F.3d 717, 725-30 (Foreign Intel. SUr>'. Ct. of Rev. 2002). The "wall" had been 
identified as a significant problem hampering the government's efficient use of foreign 
intelligence infonnation well before the September II attacks and in contexts unrelated to 
teltorlsm. See. e.g., Final Report of the Allomey General's Review Team on the Handling of the 
Los Alamos Nalional Labora.tol), Investigation 710, 729, 732 (May 2000); General Accounting 
Office, FBI Intelligence IIIW?stigalions: Coordination Withill Justice 011 COlillterilllelligellce 
Ct-imillal Malters Is Limited (GAO-O 1-780) 3, 31 (July 2001). Indeed, this Office was asked as 
long ago as 1995 to consider whether, under the terms of FISA as it then eKisted, an application 
for a surveillance order could be successful without establishing tbat the "primary" purpose of 
the surveillance was gathering foreign intelligence. See Memorandwn for Michael Valis, Deputy 
Director, Executive Office for National Security, from Walter De;Uinger, Assistant Attorney 
General, Office of Legal Counsel, Re: Standardsfor Searches Vnder Foreign intelligence 
Surveillance Act (Feb. 14,1995). The PATRlQT Act thus provided the opportunity for 
addressing a longstanding shortcoming ill FISA that had an impact on foreign intellig(,lOce 
gaUlcti.ng generally. (U) 

Similarly, shortly after the PATRlOT Act was passed, the Administration sought 
additionallegisJation expanding to 72 hours (from 24 hours) the time period Ule government has 
for filing an application with the FISC after the Attorney General has authorized the emergency 
initiation of electronic surveillance. See Intelligence Authorization Act for Fiscal Year 2002, 
Pub. L. No. 107-108, § 314(a), 115 Stat. 1394,1402 (De<:. 28, 200t). That change was also 
needed for the proper fiulctioning of FISA genera[ly, not simply for surveillance of agents of al 
Qaeda. In tile wake of the September I [ attacks, there was bound to be a substantial increase in 
the volume of surveillance conducted under FISA, which would strain existing resources. As a 
result, it was undoubtedly recognized that, in order fOr the emergency authority 10 be useful as a 
practical matter in allY foreign intelligence case, the Department of Justice would need mote than 
24 hours to prepare applications after initiating emergency surveillance, Similar broadly based 
considerations underpitmed the other amendments to FrSA that were enacted in the fall of200[. 
("SnSI Sf! ''''q.rr:) ;:~, { j ~Yr~' J.. 

As a result, we conclude that (he enactment ofamelldments to FISA after the passage of 
the Congressional Authotizatioo does not compel a narrower reading of the broad tenns orthe 
Authorization. The unqualified terms of the Congressional Authorization are broad enough on 
their face to include authority to conduct signals intelligence activity within the United States. 
We believe that the Congressional Authorization can thus be read to provide specific authority 
during this armed conflict that overrides the limitations in FISA. The Supreme Court has 
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repeatedly made clear lhat in the field oCforeign affairs and particularly in the field of war 
powers and national security, congressional enaclments will be broadly construed where they 
indicate support for lhe exercise ofEx.eculive authorily. See. e.g., liaig v. Agee, 453 U.S. 280, 
293-303 (1981); United Stales ex rei. Kllauffv. Shaugllll8Ssy, 338 U.S. 537, 543-45 (1950); cf 
Agee, 453 U.S. at291 (in n'the are:1.S oCforeign policy al1d national security ... congressional 
$; lence is not to be equated wilh congressional disapproval"); Dames & Moore v. Regan, 453 
U.S 654, 678-82 (1981.) (even where lhere is no express congressional authorization, legislation 
in related field may be construed to indicate congressIOnal Hcquiescence in Executive action). 
Here, the broad temlS of the CongTessional Authorization are casily read to encompass authority 
for ;ignals intelligence activities directed against al QaC<la and its affiliates. (TSlISl STLWHNF) 

2. At a minimum, tlie Congressional Authorization bolsters the case for 
applying the canou of constitutional avoidance (TSiISI STLW/IJ>/F) . 

Even if we did not believe that the Congressional Authorization provided a dear result on 
this point, at the very least tJle Congressional Authorizalion - which was expressly designed to 
give the President broad authori Iy to respond to the threat posed by al Qaeda as he saw fit -
creates a significant ambiguity concerning whether the restrictions ofFISA apply to electronic 
surveillance undertaken in the context of the cOnflict with al Qaed~ That ambiguity decisively 
tips the scales in favor of applying the canon of constitutional avoidance to construe the 
Congressional Authorization and FISA in combination so that the restrictions ofFISA do not 
apply to the Presidelll's actions as Commander in Chicfin attempting to thwart further terrorist 
attacks on the United States. As noted above, in this wartime context the application of FISA to 
restrict the President's ability (0 conduct surveillance he deems necessary to detect anq disrupt 
further attackS would raise gr:ave constitutional questions. The additional ambiguity created by 
the Congressional Authorization suffices, in ollr view, to warrant invoking the canOn of 

. constitutional avoiqal1ce and thus justifies reading the Congressional Authorization to eliminate 
the constitutional issues that would otherwise arise ifFISA were construed to limit the 
Conullander in Chiefs ability to conduct signals intelligence to thwart terrorist attacks. 
Application oCtile canon is particularly warranted, moreover, given Congress's express 
recognition in the terms of its Authorization that the President has inherent authority under the 
Constitution to take steps to protect tile Nation against attack. The flnal preambulatory clause of 
the Authorization squarely slates that "tile President has authority under the Constitution to take 
actio)1 to deter and prevent acts of international terrorism' against the United States." 
Congressionai"Authorization pmbl. As commentators have recognized, tltis clause "constitutes 
an extraordinarily sweeping congressionaJ recognition of independent presidential constituTiollal 
power to employ the war power to combat terrorism." Paulsen, 19 Const. Comment. at 252. 
That congressional recogrtition of inhenmt presidential authority bolsters the conclusion that., 
when FISA and the Congressional AuthOlizatioD are read together, the canon of constitutional 
avoidance should be applied because it cannot be said that Congress has tUlequivoca\ly indicated 
an intelltion to risk a constitutionally dubious exercise of power by restlictillg the authority of the 
Commander in Ch.i.efto conduct signals intelligence in responding to the terrorist attacks. 
'TSI/SI STL""IfW) \ II ~h 
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In sum. the constitutional avoidance canon is properly applied tQ conclude lhat the 
. Congressional Authorization removes the restrictions of FlSA for electronic surveillance 
undertaken by the Department of Defense and directed "against those nations. organizations, or 
persons [the President] determines plaf\Jl 

'Yllrrp,i1 on September ll. 200 L"" 
• ••••• t ,·· •••• i. 

ts that description." (TSHSI STL'.W/NF) 

we believ'e 
at a npproach to WIND tnusl also 

take into ac.count the possibility that t,rSAmay be read as prohibIting the electronic surveillance 
activities at issue here. We tlll( to that analysis below. (TS//SI STLW,l,q.W) 
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c. [f FISA PUI'ported To Prouibit Targeted, Wartime Surveillance Against Ow 
Enemy UDder STELLAR W[ND, It Would Be Unconstitutional as Applied 
(Til/lSI STLWHNF) 

ISSUes tbal arise if.t 
does, iJl must next examine 
whether by (he 
Commander in Chief in the midst of an anned conflict and designed to detect and prevent attacks 
upon the United States, is unconstitutional. We conclude that it is. (TIlH8! STb¥/j,lj>fF) 

L Even in peacetime, absent congressioual action, the President has 
inherent constitutional authority, consisteut with tlie Pourtb 
Amendment, to order warrantless foreigu intelligeuce surveillance 
ET S"8! 8'fb" Tl lfm ) oI-'~ -y", .. ~ 

We begin our analysis by selting to one side for the moment both the particular wartime 
context at issue hen: and the statutory constraints imposed by FlSA to examine the pre~exis(ing 
constitutional authority ofihe President in this field in the absence of any action by Congress. It 
has long been established (hat, even in peacetime, the President has an ia\terent constitutional 
authority, consistent with the Fourth Amendment, to conduct warrantless searches for foreign 
intelligence purposes. TIle Constitution vests power in the President as Conunander in Chief of 
the arme<J forces, see U.S. Const. arlo IT, § 2, and, in making him ChiefExeculive, grants him 

. authority over lhe conduct of the Nation '5 ton~jgn affairs. As the Sllpreme Court has explained, 
"[tJha President is the sole organ of the nation in its external relations, and its sale representative 
with foreign nations." United Stales V. CurtisseWl'ight Export COlp., 299 U.S. 304,319 (1936) 
(internal quotation marks and citations omitted). These sourc'es of authority grant the President 
inherent power both to lake measures to protect national security information, see. e.g., 
Depal'lmenl oJthe Navy V. EgolI, 484 U.S. 518,527 (1988), and more generally to protect the 
security of the Nation from foreign attack. Cf T7,e Prize Cases, 67 U,S. (2 Black) 635, 668 
(1863). To carry out these responsibilities, tile President must have authority to gather 
in£()nnatioll necessary for tbe execution of his office. Tbe FOlmders, after all, intended the 
President to be clothed witil all authority necessary (0 carry out the responsibilities assigned to 
him as Commander in Chief and Chief Executive. See. e.g., The Federalist No. 23, al147 
(Alexander Hamilton)(Jacob E. Cooke ed. 1961) (explaining that the federal govemment will be 
"cloathed with all the powers requisite to the complete ex:eclition of its trust''); id. No. 41, at 269 
(James Madison) ("Security against foreign danger is one of the primitive objects of civil 
society .... Tile powers requisite for attaining it mllSt be effectually confided to the frederal 
councils."); see also Johnson v. Eisen/roger, 339 U.S. 763, 788 (1950) ('The tirst of the 
enumerated powers of the President is that he shall be Commander-in-Chief 0 f lhe Anny and 
Navy oflbe United States. And. of course, grant of war power includes all that is necessary and 
proper for carrying these powers into execution." (Citation omitted)). Thus, it has long been 
recognized that he has authority to hire spies, see, e.g., Tottell V. United States, 92 U.S. 105, 106 
(1876), and fus authority to collect intelligence necessary for the conduct of foreign affairs has 
frequently been aCknowledged. See Chicago & SAil' LitllJS v. Waterma" SS. Corp., 333 U.S. 
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10J, III (1948) ('The President, both as Commander-in-Chief and as the Nation's organ for 
foreign affairs, has available intelligence services whose reports neither are nor ought (0 be 
published to the world."); CUl'liss-Wrighl, 299 U.S. at 320 ("He has his confidential sources of 
infonnation. He has his agents in the Conn of diplomatic, consular and other officials."). 
("1"8"£18TL""'''P') I~ 7TH" ~ 

When it comes to collecting foreign intelligence infonnation within the United States, of 
course, the President must exercise his inherent authorities consistently with the requirements 01 
the Fourth Amendment.29 Detemlining the scope of the Presiden('s inherent constitutional 
authority in this field, Ulerefore, requires analysis ofthe requirements ortbe Fourth Amendment 
- at least (0 the extent of determining whether or not the Fourth Amendment imposes a warrant 
requirement on searches condllcted for foreign intelligence purposes. Tfit does, tben a statute 
such as FisA that also imposes a procedure for judicial authorization cannot be said to encroach 
upon authorities the President would otherwise have]· erS/ISI STL¥lh'NF) 

The Fourth Amendment prohibits "unreasonable searches and seizures" and directs that 
"no Warrants shall issue, but upon probable cause." U.S. Const. amend. IV. [n "Ole criminal 
context," as the Supreme Court has pointed out, "reasonableness usually <<;quires a showing of 
probable cause" and a warrant. Board oj Edt/C. v. Earls, 536 U.S. 82.2, 828 (2002). The warrant 
and probable cause requirement, however, is far £i·om universal. Rather, tbe "Fou,lb 
Amendment's central r<;quirement is one ofreasonabJeness," and the rules the Court has 
developed (0 implement tllat requirement H[s]ometimes _ .. require warrants." mil/ais ". 
McArthur, 531 U.S. 32.6, 330 (200t); see also, e.g_; Earfs, 536 U.s. at 828 ("The probable cause 
standard, however, is peculiarly related to criminal investigations alld lllay be w1suited i.o 
detennining the reasonableness of administrative searches where the Govenunent seeks to 
prevem the development of hazardous conditions." (emphasis added; internal quotation marks 
omitted»). (lJ) 

[n particular, the Supreme Court has repeatedly made clear that in situations lnvolving 
"special needs" that go beyond a routine mte{est in law enforcement, there may be exceptions to 
the warrant requirement, Thus. the Court has explained that tbere are circumstances '''when 
spocial needs, beyond the nonnal need for law enforcement, make Ule warrant and probable
cause requirement impracticable:" VemOllia Sch. Dist, 47Jv. ActO/I, 515 U.S. 646, 653 (l995) 
(quoting Griffin v, Wisconsin, 483 U.S. 868, 873 (1987»; see also McArthur, 531 U.S. at 330 
("We. nonetheless have made it clear that there are exceptions to the war.ran.t requirement. Wheu 
faced with speciaJ law enforcement needs, diminished expectations of privacy, minimal 

1..'1 The Fourth Amendment doe.s not prorect aliens outside die United States. See {htited Sratcs v. Verdl.lgQ. 
Urquidez, 494 U.S. 259 (1990). (U) 

lO W. assume for pwposes of the discussion bere thal content collection under STELLAR WIND is subject 
to the ''''lUtfemenlS of the Fourth Amendmeol. In Part V of this memorandwn, we address the reasonableness under 
Ibe Fourth Amendment of the specific kinds of collection that occur 'LI1der STELLA R WIND. In addition, we note 
thallhere may be a basis for concluding that STELLAR WIND is • nuiiUUy operatio" [0 which the Fourth 
Amendmenl docs not even apply. See infr<l n.84. (TSIISI Sn~\Wf!>fF) 
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intmsions. or the like. the Court has found thaI certain general. or individual, circumstances may 
render a warrantless search or seiz.ure reasonable."). It is difficult to encapsulate in a nutshell tbe 
different circumstances the Court has found qualifying as "special needs" justifying warrantless 
searches. But generally when the govenuncm Caces an increased need to be able \0 react swiftly 
and flexibly, or when there are interests in public safety at stake beyond the interests in law 
enforcement, the Court has found the warrant requirement inapplicable. (U) 

Thus, among other things. the Court has permitted warrantless searches 10 search property 
ofstudeots in public schools, see New Jersey v. fL.G., 469 U.S. 325, 340 (1985) (noting that 
warrant requirement would "unduly interfere with the maintenance of the swift and infoanal 
disci.pIinary procedures needed in the schools"), to screen athletes and students involved in extra
curricular activities a( public schools fOf drug use, see Vernonia, 515 U.S. at 654-655; Earls. 536 
U.S. at 829-38, and to conduct dme tesling of,~ilrnHd personn.el involved in train accidents, 
see Skinner v. Railway Labor ExeC1ilives' Ass '/1,489 U.S. 602,634 (1989). Indeed, in many 
special needs cases the Court has even approved slispiciOilless searches Of seizures. See. e.g., 
Earls, 536 U.S. at 829-38 (suspicionlcss drug testing of public school students involved in extTa
curricular activities); Michigan Dep '( a/Slale Police II. Sitz, 496 U.S. 444,449-55 (1990) (road 
block to check all motorists for signs of dnll1ken driving); United Stales v. Mariinez-FulJrJe, 428 
U.S. 543, 562 (1976) (road block near the border to check vehicles for illegal immigrants). Bul 
see City a/Indianapolis v. Edmond, 53[ U.S. 32,41 (2000) (striking down use of roadblock to 
check for narcotics activity because its "primary purpose was to detect evidence of ordinary 
criminal wrongdoing"). (0) 

The field of [oreig1) intelligence collection presents another case of "special needs beyond 
(he nomla! need for law enforcemc!1t" where the Fourth Amendment's touchstone of 
reascmableness cao be satisfied without resort to a warrant. In foreign intelligence investigations, 
the targets of surveillance are agents of foreign powers who may be speciafly trained in 
concealing their activities from our government and whose activities may be particularly difficult 
to detect. The Executive requires a greater degree of flexibility in [his field to respond with 
speed and absolute secrecy to the ever-changing array of foreign threats it faces. TIle object of 
searches in this field, moreover, is securing infonnation necessary to protect the national security 
from the hosH Ie designs of foreign powers, including even the possibility of a foreign attack on 
the Nation. (TSf.l81 STL'NItNF) 

Given those distinct interests at Slake, it is not surprising that every federal court tbat has 
ruled on the question has conduded that, even in peacetime, the President has inherent 
constitutional authority, consistent with the Fourth Amendment, to condllct searches for foreign 
intelligence purposes without securing ajudicial warrant. See Ullited States v. Clay, 430 F.2d 
165,172 (5th CiL (970); Uni/ad States v. Brown, 484 F.2d 418 (5th Cir. 1973); United States I'. 

Butenko, 494 F.2d 593 (3d CiT. 1974) (en bane); United States v. Buck, 548 F.2d 871, 875 (9th 
Cir. 1977); United Siaies v. Truong Din" Hung, 629 F.2d 908 (4th eir. 1980). But cl Zweiban v. 
Mitchell, 516 F.2d 594 (D.c. Cir. 1975) (en bane) (dieM]! in plurality opinion suggesting that 
wlUTant would be re.qulred even ill foreign intelligence investigation). (TSliSl STLWJINF) 
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To be sure, the Supreme Court has lell this precise question open. [n United Stales v. 
United Stales District Court, 407 U.S. 297 (1972) (Keith), the Supreme Court concluded that the 
FOLirth Amendment's warrant requirement applies to investigations of"purely domeslic threats to 
security - such as domestic terrorism. The Cout( made clear, however, that it was not addressing 
Executive authorily to conductforeign intelligence surveLllance: "[TJhe instant case requires no 
judgment on the scope ofthe President's surveillance power with respect to the activities of 
foreign powers, within orwithoul this country," !d. at 308; see also id. at 32!·322 & n.20 ("We 
have not addressed, and express no opinion as to, the issues which may be involved with respect 
to activities of \iJreign powers or their agents.'"). (TSHS[ STLWlINF) 

Indeed, four orthe courts of appeals noted above decided - after Keith, and expressly 
taking Keith into account - that the President has inherent authority to conduct warrantless 
surveillance in [he foreign intelligence context. As the Fourth Circuit observed in Truong, "the 
nceds oCthe executive lire so compelling in the area of foreign intelligence, unlike the area of 
domestic secUI;ty, that a ulufonn warrant requirement would ... unduly frustrate the President in 
carrying out his foreign affairs responsibilities." 629 F.2d at 913 (intel11al quotation marks 
omitted). The court pointed out that a warrant requirement would be a hurdle that would reduce 
the Executive's flexibility in r~ponding (0 foreign tmeats tllat "require the utmost stealth, speed, 
and secrecy," ld. It also would potentially jeopardize security by increasing "the chance of leaks 
regarding sensitive executive operations." Jd. It is true that the SUpreme Court had discounted 
such ccncems in the domestic security context, see Keith, 407 U.S. at 319-20, but as the Fourth 
Circuit eX.[Jlained, ill dealing with hostile agents of foreign powers, the concerns are arguably 
more compelling, More important, in the area of foreign intelligence the expertise of the 
Executive is paramount. While courts may be well-adapted to ascertaining whether there is 
probable cause to believe that a crime under domestic law has been commined, they would be i1J
equipped to review executive determinations concenting the need to COOdltct a particular search 
or surveillance to secure vital foreign intelligence. See Tmong, 629 F.2d at 913-14. Cf Curtiss
Wright, 299 U.S, at 320 ("[111e President] has the better opportunity of knowing the conditions 
which prevail in foreign countries, and espe.cial!y is this true in time of war. He has his 
confidential sources ofinfonnation."), It is not only the Executive'S expertise that is critical, 
moreover. As the Fourth Circuit pointed out, !lIe Executive has a constitutionally superior 
position in matters pertaining to foreign affairs and national securily: "Perhaps most crucially, 
the executive branch not only bas superior expertise in the area of foreign intelligence, it is also 
constitutionally desigrulted as the pf<:1·erninent authority in foreign affairs." Truong, 629 F.2d at 
914, The court thus concluded that there was an important separation of powers interest in not 
having the judiciary intrude on the field of foreign intelligence collection: "(T]he separation of 
powers requires us to acknowledge the principal responsibility orthe President for foreign affairs 
and concomitantly for foreign intelligence surveillance," Jd.; cf Haig v. Agee, 453 U.S. 280, 292 
(1981) ("Matters 'intimately related to foreign policy and national security are rarely proper 
subjects for judicial intervention,"), We agree with that analysis." (TSYS! STLW/INF) 

It In additio~ there is a funher basis on whlcll Keilh is readily distinguished. As Keltli made clear, one of 
(he significant concerns driving the Court*s conclusion in the domestic securi~y context was the lnevitable 
connection between perceived threalS to domestic security and political dissent. As the Court explained: "FourUl 
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lnlhe specific conleXI of STELLAR WIND, moreover, Ihe case for inherent executive 
aUlhority to conduci surveillance in the absence of congressional action is substantially ~tronger 
for at least two reasons. First and foremost, all of the precedents outlined above addressed 
inJlcrent executive authority under the foreign affairs power to condue( surveiHance in a rOilline 

peacetime cofltexl. '1 They did not even consider the authority of(lle Comllland'er in Chief (0 

gather intelligence in the contexl of an ongoing armcd conOiet in which the mainland United 
States had already been under altack and in which the intelligence-gathering efforts at issue were 
designed to thwart further anne<:l attacks. The case for inherent executive authority is necessarily 
much stronger in the lalter scenario, which is precisely the circumstance presented by STELLAR 
WIND (Te"Sl STL""i1'W) • n ~rh 

Second, it also bears noling that in the I 970s the Supreme Court had barely started to 
de-velop the "special needs" jurisprudence of warrantless searches under the FOlu1h Amendment. 
The first case usually considered part of that line of decisions is Uniled Slales v. Martinez
Fuerte. 428 U.S. 543, decided in 1976 - after three courts of appeals decisions addressing 
warrantless foreign intelligence surveillance had already beetl handed down. The next Supreme 
Court decision applying a rationale dearly in the line of "speoial needs" jurisprudence was not 
until 1985. see New Jersey v. T.L.D., 469 U.S. 325,33 and the jurisprudence was not really 
developed until the 19905. Thus, fhe courts of appeals decisions described above all decided in 
favor of an inherent executive authority to conduct warrantless foreign intelligence searches even 
before the Supreme Court had claxified the major doctrinal developments in Fourth Amendment 
law that now provide the clearest support for such an authority, (TSHSf STLW,l,lNF) 

Executive practice, of course, also demonstrates a consistent understanding lhat the 
PreSldent has inherelll constitutional authority, in accordance with the dictlltes ufthe Fourth 
Amendment, to conduct warrantless searches and surveillance within the United States for 

AmeBdmenl protections bCI:Qmo the more necessary when the tllrgets of official surveillance may be those sllspected 
ofunorthodOlcy in their political beliefs. The danger to poutical dissent is acute wi.ere the Government al1empts to 
act tmder so vague. concept as the power to protect 'domestic security. '" Keilh, 407 U.S. at 314; , •• also id. at 320 
("Security surveillances are especially sensItive because of the inhereD[ vagueness of the domestic security concept, 
Ibe necessarily broad aud continuing nature nfintelligcnce gailiering, ll1ld the templation tQutil.ite such 
surveillances to oversee political <lj",ont."), Surveillance of domestic groups necessarily rais ... First 

Supreme Court IS conclusion that the warrant requireo1cI1t should a.pply in the domestic securily context is (h,1,1S 
simply absent in tbe foreign intelligence realm. (TSNS! STLIWA>If') 

)1 The surveillance in Truong, white in some sense connected to the Vietnam co.o.flict and hs aftermath, 
took place io t977 and 1978,see 629 F.2d al 912, afler tile close of active bostilities. (WiS! S1LW/A>W) 

"The (e(Ul "speCial needs" appears to have been coined by Justice B1ackmtlO in llls COllCUrrence io r.L.O 
See 469 U.S. at 351 (Btackmun, J., concurring iII judgment). (TSIiSr STLWlINF) 

41 
TOP SECRE1Y_/COMfNT-8TELLAR ¥/INr_/NOFORN 



TOP SECRE~4'COMINT STELLAH '.vII'I11~fI>!OFORN 

foreign intelligence purposes. Wiretaps for such purJJoses have been authorized by Presidents at 
leas! since the administration of Roosevelt in 1940. See, e.g., United Siales v. Uniled Slates 
District Court, 444 F.2d 651, 669-71 (6th Cir. 191 I) (reproducing as an appendiX memoraflda 
from Presidents Roosevelt, Tntman, and Joltnsol1). Before the passage of F[SA in 1978, nil 
loreign intelligence wiretaps and searches were conducted without any judicial order pursuant to 
the President's inherent authority. See. e.g., Truong, 629 F.2d at 912-14; UII/led Slates v. Bill 
Ladell, 126 F. Supp. 2d 264, 273 (S.D.N,Y_ 2000) ("Warrantless foreign intelligence collection 
has been an established practice of the Executive Branch for decades."). When FISA was first 
passed, \l10rCOVer, it addressed solely electronic sun1eillance and made no provision for physical 
searches. See Pub. L. No. 103-359, § 807, lOS Stat. 3423,3443-53 (1994) (adding provision for 
physical searches). As a resuJl, after a brief interlude during which applications for orders for 
physical searches were made to the FlSC despite the absence of any statutory procedure, the 
Executive continued to conduet searches under its own inherent authority_ Indeed, in 1981, the 
Reagan Administration, after filillg an application with the FISC for an order authorizing a 
physical search, filed a memorandum with the court explaining that the court had no jurisdiction 
to issue (he requested order and explaining that the search could properly be conducted without a 
warrant pursuant (0 the President's inherent constitutional allthority. See S. Rep. No. 97-280, at 
14 (I 981) (UThe Department ofJustice has long held the view that the President and, by 
delegation, the Attorney General have constitutional authority (0 approve warrantle.ss physical 
searches directed against foreign powers or their agents for intelligence purposes."). This Office 
has also repeatedly recognized the constitutional authority of the President to engage in 
warrantless surveillance and searches for foreig:r.l intelligence purposes." (TSHSI 8TLWllI'lF) 

Inl~lIigellce 

Sun'oilla/lce - Use of Television - Beepers, 2 Op. OLe. 14, 15 (1978) ("[T]hc President can authorize warrantless 
eieClronic surveillance of an agent of a foreign power, pursuant to his constitutional power to gather foreign 
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These examples, too, all relate to assertions of executive authority in a routine, peacetime 
context. Again, the President's authority is necessanly heightened when he acts during wartime 
as Commander-in-Chiefto protect the Nation from attack. Thus, not surpt;singly, as noted 
above, Presidents Wilson and Roosevelt did not hesitate to assert executive authority to conduct 
surveillance - through censoring communications - upon the outbreak or war. See stlpra p. 30. 
(To"SI STL"r!I~W) 17 1.11 

2_ F[SA is uncoostiiutional as applied in this coulex! (1'8,1,181 STL'NIINF) 

VlhiJe it is thus uncof1trovcrsialthat the President has inherent aUlhority to conduct 
warrantless searches for foreign intelligence purposes in the absence of congressional action, the 
restrictiotls imposed in FISA present a distincl question: whether the Presidcl1t's constitutional 
3\1thority in this lleld is excllisive, or whether Congress may, through FlSA, impose" 
requirement to secure judicial authorization for such searches. To be more precise, analysis of 
STELLAR WIND presents an even narrower question: namely, whether, in the context ofan 
ongoing armed conflict, Congress may, through FISA, impose restrk:tions on the meaos by 
which the Commander in Chie.fmay use the capabilities ofthe Departmcilt of Defense [0 gather 
intelligence about the enemy in order to thwart further foreign attacks all the United States. 
(TS"S! STL"'flf,r) ~ ynl 

As discussed below, lhe conflict of congressional and executive authority in this context 
presents a difficult question - one for wl1ich there are few if any precedents directly on point in 
the history of the Republic. In almost every previous instance in which the COtU1try has been 
threatened by war or inm1inent foreign attack and the President has taken extraordinary measures 
to secure the national defense, Congress has acted to support the Executive through affinnative 
legislation granting the President broad wartime powers,;' or else the Executive has acted in 

" As explained above, we believe that the benet constnlction of the CoogresSiOn.1\ Authorization for Use 
ofMilit3ry Force in Ibe presont contliel is tila' it also reflects prec,sely such a congressional endorsement of 
Execultve actio" and authorizes the coot<ol collution undertaken in STELLAR WIND. I" thls part of our analYSIS, 
however, we are assuming, 'n the attemative, IDa( the Aulhori7.a.ioo oa.unol be read so broadly and (hat FISA by ils 
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exigent circumstances in the absence orany congressional action whatsoever (for example, 
President Lincoln's actions in 1861 in proclaiming a blockade of the southern States and 
instituting conscription). In the classic separation of powers analysis set out by Juscice Jackson 
in )'OUllgS[OWtl, such cirCllmst~l1ces describ~ either "category I" situations - where the legislature 
has provided an "express or implied authorizalion" for the Executive - or "category Il" situations 
- where Congress may have some shared autbority over the subject, but has chosen not to 
exercise it. See YOUIlgStOWIl Sheet & Tube Co. 1'. Sawyer, 343 U.S. 579, 635-37 (I 952); see also 
Dames & Moore v. Regan. 453 U,S. 654, 668-69 (1981) (generally following Jackson's 
framework). Here. however, we confront an exercise of Executive authority that falls into 
"category !II" of JusticeJackson's classification. See 343 U.S. at 637-38, The President (for 
purposes ofthis argument in the alternative) is seeking to exercise his authority as Commander in 
Chief to conduct intelligence s\lfveillance that Congress has expressly restricted by stalute. 
fCS"SI SOP ""IJ>!Fl : 1,7;:: ...... yi7rj ~ 

At bottom, therefore, analysis of the constitutionality ofFISA ill the context of 
STELLAR WIND centers on two questions: (i) whether the signals intelligence collection the 
President wishes to undertake is such a C(lre exercise ofCotnmander-in-Chicf control over the 
anned forces during armed conflict that Congress cannot interfere with it at all or, 
Oi) alternatively, whether the particular restrictions imposed by FlSA are such that their 
application would impermissibly frustrate the President's exercise of his constitutionally 
assigned duties as Commander in Ch.ief. (TSNSI8TLWIINF) 

As a background for that context-specific analysis, however, we think il is useful first to 
examine briefly the constitutional. basis for Congress's assertion of authority it] FISA to regulate 
tbe President's inherent powers over foreign intelligence. gathering e.ven in the general, peacetime 
context. Bven in that non-wartime context, the assertion of authority in FlSA, and in particular 
the requirement that the Execuli ve seek orders for survcillance"lrom Article ill courts, is not free 
from constitutioual doubt. Of course, if the C(lnstitutionality of some aspects of FISA is open to 
any doubt even in the run-of-the-mill peacetime context, j( follows (J fortiori that the legitinlacy 
of congressional encroachments on Executive power will only be more difficult to sustain where 
they involve trenching upon decisions of the Corrunander in Chiefin the midsi ofa war, Thus, 
after identi eying some of the questions surrounding the CDllgressional assertion of authority in 
FfSA generally, we proceed to the specific analysis ofFISA as applied in the wruiiroe context of 
Sl-'ELLAR WIND· , ITS"W 8"" m"'1F) \~ if "'- /..LJnllJ 

s. Even outside tbe conte:\.'i of wartime surveillance of the enemy, 
the scope of O:mgress's power to ("estrict tbe President's 
inherent authority to conduct foreign intelligence surveillance 
is unclear (TSIISI 8TLVlJfNf) 

To f,ame the aJlalysis of the specific, wartime operation of STELLAR WIND, it is 
important [0 note at the outset that, even in the context of general foreign intelligence collection 

tenns prohibits lhe STeLLAR WIND con lent collection absent '"~ ordel· from the FISC. (T&f1S1 STLW!fNF) 
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in non-wartime situations, the source and scope of congressional power to reslrict executive 
action through FISA is somewhat uncertain. We start from the fund,uncntal proposition that in 
assigning to the President as Chief Executive tbe preeminent role in handling the foreign affairs 
ofthe Nation, the Constitution grants substantive powen to the President. As explained above. 
the President's role as sole organ for the Nation has long been recognized as carryillg with It 
substantive powers in tbe field of national security and foreign intelligence. This Office has 
traced the source orthis authority to the Vesting Clause of Article II, which states that "[t]he 
exec.ulive Power shall be vested in a President oflhe United States of America." U.S. Canst. 
art. II, § 1. Thus, we have explained thai the Vesting Clause "has long been held to confer on the 
President plenary auUlOrity to represent the United States alld to pursue its interests outside the 
borders of Ule country, subject only to limits specifically set forth in the Constilution itself and to 
such statutory limitations as the Constitution permits Congress to impose by exercising one orits 
e!1tll'nerated powers" The Pres idem 's Compliance with ti,e 'Timely Notification" Reqlliremenl 
a/Section 501(b) o/Ilre Natiolial Security Act, lOOp. O.L.C. [59, 160-61 (1986) ("Timely 
Notification Requirement Op,"). Significantly, we have concluded that the "conduct of secret 
negotiations and intelligence ope(ations lies at the very heart of the President's executive power." 
Id. at 165. The President's authority in tius field is sufficiently comprehensive that the entire 
structure of federal restrictions for protecting national security infonnation has been creuted 
solely by presidential order, not by statute. See generally Department oflhe Navy v. Egal1, 484 
V_8, SI8, 527, 530 (1988); see also New York Times Co, v_ Ullited States, 403 V.S, 113, 729"30 
(1971) (Stewart, J' j concurring) ("[IJt is the constitutional duty of the Executive -- as a matter of 
sovereign prerogative and !lot as a maHer of law as the courts know law ~ through the 
promulgation and enforcement of executive regulations, to protect the confidentiality necessary 
to ·carry out its responsibilities in the field of international relations and national de(ense."), 
Similarly, the NSA is entirety a creature oflhe Executive - it has no organic statute defining or 
I· 't' , fim' 1'r0"gT ""1 "[{n.n'~ lIDl lng Its cHons. \ J Od 1-D J.~' n iITu-') 

Moreover, it is settled beyond dispute that, although Congress is also granted some 
powers in the area of foreign affairs, certain presidential authorities in that realm are wholly 
beyond the power of Congress to interfere with by legislation. For example, as Ule Supreme 
Court explained in Curtiss-Wright, the President "makes treaties with the advice and consent of 
the Senate; but he alone negotiates. Into the field of negotiations the Senate cannot intrude; and 
Congress itself is powerless to invade it" 299 U.S. at 3 !9_ Similarly, President Washington 
established early in the histolY of the Republic the Executive's absolute authority to maintain the 
secrecy of negotiations with foreign powers, even agaiDs~ congressional efforts to secure 
infomlation, Ed. at 320-21 (quoting Waslungton's 1796 message to the HouBe of Representalives 
regarding documents relative to the Jay Treaty). Recognizing presidential authority in this field, 
tbis Office has stated that "congressional legislation authorizing extraterritorial diplomatic and 
intelligence activities is superHuuus, and ... statutes infringing the President's in.herent Article ([ 
authority would be unconstitution.al." Timely Notification Requil'ement Gp., 10 Op. OLC. at 
164. (U) 

Whether the Presidellt's power to conduct foreign intelligence searches within the United 
States is one of the inherent presidential powers with which Congress cannot interfere presents a 
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difficult question. !l is not immediately .obvious which of Congress's enumerated powers in the 
Geld of foreign affairs would provide authority to regulate the President's use of constitutional 
methods of collecting foreign intelligence. Congress has authority to "regulate Commerce with 
foreign Nations," to impose "Duti.es, Imposts and Excises," and to "define and punish Piracies 
and Felonies committed on the high Seas, and Offenses against the Law of Nations " U.S. Canst. 
art. r, § 8, cis. 1,3,10. But none of those powers suggests a specific authority to regulate the 
Executive's intclligenceogathering activi.ties. Of course, the power to regulate both foreign and 
interstate commerce gives Congress authorily generally to regulate the facilities that are used for 
carrying communications, and that may arguably provide Congress sufticient authority to limit 
the interceptions the Execulive can undertake. A general power to regulate commerce, however, 
provides a weak basis for interfering with the President's preeminent pOSition in the (ield of 
national securily and foreign intelligence. Intelligence gathering, afier all, is as lhis Office has 
stated before, at the "heart" of Executive functions. Since (he time of the Founding it has been 
recognized that matters requiring secrecy - and intelligence in particular - are quintessentially 
Executive functions. See, e.g., 71,e Federalist No. 64, at 435 (John Jay) ("TIle col1\'ention have 
done well therefore in so disposing of tbe power of making tre.aties, that although the president 
musl in fomling Ihem act by tbe advice and consent of the senate, yet he will be able to manage 
the business of intelligence in such manner as prudence may suggesL")J6 (T8/,l£1 8TLWh'HF) 

.lit two olher cOIlgressional p<lwcts - the power [0 "n4lke Rules for {he Goven1menr and Regulation of the 
land and nav.1 Forces;' and !he Necessary and Proper Clause, U.S. Canst art. t, § 8, cts. t4, 18 - are even less 
likely sources for congrcssiOlll\1 autbority in lhls cootext ffSl/S! STLWfINFj 

As tltis Office hus previously noted, the former clause .bould b. construed as authorizing Congress 10 

"prescrib(e] a code of conduct &overoing mili~1ry life" rather than 10 "control actual military operation,." Letter fO\' 
Hon. Arten Specter, U.S. Senate, from Charles J. Cooper, Assistallt Allorney General, om"" of Legal Omllse! 8 
(Dec. 16, 19&7); see also Chappell v. Waliace, 462 U.S. 296, 30 l (1983) (noting that the clause respooded {o the 
need (0 establish "rig,bts, duties, nnd responsibilities in the framework of the military establishment, including 
regula-Hons, procedures, and remedies related tn mHi~lIry disciptine:H

); cf Memorandum for William J. Haynes, II, 
General Counsel. Department of Defeose, fron1 Jay S. Bybee, A$sislant Attorney Oenerat, Office of Legat Counsel, 
Re: The Presidenl's Power as Comml1nder in Clriefto CTransjer Caprured Terrom41O lhe Conlrol and Custody of 
Foreign Na/ions 6 (Mar. 13,2002) (Omgre.ss's authority [0 make rules for tlle ~overnmenl IUld regulation of the 
land and naval force. i.limited 10 Ibe discipline of U.S. troop', and does not extend to "the'rules ofmgagement ond 
tre"lInent concerning euemy combatants"). (U) 

The N<cessary altd Proper Clause, by its own tollllS, allows Congress only to "call')'O into Executiou" other 
powers gran led in the Coostitution. Such. power could nol, of COUlS., be llSed to limit or impinge upon one of 
thost other powers (the President's in.herent authority 10 conduct warrantless surveillanc.e under the (,,-emmandcr·in
Chief power). Cf, George K. Walker, United Simes Nat/ollal Security Law and United Nation.r Peacekeeping or 
Peacemaking Operalions, 29 Wake Forest L Rev. 435,479 (1994) ("The [Necessary nnd Proper] clause authorizes 
Congress to act with re~pec1 to its own fuoctions as well as those of other branch('.s except where the Constitution 
forbids ill or in the limited number of instances where exclusive power is specifically vesced elsewhere. The power 
10 preserve, prolec~ and defend, as Commander-in-Chief, is sotely vested in the President. Thus, although tll< 
Congress mighl provide annod forces, Congress cannot dictate to the President how to use them.") {internat 
quotation marks and (oomotes omitted); Saikrishna Pt1lkasb., The Essen/ial Meaning of £;:r!£;Ulive Power, 2003 U. 
Ill. L. Rev. 701, 740 ("The Necessary and Proper Clause pennits Congress to assisl the pcesiden! in the exercise of 
his powers; if does natgxant Congress a license to reaJtocale or abridge powers ilk-eady vested by {he 
Canshlution."J. (0) 
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The legislative history ofFISA amply demonstrates that the constitllti<:>nal basis for the 
legislation was open to. considerable doubt even at the time the statute was enacted and that even 
SUPIJorters o.f the bill recognized that the attempt to. regulate the Prcsidet1t 's authority in this field 
presented an untested question of constitutional laIN that the SUIJreme COllrt might resolve by 
tinding the statute unconstitutional. For example, while not opposing the legislation, Attarney 
Genera! Levi nonetheless, when pressed by the Senate Judiciary Cammittee, testified that the 
President has an inherent conslilutional power in this field «Which cannot be limited, no. malter 
whal the Congress says." See Forelgll Il1lelligence Surveillance ACl of 1976: Hearing Before the 
Subco/tlm. 0/1 Crim. Laws and Procs. of rhe Senate Comm. olllhe Judie/my, 94th Cnng. 17 
(1976) ("J976 FISA Hearing"). Similarly, fonner Deputy Attorney General Laurence Silbemlan 
noted that previous drafts oftile legislation had propedy recognized that iftlle President had an 
inherent power in this field - "inherent," as he put it. "meaning beyond congressional cantrol"
there shOUld be a reservation in the bill acknowledging that canstitutional authority. He 
concluded that the case for such a reservation was "probahly constitulionally compelling." 
Foreigll Intelligence Electrollic Surveillance: Hearings Before the SlIbcomm. on LegL~laliol1 of 
the HOllse Penl/. Select COnlm. 011 Intelligence 217, 223 (1978) (statement ofLaur~nce H. 
Silbemum).l7 Senator McClellan, a member oCthe Judiciary Committee, noted his view that, as 
of 1974, given a constitutional power in the President to. conduct warrantless intelligence 
surveillance, "no statute cauld change Of alter it." }976 FISA Hearing at 2. And even if the law 
had developed since 1974, lle still concittded in 1976 that "under any reasonable reading of the 
relevant court decisians, this bil! approaches the outside limits of our Constitutional power to 
prescribe restrictions on and judicial participation in the President's responsibility to protect tms 
country fi·om threats from abroad, whether it be by electronic surveillance or other lawthl 
means." Jd. Indeed, the Conference Report took the unusual step of expressly acknowledging 
that, while Congress was attempting to fareclose the President's reliance on inherent 
constitutional authority to conduct surveillance outside the dictates ofFISA, "tbe establishment 
by this act of exclusive means by which lhe President may conduct electronic surveillance does 
not foreclase a differe.nt decisiclO by the Supreme Cowi" B.R. Conf. Rep. No. 95-1720, at 35, 
reprinted ill 1978 U.S.C.C.A.N. 4048, 4064. The Conference Report thus effectively 
acknowledged that the congressional fonlY into regulating tbe Executive's inherent authority to 
conduct foreign intelligence surveillance - even in a nOl1"waJ; context - was sufficiently open to 
doubt that the statute might be struck down. (TBi/Sf STbVl//NF) 

Even Senator Kennedy, one afthe most ardent supporter:s of the legislation, 
acknowledged thath raised substantial constitutional questions that would likely have \0 be 
resolved by the Supreme Court. He admitted that "(ijfthePresident does have the (inherent 
constitutional] power (to. engage in electronic surveillance far national security purpo.ses), then 
depreciation of it in Cangressional enactments crumat unilaterally diminish it. As with claims of 

31 The 1002 per cun'am opinion of the ForeIgn inlelligence Surveillance Court of Review (for a panel tlll1:1 

included Judge Silb~nnan) noted tha'. in lighl of intervening Supreme Coun cases, there is no longer "mucb teft to 
an argument" tilat Silberman had made in his 1978 testimony about FISA's being inconsistent with "Article UI case 
or controversy responsibitities of federal judges because of the Set"'!' non-adversary process." lit re Sealed Case, 
J 10 F.3d 717,7320.\9. That constitutional objection was, of cou=, comptetely separ.te trom the one based upon 
the:: President's inherent powers. (TSfJS1 STI.~)}/I/NF) 
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Executive privilege and olhcrinherent Presidential powers, the Supreme Court remains the final 
arbiter." 1976 FlSA Hearing a( 3. Moreover, Senator KeflIledy anci other senators effecti vel >' 
higillighted their own perception that the legislation might well go beyond the constitulional 
powers of Congress as tl\cy repeatedly sought assurances from Executive bmnch officials 
concerning the facl that "this President has indicated that he would be bound by [the legislation]" 
and speculated about "Ih Jow binding is it going to really be in tems of futllre Presidents?" fd. at 
J6; see also td. at 23 (Sen. Hlllska) ("How binding would that kind of a law be upon a sue.cesser 
President who would say ... I am going to engage in that kind of surveillance because it is a 
power derived directly from lhe Constitution and can.not be inhibited by congressional 
enactment?"). The senators' elllphasis 00 the current President's acquiescence in the legislation, 
and trepidation conceming the positiollS future Presidents might take, makes sense only if they 
Wel'e sufficiently doubtful oftlle constitutional basis for FISA thalthey conceived of the bill as 
more of a practical compromise between" particular President and Congress rather than an 
exercise of autllority gl'anted (0 Congress underthe Constitution, which would necessarily billd 
futllre Presidents as the law of the land. (TSffSI STL'.vifNF) 

Finally, other members of Congress focused on the point that, whatever the scope of 
Congress's authority 10 impose some form of restriction on the President's conduct of foreign 
intelligence surveillance, the particular restriction imposed in FISA - requiJlng resort to an 
Article III court for a surveillance order - raised its own separation-of-powers problem. Four 
members oflhe House's Permanent Select Commilleeoll fntelligence criticized this procedure on 
constitutional grounds and argued' that it '''would thrust the judicial branch into the arena of 

. forelgn affairs and thereby improperly subject 'political' decisio.ns to 'judicial intrusion'" H.R 
Rep. No. 95-1283, Pl. I, at III (1978), They concluded that it "is clearly inappropriate to inject 
the Judiciary into this realm of foreign affairs and natiooal defense which is constitutionally 
delegated to the President and to the Congress." Id. at 114. Similar concems about 
constitutionality were raised by dissenters from the Conferenc.e Report, who noted that "this 
legislation attempts to do thai wbich it cannot do: transfer a constitutionally granted power from 
one branch ofgovernment to another." 124 Congo Rcc. 33,787, 33,788 (Oct. 5,1978). 
(""'81J~? STT HUo"lF) J. fi;J. .l-J-I"Y'/J. 

The only court that has addressed the relative powers of Congress and the President in 
this field, as far as we are aware, has suggested that the balance tips decidedly in the President's 
favor. The Foreign Intelligence Surveillance Court of Review recently noted that all courts to 
have addressed the issue have '11eld that the President did have inherent authority to conduct 
warrantless searches to obtain foreign intelligence infomlation." In re Sealed Case, 310 F.3d 
7 t 7,742 (Foreigrl Intel. Surv Ct. of Rev. 2002). On the basis orthat unbroken line of precedent, 
the Court "[took] for granted that the President does have thai authority," and concluded that, 
"asswniog that is so, FISA could not encroach on the President's constitutional power." Id. JE 

Although that statement was made without extended analysis, it is the only judicial statement on 

JI In the past. oUler courts have declined to express a view on that issue one way or the other _ See, e.g .• 
BUfenko, 494 f.2d at 601 ("We do llo.1 inti.rnat{;~ at this rime, any view whatsoever as the proper '(esabulan oflhl! 
possible clash of the conslilllon •• 1 powers of the Presidenl and Cougrcss."). (TS1I21 STLl!!lfN4') 
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poinl, and il comes from Ihe specialized appellale court created expressly to deal wilh foreign 
intelligence issues under FJSA. (1'5/181 STLWIfNF) 
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b. In tbe narrow context of interception of enemy 
communications in the midst of an armed conflict, FlSA is 
uDconstitutional as applied (TS//Sl SrLW/MP) 

For analysis of STELLAR WIND, however, we need not address such a broad question, 
nor need we focus our analysis solely on the President's general authority in the realm of foreign 
affairs as Chief ExeclItivc. To the contrary, the activities authorized in STELLAR V·lIND are 
"I~o - and ino~(~rJ, primarily - an exercise oCthe President's allthority as Command!;!r in Chid. 
That authority, moreover, is being exercised in a particular factual context that involves <Ising the 
resources oftbe Department of Defense in an artl1\!d con.flict to defend the Nation from renewed 
attack at the hands of an enemy that has already inflicted the single deadliest foreign attack in the 
Nation's history. As explained above, each Presidential Authorization for a renewal ofllle 
STELLAR WIND authority is based on a of threat infomlation from which the 

addition, the Authorization makes clear that the electronic sUIVeiJIance is being "mnor 
the purpose of detection and prevention oftenorls! acts wiUlia the United States," ld. 
SUlveillance designed to detect communications that may reveal critical infonnation an 
attack planned by enemy forces is a classic foml of signals intelligence operation that is a key 
part of the military strategy for defending the country. Especially given thal the enemy in this 
conflict has already demonstrated an ability to insert agents into the country surreptitiously to 
carry out atlacks, the imperative demand for slIch oftbe [or 

OUf ~'"'JU'" fC'CU;Sr;:s 

en1lpl1asis, moreover, the question of congressional authority to regulate the 
Executive's powers to gather foreign intelligence has never been addressed in such a context. 
==r <'TO"''''''''' ~ .. OTt::' fr,ii.:'iC) 

Even in thaI narrow context, the conflict between the restrictions imposed by Congress in 
FISA and the President's inherent authorities as Commander in Chief presents a complex and in 
many respects novel queslion. As set out below, we now conclude that, at least in the narrow 
circuOlstances presented by STELLAR wn® in the CUtTent conflict with al Qaooa and its 
affiliated terrorist organization., the President has exclusive constitutional authority, derived 
from his dual roles as Cot1Uuander in Chief and sole organ for the Nation in foreign affairs, to 
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order warralltl~ss foreign inleHigenc(: surveillance targeted at communications orlhe enemy Ihal 
Congress cannot ovenide by legislation. Provisions in FISA lhat, by their [elms, would prohibit 
the warrantless content collection ulldert;lken under STELLAR WIND are lhus uIlconstitutional 

I· d' I' t '''''8 'IN C'j'f:lH ""Cl . as app Ie 111 1115 con ext. (7 'Nt-v' n nne, 

As rio led above, there are few precedenls to provide concrete guidance conceming 
exactly where the line should be drawn delining core Commanderoin-Chiefallthorities with 
which Congress cannot interfere. This Office has long concluded, based on decisions of the 
Supreme Court, that the Conunander-in-Chief Clause is a substantive grant of authority to the 
President. See. e.g., Memorandum for Charles W. Colson, Special Counsel to the President, 
from William H. Rehnquist, Assistant Attorney General, Office of Legal Counsel, Re: The 
President and the War Power: SOl/th Vietnam and the Cambodian SaJ1cil/anes 5 (May 22, 1970) 
("Cambodian Sanctuaries") ("[T]he deSignation of the President as COll1rnand~r·in·Chief of the 
Armed Forces is a substantive grant of poweL"). It is thus well established in principle that the 
Clause provides some area of exclusive Executive authority beyond congressional controL The 
core oftlle Conunander-in-Chiefpower is the authority to direct the armed forces in conducting a 
military campaign. Thus, the Supreme Court has made clear that the "President alone" is 
"constitutionally invested with the entire charge oChostile operations" Hamilton v. Dillill, 88 
U_S. (21 Wall.) 73, 87 (1874); s&ea(so United Stales I'. SweehY, 157 U.S. 281, 284 (1895) 
("[T)he object orllle (Commanderoin-Ch.iefClause) is evidently 10 vest in the President. " slich 
supreme and U/ldivided command as would be necessary to the prosecution of a successful war." 
(emphasis added»); 1'lte Federalist No. 74, at 500 (Hanlilton) ("Ofall the cares or concerns of 
government, the direction of war most pe(;uliarly demands those qualities which distinguish the 
exercise of power by a single hand. The direction of war implies the direction or the common 
strength; and the power of directing and employing the common strength, forms an usual and 
essential part in the definition of the executive authority."). Similarly, the Court has stated that, 
"[als commander-in-chief, [the President} is authorized to direct the movements of tile naval and 
military forces placed by law at his command, and to employ (hem in the marmer he may deem 
most effe(;tuallo harass and conquer and subdue the enemy." Flemillg v. Page, 50 U.S. (9 How.) 
603,615 (1850). As Chief Justice Chase explained in 1866, Congress's power "extends to all 
legislation essential to the prosecution of war with vigor and success, except such as interferes 
with the command of the forces and the conduct of campaigllS. That power and duty belong 10 
the President as commander-in-ehief." £X pllrte Milligall, 71 U.S. (4 Wall.) 2, 139 (1866) 
(Chase, c.J., concurring) (emphasis added); cj Stewart v. Kahil, 78 U.S. (1\ Wall.) 493,506 
(1870) ("The measures (0 be taken in earrying on war ... are not defined (in the Constitution]. 
The decision of all such questions rests wholly in the discretion of those to whom the substantial 
powers involved are confided by the Constitution."). ETSH8! 8TLVlJ!NF) 

TIle President's authority, moreover, is at its height in responding to an attack upon the 
United Slates. As the Supreme Court emphasized in the Prize Cases, the President is "bound to 
resist force by force"; he need not await any congressional sanction to defend the Nation from 
attack and "[h]e must determine what degree of force the crisis demands." The Prize Cases, 67 
U.S. (2 Black) 635, 668, 670 (1863). Based on such authorities, this Office has concluded that 
Congress has no power to interfere with presidential decisions concerning the actual management 
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of a military campaign. See. e.g., Memorandum lor Daniel J. Bryant, Assistant Attomey 
General, Office of Legis I a live Affairs, from Patrick Philbin, Deputy Assistant Attomey General, 
Office of Legal Counsel, Re. SwiJi Justice Authorization Ael 11-14 (Apr. 8, 2002); Training of 
British Flying Students ill [he United Slates, 40 Op. AH'y Gen. 58,61 (1941) ("[nn virtue of his 
rank as head orthe forces, he has cerlain powers and duties with which Congress caru10t 
interfere." (internal quotation marks omitted»)'O As we have noted, "[iJt has never been doubted 
that the President's power as Commander-in-Chief authorizes him, and him alone, to conduct 
armed hostilities which have been lawfully inst(tuted." Cambodian Sallctuaries at IS. And as 
we explained in detail above, see supra pp. 29-30, the interception of enemy cOlnmunical\ons is a 
traditional element of the conduct of such hostilities during wartime and necessarily lies at core 
orthe President's Commander"in-Chiefpower. (TSNSI STLWh'HF) 

We believe that STELLAR WJND cOllles squarely within tire Commander in Chiefs 
authority to conduct the campaign against at Qaeda as pact of the cun'ent aImed conflict and that 
congressional efforts (0 prohibit the President's efforts to intercept enemy conununications 
through STELLAR WlND would be an unconstitutional encroachment on the Commander-in
Chief power. (TS/,lSI STL\'lI/NF) 

,. Along similar lilles, Francis Lieber, a principal tegal advi.er co the UnioD AnJly during the Civil War, 
explained that the "directioD afmiiilary movem~nt 'belongs 10 comrllJllld, and neither the powe, ofCongre"" 10 
raise and support armies, not the power to make- rules for'the government and regulation of the land and ollval 
forccs, nor tile power to declare war, gives it the commaod of the army. Here the constitutional power ofl.hc 
President as cOlTlIlUlIlder-i.n-chief is exclusive,'" Cfarollce A. Berdahl, War Pm .... ers oft"€! Execu(iv(J in [he United 
Stales lt8 (1921) (quoting Lieber, Remarks on Army Regulations 1&). (U) 
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On the other side oftlle balance. there are instances in which exectltive practice has 
recognized some congressional cOll!roj over the Executive's decisions concerning the anned 
fOr(:65. No example of which we are aware, however, involves an attempt at congressional 
regulation of the actual conduct of a campaign against enemy forces" For example, just hefore 

"Many have pointed to the annual mesMge that President lllOUlas Jettet1l0n sent to Congress in 1801 as 
slipport for ule propositi,," tha! exe('utive practice in Ole early days "r the Republic acknowledged congressional 
power to reguln1e even the President's commalld over the amlcd farces. See. e.g., Youngstown, 343 U.S. at 64 n.lO 
(Jackso", J., concurring), Edward S. Corwin. Ti<c Preside",'s CO<lf1'ol of Foreign Relalions I 3[·}3 (1917); Louis 
Fisher, Presidel!trai War Power 25 (1995); see also Abraham D. Sof,or, War. Poreign Affairs. alld eol!sri(II(ionai 
Power. The Origins 212 (1976) ("Most commentators have aeceploo this famous statement of deference to 
Congr.s, as accurare and made U1 good fa.ilh."). In the message, lefferson suggested that a o •• al force he had 
dispatclied to the Mediterranean 10 answer threats 10 American shipping from dIe Srubaty jK>wers was 
"[ll)n.ulhodzed by the Constitutioo, without the sanction of Congress. to go beyond the ~ne of defense." Sofaer. 
War. Foreig" Affairs, m,d Q"'SIIMionifl Power.f 212 (quoting 11 Annal:; ojCongress 11-12). But the ordors 
ac!uaHy given to Ihe naval commanders wct:e quite different. They instructed th~ officers tha~ if upon their arrival 
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World War ll, Allomey General Roberl Jackson concluded thai the Neutrality Act prohibited 
Presidenl Roosevelt from selling certain aimed naval vessels (so-called "mosquito" boa IS) and 
sending them to Great Britain. See AcquisitIOn ofNava! and Air Bases ill Exchangefor Over· 
Age Destroyers, 39 Op. AU'y Gen. 484, 496 (1940). Thus, he concluded that Congress <.:ould 
cuntrol the Commander in Chief's abilily 10 transfer that war maleriel. That conclusion, 
however, does Jlot imply any acceptance of direct congressional regulalion ofthe Commander in 
Chiefs conlrol of tile means and methods of engaging the enemy in an actual conflict. Indeed, 
Congress's authority in the context of controlling Ihe sale of American naval vessels 10 another 
country was arguably bolstered in part by Congress's authority over "provid[ingJ and 
maintain[ingJ a Navy." U.S. Cons!. art. I, § 8, cI. 13. Similarly, in Youngstown Sheet & Tube 
Co. "'. Sa\\~lel', the Truman Adminislration readily conc.eded that, if Congress had by statute 
prohibited the seizure ofsteel mills, Congress's action would have been controlling. See Brief 
for Petitioner at ISO, Youngstowl!, 343 U.S 579 (1952) (Nos. 744 and 745) ("TIle President has 
made clear his readiness to accept and execute any Congressional revision of his judgment as to 
the necessary and appropriate means a r dealing with the emergency in the steel induslry."). 
There again, however, that concession c;oncerning congressional control over a matter of 
economic production that might be related to the war effort implied no concession conceming 

tr I tl 11 d r . (I <TSUS! ST' """W} con 0 over le me 10 so engagmg 1C enemy. \' ". ~ ,no< 

Lastly, in terms of executive authorities, there are many instances in which the Executive, 
after taking unilateral action in a wartime emergency, has subsequently sought congressional 
ratification orthus~ actiuns. Most famously, President Lincoln sought congressional sanction ill 
186\ for having enlisted temporary voluntevl'S in the arrny and having enlarged the regu lat ali'llY 
and navy while Con.gress was in recess. See Message to Congress in Special Session (July 4, 
1861), in Abraham Lincoln.' Speeches alld Writings, 1859-1865 at 252 (Don R Fehrenbacher ed. 
1989). ln his proclamation ordering these actions, Lincoln explaint'.d that his orders would "be 
submitted to Congress as soon as assembled." Proclamation afMay 3. /861, 12 Stat. 1260. 
Such examples shed relatively little light, however, on the distinct question of Presidential 
authority to defy Congress. A decision to seek congressional support can be prompted by many 
motivations, including a desire for political support, and thus does not necessarily reneet any 
legal determination that Congress's power on a particular subject is paramount. In modem times, 
after ali, several administrations have sOllght congressional allthorizations for use of military 
force without conceding that such 3uthori7..ations were in any way constitutionally required and 
wIllIe preserving the ability to assert the uooonstitutionality ofilie War Powers Resolutiou. See, 
e.g., Slatemem On Siglling the Resolution AUlhoriziltg the Use ofMilitllry Force Aga/llst Iraq, I 
Pub. Papers of George Bush 40 (1991) ("[MJy request for congressional support dId not. 

in the Mediterranean lhey should discover {hat .. he Barbary powers had declared war against (he United Slates, d you 
will Uten distribute your force in such manner . .. so as best to protect our conuucrce and chastise their insolt;ncc ~ 
by sinldng, burning or destroying their ship' and vessels wherever you .han find them." Jd. at 210 (quoru1g Nat·at 
Documents Relaled 'a ,Ire Un ired Stales War WIlli Ihe 8arbaJY Powers 465·67 (J939}); see also David P. CImic, 
11le Conslill/lion in COIl!Jl'€Ss: The JriffersoNlons. 1801-1829 at 128 (2001) ('1o,Jeithcr (he Administratioll' s orders 
nOr tb~ Navy's actions reflected me narrow view of presidential authority Jefferson espoused lfl his Annual 
Message."); id, at 127 ("Jefferson's pious. words to Congress were to a considerable exfent belled by his own 
actions. "). (lJ] 

56 
TOP SECRETJ._fCOMINT STELLAJt 'Nr.NE~!NOFORI\1 



TOP SECH£:FiI.ICOMINT STELLAR 'N[ND~ 

constitute any chatlge in the long-standing positions of the executive branch on either the 
President's constitutional authority to use the Armed Forces to defend vital U.S. interests or the 
constitutionality of the War Powers Resolution."). Moreover, many actions for which 
congressional support has been sought - such 3s'PresiderIt Lincoln's action in raising an anny in 
1861 - quite likely do fall primarily Linder Congress's Article I powers. See U.S. COllSt. art. I, 
§ 8, cl. 12 (granting Congress power "to raise and Slll'port Armies"). Again, however, such 
actions are rcadily distinguishable from the direct control over tbe conduct ora c.ampaign againsl 
the enemy. Past practice in secking congressional supporl in various other situations thus sheds 
little light on the precise separation of powers issue here. (TSHSI S~'L\W/NF) 

There are two decisions oflhe Supreme Court that address a conflict between asserted 
wartime powers of the Commander in Chief and congressionallcgislation and that resolve the 
conflict in f~vor of Congress. They are lillie v. 8(1l'l'e1ll(',6 U.S. (2 Cranch) 170 (1804), .od 
YOIiIIgslowlI Sheet & Tube Co.!'. Sawyer, 343 U.S. 579 (1952). These are the cases invariably 
cited by proponents ofa congressional authority to regulale the Commander-in-Chiefpower. We 
conclude, however, tbat both are distinguiShable from the situation presented by STELLAR 
WTND in the con11iCi with al Qaeda and thus that they do not support the constitutionality of the 
" '5t • ('0 ' FrS A a l' d J ~, f'FS"'" <',,(,[ 111llh1Fj .t .. net nSJn ....... as PPle ll:.le, \~m .. .J' '..Jl.Lo-l'n. 

Borreme involved a lihel brought to recover a ship seized by an officer of the Urrited 
States Navy on the high seas during the Quasi War with France in 1799. TIle claim am sought 
return of the ship and danlages from the officer on the (heory that the seizure had been unlawful. 
The seizure had been based upon (he officer's orders implementing an act of Congress 
suspending commerce between the United States arId France. In eSsence. the orders from (he 
President to the officer had directed h.im to seize any American ship bound 10 or from a French 
port. The ship in question was suspected of sailingji'om a French port. TIle statute on which [he 
orders WCl'e based, however, had authorized solely the seizure of American ships bound 10 a 

French pOtt. U)e Supreme COU.rL concluded that the orders given by the President could nat 
authorize a seizure beyond the tem1.~ ofihe statute - that IS, they could not authorize anything 
beyond seizures of ships sailing to a French port. As the Court put it, "the legislature seem to 
have prescribed that the marmer in which this law sball be carried into execution, was to exclude 
a seizure of any vessel not bound to a French port." Ie!. at 177-78 (emphasis omitted). As a 
resull. the Court ruled not only that the seizure was not authorized, but also that the officer was 
liable in damages, despite having acted within his orders. See id. at 178-79. The decision has 
been broadly characterized by some as one in which the Court concluded that Congress could 
restrict by statute the means by which the Presidenl as Conunauder in Chief <;QuId direct the 
armed forces 'to carry on a war_ See. e.g., Olenno11, Consritutiolla! Diplomacy at 13 ("in Little 
... , an implied congressional prohibition against certain naval seizures prevailed over the 
Presidenl's conslilulional power as COITlII'"fltlel-irt-c;hief." (footnote umilted)); Foreign aTld 
Military Illtelligence. Book I: Final Rep. of the Senole Select Comm. /0 Study Gov 'tal Operations 
with Respect to Intelligence Aclivities, S. Rep. No. 94-755, at 39 (1976) (characterizing Barreme 
as "affil1u[ing]" the "constiluti(}nal power of Congress" to jimit "the types of seizures that could 
be made" by the Navy); cf Henry P. Monaghan, The Protective Power of the PreSidency, 93 
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Colum. L. Rev. I, 24-25 (1993) (arguing that Rarreme establishes the principle that the President 
has no authority to act "contra legem, even ill an emergency"), (TSI/SI STL'Ni,£NF) 

We think such a characterization greatly overstates the scope orthe deciSion, which is 
limited in three substantial ways. First, the operative section of the statute in question restricted 
the movements of and granted authority to sci<c American merchant ships.') It was not a 
provision that purported to regulate by statute the steps the Commander in Chief could take In 

confronting anned vessels of the enemy. Thus, neither in Barreme nor in any other case arising 
from the Quasi War (so far as we are aware) did the Supreme Court have occasion 10 rule on 
Whether, even in the limited and peculiar circumstances of the Quasi War, Congress could have 
placed some restriction on the orders tbe Commander in Chief could issue concerning direct 
engagements with enemy forces." We think that distinction is particularly important when the 
content collection aspect of STELLAR WIND j" urtde, (oonsirieralion, hecause content collection 
is directed solely against targeted telephone numbers or e-mails where there is a reason for 
believing thaI one of tile communicants is an enemy. (TSllSf-STLW,l/HF) 

Second, and relatedly,it is signiticantthat (he statute in Barreme was expressly cast, not 
as a {imitation 011 tile conduct of warfare, but rather as a measure on a subject withm the core of 
Congress's responsibilities under Article r - regulating foreign commerce. See supra n.43 

" The text of 0,. ftrst section of Ute act provided thaI "from and after the fIrst day of March next no ship or 
vessel O-wued. bti'ed or ernployed f wholly or .i11 part, by any persoD resident within the United Sloles, and wruch shall 
depart tilerc (rom, shall be allowed [Q proceed directly, or from fillY intennediate port or place, to any port or place 
within the lerrito,y of the French ,epublic." Barreme, 6 U.S. (2 Craueh) al t70 (quo ling Acl of February 9, 1799) 
(empbases onilttcd). SeetioD 5 plt.wided "[tlbat it shall be lawful for Ibe President of the Uniled Slates, 10 give 
instnictions to tile commaoders of the public armed ships of the United Slates, to stop and examine any ship or 
vessel of the United Slates, on (he high sea, which there may be reason to suspect to be engaged in any traffic or 
oommC·fCC ('.Outrary to the true tenOr hereof; and if. upon examination, it shall nppear that such ship or vessel is 
bound Or sailing to any pon Ot place within. tbe territory of the Frencb repu~lie, Or hcr dependeocies, contrary to the 
~ltent of this act, it shall be the dUlY of the commander of sucb puhHc armed vessel, 10 seize every such ship OT 
vessci engaged in sucb illicit comme'ce .... " rd. at 17t (empb.sos omitted). (U) 

.. In fact, if anything the ooc '"'so tItat came c.lose to raising such. queslio", tends to ,uSgest that the COUrt 
would Mt bave upheld slIch. restriction. In that case ale Court was careful to construe tbe statule, involved so as 
vol to restrict the ability oflbc armed vessels ufilie United States to engage armed vessels uuder French cootrol. In 
Talbot v. Seeman, 5 U.S. (I Cranch) I (lgOt), the U,S.S. Cons/ituti"" had captured au anned merchant vessel, the 
Am"lfo, that, although originally IlIJdcr a neutral flag, bad previously beeo captured and manned b)'. Pflze crew 
from the French navy. The Court explaiued that, under the statutes then ill force, there was no law authoriziug a 
public anned vessel of Ibe United Slate' 10 capture such a vessel bee. use, technically, in contemplation of taw il 
was slili • neutral vessel until tile French pm;. crew had brought it to port and had it fonnally adjudicated a lawful 
prize. See id. at 30·3l. The Court conclUded that ule capture was lawful, bowever, because d,e captain of the 
C.onstitu/lOn had probable cause at Ihe tinle of tlle capture to doubllhc character of ule Ship. TI,e COllit went on to 
'exptain, moreover, thaI even if"thc cbaracler oCllle Ameiia bad been completely ascertained," the eapNre still 
would have been lawful because "as: she was an anncd vesseltmder Frcuch authority, and in a condition to aunoy 
the American commerce, it was [tbeAmerican captain's] duty 10 render her incapable of nil, chief." {d . • 132. The 
Court re.ached O,.t conclt"ion even though Ihere was also no act of Congress RlIUlorizing public anned vessets of 
the United Sta{f',s to seize such ve,sscls lmder French controL TIle Court concluded that the starute..c; mu.'it 
nevertheless be cOnstnled 10 pwnil, and certainly not to prohibi~ such an action. fd. 3t32-33. (lJ) 
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(quoting text of Act of FebllJary 9. 1799). It happened that many of the actions taken by the 
armed forces during the Quasi War involved solely enforcing restrictions such as that conlained 
in the statute in Barreme. But that was part and parcel o[the peculiar and limited nal11re ofthe 
war that gave it its name. The measures that Congress imposed restricting commerce look center 
stage in the "conflict" because the extent of full·blown hostilities between the anned lorces was 
extremely limited. See Alexander DeConde, The QlIIJsi-War 126 (1966) ("The laws themselves 
were hal f measures .... , were ba$ically defensive. and were to expire when the commanders of 
French ships stopped their depredations against American c.ommerce. This was why. from the 
American point of view. the clash with France was a quasiewar."). (TSNSI STLWlIJ>W) 

Finally, reviewing fJerl"eme in light of both contemporary decisions addressing the nature 
orthe conniet with France and later precedents. such 8S the Prize Cases, 67 U.S. (2 Black) 635 
(1863), makes clear that the Supreme COllri c0l15idered the unusl1al and limited nature of the 
maritime "war" with France 8 critical factor in concluding tbat statutes might constraiu the 
Commander in Chief's directives to the armed forces. The Court's decision was fundamentally 
based 0(1 the premise that the slate of affairs with France was not sufficiently akin to a fullescale 
warfor the President to invoke under his own inherent authority the full tights of war that, in 
other cases, he might have at his disposal. As a result, he required the special authorization of 
Congress to ac·t. Tbc opinion of the lower court in the case, which is quoted at length in the 
rep0l1 of the Supreme Court decision, makes this premise clear. As lhe lower court had 
explained: "If a war of a common nature had existed between the United States and France. no 
question would be made but the false papers found on board, the destruction oCthe log-book and 
other papers, would be a sufficient excuse for the capture. detention and consequent damages. It 
is only to be considered whether the sanle principles as they respect neutrals are to he applied to 
t1 . .. Jd ([73 ( ·h· 'tt d) 1'1'''''<'£ STl lJuljolF, llsc·a~t;e. ,a emp aSlsoml e . \,LVNO.1I..JTl'fl 

Tlte opinion of the'Sup,rell1e Court, delivered by Chief Justice Marshall, echoes the same 
principle. In framing his discussion, Chief Justice Marshall made clear that "[i]t is by no means 
clear tbat the president of the United St.ales whose high dUly it is \0 'take care that the laws be 
faithfully executed,' and who is commander in chief of the armies and navies of the United 
States, ulight not, without any special authority for that purpose, in the (hen existing state of 
things, have empowered the officers commanding the rumed vessels of the United States, to seize 
and send into port for adjudication, American vessels which were forfeited by being engaged in 
this illicit commerce." Id. at 177. In other words, "in the then existing state.of things" there was 
not a sufficiently clear state of war that the President might have exercised the rights of war to 
stop and examine the vessel and interdicl eonunercc with the enemy. Instead, he required 
"specia! authority for that purpo~e." But ifhe required "special authority" from Congress, the 
extent ofthat authority could ne<:essarily be limited by whatever restrictions Congress might 
impose. Of course, because the Court viewed "the then existing state of things" as insufficient 
for the President to invoke the rights of war under his own inherent authority, the Court had no 
occasion to address the power of Congress to limit the Commander in Chief's autholity in such a 
cas ET"/I~a S'fh'lrllplFl e_vii.,JI 

59 
TOI' 8ECRETI,.fCOM!N'f.....fiTELLAR VlIND_IJ>IOFOR."[ 



TOP SBCRETN.ICOMINT STELL,<\R WlND"fNOFORN 

This understanding is buttressed by contemporary decisions addressing olher actions in 
the Quasi War. Such decisions make it clear, for example, that the Court considered the limited 
character of the waf a peculiafstate ofaCfairs in intemationallaw. As Justice Moore explained 
four years earlier in Bus !'. Tillgy, 4 U.S. (4 Dal!.) 37 (1800), "our situation is so extraordinary, 
thai I doubt whether a parallel case· can be traced in the history ot'nations." !d. at 39 (Monre, I.). 
Members orthe COUlt also indicated their understanding that a more "perfect" state of war in 
itself could authorize the Exewtive to exercise the rights of war, because in such a war "its 
extent vnd operalions are only restricted and regulated by thejlls belli, forming a part of the law 
of nations." }d. at 44,43 (Chase, J.). Indeed, the very same distinction between a full-tledged 
stale of war (which would inherently authorize the President to invoke the rights of war as 
recognized under the law of nations) and a more qualified slate of hostilities (where 
congressional authorization WOllld be necessary) was aho discussed, ahhollgh it was not central 
to the holding, in Bas v. Tingy. The critical issue in the case was whether a particu lat· statute 
defining the dghts of salvage and the portions to be paid for salvage applied to a friendly vessel 
recaptured ij'om the French, or whether its application was more restricted UI time, Justice 
Washington explained his view thai the law should apply "whenever such a war should exi&t 
between the United States and France, or any other nation, as according to the law of nations. or 
special authority, wouldjusritY til" recapture offrielldlyvessels." !d. at 41-42 (Washington, J.). 
That phrasing clearly reflects the asslllnptiOTl that the recapture of a vessel might be authorized 
either by the type of war that existed in itself or by "special authority" provided by Congress_ 
Similarly, Justtcc Washington went on to explain that in another case he had concluded as circuit 
justice that "neither the sort of war tiwi sllbsisted, nor the special COIlUlIissioll undtlr which tilt: 
American acted, authorised" the capture of a particular vesseL [d. at 42 (emphases altered). 
Again, this analysis reflects the assumption that the Quasi W!ll was not the "sort of war" that 
pemlitted the Executive to exercise the full dgb.ts of war under the Corrunander in Chiefs 
inherent authority, but thai such wars could arise. Given (he limited nature of the Quasi War, of 
course, in Bas the Court had no occasion to consider ti,e question whether Congress might 
restrict the Commander in Chiefs orders to the navy in a situation where the "sort of war that 
subsisted" would have allowed the President 011 his own authority to invoke the full rights of war 
under the law of nations. (TIl/lSI 8TLW~W) 

Understood in this light, it seems clear that in the Supreme Court's view, lJarreme did not 
involve a situation in which there was a sufficiently full-scale war that would, in and of itself, 
suffice to ITigger the powers of the President as ConIDlander in Chief to direct the aImed forces 
in a campaign. And thus the Court had no occasion to consider whether Congress might by 
statute restrict the President's power to direct the almed forces as he might see fit in such a 
conflict. Much less did the Court consider in Barreme the situation where a fuJI-scale war Was 

initiated by a foreign atiack - a situation in which, as the Court later made clear in the Prize 
Cases, the President would need no special authodty fi'om Congress: "If a war be made by 
invasion of a foreign nation, the President is not only authorized but bound to resist force by 
force. He does not initiate the war, but is bound to accept the challenge without waiting for any 
special legislative authority." 67 U.S. (2 Black) at 668. (TSl.lSI STLW!fI'W) 
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The limited nature of the conniet at issue in Barreme distillguishes it from the CUlTcn{ 
state of an ned conflict between the United States and al Qaeda. This confHct has included a full
scale attack on Ihe Uniled Slates that killed thousands 0[ civilians and precipitated an 
unprecedentedly broad Congressional Authorization for the Use of Mi litary Force followed by 
major military operations by U.S. armed forces tilat conllnuc to this day. (TS/ISI 8TLWffNF) 

The second Supreme Court decision that Involves a direct clash between asserted powers 
ofthe Commander in Chief and Congress is YoungSlowlI. Some commentators have invoked the 
holding in Youngs/own and the: analysis in Justice Jackson's concurrence to conclude that, at 
least wilen it occurs within the United Stales, foreign intelligence collection is an area where the 
Legislative and Executive bra!lche~ share concurrent authority and that Congress may by statule 
comprehensively regulate the activities of the Executive. See, e.g., David S. Eggen, Note, 
EXI'!Culiw Order 12,333: An Assessment of the Validity of Warrantless National Security 
Searches, 1983 Duke L. J. 61 I, 636-37; cf .fohn Norton Moore el aI., National Sec<1rity Law 
1025 (1990). The case is also routinely cited more broadly as an affimlalion 'of Congress's 
powers even in the face of claims by the Commander in Chief in wartime. [( is t(lie that 
Youngstown involved a situation in which the Executive, relying inter alia on the Con:unander
in·Chief power, attempted to take action that Congress had apparently fore<;losed by statute, and 
that t.he Supreme Court held (he executive action invalid. Beyond a superficial parallel at that 
level of generality, however, we do not tbink the analogy to YoullgstOW/I is apt. 
(TS"SI STL"Q4W) ... n ,YJ 

Youngstown iovol ved an effort hy the President·- in the face of a threatened work 
stoppage - to seize and mn steel mills. Steel was a vital resource for manufacturers to produce 
the weapons and oUler materiellhat were necessary to support troops overseas in Korea. See 343 
U.S. at 582-84. In drafting (he Labor Management Relations Act of 1947 (also known as the 
Taft-Hartley Act) Congress had expressly considered the possibility of giving the President the 
power to effect such a seizure of industry in a time of national emergency. It had rejected that 
option, however, and instead provided different mechanisms for resolving labor disputes. See id. 
at 586. Other statutes, moreover, did provide certain mechanisms for seizing industries to ensure 
production vital to national defense. See id. at 585-86 & n.2. President Tntman, however, chose 
not to follow any of these mechanisms and instead asserted inherent authority to seize the mills 
to ensure the production of steel. (TS/,lSI STL'Nf!NF) 

The Court rejected the President's assertion of powers under the Commander-in-Chief 
Clause primarily because the connection between the President's action and the core 
Commander-in-Chief function of commanding the armed forces was simply too attenuated. As 
the Court poil1ted out, "[eJven though 'theater of war' [may] be an expanding concept," the case 
cleally did not involve the authority over "day-lo-day fighting in a thealt:r of war." lt1. at 587. 
Instead, it involved a dramatic e)(tension of the President's authority from control over military 
operations to control over an industry (hat was vital for supplying other industries that in tum 
produced items vital for the forces overseas. TIle almost limitless implications of the theory 
behind President Truman's approach - which could potentially permit the President unilatcral 
authority to control any sector of the economy deemed vital to a war effort - was clearly an 
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important factor influencing the COlin's decision. Indeed, Justice Jackson's influential 
concurring opinion r~,veals a clear concern for what might be tenned foreign-to-domes1ic 
presidential bootstrapping. The United States became involved in the Korean conflict through 
President Tntman's unilateral decision, without consulting Congress, to commit U.S. troops to 
the defcnseofSouth Korea when the North invaded in t950. That was a national security and 
foreign policy decision to involve U.S. troops in a wholly foreign war. In Youngs/own, the 
President Was claiming authority, based upon that foreign war, to extend far-reaching presidential 
control into vast sectors orlhe domestic economy. Juslice Jackson expressed "alarm[l" at a 
theory under which "a President whose conduc.t of foreign affairs is so largely uncontrolled, and 
often even is unknown, can vastly enlarge his mastery over tbe internal affairs of the country by 
his own commitmell[ o[tbe Nation's armed forces to some foreign venture." Jd at 642 (Jackson. 
J., c;oncurring). (TSltSI STLWitNF) 

Critically, moreover, President Truman's action involved extending the Executive's 
authority into a field where the Constitution had assigned Congress, in the ordinaIY case, a 
preeminent role. As the majority explained, under (he Conm1erce Chmse, Congress "can make 
laws regulating (he relationships between employers and employees, prescribing rules designed 
to settle labor disputes, and fixing wages and working conditions in co;rtain fields of our 
economy. The Constitution did not subject (his law-making power of Congress to presidential or 
military sllpervision or control." !d. at 5S8; see also id. at 587 ("This is ajob for the Nation's 
lawmakero, not for its military authorities."). In addition, as Justice Jackson pointed oul in 
concurrence, Congress i, also given expreos authority to "'raise and support Armies'" and '''to 
provide and maintain a Navy.'" Id. at 643 (Jackson, l, concurring) (quoting U.S. Const. art. I, 
§ .8, cIs. 12, 13). These grants of authority seemed to give "Congress primary responsibility for 
supplying the amloo forces," id., and the crisis at hand involved a matter of supply. Thus, 
YoungstolVJI involved an assertion of executive power that nol only stretched far afield Ji-om core 
Commander-tn-Chief functions, bul that did so by intruding info areas where Congress had beon 
given an express, and likely dominant, role by the Constitution. (TSf/SI STLWflN¥) 

The situation here presents a very different picture. First, the exercise of executive 
authority here is not several steps removed from the actllal conduct of a military campaign. To 
the contrary, content collection under STELLAR WIND is an intelligence operation undertaken 
by the Department of Defense specifically to detect operational conununications of enemy forces 
that will enable the United Slates to detect and disrupt planned attacks, largely by detecting 
enemy agents already within the United Slates. AI Qaeda has already demonstrated an ability, 
both on September I J and subsequently (in cases such as Jose Padilla and Ali aI_Marti'S) to 
insert agents into the United Sta(es. As explained above, the efforts under STELLAR WIND to 
intercept communications that would lead to the discovery of more such agents or other planned 

"AI-MatTi entere.d ule Untted States on September 10, 2001. H~ was originally "detained in Dcecmber 
2001 as a materiat witness believed (0 have evidence about the terronst altacks o[September I J ," and the Presideot 
later determined he is "an enemy comb.tant affUiated with 01 Q.eda." 41-Mam v. Rumsfeld, 360 F.3d 7(/7,708 (7U, 
Gir. 2004). (U) 
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attacks on the United States are a core exercise of Commander-in-Chief authority in the midst of 
an anned conOicl. (TSH1'iI STLW/fl>ff) 

In addition, the theme that appeared most strongly in Justice Jackson's concurrence in 
Youngstown expressing a concem for a form of presidential boot-s((-apping simply docs not apply 
in this context. Justice Jackson evinced a CO(1cem for two aspects ofwhat might be termed boot
strapping in the Executive's position in YOU/lgstown_ First, the President had used his own 
inherent constitutional authority to commit U.S. troops to (he Korean conflict. He was then 
attempting, withoul any express autbori2.ation for the conflict from Congress, to expand his 
authority further on the basis of the need to suppor! the troops already committed to hostilities. 
Here, however, Congress expressly provided the President sweeping authority immediately after 
September II, 200 1 to use "all necessary and appropriate force" as he deemed required to protect 
the Nation from further attack. Congressional Authorization § 2(a). Second, in Youngs/own 
Justice Jackson was concerned that Ihe President was using an exercise of his Commaoder-in
Cruefpowers in the foreign realm to justify his assumption of authority over domestic matters 
within the United Slates. Again, this concern must be understood in light of both the particular 
contexl of the Korean conflict and the type of powers being asserted. There, the conflict was 
strictly confined to the Korean peninsula overseas, and there was flO suggestion that the 
President's actions in (he United States had any connection whatsoever to meeting an enemy 
threat withilllhe United States. As a result, Youngstown must not be overread to suggest tilac the 
President's authorities for engaging the enemy are necessarily somehow less extensive inside the 
United SUItes than they are abroad. The extent ofthe President's authorities will necessarily 
depend on where tbe enemy is found. Long before YoungstowlI, it was recognized that, in a 
large-scale conflict, the area of operations could readily extend to the continental United States, 
even when tbere are no major engagements of armed forces here. As long ago as 1920 in the 
context of the trial ofa Gennan officer for spying in World War 1, it was recognized thaI "[w]ith 
the progress made in obtaining ways and means for devastation and destruction, Uw territory of 
the United States was certainly within the field of active operations" during the war, particularly 
in the port of New York, and that a spy in the United Stales might easily have aided the "hostile 
operations" of U-boats off the coast. United States ex rel. Wessels v. McDonard, 265 F. 754,764 
eRD.N.Y. 1920). Similarly, in World War U, in Ex parte Quirin, 317 US. 1 (1942), the 
Supreme Court readily recogrllzed that the President had authority as Commander in Chief to 
capture and t1y agents of the enemy in the United States, and indeed that he could do so even if 
they had never "entered the theatre or zone of active military operations." [d. at 38 .... 
(TS"Sf sn ""'NF) t~ 4ffh 

In tltis conflict, moreover, the battlefield was brought (0 the United States {uthe most 
literal wayan September 11, 200 I, and ongoing intelligence indicates that further attacks on (he 
United Stales will be attempted. In addition, in this conflict, precisely because tbe enemy 

.. BUI see Padilla v. Rumsfeld, 352 F.3d 695, 712 (2d Cu. 2003) (hQlding Urol an.1 Qaed. oper-llIve seized 
in Chicago could not be detained in South Carolina without statutory authorization because "the P,esident lacks 
inherent consiitutional authority as Conuuander-in·Chiefto detain American ci.tizens on American soil outside 3.. 

zone of combat"), cerl. gramed, .124 S. Ct. t353 (2004). (U) 
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operates by stealth and seeks to infiltrate the United States undetected, it is the intelligence front 
that is the most vital aspect or the battle Jar protecting America. Thus, while some justices in 
YoullgstOWI/ expressed concern at the President's eO·orts to claim Conunander-in-Chiefpowers 
for actions taken in the United States, that concern must be understood in the context of a conflict 
that was limited wholly to fOieign soil. The Nurth Korealls ill 1950 had no ability to project 
force against the continental United States and the Court in YOllngs/owll was not confronted with 
such a concern. AI Qaeda, by contrast, has demonstrated itself more successful at projecting 
force against the mainland United States than ally foreign enemy since British troops burned 
Washington, D.C., in the War of 18 I 2. There is certainly nothing in Youngslown to suggest that 
the COllrt would not agree that, after an attack such as Septemher 11, AmericlUl soil was most 
emphatically part of the baltle z.one and that the President '5 Commander-in-Chief [lowers would 
fully apply to seek Qut, engage, and defeat the ellemy - even in the United States. Similarly, 
there is certainly no question of presidelltial bootslrapping from a "foreign venture" here. This 
conflict was thrust upon the Nation by a foreign attack carried out directly on American soil. 
(TSUSI STL""'f!F} tt Yil~ 

Filll\lIy. a.'1 assertion of executive authority here does lIot involve extendlng presidential 
power into spheres ordinarily reserved for Congress 

In short, we do not think that Youngstowl/. provides any persuasive precedent suggesting 
that Congress may constitulionallyprohibit the President from engaging in the activities 
contemplated in STELLAR \1v1ND. (TS/lSr STLWIINF) 
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Taking into account alilhe considerations outlined above, we conclude that the signals 
intelligence activity undertaken (0 collect the content of enemy communications under 



STELLAR WIND comes within the core powers of the Commander in Chief in conducting a 
military campaign and that provisions in FlSA or Title III that would prohibit it are 
unconstitutional as applied It is critic.allo our conclusion that the issue arises in the context of a 
war instituted by an attack on the United States and necessitating the use of the armed forces to 
defend the Nation from attack. That bnngs lhlS situation mto the core of the President's 
Commander-in-Cl1ler powers It has long been recognized that the President has extensive 
unilateral authority even to initiate anned acti.on to protect American lives abroad. See. e.g., 
Durand v. Hollin .• , 8 F. Cas. II I, 112 (C.C.SD.N. Y. 1860) (No. 4186). If anything. we believe 
that power is greater when the Nation itself is under attack. It is fortunate that in our history the 
courts have not frcquen()y had occasion to address the powers of the President in responding to 
such aggression. In the one precedent most squarely on point, however, tbe Supreme Court made 
abundantly clear that his authority is broad indeed. As the Court put it in the Prize Cases, "[ilf 
war be made by invasion of a foreign nation, the Presiilen! is not only authorized but bound to 
resist force by force," 67 U.S. (2 Black) at 668, and "(h]e must detennine what degree of force 
the crisis demands," ul. at 670. It is lllle Olat the Court had no occasion there to consider the 
relative powers of Congress and the President if they should come into conflict. Nevertheless, 
the Court's language in the Prize Cases suggests that iflhere is any area thaI lies at the core of 
the COl1unander in Chiers power, it is actions taken directly to engage lhe enemy in protecting 
Hle Nation from an attack. In this regard, it bears emphasis that the obligation to "protect each of 
(the States] against [nvasion" is olle ofthe few affirmative obligations the Constitution places 011 

the federal government with respe.ct to the States. U.S. Const. art. IV, § 4. [( is primarily the 
President, moreover. who must carry out that charge. Indeed, defense of the Nation is an aspect 
ofl11e explicit oath of office H,at the Constitution prescribes for the President, which states that 
the President shall "'to the best of (his] Ability, preserve, protect and defend the Constitution. of 
the United States. '" U.S. Canst. art, n, § 1. Here, we conclude that the conteot collection 
activities under STELLAR WIND are precisely a core exercise of Conuuander-in-Chiefpowers 
to detect and engage the enemy in protecting the Nation from attack in HIe midst of a war and 
that Congress may not by statute restrict HIe Commander in Chiefs decisions about such a matter 
involving the Gonduct of a campaigrt (TSI/sr STL\V//NF) 

Even if we did not conclude that STELLAR WIND was within the core of the 
Conunander-in-Chief power with which Congress cannot interfere, we would conclude that the 
restrictions in FlSA would frustrate the President's ability to carry out his constitutionally 
assigned nmctions as Conmlander in Chief and are impennissibie on that basis. As noted above, 
even ill prior opinions suggesting that Congress has rhe power t6 restricl the Executive's actions 
in foreign intelligence collection this Office has always preserved the caveat that such restrictions 
would be pemlissible only where they do not "go so far as to -
President to perComl his constitutionally prescribed fun,cti,)ns. 
Several factors combine (0 make the FISA process an ,noIlTn'",e: 

the crisis the President bas faced in the wake of the September II attacks. R'1W-:;;.J...,I;+bliWl-N=R 
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To summarize, we conclude only that when lhe Naliol1 has been th.rust into an armed 
cOhlliet by a foreign attack on the United States and the President delcnnines ill his role as 
Commander iI, Chief and sole organ for the Natio(l in foreign affairs that it is essential for 
defense against a further foreign aHack to use the signals intelligence capabilities of the 
Department of Defense within the United Slales, he has Lnherent constitutional al.thority (0 direct 
electronic surveillance without a warrant to intercept the suspected cOInmunicalions of the enemy 
- an authority that Congress cannot cUItail. We n.eed not, and do not, express any Ifiew on 
whether the restrictions imposed io FrSA are a constitutional exercise of congressional power in 
circumstances of more routine foreign intelligence gathering that do not implicate an armed 
conDict and direct efforts to safeguard the Nation from a credible danger of foreigll attack. 
(TS"£r 8TLJHIIJ>W) ,. 'h. 
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III. Telephony Dialing-Type Meta Data Collection - Statlltory Analysis 
(TS "SI BTL"" 4W) H - .,7, 

The second major a~pec( of the STELLAR IS 

the collection oftelecommunicatioJls dialing-type This 
data, known as "meta data," does not include the content consists 
essentially of the telephone number of1he calling party, the telephone number of the called party, 
and the date, time, and duration of the telephone call. For ease of reference, we will refer to this 
aspec.t of STELLAR WlND as meta data collection. (TSflSl STLVtllNF) 
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The analysis above establishes lhat the constraints imposed by FISA and title 18 (hat 
would seem to prohibit the activities undertaken in STELLAR WIND are either best construed to 
have been superseded by the Congressional Aulhorizat 

In detemuning the scape of eKecutive power to conduct foreign itltelligence searches, we 
have already concluded above that there is an exception to the Fourth Amendment's warrant 
requirement far such searches. See Part II.C.I, supra. For lhat analysis, we assumed that some 
activities undertaken under STELLAR WIND would be subject to the Fourth Amendment. It 
remains [or us now to tum to a mare comprehensi ve examination of STELLAR WlND under the 
Fourth Amendment. Once again, we divide our analysis to address separately (i) interception of 
the c'~ntent of communications and (ii) the acquisition of meta data. (TSl/~J STLWoIlNI') 

We recognize that there may be a sound argument for the proposition that the FOllith 
Amendment does not even apply to a military operation such as STELLAR WIND. g., Assuming 
arguelldo, however, that it does apply, we <Ulalyze STELLAR WfND's content interceptions 
under the Fourth Amendment standard of reasonableness. As the Supreme CO\lr! has explained, 
this analysis requires a bal!lllcing of the governmental interest at stake against the degree of 

" See. e.g, Memorandum fQr Alberta R. Gonzales, CauDsel to the President, and William 1. Haynes, n, 
General Counsel, Department of Defense, frarn John C. Yao, Deputy Assistant A~Qmey Generol, and Robert J. 
DelahunlY, Spe<:Jat Counsel, Orflce of Legal Counsel. R.: Authonty for Use of Milirary Force To Comb(Jf Terrorist 
Ae/Maes Withill lIT. United Sf£Jles 25 (Oct. 23, 200 I) ("In light ortlte well-settled understanding that constitutional 
constraints must give way in s.ome respects to the ex.igencies of war. we think that the better view is that the Fourth 
Amendment does nat apply to domes lie military opcrntions designed to deter and prevent further terrorist attacks."). 
(U) 
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intrusion into protected areas ofplivary. See, e.g., BoardofEduc. v. Earls, 536 U.S. 822, 829 
(2002) ('[W]e generally detellnine the reasonableness oCa search by balancing the nature of the 
intrusion all the individual's privacy against the promotion of legitimate governmental 
interests."). Under that balancing, we conclude Ulat the searches at issue here are reasonable. 
(TSN8! STLW,tIh'F) 

As for meta data collection, as explained below, we conclude that under the Supreme 
Court's decision in Smil" v. MIltJ'land, 442 U.S. 735 (1979), the interception of the routing 
information for both telephone calls and e-mails does not implicate any FOllrth Amendment 
J·nt"rests.85 fTS ",,! STU""~ 'F) v \ l ttu " 'fOF" 

A. STELLAR WXNO Contcnt lotcrceptions Arc Reasonable Under Balaoci(lg
of-Interests Analysis (TSflSI STLWHHF) 

Under Ihe standard balancing of interests analysis used lor gauging reasonableness, the 
STELLAR WIND interceptions would pass muster utldcr the Fourth Amendment. As the 
Supreme Court.has emphasized repeatedly, "[tJhe touchstone of the Fourth Amendment is 
reasonableness, and the reasonableness of a search is detennined by assessing, on the one hand, 
the degree to which it lnlnldes upon an individual's privacy and, on the other, the_degTee to 
which it is needed for the promotion oflegitimate governmental interests." United Stales v. 
Knights, 534 U.S. 112, 118-19 (2001). The Court has found a search reasonable when, under the 
totality of the circumstances, the "impottance of the goverIllJlenlal interests" has outwcighed the 
"nature and quality of the intrusion 011 the individual's Fourth Amendment interests." Tennessee 
v. Gllrner,471 U.S. t, 8 (1985). (T[jI/Sf-STL\WfNF) 

We begin by addressing the individual privacy interests at stake. There can be no doubt 
that, as a general matter, interception of the content of telephone comlJlunications implicates a 
significant privacy interest of the individual whose conversation is intercepted. The Supreme 
Court has lJlade clear at least sillce Katz 1'. United Siales, 389 U.S. 347 (1967), that individuals 
have a substantial and constitutionally protected reasonable expectation of privacy that their 
telephone conversations will not be subject to governmental eavesdropping. TIle same privacy 
interest likely applies, absent individual circumstances lessening that interest, to the contents of 
e-mail communications. Althoughtheindividualprivacyinterestsatstakemaybesubstantial,it 
is well recognized that a variety of govemmental interests - including routine law enforcement 
and foreign-intelligence gathering - can overcome iliose interests. (1'8/,1818TLWiINP) 

On the other side of the ledger her.;, the govemmenl's inlerest in conducting the 
surveillance is the most compelling interest possible - securing the Nation from foreign attack in 
the midst of an armed conflict. One attack has already taken thousands of Jives and placed the 
Nation in stale of armed conflict Defending the Nation from attack is perhaps the most 

" Atlhough thiS memorandum evatuates the STELLAR WIND program under the Fourth Amendmenl, we 
do not here analyze the specific procedures followed by the NSA in implementing Ule program. 
(TSHSI STL'll/1t IF) 
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important function orthe federal government - and one of the few express obligations of the 
government enshrined in the Conslitution. See U.S. Canst. art. IV, § 4 (,The Umted States shall 
guarantee to every State in this Union a Republican 1701111 of Govemment, and shalf protect each 
o/1i1em against Invasion . .. "J (emphasis added). As the Supreme Court has declared, "[i)! is 
'ubvious ami unarguable' (hatn(J govemmenlal inl~r'-'St is 11101'<; compelling (han the seemity of 
the Nation." Haig v. Agee, 453 U.S. 280, 307 (1981). Cf The Federalist No. 23, at 148 
(Alexander Hamilton) (Jacob E. Cooke ed. 1961) ("[T]here call be no limitation of thai authority, 
which is 10 provide for tbe defence and protection of the community, in any matter essential to ils 
efficacy.") (T8/fSl STLWHNF) 

As we have explained in previous ml!IllIDramda, 
government's overwhelming interest In detecting and attacks is easily 
surficienlto make reasonable the intnlsion into privacy involved in intercepting selected 
COllununications. The nation has already suffered one attack that disrupted the Nation's financial 
center for days and that successfully struck at the command and control center for the Nation's 
miJitaJy. In initialing STELLAR WIND, moreover, the President specifically concluded that al 
Qaeda nad the ability and intent to cany Ollt further attacks thaI could result in massive loss of 
liCe and destruction of property and that might even threaten the continuity ofthe federal 
government. As noted above. the September It ~1iIl!~~ 

Of course, because the magnitude of the government's interest here depends in part upou 
the threat posed by al Qa(xia, 

program has established a system under which the surveillance is 
authorized only fOf a limited period, typically for 30 to 45 days, This ensures thal the 
justification for the program is regularly reexamined. Indeed, eacb reauthorization is 
accol11panied by a fresh reassessment of the current threat posed by al Qaeda. As explained 
above, bef()re each reauthorization, the Dirl:~tor ofCeutral Intelligence and the Secretary of 
Defense prepare a memorandum for the President highlighting some oflhe current information 
relating to threats fTom al Qaeda and providing their assessment as to whether al Qaeda still 
poses a substantial threat of carrying out an attack in the United States. Each Presidential 
Authorization ofUle program is thus based on a current tm-eal assessment and includes the 
President's specific detenl1ination thaI, based upon infolmation available to him from all sources, 
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We should also note even based 
upon the limited range of information available to llS - which is less than the totality of 
infonnation upon which the President bases his decisions concerning the continuation of 
STELLAR WIND - there is ample basis on which to conclude that the threat posed by al Qaeda 
continues to be of a sufficient magnitude to justify the STELLAR WIND program for Fourth 
Amendment purposes. We note here only some of the highlights that have appeared jn the 
threat-related intelligence reporting available (0 the President and relevant [or evaluating the 
current (hre31 posed by al Qa(Xla: (TSf,lS[ STL'NlfNF) 

+ 

+ 

• 



• 

• 

+ 

• 

Finally, as part of the balancing of interests to evaluate Fourth Amendment 
reasonableness, we think it is significlUlt that content interception under STELLAR WfND is 
limited solely to those international conullunications for which "there are reasonable grounds to 
believe _ .. [that) a pru1y to such communication is a group engaged in international terrorism, or 
acttvities in preparation therefor, or any agent of such a group." March 1 t, 2004 Authorit:a!ion 
.. The interception is thus. targeted precisely at conmmnications for which there is already a 

reasonable basis to tllink there is a terrorism cormection. This is relevant because (he Supreme 
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Court has indicated that in evaluating reasonableness, one should consider the "efficacy of (the] 
means for addressing the probLem." Vernonia Sch. Dis/. 47J v. Acton, 515 U.S. 646, 663 (1995); 
see also Earls, 536 U.S. at 834 ("Finally, this COllrt must eonsiderthe nature and immediacy of 
lhe government's concems and the efficacy of tile Policy in meeting them."). Tilis does nol 
mean, of course. tbal reasonableness requires the "least intrusive" or most "narrowly tailored" 
means for obtaining information. To the contrary, the Supreme Court has repeatedly rejected 
such suggestions. See, e.g., Earls, 536 U.S at 837 ("[T)lIis Court has repeatedly stated that 
reasonableness under the Fourth Amendment does not require employing the least intrusive 
means, because the logic of such elaborate less·r~strictive-allemati ve arguments could raise 
insuperable barriers to tbe exercise of virtually all search-and-seizLlre powers.") (intern'll 
quotation marks omitted); Vernonia, 5 \5 U.S. at 663 ("We. have repeatedly refused to declare 
that only the 'least intnlslvc' search practicable cnn be reasonable under the Fourth 
Amendment."). Nevertheless, the Court has indicated that some consideration of the efficacy of 
the search being implemented - that is, some measure of fit between the search and the desired 
objective - is relevant to the reasonableness analysis" Thus, a program of surveillance that 
operated by listening to the content of every telephone call in the United States in order to find 
those calls that migh1 relate to terrorism would require us to consider a rather difference balance 
here. STELLAR WWD, however, is precisely targeted to intercept solely those international 
conununications for which titere are reasonable groullds already to believe there is a terrorism 
connection, a limitation which further strongly supports the reasonableness of the searches. 
fF"'SI 8'F \"'Il>IF) I,JtiiJofrn" 

In light ofthe considerations olltlined above, taking into account the totality of the 
circumstances, inctuding the nature ofthe privacy interest at stake, the overwhelming 
governmental interest involved, the threat that al Qaeda continues to pose to the United States, 
and the targeted na!1lre of (he surveillance at issue, we conclude that the content interceptioll 
undertaken through STELLAR WIND cDntinuesto be reasonable under the Fourth Amendment. 
(TSllSl STLWlINF) 

86 This cOIl$idel.1i(lon has often been rcfevant in cases that involve some fonn of suspicjmlfe.'is search. Even 
in those cases, moreover~ the Court has made dear that (he measure of efficacy requiTed is not a stringent or 
demanding numerical measure of success. For ~}[amplel m considering the us<' of warranl!ess road blocks to 
ac("omplish temporary seizures of auwmobiles to screen drivers for signs of drunken driving, tl\e Court noted lha1 
the road blocks resulted Ul the arrest (or drunken driving of only 1.6 percent of the drive" passing through the 
checkpoint. The Coun concluded that this SUCCesS rate established sufficient "efficacy" to sustain ctle 
conslirutionality of the practice. See Micilig~" Dep'( a/State Palic~ v. Sil2, 496 U.S. 444. -154·55 (1990). 
Similarly. Ihe Court has approved the Use of roadblocks thai detected Hleg.t UnmigranlS in only 0.12 percent of lbe 
vehicles passing through lbe ehec~point. See United States v M(l/'li,u,,~Fuerle, 428 U.S. 543, 554 (1916). What the 
Court has warned against is the use of random and standardte .. S"Mehes, givmg potentially arbitrary cliscrction to 
officers conducting the scar.che-s, for which the(e is "no empirical evidence'." to support the conclusion u,at they will 
promote the government objective al hand. Sil<, 496 U.S. at 454. (U) 
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n. Acquisitiou of Meta Data Does Not Implicate the Fourth Amendment 
(TS"SI STL''''lJ>1F7 - }t • ~ .... 

The Fourth Amendment analysis [or the acquisition of meta data is substantially simpler. 
The Supreme Court has squarely detennined that an individual has no Fourtb Amendment 
protected "legitimate expectation ofpdvacy regarding the numbers he dialed on h.is phone." 
Smith v. Mmyland, 442 U.S. 735, 742 (J 979) (internal quotation marks omitted). In Smith. the 
Court was considering the warrantless use of a pen register to record the numbers that a person 
had called on his telepbone. In evaluating whether an individual could claim a rea~onable 
expeetation of privacy in slIch numbers, the Court explained (hat telephone subscribers know lhat 
they must convey the numbers they wish to calilo the telephone company in order for the 
company to complete the call for them. 111 addition. subscribers know that the telephone 
company can and usually does record such nmnbets for billing purposes. As a result. the Court 
concluded that subscribers Call1at c.lairn "any general expectation thai the numbers they dial will 
remain secret." fd. at 743. The situation fell squarely imo the line of cases in which the Court 
had fuled that "a person has no legitimate expectation of privacy in information he voluntarily 
turns over to third parties." ld at 743-44; see also United Slales v. Miller, 425 U.S. 435, 443 
(1976) ("This Court has held repeatedly that the Fourth Amendment does not prohibit the 
obtaining of information revealed to a third party and conveyed by him to GOverrunent 
authorities, even if the information is revealed on the assumption that it will be used onl.y for a 
limited purpose and the conlidence placed in the third party wil! not be could 

e-nrau users have no SUbjective expectation of privacy in e-mail meta data 
infolluation. Just like the numbers that a caller dials on a telephone, the addressing infomlation 
on all e-mail is freely shared with an e-mail service provider to enable the delivery of the 

request (or 
business records is irrc)evanl for purposes of Ihe constitutional analysis.. The fact rcmaU1S that the information 
gathered - the dialing number infonnalion showing with whom a person has been in contact ~ is not protected under 
the Fourth Amendment. (TIlh'Sl STLWIIl>W) 
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message. The user [ully knows that he must share that information to have his mail deli"ere(I.~8 
(TSN8! STb'Nh'NF) 

Second, even if a user could somehow claim a subjective expectation of privacy in e-mai I 
meta data, that is not an expectation "that society is prepared to recognize as 'reasonable.'" Katz, 
389 U.S. at 36 I (Harlan, J., concurring). Just as telephone users who "voluntarily cOIJvey[)" 
infonnation to the phone company "in the ordinary course" of making a call "assum( e J the risk" 
that this information will be passed on to the govenmlenl or others, Smith, 442 U.S. at 744 
(internal quotation marks omitted), so too do e-rnail users assume the risk that the addressing 
intormation on their e-maits may be shared. Thus, such addressing information is simply not 
protected by the Fourth Amendment. (TSHS[ STL'NIINF) 

This conclusion is strongly supported by another analogy that could be lIsed to assess the 
Fourth Amendment protection wananted (0)' addressing information on e-mails- the analogy 10 

regular letters in the U.S. mail. Low~r courts have consistently concluded thaI the Fourth 
Amendment is not implicated by "mail covers," through which postal officials monitor and 
report for regular letter mail the same type of infonnation contained in e-mail meta data - i.e .. 
in fonnation on tbe face ofthe envelope, including the name of the addressee, the postmark, the 
name and address of the sender (if it appears), and (he class of mail. See, e.g., United States v. 
Choate, 576 F.2d 165, 174"77 (9th Clr. J 978); cf United States v. Charbonneau, 979 F. SUPI'. 
1177, 1184 (S.D. Ohio 1997) ( .. E-mail is almost equivalent to sending a letler via the mails."); 
United States v. Maxwell, 45 M.L 406, 418 (C.A.A.F. 1996) ("fn a sense, e-mail is like a 
letter."). Courts have reasoned that "[s]enders knowingly expose[] the outsides of the mail to 
postal employees and Dthers," Choate, 576 F.2d at 177, and therefore have "no reasonable 
expectation thaI such information will remain unobserved," id. at 175; see also Vreekell v. Davis, 
718 F.2d 343, 347-48 (10th Cir. 1983) (concluding the "mail cover at issue in tbe instant case is 
indistinguishable in any im.pO/1an! respect from the pen register at issue in Smith"); Uui/ed Slntes 
v. DePoZi, 628 F.Zd 779, 786 (2d Cir. 1980) ("[T]here is no reasonable expectation of privacy 
with regard to the outside of a letter .... "); United Slates 1'. Huie, 593 F.2d 14, 15 (5th CiL 
1979) (per curiam) (,There is no reasonable expectation of privacy in infonnation placed on the 
exterior of mailed items .... "). Commentators have also recognized that c"mail addressing 
information is analogous to telephone numbers and mail covers, see Orin S. Kerr, {nternet 
Surveillance Law after the USA PATRIOT Act: The Big Brother That /sn 't, 97 Nw. U. L. Rev. 
607,611-15 (2003), and that, "[gJiven the logic ofSmitil, the [Supreme] Court is unlikely to 
recognize a constitutional difference between e-mail addressing information and the information 
that a telephone pen register reveals," Tracey Maclin, Katz. Kyllo. and Technology, 72 Miss. L.J. 
51,132 (200Z). (TSilSI STLWh4W) 

liS The Smtih Court also noted thal telephone customers musl renli.ze chal telephone companies will tr.ll;k 
dialing information in some cases because it Uaidfs.} in the identification or persons mabtlg annoying or obscene 
calts." Smilh, 442 U.S. at 742. Tlte same subjective expectatio"s hotd true (or users oflnlemet e-mail, who should 
know that [SPs can keep records 10 identify and supprc.ss Hannoying. or obscene" messages (rom a.nonymous 
senders. IndIVIduals aro regularly bombarded with unsollciled, offen,ive materiallhrough tmemel e.m .. I, al1d the 
sendeto of such .-mail inlenllonally cloak cheir identity. See The CAN·SPAM Act of2003, Pub L. No. t08-187, 
§ 2(0],117 Slat. 2699. 2699-700 (cong,esslonat findings Oil this point). (1'8.481 8TbWilHP) 
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In our view, therefore, well-established principles indicate that the collection of e-mail 
meta data does not qualify as a "search" implicating the Fourth Amendmcnt.8? 

(TS ""I ST' '" "N:P ilV - J-->i:Y,Y J 

Thus, we afGrrn our conclusion that STELLAR WIND meta data collection does nat 
involve the collection ofinforrnation in which persons have a legitimate ex~ 

_ that it does not amount to a search under the Fourth Amendment. __ 
(rSHSI STLWHHFj 

CONCLUSION (1]) 

For the foregoing reasons, we conclude thai, notwithstanding the prohibitions offlSA 
and title 18, under the current circumstances orlhe ongoing arn1ecl contlict with al Qaeda and in 
light of the broad authority conferred in the Congressional Authorization, the President, as 
C<lI1unander in Chicfand Chief Executive, has legal authority to authorize the NSA to cond\lct 
the signals-intelligence activities described above; that the activities, to the extent Uleyan; 
searches subject to the Fourth Amendment, comport with the requirements of the Fourth 
Amendment; and thus that the operation of the STELLAR WIND program as described above·is 
lawful. (TSflSI STLWIINf') 

Please let me know if we can be of fmlher assistance. (U) 

~J~I-;r 
Jack L. Goldsmith, ID 
Assista.'lt Attorney General 

dala bOlh for telephone calls and for e-mails and that our 
Fourth Amendmeot analysi, above applies [0 both. (TSlIS! STb'l/lIJ>Wj 


