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critical, NSLs can be used to remove individuals from suspicion.
The USA PATRIOT Act of 2001 changed the standard for obtaining an
NSL and altered the FBI approval levels, Subsequently, NSLs have
become increasingly important investigative tools in national
security cases. To ensure NSLs and NSL-derived information are
being used properly, FBI personnel invelved in preparing these
letters need to be aware of the statutory and procedural
restrictions on the use of NSLs. This Electronic Communication
(EC) summarizes and compiles existing and new FBI NSL policies
and highlights potential issues regarding NSLs. For additional
details, and the most recent guidance, on N$Ls, see the National
Security Law Branch (NSLB) NSL website at

httg:ggogc.fbinet.fbignslhgnalg.

(U) This guidance is effective immediately and
supercedes all priocr ¢onflicting gunidance, The EC summarizes,
and supercedes where conflicting, policy contained in the
National Foreign Intelligence Policy Manual and in ECs 319X-HQ~
Al487720-CCGC Serials 20, 24, 210, 213, 222, 326, 329, 331.

() This EC has been coordinated with the National
Security Branch.

(U) Supervisors should monitor compliance with the
issues and policies described in this BC. SACs should require
personnel involved in the WSL process to review this document and
to certify such review. A Virtual academy Course will be

available in the future and will be mandatory for all personnel
involved in the NSL process.

£ i ir £ L

(U) N8Ls can be used to acquire only specific types of
information from third parties.

Teal nd El ont unicatian 7

(U} Under the Electronic Communications Privacy Act, 18
U.5.C. §2709, the FBI can obtain telephone and email subscriber
records, as well as toll billing records information® and

‘ ' (uy Tell billing records information ig not defined by statute. When
serving an NSL requesting toll billing recerd information, there must be an

attachment listing items the provider may congider te be toll billing records.
See form NSLg and attachments on NSLB's NSL website,

SPRsET
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To: All Divisions From: General Counsel
Re: (U} 319X-HQ-21487720-0GC, 06/01/2007

electroni¢ communication transactional records?! from telephone
companies and internet service providers if the information is
relevant to an international terrorism or counterintelligence

investigation. Content of commusications cammot he obtained
through an NSL.

_ NSLs may be used to obtain transactional records;
they may not be used to obtain content information., The line
between the two is often u i 1

TR, S ot Anfarmatian
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_ (U) Under the Right to Financial Privacy act, 12 U.S.C.
§3414(a) (5) (A). the FBI can obtain the records of financial
institutions® if relevant to an internatiocnal terrorism Qr

* (U} Electronic communication transactional informatien is not definad
by statute. when servinyg an NSL requesting electronic communiecations
transactional recoxds, there musk be ap attachment ligsting the irems the
provider may consider to ha electronic communicatrion transaction racerds.
form NSLs and attachments on NSLB's NSL website, Further guidance will be
fortheoming on the categories of information that may not be sought through an

NSL for alectronic communication transaction records which must be sequestered
if received.

Sea

* (U) Title 31 U.5.0. § 53121a}l2} ligts those financial institutions

that apply to 12 U.4.C. §3414 as: insured banks; commercial banks or trust
companies; private bankers; an agency or branch of a foraign bank in thae
United States: credit unions: thrift institutions; brekers or daalers
registered with the SEC; brokers or dealers in securities or commadities;
investment bankers or lnvestment companies; currency exchanges: izggyers,
redeamers or cashiers of travelers' checks, checks, money orders: oparators of
credit card sysrems:; insurance companies: dealers in precious metals, stones,
or jewals; pawnbrokers; loan or finance companles; travel agencies: licenged
senderg of money or any other parsocn who engages as a4 business in the
transmission of funds; telegraph companies; businesses engaged in wvehicle
sales, including automgbile, airplane, and boat gdales; persons involved in
real estate closings and serttlenents; U3 Postal Service; agencies of
US/state/local govermment carrying out any of foragoing; ecasinog (with certain
regtriccions): any businesses similar to the above list as determined by the

4
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counterintelligence investigation. The statute allows the FBI to
obtain any information or record *“pertaining te a customer’s
relationship with the financial institution.”? Although the
definition of financial ingtitution in 12 U.5.C. §3414 is broad,
as a matter of policy, the records sought from such institutions
must be financial in nature. For example, N8Ls should not ba
used to obtain medical records from an insurance conpany, but
only those financial records the company may possess.

{U) Credit Information

(U) Under the Falr Credit Reporting Act, 15 U.S.C.
§1681lu{a) and (b}, the FBI can obtain a list of financial
institutions and consumer identifying information from a credit
reporting company if relevant to & counterintelligence or
interpational terrorism investigation. Section 1681lu (a) allows
the FBI to obtain from credit reporting agency records rhe names
of all financial institutions at which an individual maintains or
hag maintained an account, and, pursuant to 1681(b), the person's
name, address, former addresses, place of employment, and former
Placegs of employment. Note that a combination lé8lu{a) and
168lu(b) N3L, with cover EC, is now available on the NSLB
webgite, This NSL can be used when requesting both the list of

financial institutions and consumer identifying information from
a credit reporting company.

Iy} Ful redit R r 1 rrory

() The Fair Credit Reporting Act, 15 U.&.C. §1681v,
authorizes the FBI to obtain a full e¢redit report pursuant to an
NSL if necessary te the conduct of an international terrorism
investigation. HNote, this provision does not authorize the FRI
to obtain full credit reports sought for ceounterintelligence
investigations, unless such investigation is related to
international terrorism, '

Secretary of the Treasury; any businesses designated by the Secretary ﬁhose

cagh transactions have high degree of usefulness in criminal. tax or
regulatory mabters,

* [u) see 12 U.S.C. § 3401(2).

ety
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et 1 -
For gxample, b5

;}éﬁ The standard for issuing an NSL, except under
Section 1681V,° is relevance to an authorized investigation to
protect againset internatlonal terrorism or clandestins
intelligence activities, provided that such an invegtigation of a
United States person is not predicated solely_on activities

protected by th i of the
United Statesg.®

— S I

ki
b&

{U) The standard of relevance is not exceadingly
difficult to meet. Information is relevant if it tends to make g
fact more or less probable.? In the context of NSLs, thers must
bé a reasonable belief that the information sought via the NSL
either supports or weakeng facts being investigated in a case.

S(Ul A3z discusszed ahove, the 1681v NSL request for a full credit report

is not available in counterintelligence investigations unless there is an
international terrorism nexus.

()] Although the standard for the issuance of an NSL is gensrally

described as relevanee, the individual NSL statutes use varying language to
desceribe the standard. 18 0,§.¢. § 2709 sequires that the information be
"relevant to* an authorized narional security investigation, while 15 U.5.C. §
1681u of FCRA and 12 U.5.C. § 3414 of arpp require a certification that the
information is *sought" for a national security investigation. Although in
practice a similar determination is made, drafters and veviewers of NSLs
showld be aware of the differing language as the model NSLs contain the
appropriate statutery language for each type of NSL.

! (U} Federal Rules of Evidence, Rule 401.

saey
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For example, financial records believed to support a subject's
assertion that he or she was in the United States ar a given time
are relevant to the investigation. On the other hand, phone
records of a sibling of a subject of an investigation not known
to be in contact with the subject would not, barring additional
information, be relevant to the national security investigation,

(U) In addition to the information being relevant, the
invegtigation of a United States person cannot be conducted
solely based on activities protected by the First Amendment. For
example, the FBI ¢annot issue an NSL for phone records of an
attendee of a mosque that is attended by IT subjects solely
because of that individual's attendance at the mosqua. The
individual's attendance at a place of worship 1s First amendment
protected activity on which the FBI cannot base an investi ation,
Oon the other hand, if the FBI reasonably believes that |

b
b7E
b5

(U) The EC that requests the issuance of an N8I must
provide a sufficiently detalled explanation of the predication
for the investigation and the relaevance of the material sought by
the NSL 5¢ that a meaningful review can be conducted, Ag
discussad below in more detail, a perfunctory recitation, for
instance, that (1) the target of the NSL is the subject of an
investigation, (2) he has a telephone, and (3) therefore it
follows that an NSL for his telephone records is relevant to the
authorized investigation will not suffica.

{U) In its report, the OIG provided the following
example of information that would not be adequate ro demonstrate
relevange to a national security investigation., The requesting
EC stated that an investigation had been opened "because the
subject ig in contact with the subjects of other international
terrorism investigations. These subscriber and toll hilling
récords are being requested to determine the identity of others
with whom the subject communicates,® Although the records
regarding the target of this NSL may be relevant to a national
security investigation, the lack of detail in that desgcription
does not permit reviewers to make an independent judgment of the
relevance of the information to the investigation.

ey
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(U) It is jincumbent upon the reviewers, including the
CDC/ADC, to asgure themasalves that there is adequats factual
predication for the investigation and that the information that
ig gsought via tha NSL will be relevant to tha investigation.

Legal v

(U) In the past, it has been the practice of CDCs to
review and approve WSLs in the field and for NSLB attorneys to
review NSLs at Headquarters. This EC reiterates and formalizes
this practice. Henceforth, all Field Office NSLE mugt be
reviewad by CDCs or ADCs for legal sufficiency hefore baing
forvarded for SAC approval, If legal review is not available at
the Field Office, NSLB must review and approve. All Headquarters
NSLs must be reviewed by NSLB attornays for lagal swfficlency
baefore being forwarded to the appropriate designated appraving
official. CDCs, ADCs, and NSLB attorneys may find legal
sufficiency only if they determine that the NSL meets the legal
standards set forth above, namely that the information sought is
relevant to an authorized national security investigation. The
legal reviewer must exercise his or her independent legal
judgment in order to assure that the issuance of the NSL comports
with the law. If the CDC, ADC, or NSLB attorney determines that
the NSL and accompanying EC are legally insufficient, the

reviewer must return the document to the requesting emplovee for
revision,

(U) In its review of the FBI's use of NSLs, the OIG
noted rhat, on some occasions, CDCs/ADCS were reluctant to
question the legal adequacy of the predication for the '
investigation in which the NSL was being requested. Approval of
an NSL must include a review of the predication for the
underlying investigation. The fact that there is no laegal review
raguired to open an investigation does not preclude - and in fact

wakes more important - review of the predication when an RSL is
sought.

(U} A= a part of their independent legal review of
NSLs, CDCs, AGCs, and NSLB attorneys must determine whether other
less intrusive means of obtaining the information are feasible.
Where less intrusive means are feazible, the reviewer must not
approve the NSL. More fulsome guidance on least intrusijve
methods will be forthecoming. In addition, if a non-disclosure

provision is included, CDCg/ADCs must ensure the conditions for
non-disclosure are met (discussed below).

goeer
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Who May Approve an NSI,

_ (U) Per EC dated 9 March 2006 {319X-~HQ-A1487720-06GC,
serial 210 or NSLB website), the Director has delegated final
approval authority of NSLs to personnel no lower than SAC in the
field and no lower than the DAD level in Headquarters.® The
person who signs the NSL must certify the informarion sought is
relevant. to an authorized national security investigation.

_ (U} Acting personnel in these positions cannot approve
N3Ls. In cases where a permanent SAC is not present. NSLs may he
approved and signed by SACs of other divigions or, alternatively,
be issued by NSLB. Field 0Offices raegquesting NSLB to issue an NSL
must send an EC to NSLB and must include sufficiently detailed
information to allow N8LB to draft the approving EC and NSL and
to make the requisite statutory finding of relevancea.

(U) The factual review that must be done by BACs will
overlap with the legal review that must be done by CDCs/ADCs in
certifying that the NSL is relevant to an authorized national
security investigation and that the investigation is not hased
solely on the exercise of First Amendment rights by a U.8.
person., The concept of “relevance” spans factual and legal |
principles, Therefore, both the SAC and CDC/ADC must determine
whether the NSL meets the applicable standard and whether the
requirements for non-disclosure are met. The SAC's determination
should be independent ¢f that of the CDC/ADC.. , :

(J) Before an NSL is signed, the approving authority
gshould:

{1) ensure that the NSL has been approved by the
CDC/ADC or by an NSLB attorney;

¥ (U The EC specifically delegates NSL approving authority to 1) the

Deputy Director; 2) the Executive Assistant Director for the Natienal Security
Branch; 3} the Assigrant Esarutive Agsigtant Director for the National
Security Branch; 4) the Asaistant Directors and all Deputy Aggigtant Directors
of the Counterterrorism, Counterintelligencs, and Cyber Divisions; 5) the

Branch; €) the Agsigtant Director in Charge, and all SACs of the New York,
Washington D.C,, and Los Angeles field offices; and 7) the SACs in all other

field divisions.
SReRaT
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(2) ensure that the information requested in the NSL
matches in all respects the information described
in the EC seeking the NSL;

{3) satisfy him or herself that, based on the
information provided within the four corners of
the ¢over EC, the information sought by the NSL is
relevant to the investigation;

(4) satisfy him or herself that, based on the
information provided within the four corners of
the cover EC, the investigation is properly
predicated (e.g., if the subject cf the
investigation is a U.S. Person the investigation

cannot be predicated solely on First Amendment
protected activities);

{5} make a determination whether there needs to be a
nen-disclosure requirement imposed on the
recipient of the N3L (see discussion below
regarding the non-disclosure certification); and

{(6) satisfy him or herself that there are not less
intrusive feasible means of obtaining che
information sought.

NSL Acvoroval Procegs

] {U) All NSLs require two documents: the cover EC
seeking approval of the issuance of the NSL and the NSL itself,
In addition to these documents, as discussed above, if an SAC ia

not available for signature, field offices may send an EC to NSL&
requesting the NSL,

M 1 W

{U) Form NSLs and cover ECs, for every type of N&L
permitted, as well as a general N5L checklist, are on NSLE's
website., These forms are periodically modified to adjust for
statutory or policy cthanges. Consistently utilizing the forms
from rhe website will ingsure that all the basic statutory
requirements have been met and that careless errors (e.g., citing
the wrong statute) do not appear in the NSLs issued hy the FBI.
In addition to increasing the likelihood of errors, cutting and
pasting from prior ECs can delete hidden codes in the EC and

s
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result in leads not being set. Therefors, all NSLs and cover RECs
issved, whather in the fiald or from Headguartars, must usge these
forms as they appear ¢m the NSLB website.

{U)} The body of the NSL should be limited to the
language contained in the NSLE model NSLs. The information
provided by the recipient must fall within the universe of
information the FBI is authorized to obtain under the NSL, XE£,
in a particular ¢ircumstance, the investigatoxr bellieves that the
letter or attachment should be modified to regquest information
that may not otherwise be produced or an attachmant should ba

added to another typa of NE8L, he or she must contact NSLB for
approval. _

Cover EC
(U) A cover EC requesting issuance of an NSL ig
required. Model ECs are available on the NSLE website, As

discusged in more detail below, cover ECs are clagsified in
accordance with the information contained therein.

(U) The cover EC serves five functionsz:

1. It documents the predication for the NSL hy explaining how
the information sought is relevant to an authorized

investigation and that other relevant gtatutory requirements
have been met;

2. It documents the approval of the NSL by appropriate
. personhel;
3. It documents whether there is g necessity for non-
disclosure; :
4.. It centains information needed to fulfill Congressional

reporting requirements. for each type of NSL; and

5. It transmits the NSL to NSLB for Congressional reporting
purposeg, to CTD, CD, or Cyber for informatienal burposes,
and, if personal eervice is required, to the requesting
squad or delivering field division for service,

__{U) NSL cover ECs issued from the field must contain
the SAC and CDC/ADC among the approving supervisors. If the NSL
is to be signed by a Readiquarters DAD, the cover EC must list an
NSLE attorney among the approving supervisors,

fydﬁgm
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Need for Adequats Detail in the NSL Covar BC

{U) 8ACs and reviewing attorneys (CDCg/ADCs in field
offices and NSLB in headgquarters) must determine whether the
information sought by the NSL is relevant to a national security
investigation from the facts contained in the NSL cover EC.

Thus, the description of the predication for the investigation
and the relevance of the requested information to the
investigation must he sufficiently detailed so the reviewer can
make that determination. If presented only with "bare bones®
information of the existence of an investigation and a target's
telephone number or bank account number, the SAC and the
reviewing attorney cannot make an informed judgment that
administrative and legal requirements have been fulfilled. Thus,
the recitation of facts justifying the initiation and maintenance
of an investigaticon serves to support both the SAC certification
and the legal review. This does not mean that the approval EC
must recite every fact that formed the predication for rhe
investigation or every fact that explains the manner in which the
information sought is relevant to the investigation. Instead,
there must be sufficient detail within the four corners of the EC
50 that a reasonable person without independent knowledge of the
investigation can fairly judge whether the underlying

investigation was adeguately predicated and whether the
information sought is relevant.

bl
hS

LTE

Invagtigative Cage File Number

(U) ECs seeking approval for the issuance of an NSL
must reference the investigative case file or sub-file number of
the investigation to which the NSL relates. wWithout reference to
an authorized investigation, it is difficult te assure, for

ad
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congressional reporting purposes and DOJ auditing purposes, that
the requirements of the NSI, statute were met, Thus, NSLs must no
longer he issued with a reference solely to a control file
created for an investigation.’ Pursuant to guidance issued 9
March 2007 (319W-HQ-A1487699-RMD, Serial 17 or NSLB website), NELs
should now be upleoaded in ACS with the specific type of NSL
entered as the “decument type, "

Non-Digglogure Certification

{U) Prior to the USA PATRIOT Improvement and
Reauthorization Act of 2Q05(PATRIOT Act IRA), non-disclosure
provigions were statutorily required for all NSLs. {See EC dated
7 March 2006, 313X-HQ-A1487720-0CC, gerial 216, for additional
discussion of procedural changes pursuant to PATRIOT Act IRA,)
with the passage of FATRIOT Act IRA, FBI officials must make a
case by case determination whether disclosure of the NSL may:
endanger national security of the United States; interfere with a
¢riminal, counterterrorism, or counterintelligence investigation;
interfere with diplomatic relatiens; or endanger the life or
physical safety of any person. If any of these risks would be
created by disclosure of the NSL, then a non-disclosure provision
may be included in the NSL. Non-disclosure would be appropriate,
for example, if disclosura could alert a subject of a national
security investigation to the existence of the investigation.
Subsequently, the subject may take action to evade future
surveillance or datection. Additional examples of when non-
disclosure is appropriate are available on the NSLB website.
While in most situations non-disclosure will be appropriate, all
reviewers should remember that certification is not automatic.
The signature of the issuing official on an NOL that ingludes a’
non-digclosure order constibutes that person's certification that
at least one of the reasons for non-disclosure ig present,

() Non-digclosure is not recuired in all NSLsg,
although the statutory standard for non-disclosure will be met in
most cases. Thle requirement is a major change from the MSLs
igsued bafora the PATRIOT Act IRA and, accordingly, WSL drafters

® (U} There is no longer a separate OGC NSIL file numbser (the 68" file)
that must be referenced in the EC.

yeprr
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must ensure they are using thé most racent model cover ECs and
NSLe from the NSLB NSL wabslte.

Reporting Paragxaph

{U) The FBI is required to report information about ita
use of NSLS to Congress. Therefore, it is crucial that the
portion of the EC that addresses those reporting requirements, as
get forth below, be ac¢curate.

(U) Although United States Person (USP} status of the
target of an NSL does not play a role in the approval of NSLs,
such status must be documented Ffor Congressional reportin
purposes. The Attorney General's Guidelines for FBI National
Security Investigations and Foreign Intelligence Collection
(NSIG) define a United States person as "an individual who is a
United States citizen or an alien lawfully admitted for permanent
tesidence; an unincorporated association substantially composed
of individuals who are United Stateg persons; or a corporation
incorporated in the United States.®

P As a result of the PATRIOT Act IRA, the United
States Person (USP) status of the subject of all NSL requests
mist De reported to Congress. Prior to the change, the NSL
Statutes had been interpreted to simply require the USP status of
the targect of the investigation. The PATRIOT Act IRA requires
that the FBI provide Congress with the total number of differenc
persons about whom it has requested information
of NSLs and the U [ on.,

bl
b2
b7E
kS

(U) The cover EC authorizing and reporting the NSL may
discugsg more than one subject, more than one account, and more
than one NSL recipient, if all of the requesta are related.

While all can be combined in one cover FC, the BEC must break down
the number of different requests that are addrassed to each and
every NSL recipient. For example, if there are three persons
about whom informatien ig being sought, ten accounts, and six
recipients of an NSL, then the EC MUst state how many requests

I
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Ta: All Divisions From: General Counsel
Re: (N  319X-HQ-Al487720-0GC, 06/01/20¢7

are being made in the NSL to recipient 1, to recipient 2, etc.
It is not sufficient to state that there are ten accounts and six
racipients.

{U) Alsc, the cover EC must clearly identify cthe type
of information that is being sought. NSLs that seek toll billing
recards information or electronic communication transactional
records will include subscriber information and thus will be
reported as toll billing records informaticn or electronic
communication transactional records NSLs. The reporting
paragraph must be consistent and state that toll hilling records
information or electronic ¢ommunication transactional records are
being sought for x number of subiects (and list their Usp

status), accounts, and, if multiple recipients, the number for
each recipient,

The NSL

(1) All NSLs must be addressed to the specific company
point of contact (POC). Many of these contacts are listed on
NSLB's NSL POC website. All NSLs must identify the statutory
authority for the reqguest, the type of records reguested, and
provide identifying information teo assist the company in
processing the request.

{U) All NSLs require a certification that the records
sought are relevant to an authorized investigation to protect
against international terrorism or clandestine intelligence
activities! and that an investigation of a USP is not conducted
solely on the basis of First Amendment rights.

{U) Recipients are now "DIRECTEDR® to produce the
information rather than simply "requested.* This language makes
c¢lear that recipients are required to produce the information.
Drafters must review NSILg and NSL cover ECs to ensure that all

() As noted above, the 168lv NSL request for a full credit report is
not available in gounterintelligence investigations unless there is an

international terrorism nexus,
é#qgnw
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the particulars mateh (i.e., the regquest in the NSL matchas
exactly what is sought in the cover EC). Typographical errors in
the NEL may result in overcollection of information and merit
reporting as a possible IOB violation. In this regard, drafters
rust pay particular attantion that phone nushers and account
numbars are d¢orrack.

(U) As discussed above, the non-disclosure provision
may no longer automatically be included in the NSL. If the
requesting party seeks to have a non-disclosure provision
inCluded in the NSL, there must be a certification that
disclosure of the NSL may endanger national security of the
United BStates, interfere with a ¢riminal, counterterrcrism, or
counterintelligence investigation, interfere with diplomatic
relations, or endanger the life or physical safety of any person.

The documentation of this certification must also be contained in
the cover EC. : .

(U) Tf there is a non-disclosure requirement included
in the NSL, the recipient may not disclose the fact of the
request to anyone except those in the company that have a need to
know in order to comply and to legal counsel, if necessary.
Further, the NSL informg the recipient that he must convey the
non-disclosure requirement to persons who have such a need to
know, and that, if asked, he must inform the FBI of the names of
those persons (except counsel). In addition, the NSL informs the
racipient of the process by which he can challenge the non-
disclosure order and the NSL itgelf, and provides notice that the
FBI can enforce the NSL if he does not comply., The NSL also
directs the recipient to provide the information to the FBI via
any reputable delivery service (e.g., Federal Express, United
Parcel Sexrvice) or persomnal delivery.

Ratention of Copleg

(U) Copies of signed NSLs must be retained in the
investigative file, and the NSL itself must be uploaded as an NSL
document into ACS. A lead in the EC must be set to both NSLB and
the relevant operational unit in headquarters.

‘(U) Because the NSL statutes now clearly authorize an
NSL recipient to challenge both producticon of records under the
N3L and the non-disclosure provision, the service of the NSI must
s
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be documented. That documentation should be kept with the copy
of the signed NSL in the investigative file,

{U) Case agents should follow up on the service of an
NSL to determine whether the third party provided the requested
information. TIf the third party does not provide the requested
information in a reasonable period of time, case agents should
first notify the company that the information was not received.
If non-compliance continues to be an issue, contact NSLE.

Handling of NSL-Return Information

(U} Immediately upon receiving materials in response to
an NSL and before upleading the information into any database,
the case agent is zesponsible for ensuring that the materials are
responsive to the request and that there has been no
overproduction.’ If the information is appropriately
responsive, the receiving agent should ensure the information is
stored in the appropriate investigative file and that receipt is
decumented. Relevant information properly obtained in response
to a valid NSL may be uploaded te FBI databases.

(U} Any material that is not covered by the four
corners of the reguest (including its attachment) must be handied
as discussed below. Information obtained in response to an NSL
that is not covered within the four corners of the NSL {including
its attachment) can fall into one of two categories: it can be
irrelevant information to which the FBI has no right (hereafter
*Irrelevant Information”) or it can be relevant information that
was simply in excess of the request (hereafter *Relevant
Overproduction”). Irrelevant Information is collected, for
example, when a telephone company . inverts numbers in a telephone
number and therefore erroneously provides the FBI toll billing
information concerning the wrong telephome. Relevant
Overproduction occurs, for example, when the NSL seeks financial
information on John Doe for a ¢ertain time period. The bank

T If a serving office is merely passing return information te the
originating office for review and upleading, and documenting delivery through
&n EC, that EC should not contain substantive information from the NSL

response | _
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provides the information for the requested period but also
provides records for an additional two months that were not
reguested in the NSL. Both constitute an overcollection, but
they must be treated differently.

(U) Lf Irrelevant Information is obtained, it may not
be retained or uploaded into any FBI database. It is for this
reason that it ig critical that all information returned in
responge to an NSL be reviewed PRIOR to uploading it into any
databage, including Telephone Applications. any Irrelevant
Information should be immediately sequestered with the ¢DC (NSLE
al Headquarters) and a potential IOB prepared. NSLB will confirm
whether it is Irrelevant Information and, if 80, diregt that it
be either returned or destroyed,

{U) If Relevant Qverproduction is obtained, it must be
sequesterad and may not be uploaded into any FBI databage or
utilized in any manner until another NSL haz been issued to
address the overproduction, Any portion of the information that
was responsive to the NSL originally served may be uploaded and

used immediately. A potential IOB should bhe prepared with regard
to the Relevant Overproduction,!?

Dissemigation of NSL-Return gnformation

(U) As with all information acquired in the context of
a2 natiopal security investigation, infermation properly obtained
through the use of an NSL may be disseminated only in accordance
with the standards set forth in the NSIG. Dissemination is alsgo
subject to specific statutory limitations. The commanication
record NSL statute, ECPA, and the financial record NSL statute,
RFPA, permit dissemination if it is in accordance with NSIG and
if the information is clearly relevant to responsibilities of
recipient agency. FCRA, 15 U.S.C. 51681y, the statute '
authorizing the collection of limited credit information, permits
dissemination to other federal agencies as may be necessary for

12 We recommend that during quarterly file reviews, squad

supervisors conduct, at a minimum, spot checks of NSL return
informarion to ensure that case agents are following thege

procedures.
sﬁlr
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the approval or conduct of a foreign counterintelligence
investigation or where the information concerns a person subject
to the Uniform Code of Military Justice, as may be necessary for
the conduct of a joint FCI investigation. There are no special

statutory rules for dissemimation of full credit reports, FCRA,
1% U.8.C. Ble8lw. :

) L rn Info i

(U) NSL return information may generally be used as
evidence in criminal proceedings with no special handling
requirements. The legal process used to obtain information - be
it a grand jury subpoena or an WSL - is generally not at issue at
trial, inasmuch as the government usually must only establish
through a ¢nustodian of records that the information is a business

k2
b7E
=

b2
1)

Prohibition on Use of "Exigent Lattergn

) (U) Information that is subject to ECPA (telephone and
¢ommunications records) may not be obtained in advance of

igsuance of an NSL or grand jury subpoena unless an emergency
disclosure letter is provided to the telephone ¢ompany or ISE.
The practice of requesting and accepting such information upon
the promise of issuance of legal process in the future is

?(m
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prohibited. In the event of an emergency, information may be
obtained pursuant to 18 U.S5.C, §§ 2702 (b) (8) and 2702 (c)(4) Aif
the communications provider "in good faith, believes that an
emergency involving danger of death or serious physical injury to
any person requires disclosure without delay of information
relating to the amergency.” In these circumstances, the provider
mist have adequate information for a determination that an
emergency exists. Compliance with requests of this nature is
purely voluntary. If the provider refuses to provide the
raquested information, the FBI cannor compel its production under
18 U.8.C. § 2702.% The information that may be obtained
purgyant to 18 U.S.C. § 2702 includes both the content of
communications (section (b} (8)) and customer records {(section

{c) (4)). See 319X-HQ-RAl487720-0GC Serial 331 (or NSLB website)
for further details as to the policy prohibiting the use of
"exigent letters" and describing the uss of emergency disclosure
letters in accordance with 18 U.§.C. § 2702.

{U) Once an emergency disclosure letter ig issued, no
further legal process iz required. Some providers in the field
continue to insist on legal process even after voluntarily
providing information pursuant to a 2702 letter. Please consult
with OGC if this issue arises,

(0) The practice of reguesting and accepting RFPA and
FCRA protected information upen the promise of issuance of legal
process in the future isg also prohibited. The emergency
disclosure provision of 18 U.5.C. § 2702 does not. apply to RFPA-
or FCRA-protected information.

Clagpification Isgueg

(U/FOUQ) As a general matter, the EC reguesting an NSL
is classified. If information that is included in the EC has
already been classified, and the EC therefore is being
derivatively classified, the classification level is equal to
that of the original classification of the informaticn. If, on

Y (U) The FaI may, however, gesk the information with an NSL or grand

jury subpoens, if appropriate.
‘EpdaEr
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the other hand, the information is being originally classified
hased on the FBI Classification Guide, the document
classification generally should be ten years, unless there are
gsensitive circumstances that justify classification for 25 years.
Only an authorized QOziginal Classification Authority may
originally classify information. An EC providing additional
information on NSL classification is forthcoming.

(0) Although the requesting BC is gensrally classified,
neither an NSL itself nox the matarial racelived in return from
the NSL is classifled. Thus, informatjion obtained pursuant to an

NSL may be used in criminal proceedings without declassification. Ei
noted above, issues mav arise, however,| ]
(5]
bl
b2
B7E
Cages Exempted fram ACS Uploading
bl
bz
LT
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tential NSLg

(U} ?he misuse of NSL authorities or NSL-derived
information constitutes a potential IQOB. For additional
information on IOBs, see EC, dated 11/16/2006, 278~HD-01229736,
serial 2570, Potential TOB violations involving NSLs inslude,
but are not limited to:

(U v 1) Receiving information beyond the scope of an NSL
{including the attachment) ig a potential IOR violation
regardlesg of whether the overproduction occurred as a result of
an error by the FBI or the NSL recipient. Examples of such
overproduction include the recipient providing data on the WrOng
phone number or providing a full eredit report when only limited
data was requested. If thig occurs, the field must sequestar the
overproduction with the Chief Division Counsel pending resolution
of the potential IOB matter. As part of the adjudication
brocess, NSLE will advise the field whether the overproduced
information may be used or whether the information most be
returned or be destroyed with appropriate documentation ta the
file.

L 2) Serving an NSL that containg a substantive
typographical error that results in the acquisition of data that
is not relevant to an authorized investigation (e.¢., nunbers on
telephone number transposed).

tU)M_mwmevwwww"-wmw>ﬁi 3) Serving an NSL that requests information that is
beyond the’ stope permisasible by statute (e.g. seeking content

information; seeking a full credit report during a
counterintelligence investigation).

e & 4) Failing to meet the statutory standard for :
(Uy - Aissuance ‘of an NSL (e.q.,l T b

(s) | '} relevance to the open investigation Hot

‘demonstratred) .

Reimbursemeat Policy for NEL- i

AN
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(1) An EC dated 11 April 2006 ( 319X-HQ-Al487720-0G0,
serial 222, see NSLB NSL website) details the FBI's policy .
regarding reimbursement to providers of information pursuant to
an NSL. Amid confusing and inconsistent pracrices, the policy
was intended to create consistency in the way in which different
field offices provide compensation to NSL recipients. The
current FBI policy is to provide reimbursement only when legally
required by statute, unless the request is extraordinarily
burdensonme. !¢

(U} Because there is no legal obligation for the FBI to
compénsate recipients of NSLs pursuant to ECPA (tall billing
records information, subse¢riber, electronic communication
transactional records) or FCRA Section 168lv (full credit reporcs
in international terrorism casges), there should not be payment in
connection with those NSLs. The reimbursement BC referenced
above provides a form response letter to NSL recipients rhat
request payment. See EC, 319X-HQ-Al487720-0GC, serial 222,
raeferenced above, for additional details,

(U) Compensation is legally required for NSLs served to
cobtain financial information purguant to RFPA and credit
information pursuant to FCRA § 1681u. More information regarding
payment schedules is availahle in the EC addressing
raimbursement.

Qggggigng and Additional Information

(U) For additional information, the most current NSL
templates, and most current NSL cover EC templates visit the NSLB

NSL websgite at http://oqe. fhinet. fbi/nslb/ngl/ . For questions
i . _Contact_your NSLB operational attorney or AGC
202-324 o
b6
b7C

" (0 There may ke situations in which lack of compensation is unduly

harsh in light of the burden placed en the carrier by an NSL request. Such
situations may be addressed on a cagg-by=-case basis. This flexibility is
cenceptually analegous to the provision of ECPA, 18 U.S.0C. § 2706, which

authorizes court-otrdersd compensation when criminal legal process sgoking
telephone racords is especially burdensome.

P
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LEAD(s):
Set Lead 1: (Action)

ALL RECEIVING OFFICES

. (U} Disseminate to personnel involved in
Counterintelligence, International Terrorism, and Cyber
operational issues, and other personnel as appropriate,

Sat Lead 2: {Info)
DIRECTQR'S QOFFICE

AT CPO, DC

{U) This policy is provided to the CPO for cracking
purposes. Read and clear,

Sat Lewad 3: (Action)
RECORDS MANAGEMENT

AT WASHINGTON, DG

(U) Take appropriate action to revisze any superceded
guidance contained in National Foreign Intelligence Policy Manual

and in ECs 319X-HQ-A1487720-0CGC Serials 20, 24, 210, 213, 223,
326, 328, 331.

1 -~ Ms. Caproni
1 - Mr. Kelley
1 - Ms. Thomas

1l - b6
B7C

e
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bé
b7C

N
i

- Ms. Beers
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