IN THE UNI TED STATES DI STRI CT COURT
FOR THE DI STRI CT OF COLUMBI A

ELECTRONI C PRI VACY | NFORMVATI ON CENTER
1718 Connecti cut Avenue, N W

Suite 200

Washi ngt on, DC 20009,

Pl aintiff,

DEPARTMENT OF DEFENSE
The Pent agon
Washi ngt on, DC 20301,

)
)
)
)
)
)
V. ; Gvil Action
)
)
)
Def endant . ;

COVPLAI NT _FOR | NJUNCTI VE_ AND DECLARATORY RELI EF

1. This is an action under the Freedom of Information Act
("FOA"), 5 US C 8 552; and the Federal Declaratory Judgment
Act, 28 U S.C 88 2201, 2202. Plaintiff seeks injunctive and
declaratory relief to invalidate a determ nation by defendant
Departnent of Defense ("DoD') that plaintiff is not entitled to
expedi ted processing of its requests to defendant DoD under the
FO A when the subjects of such requests constitute "breaking

news.

Juri sdi cti on and Venue

2. This court has both subject matter jurisdiction over
this action and personal jurisdiction over the parties pursuant
to 5 US C 8§ 552(a)(4)(B) and 552(a)(6)(E)(iii). This court
al so has jurisdiction over this action pursuant to 28 U.S.C. 8§

1331 and 28 U . S.C. 88 2201(a) & 2202. Venue lies in this



district under 5 U S.C. § 552(a)(4)(B)

The Parties

3. Plaintiff Electronic Privacy Information Center ("EPIC')
is a research organi zation incorporated as a not-for-profit
corporation in Washington, DC. EPIC s activities include the
revi ew of federal governnent activities and policies to
determ ne their possible inpacts on civil liberties and privacy
interests. Anong its other activities, EPIC publishes books,
reports and a bi-weekly electronic newsletter. EPIC al so
mai ntains a heavily-visited site on the Wrld Wde Wb
cont ai ni ng extensive information on privacy issues, including
i nformati on EPI C has obtained fromfederal agencies under the
FO A

4. Defendant Department of Defense ("DoD') is a departnent
of the Executive Branch of the governnment of the United States.

DoD is an "agency"” within the nmeaning of 5 U. S.C. 8 552(f).

Plaintiff's FO A Request and Correspondence w th Def endant DoD

5. By letter sent to defendant DoD by nessenger on Novenber
21, 2002, plaintiff requested copies of records maintai ned by
DoD s Def ense Advanced Research Projects Agency ("DARPA").
Specifically, plaintiff requested copies of all agency records
related to DARPA s Informati on Awareness O fice program known as
Total Information Awareness ("TIA") project that address the

foll ow ng subj ects:



a) Any existing legal, statutory and/or regul atory
framewor ks concerni ng governnental access to and use of
transacti onal and other records about individuals.

Plaintiff noted that its request includes, but is not
limted to, any assessnents of the legal authority (or |ack

thereof) for activities proposed for the TIA project; and

b) Potential privacy and/or civil liberties inplications of

the activities proposed for the TIA project.

6. Plaintiff requested that processing of its request be
expedited and asserted that the request "clearly neets the
criteria for expedited processing under applicable Defense
Departnent regul ations (32 CFR 286; DoD 5400.7-R), as there
exi sts a 'conpelling need" because 'the information is urgently
needed by an individual primarily engaged in dissem nating
information in order to informthe public concerning actual or
al | eged Federal Government activity.'"

7. Plaintiff noted that DoD s regul ati ons provide that
"[ulrgently needed neans that the informati on has a particul ar
value that will be lost if not dissemnated quickly. Odinarily
this nmeans a breaking news story of general public interest.” 32
CFR 286.4(d)(3)(ii)(A). Plaintiff asserted that:

The governnent activity at issue here -- creating a

"total information awareness” program-- inplicates

serious privacy and security issues that have received

consi derabl e news nedia attention in recent days. A

search in the Lexi s—Nexi s news database for articles

on "total information awareness” for the past week
returns 74 results. |Indeed, the TIA project has been



a "breaking news story" at |east since the publication
of a New York Tinmes article on Novenber 9. Recent
editorials in newspapers, including the New York Ti nes
and the Washi ngton Post, have di scussed the TIA
project and noted the need for public information
concerning the initiative. There is clearly an urgent
public interest in understanding and di scussi ng how

t he proposed systemwi || affect personal privacy and
civil liberties.

8. Plaintiff further stated that EPICis "primarily engaged
in dissemnating information,"” and noted that DoD s regul ations
provide that "[r]epresentatives of the news nedia . . . would
normal ly qualify as individuals primarily engaged in
dissem nating information." 32 CFR 286.4(d)(3)(ii).

9. In support of its request for both expedited processing
and assessnent of processing fees as a "representative of the
news nedia," plaintiff stated:

EPIC is a non-profit, educational organization that
routinely and systenmatically dissem nates infornmation
to the public. This is acconplished through severa
nmeans. First, EPIC nmaintains a heavily visited Wb
site (ww. epic.org) that highlights the "l atest news"
concerning privacy and civil liberties issues. The
site al so features scanned i mages of documents EPIC
obtai ns under the FO AL Second, EPIC publishes a bi-
weekly el ectronic newsletter that is distributed to
over 15,000 readers, nmany of whomreport on technol ogy
i ssues for major news outlets. The newsletter reports
on relevant policy devel opnents of a tinely nature
(hence the bi-weekly publication schedule). It has
been published continuously since 1996, and an archive
of past issues is available at our Wb site. Finally,
EPI C publ i shes and distributes printed books that
address a broad range of privacy, civil liberties and
technol ogy issues. A list of EPIC publications is
avail abl e at our Wb site.

For the foregoing reasons, we believe that EPIC
clearly fits the definition of "representative of the
news nedi a" contained in the FOA and the DoD

regul ations. Based on our status as a "news nedi a"
requester, we are also entitled to receive the



requested records with only duplication fees assessed
under 32 CFR 286.28(b)(5)(e).

10. By letter to plaintiff dated Decenber 2, 2002,
def endant DoD acknow edged recei pt of plaintiff's FO A request
on Novenber 25, 2002. Defendant DoD further acknow edged t hat
"the subject of [plaintiff's] request is 'breaking news,'" but
asserted that "this is not enough to satisfy the requirenments
for expedited processing.”

11. Defendant DoD stated that "[e]ven though you mention
in your request that EPIC has the capability to di ssem nate
i nformation, you do not prove that EPIC s primary activity is
di ssem nating information. To the contrary, you nention that
"EPIC is a non-profit, educational organization that routinely
and systematically dissemnates information to the public.’
Accordingly, your request for expedited processing does not neet
the requirenents for conpelling need under the FOA ...."

12. Defendant DoD further stated that "[t]his issue is
related to your assertion that EPIC qualifies, for the purposes
of assessing fees, as a 'nmenber of the news nmedia." This is
currently a matter of litigation between the DoD and EPIC. W
have determ ned that EPIC is not a nenber of the news nedia

13. Defendant DoD advised plaintiff of its right to appeal
DoD s denial of its request for expedited processing.

14. By letter sent by facsimle to defendant DoD on

Decenber 6, 2002, counsel for plaintiff appeal ed the denial of



plaintiff's request for expedited processing of its FOA
request. Specifically, plaintiff's counsel stated:

You note in your letter that EPIC s entitlenent to
expedited processing is related to EPIC s assertion
that it qualifies as a "representative of the news
nmedi a" under the FO A and DoD regul ati ons. You
further note that EPIC s entitlenment to news nedi a
status "is currently a matter of litigation between
DoD and EPIC. "

In support of this appeal, | incorporate by reference

1) the admnistrative record concerning EPI C s request

for treatnent as a "representative of the news nedia;"

and 2) the court record of the pending litigation

between DoD and EPIC. | believe that material, in

addition to the information submtted in support of

EPI C s request for expedited processing, clearly

establishes that EPICis primarily involved in

di ssem nating i nformati on within the neaning of

appl i cabl e DoD regul ati ons.

15. Plaintiff's counsel further stated, "[a]s DoD
regul ations provide, | will anticipate your determnation of
this appeal within ten (10) cal endar days."

16. To date, defendant DoD has failed to respond to
plaintiff's appeal, notw thstanding DoD s regul atory requirenent
to respond to such an appeal within ten cal endar days.

17. Plaintiff has exhausted all applicable admnistrative

renedi es.

Plaintiff's Entitl ement to Expedited Processing

18. Plaintiff qualifies for expedited processing of its
requests under the FO A when the subjects of such requests
constitute "breaki ng news."

19. Defendant DoD s denial of plaintiff's request for
expedi ted processing violates the FO A and applicabl e DoD



regul ati ons promnul gated thereunder.

20. Defendant DoD s refusal to expedite the processing of
plaintiff's FO A request constitutes a wongful wthholding of
t he requested agency records.

21. Defendant DoD has adopted a policy and practice of
interpreting its applicable regulations so as to deny plaintiff
the right to expedited processing of its requests under the FO A
when the subjects of such requests constitute "breaki ng news."

22. Plaintiff requests information from defendant DoD on a
continuing basis. Defendant DoD s policy with respect to
plaintiff's entitlenent to expedited processing constitutes a
continuing and unlawful barrier to plaintiff's access rights

under the FA A

Request ed Rel i ef

WHEREFORE, plaintiff prays that this Court:

A. Order defendant DoD to expedite the processing of
plaintiff's FO A request submtted to defendant DoD on Novenber
21, 2002;

B. Issue a declaration that plaintiff is entitled to
expedi ted processing of its requests to defendant DoD under the
FO A when the subjects of such requests constitute "breaking
news";

D. Provide for expeditious proceedings in this action;

C. Retain jurisdiction of this action to ensure that the

processing of plaintiff's FO A request is expedited,



E. Anard plaintiff its costs and reasonabl e attorneys fees
incurred in this action; and
F. Gant such other relief as the Court may deemjust and

pr oper .

Respectful ly submtted,

DAVI D L. SOBEL
D.C. Bar No. 360418

MARC ROTENBERG
D.C. Bar. No. 422825

ELECTRONI C PRI VACY | NFORVATI ON CENTER
1718 Connecti cut Avenue, N W

Suite 200

Washi ngton, DC 20009

(202) 483-1140

Counsel for Plaintiff



