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Superior Gourt of the Bistrict of Golumbia
QVIL DIVISION
500 Indiana Avenue, N.W., Room JM-170
Washington, D.C. 20001 Telephone: . 879-1133 "

Electronic Privacy Information Center

Plaintiff
vs. Civil Agtion Noryyey 772y
Sony BMG Music Entertainment, LLC
' Defendant
SUMMONS

To the above named Defendant:

You are hereby summoned and required to serve an Answer to the attached Complaint, either
personally or through an attorney, within twenty (20) days affer service of this summons upon your
- exclusive of the day of service. I>f,‘ you are being sued as an officer or agency of the United States
Government or the District of Columbia Government you have 60 days after service of this summons to
serve your Answer. A copy of the Answer must be mailed to the atto_me:ﬁ for the party plaintiff who is
suing you. The attorney’s name and address appear below. If plaintiff has no attorney, a copy of the
Answer must be mailed to the plaintiff at the address stated on this Summons.

You are also required to file the original Answer with the Court in Room JM 170 at 500 Indiana
Avenue. NW. between 9:00 am. and 4:00 pm., Mondays through Fridays or between 9:00 am. and
12:00 Noon on Saturdays. You may file the original Answer with the Court either before you serve a
copy of the Answer on the plaintiff or within five (5) days after you have served the plaintiff If you fail
to ﬁl? an Answer, judgment by default may be entered against you for the relief demanded in the
complaint, ,

Clerk of the Court

",

[Tracy D. Rezvani ,
Name of Plaintiff's Atiomey

IFINKELSTEIN, THOMPSON & LOUGHRAN

Address Deputy Clerk
1050 30th St., N.W., Washington, DC 20007
(202) 337-8000 Date|December 23, 2005

Telephone

PUEDE OBTENERSE COPIAS DE ESTE FORMULARIO EN ESPANOL EN EL TRIBUNAL SUPERIOR DEL
DISTRITO DE COLUMBIA, 500 INDIANA AVENUE, N.W., SALA JM 170

YOU MAY OBTAIN A COPY OF THIS FORM IN SPANISH AT THE SUPERIOR COURT OF D.C., 500 INDIANA
AVENUE, N.-W., ROOM JM 170

Form CVIbsitar. 31 NOTE: SEE IMPORTANT INFORMATION ON BACK OF THIS FORM.



IMPORTANT: IF YOU FAIL TO SERVE AND FILE AN ANSWER WITHIN THE TIME
SIATED ABOVE, OR IF, AFTER YOU ANSWER, YOU FAIL TO APPEAR AT ANY TIME THE
COURT NOTIFIES YOU TO DO SO, A JUDGMENT BY DEFAULT MAY BE ENTERED
AGAINST YOU FOR THE MONEY DAMAGES OR OTHER RELIEF DEMANDED IN THE
COMPLAINT. IF THIS OCCURS, YOUR WAGES MAY BE ATTACHED OR WITHHELD OR
PERSONAL PROPERTY OR REAL ESTATE YOU OWN MAY BE TAKEN AND SOLD TO PAY
THE JUDGMENT. IF YOU INTEND TO OPPOSE THIS ACTION, DO NOT FAIL TO ANSWER

WITHIN THE REQUIRED TIME

If you wish to talk to a lawyer and feel that you cannot afford to pay a fee to a lawyer, promptly contact
one of the offices of the Legal Aid Society (628-1 161) or the Neighborhood Legal Services (682-2700) for help
or come to Room JM 170 at 500 Indiana Avenue, N.W., for more information concerning where you may
ask for such help.



SUPERIOR COURT OF THE DISTRICT OF COLUMBIA
CIVIL DIVISION

Vs. C.A. No. 2005 CA 009779 B
SONY BMG MUSIC ENTERTAINMENT LLC
INITIAL ORDER

Pursuant to D.C. Code § 11-906 and District of Columbia Superior Court Rule of Civil Procedure
(“SCR Civ”) 40-1, it is hereby ORDERED as follows:

(1) Effective this date, this case has assigned to the individual calendar designated below. All future filings
in this case shall bear the calendar number and the judge’s name beneath the case number in the caption. On
filing any motion or paper related thereto, one copy (for the judge) must be delivered to the Clerk along with the
original.

(2) Within 60 days of the filing of the complaint, plaintiff must file proof of serving on each defendant:
copies of the Summons, the Complaint, and this Initial Order, and any General Order issued by the judge to
- whom the case is assigned. As to any defendant for whom such proof of service has not been filed, the
Complaint will be dismissed without prejudice for want of prosecution unless the time for serving the defendant
has been extended as provided in SCR Civ 4(o).

(3) Within 20 days of service as described above, except as otherwise noted in SCR Civ 12, each defendant
must respond to the Complaint by filing an Answer or other responsive reading. As to the defendant who has
failed to respond, a default and judgment will be entered unless the time to respond has been extended as
provided in SCR Civ 55(a).

(4) At the time and place noted below, all counsel and unrepresented parties shall appear before the
assigned judge as an Initial Scheduling and Settlement Conference to discuss the possibilities of settlement and
to establish a schedule for the completion of all proceedings, including, normally, either mediation, case
evaluation, or arbitration. Counsel shall discuss with their clients prior to the conference whether the clients are
agreeable to binding or non-binding arbitration. This order is the only notice that parties and counsel will
receive concerning this Conference.

(5) Upon advice that the date noted below is inconvenient for any party or counsel, the Civil Assignment
Office (202) 879-1750 may continue the Conference once, with the consent of all parties, to either of the two
succeeding Fridays. Request must be made not less than six business days before the scheduling conference date.
No other continuance of the conference will be granted except upon motion for good cause shown.

Chief Judge Rufus G. King, II1

Case Assigned to: Judge ROBERT E MORIN
Date: December 28, 2005
Initial Conference: 9:30 am, Friday, April 07, 2006
Location: Courtroom 517
500 Indiana Avenue N.W.
WASHINGTON, DC 20001

Caio.doc



SUPERIOR COURT OF THE DISTRICT OF COLUMBIA

CIVIL DIVISION
Electronic Privacy Information Center ) o
1718 Connecticut Ave., NW, Suite 200 ) 9 *‘;mﬂ"@ﬁﬁ%&ﬁig N

Washington, DC 20009

Plainti;‘%ﬁ,‘wé

550 Madison Avenue,
New York, NY 10022

Plaintiff, Electronic Privacy Information Center (“EPIC”), by his undersigned attorneys,

brings this action on behalf of the General Public of the District of Columbia, and alleges the

following:

INTRODUCTION

1. This action, brought on behalf of the residents of this jurisdiction, seeks damages
| and declaratory and injunctive relief on behalf of persons who reside in the District of Columbia.
2. In 2003, Sony BMG began to distribute CDs that contain software that Sony BMG
refers to as Digital Rights Management (“DRM”) to the public. This DRM software on the Sony
BMG CDs includes MediaMax created by SunnComm Technologies, Inc. (“MediaMax CDs”)
and Extended Copy Protection (“XCP”) created by First 4 Internet (“XCP CDs”).
3. SunnComm introduced MediaMax in 2002 and First 4 Internet, LTD (“First 47)
introduced its XCP software in 2003. On information and belief, Sony BMG intended that most

of its CDs sold in the United States would incorporate one of these technologies.



4. Sometime thereafter First 4 and Sony BMG Music (“Sony”) entered into an
agreement under which First 4 would produce a customized version of its XCP software for
Sony’s use on its compact discs (“CDs”) worldwide. According to First 4, XCP was an end-to-
end solution to protect the rights of record labels and artists against the unauthorized copying of
CD content.” Sony was the first major record label to agree to use the XCP software. Sony is
one of the world’s largest outlet of music, video and games.

5. In March 2005, Sony began encoding numerous music titles that it sold worldwide
with the XCP software. While Sony publicly touted this development as merely a “speed bump”
for consumers seeking to illegally share its music, in reality it was something far more ominous.
Sony and First 4 created an anti-burning (copying of CDs) scheme that would make permanent
and irreversible alterations to the core Windows operating system which could be later used by
“hackers” or Sony to take control of the user’s computer without the user’s knowledge or
consent.

6. Similarly, Sony also uses SunnComm Technologies, Inc.’s (SunnComm)
MediaMax software on a certain subset of its CDs. However, unlike XCP, MediaMax installs
files on the users' computers even if they click "no" on the EULA, and it does not include a way
to fully uninstall the program. The software transmits data about users to SunnComm through an
Internet connection whenever purchasers listen to CDs, allowing the company to track listening
habits -- even though the EULA states that the software will not be used to collect personal

information and SunnComm's website says "no information is ever collected about you or your

computer."”



7. In encoding their CD disks with XCP and MediaMax software, Sony has placed
its intellectual property above the personal information of personal computer users here in the
District of Columbia. To date, nearly 5 million copies of the XCP encoded CDs, and nearly 20
million of the MediaMax encoded CDs, have been sold. Millions of consumers, including
District of Columbia residents, have played these disks on their personal computers and thus
have had their systems unwittingly compromised.

8. At this date, several viruses have been reported that exploit the weakness that was
created by the surreptitious installation of the XCP on their computers. District of Columbia
residents are at risk from these viruses (and others to come) that will destroy software and steal
personal information.

9. Sony has taken concerted action to cover up its actions under the guise of trying to
fix the problem. Sony even initially refused to disclose which titles it sold that were encoded
with the DRM spyware although websites soon popped up disclosing a majority of the titles.

10.  The public backlash to this campaign has been swift and severe. Sony initially
stated that it planned to have all major new releases copy protected in 2006. Due to the backlash,
and news of the virus piggy-backing on the XCP technology embedded by their CDs, Sony has
since opted to “halt” or “suspend” the production of new CDs bearing the XCP technology.
There has been no suspension of, or affirmative statement against, the use of the MediaMax
software.

11. First 4’s Managing Director was upbeat about the market potential of XCP and
was quoted as saying “Right now we’re focusing on the music sector, where there’s a real

burning desire for this technology, excuse the pun! But there are other types of data that need to



be protected, and our technology can be applied to video, for example, and to games. We’ve got
lots of plans for the future. So it’s all exciting times really.”
| PARTIES

12. Plaintiff Electronic Privacy Information Center (“EPIC) is a non-profit
organization located at 1718 Connecticut Avenue NW, Suite 200, Washington DC 20009.

13. EPIC is registered in the District of Columbia and has its principal place of
business in the District of Columbia. EPIC was founded in 1994 to focus attention on
developing civil liberties issues and to protect privacy and constitutional values.

14.  Defendant Sony BMG Music Entertainment, LLC is a corporation organized and
existing under the laws of the State of Delaware with its principal place of business at 550
Madison Avenue, New York, NY 10022. Sony is one of the largest distributors of pre-recorded
audio discs in the world. During the relevant time period, Sony has distributed CDs in this
Jurisdiction under various labels including, but not limited to, Arista, Columbia, Epic, Epic
Associates, Sparrow, Delicious Vinyl, RCA Records, Sony Classical, Sony Broadway, Sony
International, Masterworks Dinner Classics, and Masterworks.

15. Non-defendant First 4 Internet, Ltd., is a corporation organized and existing under
the laws of the United Kingdom with its principle place of business in Wales, United Kingdom.
First 4 is a developer of digital rights management software including the XCP1 Burn Protect. A
customized version of this software was produced for Sony for use on its CDs, including CDs
sold in the District of Columbia.

16. Non-defendant SunnComm Technologies, Inc., (“SunnComm™), traded as

SCMLPK, is a Nevada corporation with its principle place of business at 668 N. 44" Street, Suite



248, Phoenix, AZ 85008. SunnComm’s MediaMax software, distributed by MediaMax
Technology Corp. (OTCBB:MMXT) was installed on over 20 million Sony CDs worldwide. In
response to public outcry of the secret installation of their software by Sony, Sony’s website

(http://cp.sonybmg.com/) directs consumer’s to an FAQ on Sunncomm’s website.

http://www.sunncomm.com/support/sonybmg/

JURISDICTION & VENUE

17. Jurisdiction of this Court is founded on D.C. Code § 11-921. Moreover, Count I
of this Complaint arises under the District of Columbia Deceptive Trade Practices Act, D.C.
Code § 28-3904. This Court, therefore, has subject matter jurisdiction over that count under
D.C. Code § 28-3905(k)(1).

18. Venue is proper in this District. The claims asserted in this complaint arise, in
part, within this District. Plaintiff represents residents who have purchased Sony’s CDs bearing
the XCP and MediaMax DRM technology in this District. Defendant transacts business in this
District and has caused injury within the District.

SUBSTANTIVE ALLEGATIONS

19. In 2003, Sony BMG began to distribute CDs that contain software that Sony BMG
refers to as Digital Rights Management (“DRM”) to the public. The use of the technology is
complex, hidden, and insidious. The XCP was installed on 52 titles encompassing nearly 5
million CDs. The MediaMax software has been instélled on over 20 million CDs of
approximately 140 most popular titles.

20.  The Sony DRM software installs itself without the users’ knowledge or consent

the moment someone attempts to play a CD on their Windows-based computer. This occurs






