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This lette r constitutes flS request unde r the Freedom of Inform a tion Act ("FO lA"), 5 
U,S.C, § 552, a nd is s ubmitted on be balf of the Elec tronic Pri vacy Information Cente r 
("EPI C") to t he National Secul'ity Age ncy ("NSA"), 

EPIC seeks record ,'e lated to the government's surveil lance and co llection of 
c lectl'onic communication data outs id e the Unit.ed States unde r Executive Ol'der 12333 
("EO 12333"), and othe r re lated Executi ve Order s, including t.he coUectioo and inte "ception 
of messages , met.adA lA , and other tl'ansactional and bus iness reco rd s regardin g e 'lllAil , 
telephone, a nd Inte rnet usage. The NSA is a key mambo,' of the U,S, Intelligenc 
Community, and they provide information "pl'Oducls a nd e ,'vices to the Depa l'tme nt of 
Defe nse, the Inte lli ge nce Communjly , govel'nlllent age neie , industry partners , and e lect 
allies a nd coalition partners. '" 1'he NSA Hlso hHs prim a ,'y respons ibility for all of the U.S, 
signa ls inte lligence gathering activiti es, which includ es co ll ection under EO 12333.2 A 
Janu a l'y 2011 version orthe NSA proced ures applicable to co llecti on under EO 12333, 
known as U.S. SignHls Inte llige nce Di,'ective (USSID) 18, have rece ntly been t'e leased by 
the Of'fice orthe Director of Nat iona l Inte llige nce. The refore, the NSA should have record s 
responsive to thi s request. 

Background 

Pres ident Ronald Rega n iss ued EO 12333 on December 4 , 198 1, in order to rede fine 
the a uthorities or the U.S. Inte llige nce Comm unity3 to "provide tbe Presid e nt and the 

I AbDUl NSA. http://www.nsa.gov/aboul/illdex .shll11l (iasl modified Nov . 29, 2011), 
2 lei. 
J The U.S. Intclltgence Communi ty is comprised of 17 eli fferenL slIb-agcncie wit.hin 7 ExecliLlve 
Brunch age ncies: CIA , Department of Defens (DI A, NSA, NGA, NRO, AFI RA , MI , MCIA , and 
ON!) , Depru'tment of Energy (OIC I), Department of Homela nd Security (I&A and CG I), Department 
of Just,ce (FBI und DEA), Depa rtment of State (INR), and Department of Treasury (TFI). 



Nationa l Secu rity ounciJ with t he necessa ry information on which to base deci sions" 
rega l'ding a b,'oad range of topi cs, including "deve lopm ent of foreign , defense, a nd econOIll ic 
policy" a nd national security , I According to the Directo r of Na tional In te lligence ("ON!"), 
thi order "es tabli he the Executive Branch u'am ewol'k fOl' lhe country's national 
intelligence e fforts , a nd for protectin g privacy and civi l Libe r t ies in t he conduct of 
intelligence activities,"o and yet ince its adoptio n , sUl'veiliance activities have bee n ca l'l' ied 
oul und er thi s ol'der without adequate h'an pat'e ncy 0 1' public ove rsight, 

The Orel e l' bas t hree di stinct parts: Part 1 outlines the roles a nd re pon ibiLities of 
"national security and intelUgence e leme nls of lbe Executive Branch," Part 2 includes 
"lrjestrictions on the cond uct of inte lligence activities," and Part 3 addresses" ldl elinitions 
a nd general te l'ms,"6 The Attorney Gene ral , in particular, has a key role in coord inati ng tbe 
procedure adopted to impleme nt tho Order, Specifically , the Order r quires that rc 
e le me nts establish "impleme nti ng guide lines that must be approved by the AG ,"7 The IC 
e leme nts may "collect, reta in , Ot' disseminate information conceming Uni ted States 
persons" only "in accordance with procedures es tablished by the bead oCthe Intelligence 
Community ele me nt conce rned 0 1' by the head of a depal'tm ent containin g such e le ment and 
app roved by the Attorney General, , , after consultation with the Director of National 
Intelligence,"" The Order mandates that the e procedures a llow for the "collection, 
retention , and disse mination" of a bl'Oad I'ange of information of interest to t he IC," 

Som e of t hese procedul'es have, in the past, bee n publicly re leased , but most I'ema in 
ec ret a nd ma ny are decade out of date, For example, the Defense Departm e nt's 1982 

I'egulations imple me nting the Ord er are ava ilable at the Defe nse Technical Information 
Centcr l O Sim iJal'ly , tbe Army has pubUshed its intellige nce proced ures as of 2007,11 But 
most IC me mbe r have not published 01' addressed t he ir guide lines a nd pl'ocedul'es fOl' 

collecti on, retention, a nd dissemination ofcornm unications data uncle I' EO 12333, In 
I'esponse to one active FOlA s ui t, t he ON! has re leased the National Security Age ncy's 
procedul'es from January 2011. ' 2 'I'he NSA, CLA , DIA, FBI , and State Departme nt bave also 

I Exec, Order No, 12333 § I.l. See Membel' Agencies, http ://www ,i nleIJi ge nce,gov/miss ion/member
agencies,htm!. 
5 OFFI(,E OF THE DI R~CTOR 01' NATIUNAL I NTELLlG~NCE, CIVIL Ll BERTI~S AN D Pru VACY OFFICE, CIVI L 
LIBERTIES AND PRI VACY INFORMATION PAPER: DESCRIPTION 01' CIVII_ LIIJERTIES AND PRI VACY 
PnOTECTIONS IN(,ORPORAT~D IN THE 2008 REV1S ION OF EX;;CUT IV~ ORl);;R 12333, at I (2008), 
auailable at 
http://wwlV,dru ,gov/files/documents/CLPO/CLPO_1 nformatlon_Paper_o n_200B_Revis lon_to_EO_1233 
3,pdf (version reformatted in 20 I 3 for po ting on dnj ,gov) , 
" ld,at3, 
7 Jd, 
• Exec, Order No, 12333 § 2,3, 
9 See KRJS & WI LSON I, NATIONAL SECURJTY INVESTIGATIO NS & PROSECUTIO NS 20 § 2;7 (2012), 
III DEP'T OF DEFENSE, DOD 52'10 I ,R, PIlO(,EOUIlE GOVIlIlNING THE ACTIVITmS OF DOD INTELLIGENCE 
COMPONENTS THAT AI"FF:(,T UNITED STATES PEllSONS (Dec, 1982), auailable at 
http://www.dtic.millw hsl d il'ccti ves/corres/pdf/5 24 00 J 1' , pd f, 
II ARMY REGULATION 38 1-10, ARMY 1 NTELLlGEN(,E PHOCEOUHES, § 2-2(L) (2007), auailable 01 
h ltp:/laJ'mypu bs ,army, m iJlepubs/pd f/r3 1_ 10 ,pdf, 
" NAT'L SEC, AGENCY, U,S, SIGNAI-5 INTEI_LlGENCE DIllECTIVE 18 (Jan, 20 J I), auailable 01 
http ;l/www.dm.gov/files/doclimentsI1 I1 8/CLEAl\fEDFinal%20USS I D%20SPOO IS,pdf. 
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agreed to sea rch for and pl'Ocess th,'ee narrow cat ego ri es of documents , including their 
"formal regulation 0 1' policies" regarding clcctl'Ouic s urveillance unde l' EO 1233313 

But I'ece nt reports ha ve highlighted the expans ive use of EO 12333 authorities lO 
acqui,'c Inlel' net and othel' e lect roni c communications data from majol' service pl'Ovidel's 
and other SO urCeS that tl'eque ntly ha ndle U.S . pe rso n communications, storcd fil es, and 
other sensitive metadata. 11 A a result of the t echnica l evo lution of Internet services, the 
private data of U,S. persons is no longer stored and processed only within our borders , 
Cross-border data Dow are I'outine, espec ially where large providers seek to back up data 
in redundant systems around the globe, Or to serve customers who travel intel'l1ationallyl5 
One form er Stale Departmenl oCCicial bas stated publicly that he filed a complaint with the 
Depa rtme nt' In pectol' Ge ne ral over activities that he says resulted in s uch broad 
co llection of American's data that it violates the J?ourth Amendmenl unreasonab le search 
and se izure prohibition. \G 

The Preside nt poke about the scope of fore ign inte lligence su rve illance in January 
2014, and issued a new directive regal'ding signal s intelligence activities , P,'eside nti a l 
Policy Directive 28 ("PPD 28").17 The PPO 28 requires t hat the "ONI , in consultation with 
the Attorney General, ha U en ur that all c le me nts of the 1 C e tablish policies and 
p l'ocedul'es that app ly the following principles for safegua l'ding pe rsonal information 

1:1 See Stipul»tion and Order Rega rding Doc um ent Searches , ACLU u. NSA el ai" No, 13-ev-919S, al 
2-4 (S. D,N,Y, May 9, 2014), 
1'1 Sre Ellen Nakashima & Ashkan Soltanl , Privacy Wat chdog's Next Target: the Least-known Bitt 
Biggest Aspect of NSA Surueillance, WA '11. POST (July 23, 2014), ava ilable 01 

http: //www.washingtonpost.comlblogs/the-s wi tchlwpl20 14107/231pn va cy -watch dogs-next-target- the
least-known-but-biggest-a pect-of-nsa-surveillance/; John Napier Tye, Opinion , Meel Execlttive Order 
12333: The Reagan Rule That Lets Ih e NSA Spy on Americans, WASH, POST (July LB, 2014), ouoiloble 
01 http ://www .washingtonposl.com/opinions/meet-executive·order-12333-thQ,reagan-rule-tha t-Iets
the-nsa -spy-on-americans/20 I '1/07/1S/93d2ac22-0b93- lle4- bSe5-dOdeB0767fc2_story ,htm I; Barton 
Gellmall & Ashkan Sollani, NSf! StLrueillance Program Reaches '1"'0 the Pas" 1.0 R etrieve, Replay 
Phon e Calls, WAS Il. POST (Mal', 19, 20 I-I), available at 
h ltp :l/www.washlngtonpost.co m/wor 1 dina tional -sec ul,i ty Insa -surYe iUa nce-p \'Ogra m -reaches-into -the
past-to-retrieve-l'eplay-phone-eallsI20 14103/1B1226d264 6-ade9- Ile3-a4ge-76adc921 Ofl9_story, h tml; 
Barton Gellman & Asbkan Soltani , NSf! 1'racking Cellphone Location.s World wide, Snowden 
DocII,men/s Show, WASil , POST (D ec, 4, 2014), availoble 01 

http ://www .washingtonpost.com/wor I din a tiona I-seeu ri ty I n sa -tracki l1g -ee 11 p ho n e-I oea b ons- world w ide
snowden-documents-s how/20 131 12/0415492S73a-5ef2-1.l e3-bc56-c6ca94S0 1 fae_story,html ; Banon 
Gellman & Ashkan Soltanj, NSA '"/iitmtes Un"s to Yahoo , Coogle Da/.o, Centers Worldwide, 
Snowden. Dowm ents Say, WASH, POST (Oct, 30, 20 l4), ovailable a/. 
h Up :lIwww.washingtonposl.co lll/wol.ld/na li a n a I-sccuri ty Insa -In ultra lcs-li nks -to-y a hoo-googlc-d a ta
centers- worldwlde-snowden-doculll ents-sAyI20 1311 0/3 0/e5 1 d661 e-~ 166-1 I e3-8b74-
d89d714ca4dd_s tory. html. 
15 See Nakashima & Soltani , supm note 12 ("Once upon a time, yo u co uld be fairly certain that 
ove r eas coll ection would pIck up only foreIgne rs' phone ca lls, and that Americal1s' co mmuDlca tions 
would stay inside the Untied States. But today, e-mails , calls, and other communications cross U.S. 
borders and arc often stored beyond them. Companies like Google and Yahoo have "mirror" servors 
around the world tbat hold customers' data .") 
10 See 'I'ye, . "pro note 12, 
17 DIrective on Signals Intelligence Activities , 2014 DAII.Y COMPo PRES. DOC, 3 1 (J an, 17,2014), 
auailable at http ://www,gpo.govlfdsys/pkgIDCPD-20 14000311pdf1DCPD-20 1400031.pdf. 
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collected from s igna ls inte llige nce acti vi ti e ."Iff ln add ition, t he PPD 28 requ ire that the 
DNl a nd AG, in coo l'dination wiLh the heads o f oLh e l'l C me mbe l's "sha ll prepal'e a report" 
by July L6, 2014 "evaluating poss ible additiona l di semin a tion and rete ntion sa fegua rds fOI' 
persona l informa tion coll ected through s ignals inte lligence, consistent with tecbnical 
capa bilities a nd ope ra tional needs."10 The PPD 28 a lso requires that Pres ide nt's 
Intellige nce Advisory Board provide a report "id enti fy ing the option for a ess ing the 
di stinction between metada ta a nd othe r types of data" by May l7 , 2014 .20 

Documen ts Re uested 

1. An y poli cies, regulations, whit pa pers, !:ina l memorand a, guide lines, Or tra ining 
mate ria ls inte l'preting 01' a ddress ing the co llection , retention, di s emination, 01' 
s ha rin g of electronic com munica tions or metada ta unde r EO 12333. 

2. The most recent ve rs ion of I C member a ge ncy procedures adopted under EO 12333, 
including DOD 5240 l-R, Arm y Regula tion 381-10, and USSID-18. 

Re uest for Ex edited Processin 

Thi l'equesL wa rra nt expedited pl'ocess ing beca use it is made by "a pe l'son 
prim a ril y e ngaged in di se minating informa tion ... " a nd it pe rta ins to a ma tte r a bout 
which the re i a n "urge ncy to inform the public a bout a n actua l 01' a lleged federa l 
gove l'nme nt acLiv i ty."~1 EPI C is "prim aril y e ngaged in di sse mina tin g information ."22 

The re is clea rly a n urgency to inform the public about the gove rnment's urve illa nce 
activit ies conducted unde r EO 12333, give n the current efforts by the Pres ident to reform 
bulk collection progl'a ms23 a nd t he ongoing public inte rest in increased inte lligence 
t ra nspa re ncy. EPI C recently ca lled for a n inde pe nden t investigation into the government's 
use of 12333 a ut hor ities24 Eve n e nator Dia ne Feinstein , the Chairwoma n of the Se nate 
Select Commi ttee on Inte lli gence who has t raditiona lly defe nded the gove rnme n t' use of 
s UI've ill a nce a uthorities, has sa id that her commi ttee "has not been a ble to 'sufficie ntly' 
ove rsee the progra ms run lIncler" EO 12333 . ~· NSA urveitJa ncc of communica tion da ta, 
a nd othe r related surve illa nce activitie , have bee n the ubjects of conLinualnews coverage 

18 ld. at 5. 
" [d. 
'0 Jd. at 7. 
21 5 Il.S.C. § fi52(a)(6)(E)(v) (l T) (2008); AI,Fayer/, u. CiA, 254 P.3d 300, 306 (D.C. Cir. 2001 ). 
22 America n Civil Liberties Union v. Dep't of Justi ce, 321 P. Supp . 2d 24, 29 n.5 (D.D.C. 2004). 
,:1 See Remarks on United States Signals Intelli ge nce and Electronic Surveillance Programs, 201 4 
DAlLY COMPo PRES. DOC. 30 (J a n. 17, 2014), auailable 01 http://www.gpo.gov/fdsys/pkgIDCPD-
20 1400030/pdflDCPD-20 1·I00030.pdI. 
'" Statement of Jera mie D. cotto National ecuri ty Counsel. ElectrOnic Privacy ln for mallon Center, 
at the Pubuc Meeting Before the Privacy and Civi l LibertIes Oversight Board (Jut. 23, 201 4), 
auailable 0 1 htlp:llepic.Ol'g/news/privacy/surveill ance_lIEPI C-Sta lemenL- PCLOB-Review-12333.pdf. 
,. Ali Watk ins, Most of NSA's Da ta Collection Authorized by Orde,· Ronald Reaga n Issu d, 
M CCLAT(,IIYDC (Nov. 21, 2013), available at http://www.mccl atchydc.com/201 3/ 11/21 /209167/most-of
nsas,data-collection-a u thori zcd .htm I. 
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for the pa t fou rteen mon t hs. 2G The gove rnm e nt' u e of urve ilJance a uthority was a l 0 the 
s ubj ect of a n exte ns ive r epo ,t by the P" es ide n t' Rev iew Group on 'Inte llige nce a nd 
Communica tions Technologies.'; The Privacy a nd C ivi l Liberties Board is a lso set to review 
s urveillance conducted unci · ), EO 12333.'8 But the public ca nnot debate these complica ted 
iss ues without further disclosures from the Attorney General. In ord l' to adeq uate ly 
evaluate t he l'eform propo a ls, it is essenti a l to unde rs tand the gove rnm e nt policies and 
procedures that apply to t hese program s, 

Req uest for "News Media" F ee Status 

EPIC is a "re p" ese ntative oHhe news medi a" fo,' fee waiver pu"poses.29 As such , 
E PI C is entitled to receive the req uested record for the cost of duplication only. Because 
di sclos ing t hi information will "contribute signifi ca ntly to public unde rstanding of the 
operations 01' activities of the government," a n y duplication fees s hould be wa ived "O 

Conchl ion 

Thank you for yo ur co ns ide rati on of thi s reques t , As provided in 5 U.S,C . § 
552(6)(e)(2), I will anticipate yo ur de termination of OUl' request fo,' expedited pl'Ocess in g 
within ]0 business days. For que tio ns regarding thi s reque t , J ca n be contacted at 202-
483· 11 40 x 10301' foia@e pic,org . 

"" See, e.g., Nakashima & Soltani , SII.pra note l2 ; Tye, supra note 12; Ellen Nakashima, Clapper 
Confirms Warra ntless Searches by NSA , WASIL POST, Apr. 2, 20J4 , at A3; Ell en Nakashima, NSA 
Breached Chinese Tech Cia /It's Servers , WASH, POST, Mar. 23, 20] 4, at All; Gellman & Solta ni , NSA 
Surveillance Program R eaches 'In to the Pas t ', supra note 12; Barton Gell man, Restrictions Rely on 
Narrow Definition of 'Spying ', WASH. POT, Jan . 18, 20J4 , a t A I; Craig Timberg & Ashkan So ltal1l, 
NSA Cracked Popnlal' Cellplron e En cryption, WASH. POT, Dec. l4 , 2013, at A 1; As hka n Soltani , 
And ,'ea Peterson , & Barton Ge ll man , NSA Using Jnternet 'Cookies' to Find Targets, WASHINGTON 
POST, Dec. 11 , 20 13, a L A I; Barto n Gellma n & Ashkan Soltani , NSA Maps Targets by Their Phones, 
WAS H. POST, Dec. 5, 201 3, at AI ; Gellman & Soltani, NS,4. Ta.ps Yahoo, Google i-in"s, sllpra note 12; 
Michnel Birnba um & Ellen Nakashlma, U.S. Accused of Eavesdropping on German President , WASH. 
Po T, Oct. 24 , 2013 , at A 10; Barton Gellman , Cra'g Tunberg, & Rich Steven, Files Show NSA 
Targeted Tor Encrypted Network , WASH. POST, Oct. 5, 2013 , at A I ; Ellen Nakashima & JulIe Tate , 
NSA Broke Pri vacy Rules for 3 Years, Dowments Say, WASH. Po T, Sept. 11 , 2013 , at AI ; Ellen 
Nakashima, NSA Has Cracked En cryption , WASH. POST, Sept. 6, 201 3, atA3; Barton Gellman & 
Crrug Timberg, NSA Pays Firms i-al'ge S,,,,ns (o r Network Access, WASH. POST, Aug. 30, 20l3, a t AJ ; 
Ca rol Leonning, Sl.Irueillaffce JfI,dge Says Cou ri Relies on GOlJernmenl to Rep ort It s OWfi Actions , 
WASH. POST, Aug. 1 G, 2013, at A I; Dana Pri es t, AI NSA, a Booll1 Fed by Po.,t-91 II Demands, WASil . 
PORT, ,lui. 22 , 201 3, at A I; Cra ig Timberg, Slide Shows NSA SIl.rueillance of Data from Undersea 
Ca bles, WASil . POST, Jul. 11 , 2013 , at A8; Ba r-ton Gellm an, U.S. SII.I' lIeillance A "chitectll,-e Includes 
Colleclioll of Revealing Internet, Pir one Metadata, WAS I·!. POST, June 16, 201 3, ilL A I ; Barton Gellman 
& La ura Pait,'as, U.S. Min es Jntel'n et Firms' Data, Doclllll enis Show, WASI-1. POST, June 7, 20 l3, at 
A1. 
" RI CIIJIRf) A. CLARKE. MI CHJIELJ . MORRELL. GEO fi'F REY R. STONE, CASS R. SUNSTETN, & PETER 
SW I R~ , LIBERTY AND SECUR ITY IN A CI-IJINU INU WORLD (2013), available at 
http://www . w h.i tehouse.gov/si tes/de fa lLi lIfi las/docs/20 I 3- 12-12jg_l'ina l_report.pd f. 
28 Nakashima & Soltani , s'"pm note 12 . 
20 EPJC V, Dep't of Defen se, 2<11 F. Supp . 2d 5 (D.D.C. 2003). 
ltI 5 U,S.C, § 552(a)(6)(E)(v)(ll) (2008); AI-Payed v, CiA , 254 F.3d 300, 306 (D.C, Cir. 2001). 
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Respectfully Submitted , 

Ala n Butler 
EPIC App 1 te Advocacy Coun e l 

ingel'M c 
Dil'ecto t' , EPT Open Gove l'l1ment Pl'Oject 
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