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RE: Fl'cedom of Information Act Request to the Office of the Directo r of National 
In telligence 

Dear Ms. Hudson: 

This letter constitutes as request undel- the Freedom of Information Act ("FO IA"), 5 
U,S,C, § 552, a nd is s ubmitt don bebalfofthe Electronic Privacy Information Center 
("EP IC") to the Office of the Directo r of National Inte llige nce. 

EPIC seeks records related to the government's surveillance and collection of 
e lectronic communicatio ns data outside the United States under Executive Order l2333 
("EO 12333"), and other related Executive Orders, including the collection a nd interception 
of messages, metadata, and other tl'ansactional and business reco l'ds I'ega rding e- mail , 
telephone , and Inte rnet usage. The Directo r of National Inte lligence is "the head of the 
Intelligence Commu nity , overseei ng a nd directing the implementfltion of the National 
Intelligence Program a nd acting as the principal advisor to the President, the National 
Security Council, and the Homeland Security Council for intelligence matters related to 
national security."1 The DNl is charged with overseeing all I mcmbers, and ens ul'ing that 
they have adopted procedures consistent with EO l2333 and PPD-28, The DNl also advises 
the PI' sident and shou ld have access to any reports of the President's Inte lligence Advi ory 
Board regarding intelligence collection methods. Therefore, the USCG should have t'ccol'd 
responsive to this req uest. 

Back mund 

President Ronald Regan issued EO 12333 on Dccember 4,1981. , in order to redefine 
the authol'ities of' the U,S, Inte lligence ommunity2 to "pl'ovirie the Pres id en t and thc 

I Office oftbe D,,'. of Nat'l Intelligence, About - Organization, 
http://www.dni.gov/index,php/abolltiorgalllzalion (last visited Jul. 30, 2014), 
''rhe U,S. Intelltgence Community is comprised of ] 7 different sub-agencies within 7 Executive 
Branch agencies: CIA, Department of Defense (D lA, NSA, NGA, NRO, AFISRA, MI , MClA, and 
aNI), Department of Energy (O ICI), Department of Homeland Security (I&A and CGI) , Dep:t.rtmcnt 
of Justice (FBI and DEA), Department of SLate (I R) , and Department of Treasury ('rF I). 



National Security Counci l with the nece sary information on which to base d ec is ions" 
,'ega rdin g a broad mnge of topics, including "d eve lopm ent of fo,'eign , d e fe n e, and eco nomic 
policy" a nd nationa l security ." Acco['ding to the Directo r o f National Inte llige nce ("DN1"), 
this order "establishes the Executive Branch f,'amework for the country's natio na l 
[ntelligence effort , and for protecti ng privacy a nd civil libe rti es in the conduct of 
intelligence activities,"" a nd yet s ince its adoption, s urvei lla nce activities have been ca l'l'ied 
out unde r this ord e r witho ut ad equ ate t ra n pare ncy or public oversight, 

The Order ha three distinct part : Part .I outlines the roles and re pon ibilities of 
"natio na l secul'ity a nd inte llige nce c le ments of the Executive Branch," Pa rt 2 includes 
"lrlestri ctioDs on the conduct of intelligence activities," and Pa rt 3 addre ses " ldjefirution 
a nd general te rm s,"6 The Attol'lley General , in particula r , has a key rol e in coordinatin g the 
procedures adopted to implement the Ord ,', Specifi cally, tbe Orde r requires that IC 
e leme nts esta bli sh " imple me nting guidelines that must be approved by the AG,"G The IC 
e lements may "co llect, retain , or di seminate inform atio n co nce rning United States 
persons" only "in accordance with pl'Ocedu,'es establis hed by the head of the lnte lli ge nce 
Community e le me nt co nce rned or by the head of a departm e nt containing s uch e leme nt a nd 
app roved by the Altol'lley Gene"al , , , afte r con ultation with the Directo r of Natio na l 
Inte llige nce."7 The Orde r mandates that t hese pl'Oced 'Il'es allow for t he "co llect ion , 
retention , a nd di sse mination" of a broad range of iofm'mation of inte rest to the 1 C,s 

Some of these procedures ha ve, in the pa t , been publicly ['e leased , but most remain 
secret a nd many are decades out of date, F or exa mple , lhe De fense D epart me nt's 1982 
regulation impl me nting the Orde r a"e available at the De fe nse Technica l Inform ation 
Cente r." Similarly, the Army has publis hed its intelligence procedures as of 2007.'0 But 
most IC me mbe rs have not publi s hed or a ddressed t he ir guidelines and procedures for 
collection , re tention , and di sse mina tion of communica tions data under EO l2333,ln 
response to one active FOlA suit, the DNI ha re leased the National Security Agency's 
procedures from January 2011." The NSA, CIA, DIA, FBI , and State Depa rtme nt have a lso 

,I Exec, Order No, 12333 § 1.1 . See Membcr Agencies , http ://www,intelligence.gov/mission/mcmber· 
agenc,es. hlmL 
, OFFI CE OF TilE DIRECTOR OF' NATIONAL INTELLIGEN 'Il, CIVIL LIBERTIES AND PRIVACY OFFI CE, CIVIL 
LIIlER'I'IE AND PRIVACY I NFORMATION PAPER: DE CHII'TION OF CIVIL LIBERTIf., AND PRIVACY 
PllOTEC'I'IONS INCORPORATED IN THE 2008 REVISION OF EXECUTI\1l ORDEIl 12333, at I (2008), 
ol>ailahle 01 

hltp ://www.dni.govlfiles/documcnts/CLPO/C LPO_1 n form a tion_Pa per _on_200 _Revision_la_EO _ 1233 
3.pdf (version reformatted in 2013 for postlDg on dOl ,gov) , 
, Id, at 3. 
" Id , 
7 Exec, Order No , 12333 § 2,3, 
S See KRIS & WILSON I, NATIONAL SECURITY INVESTIGATIONS & PROSECUTIONS 20 § 2:7 (20]2), 
" DEP'T OF DEFENSE, DOD 5240 ] ·R, PROC'EDURES GOvr: RNING THE ACTIVITIES OF DOD INTr;LLIG,:NCE 
COM PONENTS THAT AFFECT UNITED STATES PlmsONS (Dec, 19 2), available at 
http://www .dtic.mWw hs/directives/corres/pd f/524 00] r .pdf. 
,0 ARr.IY REGIJLATION 38 1· ] 0, ARMY I NTELLIGENCE PllUCEDURE , § 2·2(L) (2007), a vailable 01 
http://a rmy pu b. ,a rmy ,m UJepu bs/pdf/r38 1_ 10, pd f. 
II NAT'L SEC, AG ENCY, U,S, ' IGNiILS INTELLIGENCI, DI RECTIVE 18 (J an, 2011) , available 01. 
hLtp:liwww,dlll.gov/ftles/documentsll l 18/CLEANE DFinal%20USSID%20SPOO 18,pdf, 
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agreed to sea rch fo r a nd process tlll'ee na rrow catego ri es of docum e nts, including their 
"forma l regulations or poli cies" "egarding e lectronic surve ill a nce under EO 12333.'2 

But recent reports have highligh ted the expans ive use of EO 12333 authorities to 
acquire In te rnet and othe,' e lectronic communjcations data from major se rvice provide rs 
a nd othe r sources that freque ntly ha ndle U.S. pe rson communications , sto red fil es, a nd 
othe r sensitive metadata . '" As a re ult of the technical evo lution of I nte rnet services , the 
private data of U.S . pe,· ons is no longer stored a nd processed onl y within our borders. 
Cross-borde ,' data fl ows a r e routine, especia ll y where la rge prov ide rs seek to back lip da ta 
in redundant syste ms around the globe, or to se,-ve cu stom e rs who travel inte rnationally." 
One formel' State Depal·tme nt offi cia l has stated publicly that he fil ed a compla int. with the 
Depa rtme n t's Inspector General ove r activities that he says ,-e ulted in Sti ch broad 
coll ection of American's data that it violates the F'ourth Amendment unl'ea ona ble search 
a nd se izure prohibition .16 

The p" ident s poke abuut the scope of foreign intelligence s urve illa nce in J a nua ry 
20 11 , and iss ued a n w directive I'egarding signa l inte llige nce activities, Preside nti a l 
Policy Directive 28 ("PPD 28"). ' 6 The PPD 2 requires that the "DNl , in con ultation with 
t.h e AUol'Oey Geneml, s ha ll e ns ure that all e le me nts of the IC esta bli s h poli cies and 
pl'oceduI'es tha t apply t he following principles for afeguarding pe rsona l inform ation 

12 See StipulatIOn and Order Regarding Document Searches , ACLU v. NSA et 01. , No. 13-ev-DI9S, at 
2- '1 (S .D.N.Y. May 9, 2014). 
13 See IWen Nakashima & Ashkan oltan!. Privacy Watchdog's Next Tal'gel: the Leasl-known 8/11 
Biggesl Aspecl of NSA Surveillance, WASH . POST (J uly 23, 2014), available at 
http ://www.wash lngtonpost.comib logs/the-swltc h/wp/20 I 4/0 7/23/p ri va cy -watch dogs- n ex t- ta rget- the­
least-knowo-but-biggest-aspect-of-lIsa-surveillance/; John Napier Tye, Opinion, Meet. Exewti ue Order 
12333: Th e Reaga" Rille ThallJels the NSA Spy all Americans, WASH. POST (July 18, 20(4), auailoble 
a I http://www.washingtonpost.com/ap ,n ,ons/meet-execu ti ve-ord er- 12333 -the-rea ga n -r ule-tha t-Iets ­
the-nsa-spy-on-amerlca ns/20 14107/18/93d2ac22-0b9 3- 1 I c4-b8e5-dOde 0767fc2_story.html ; Barton 
Gellma n & Ashkan Saltani, NSA Surveillance Program Reaches 1nlo Ihe Past' to Relrieve, Replay 
Phone Calls , WASil . P OST (Mal' . 19, 2014) , auailable at 
http ://www.washingtonpost.com/wor I dill a tiona I-secu ri ty Ills a -s urveill a nce-p rogra m -reaches-i 11 to- th e­
past-to-retrleve-replay-phone-calls/20 14/03/ IS/226d2646-ade9-1 le3-a'1ge-76adc92I Ofl9_story.html ; 
BartOli GeUman & Ashkan Soitalll , NSA Tracking Cellphone Locatiolls \\'orldwide, Snowden 
Doclllll ents Show, WASIL POST (Dec. 4 , 201 4) , a uailable al. 
h up:llwww.washingtonpost.com/worl dina tio na I-sec uri ty Illsa -t rack i n g-ce 1I p ho n e- Ioca tlons-world wi d e­
snowden-documents-showI20 \ 3/ 12/04154 928738-5cf2- ll e3-hc56-c6ca9480 1 fac_story.htm l; Barton 
Gellman & Ashkan oltan" NSA Infillroles Links to Yahoo, Coogle Data Centers Worldwide, 

/lowden Docu ments Say, W,ISH . POST (Oct. 30, 2014) , a vailable at 
h ltp :lIwww .washingtonpost.com/worldllla hona I-sec uri ty Insa -i n Ii I tra tes- u nks-to-y a hoo-google-d a ta­
centers-world widc-s nowden-document -say/20131l 0/30/e5 1 d661 e-4 166- \ le3-Sb74-
d89d714ca4dd_story.html. 
,., See Nakas ltima & Solta ni , slipra note 12 ("Once upon a tIme, you could be fairly certa,n that 
overseas collectIOn would pick up only foreIgners' phone calls, and that Americans' cornmunjcatlOns 
would stay lDslde the Untied States. But today, e- mails, caUs, and other commun icatIOns cross U.S. 
borders a nd are often stored beyond them. Companjes like Google a nd Ya hoo have "mIrror" servers 
arotlnclthc world that hold customers' data.") 
Iii See Tye, supra n OLe 12. 
" D,rective all Signals In telugence ActIVities, 2014 DAILY COMPo PRES. 00('. 3 1 (Jan. 17, 201 4) . 
alDi lable at http://www.gpo.gov/fdsys/pkgIDCPD-20 1400031 /pdf1DCPD-20 1400031.pd f. 
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collected from s igna ls inte llige nce a ctiviti e ."17 In a ddition , the PPD 28 requires that the 
DNI a nd AG , in coordination with t he heads of othe r IC me mbe l's "sha ll prepare a report" 
by July 16, 2014 "eva lua ting poss ible a ddi t ion a l di sse mination and rete ntion sa fegua rds for 
personal infol'mation collected thl'ough s ignals inte llige nce, cons is t e nt with technica l 
ca pa bilities and ope ra ti onal needs." 18 The PPD 28 a lso I'equires t hal P" es ide nt's 
Inte llige nce Ad viso ry BOllI'd provide a report "identifying the options for assess ing the 
d istincti on between meta da ta a nd other lypes of da t a" by May 17, 2014 .19 

Oocu me n ts Reg uest ed 

I. Any poli cies, regul a tions, white pa pers, fin a l memora nda, guide lines, or tra ining 
ma le l'ia ls interpreting or a ddress ing the co llection. re te ntion , dissemination, or 
s haring of e lectronic communications 0 1' me ta da t a unde r EO 12333. 

2. The most rece nt ve rs ion oflC me mber age ncy procedures a dopted unde l' EO 12333, 
including DOD 5240 I ·R, Arm y Regulation 381. 10, a nd USSID·1 8. 

3. Any reports issued purs ua nt to PPD 28. including the ONl report to the Pres id ent 
on the s la tu ofl C imple me ntation of Section ·1 and the Inte llige nce Advi sory Boa rd 
repol·t on the di stinction betwee n meta da ta a nd other types of data . 

Rc ucst for Ex edited Proce s in 

This l'cquesl warrants ex pediled processing because it is made by " 1\ pe rson 
prim a rily e ngaged in dissemin a ting inform a ti on ... " a nd it pe rla ins to a ma lle I' a bout 
whIch the re is a n "urge ncy to inform the publtc a bout a n a ctua l 01' a lleged fede ra l 
gove l'l1me nL activi ty."2o EPI i "prima rily e nga ged in di ssemina ting inform a tion ."21 

There is clea rly an urge ncy to inform the public a bout the gove rnm e nt's s urveillance 
activities conducted ullde r EO 12333, give n the curre nt e fforts by tbe Pres ide nt to re form 
bulk co llection prog ra ms" a nd the ongo in g public in te l'es t in iJl cr eased inte llige nce 
t ra ns pare ncy. EPI'C r ece ntly ca lled for a n inde pe nde nt investi gation into the gove rnme nt's 
li se of' 12333 a ut horities .'. Eve n S e nato l' Diane Feins te in , the Cha il'Woma n of the Se na te 
Se lect Committee on Inte llige nce who has tl'a dili onall y de fe nded the gove rnme nt's use of' 
s urve illa nce a uthorities, has said lha t he l' committee "ha not been a ble t o 'sufficie ntly' 

u Id . at 5. 
18 1d . 
19 Id. at 7. 
20 5 U.S.C. § 552(a)(6)(E)(v)(U) (2008); A I· Payed u. CIA , 254 r .3d 300 . 306 (D.C. Clr. 200 I). 
21 American CIVIl Liberties Union v. Dep't of Justice, 321 r . Supp. 2d 2'1, 29 n.5 (D.D.C. 2004). 
'2 See Remarks on Unit.ed States SIgnals ln te llt ge nce a nd EleCLronic Surveillance Programs. 20 I I 
DAILY COW'. PRES . Doc. 30 (J an. 17 , 2014), auailable of hLtp:llwww .gpo.gov/fd ys/pkglDCPD· 
20 1400030/pd flDCPD·20 1400030.pdf. 
2 \ Statement of J era mie D. SCOLL, Na tional Securi ty Counse l, Electronic Privacy I nform ation Cente r, 
at the Public Meeting Before the Privacy and CIvil Libert ies Oversight Boa rd (Jul. 23, 2014). 
a lIoi lable at h tLp:lle plc.org/newB/pri vacy/s urveillance_ liE I' I C·Sta temen L· PCLO B· RevlCw·12333.pdf. 
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ove ,'see the programs run under" EO 12333.2 ' NSA surveillance of com munications data , 
and othe r related s urve illance activities, have bee n tbe s ubjects of continual news coverage 
for t he pa t fourteen months.2~ The gove rnment's use of s urveillance authority was a l 0 the 
subject of a n exte nsive "epo rt by the President's Review Group on Inte llige nce a nd 
Commu nications Technologi es.26 The Privacy and Civil Liberties Boa rd is a lso set to review 
s mvei llAnce conducted unde r EO 12333. 27 But the public cannot debate these complicated 
issues without fmthe r di sclosures from the Attorney General. In orde r to adequately 
eva luate t he reform proposal, it is es e ntial to unde rsta nd the government policies a nd 
procedures that apply to these IHog,·ams. 

Regue t for "News Media" Fee tat us 

EPIC is a ""epresenLative of the news m edia" for fce wa ive r purpose .26 As such , 
E PI C i entitled to receive the requested reco"d for the cost of duplication on ly. Because 
disclosing thi s informatio n will "contribute signiflca ntly to public und ersta nding o f the 
ope rations or activities of the government," a ny duplica ti on fees s hould be wa ived ."" 

Conclusion 

21 All Watkins , Most of NSA's Dat~. CoUecbon Authorized by Order Rona ld Reagan Issued, 
MCCLATCllyDC (Nov. 2 1, 2013) , auailable at http ://www.mcclatchydc.com/201 311 1/2 1/2091 67/mosl·of· 
nsas·da la ·collect.on·a ulhorized. h tm l. 
2' See. e.g .. NakashIma & Soltnni . Sl/.pra note 12 ; Tye. supra note 12; IWen Nakashima, Clopper 
Con/irms Worrall/less Searches by NSA . WASH. POST, ApI'. 2. 2014 , at A3; Ellen Nakashima, NSA 
Breach.ed Chillese Tech Ciant's Servers , WASH . PO. T, Mar. 23, 2014, at A II ; Gellman & Soltam, NSA 
Surveillonce Program Reaches 'Into the Past', su.pra note 12; Barton Gellman, Restrictions Rely 011 

Narrow De/initton 0/ 'Spying', WA H. POST, Jan. I . 2014 , at AI ; Craig 'l'lmberg & Ashkan Soltani, 
NSA Cracked Papillar Cellphone Encryption , WASIL POST, Dec. 14,201 3, at AI ; Ashka n Soltani , 
Andrea Peterson, & Barton G iJm aD , NSA Using Internet 'Cool<ies'to Find Targets , WASIlINGTON 
POST, Dec. J 1,201 3, at AI; Ba .·ton Gellman & Ashkan Soltani, NSA Maps Torge/s by Their Phones. 
WASIL Po T, Dec. 5, 2013, at A I; GeUman & Soltani , NSA Tops Yah oo, Google Links, sllpra note 12; 
MIchael B.rnbaum & Elleo NakashIma, U.S. Accused 0/ Eatlesdropping on Cerman President , WASil . 
POST, OCl. 24 , 2013, at A 10; Barton Ge llma n, Cra Ig Timbe l'g, & Rich Steven , Files Show NSA 
TO/'geted Tor Encrypted Netwurk , WASIL POST, Oct. 5, 2013, al AI ; Ellen Nakas hima & Julie Tate, 
NSA Broke Prwacy Rules /or 3 Years, Dowment. Soy , WASH. POST, Sept. II , 2013. at A I; Ellen 
NakashIma, NSA Has Crocked Encryption , WA '11. POST, Sept. 6. 2013, atA3; Barton Gellman & 
Craig 'l'.m berg. NSA Pays Firms Lorge SU1llS /01' Network Access, WASH. POST, Aug. 30. 2013. at A I; 
('"rol Leonnmg', Sun'cillance Jlldge Says Cou.rt Relies on Government to Report Its Own Actions , 
W'\SH. POST, Aug. 16, 2013, at AI ; Dana Pnest, At NSA. a Boom Fed by Post·9! J J Drmands , WA ·H. 
POST, JlIl. 22, 201 3. at AI: Cra Ig 'l'imberg, Slide Shows NSA Surveillance 0/ Data /rom Ullderseo 
Cables , WASIL POST, Jul. 11 , 2013, at A8; Barton Gellman , U.S. Su,.veillance A,.chitect,u,.e Includes 
Collection 0/ Rel'eaitng Internet, Phone Metadata , WASil . POST, June 16, 2013, at A I; Barton Ge llman 
& Laura POItras, U.S. Mines Internet Fi,.ms' Data, Docltments Show, WASH. POST, June 7, 2013, at 
AI. 
26 RI CHAIID A. CLA llI(E, MICIIAI", J . MOHR~; L1 ., GEar-FIlE\' R. STONE, CASS R. SUN ·TEIN. & PETEH 
SWIHE. LIBEllT\, AND SECURITY IN A CIIANGING WOHLD (201 3) , availabl. at 
http ://www. wlutehouse.gov/sltes/default1files/docs/20 13· 12·12JlLfi naIJeport.pdf. 
27 Nakas hima & Soltani, SUpl'O nOLC 12. 
,. EPIC v. Dep't 0/ De/ense, 241 F. Supp. 2d 5 (D. D.C. 2003). 
'· 5 U.S.C. § 552(a)(6)(E)(v)( II ) (2008); Al·Fayed u. CIA, 254 F.3d 300. 306 (D.C. Cir. 200 I). 
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Thank you for your considemtion of this request . As pl'ovided in 5 U.S.C. § 
552(6)(e)(2), J will anticipate your dete l'mina tion of our request for expedited processi ng 
within 10 business days. 1"0 1' questions regarding this req uest, I can be contacted a t 202-
483-1140 xl 0301' foia@epic.o l'g. 
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Respectfully Submitted, 

Gingel' McCa ll 
Dil'ectol', EPIC Open Government Pl'oject 
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