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The Honorable Bob Corker, Chairman

The Honorable Bob Menendez, Ranking Member
U.S. Senate Committee on Foreign Relations

423 Dirksen Senate Office Building

Washington, D.C. 20510-6225

Dear Chairman Corker and Ranking Member Menendez:

We write to you regarding the nomination hearing' for the Honorable Mike Pompeo to be the
U.S. Secretary of State. We urge the U.S. Secretary of State to lead in upholding privacy as a
fundamental human right around the world.

The Electronic Privacy Information Center (“EPIC”) is a public interest research center in
Washington, DC. EPIC was established in 1994 to focus public attention on emerging privacy and
civil liberties issues and to protect privacy, freedom of expression, and democratic values in the
information age. EPIC has played a pivotal role in the international development of privacy law and
policy. EPIC established the Public Voice project in 1996 to enable civil society participation in
decisions concerning the future of the Internet.> And EPIC has worked to promote respect for
international privacy rights.’

In the 21st Century, the United States must lead in defending rule of law and human dignity
around the world. Supporting international law is a necessary condition for securing human rights
but is also essential to the national security and international influence of the United States. As the
National Security Strategy states: “government must do a better job of protecting data to safeguard
information and the privacy of the American people.”

In the digital era, defending the right to privacy is the new frontier for human rights around
the world. Nations increasingly recognize privacy as a fundamental right’ and compete to

''U.S. Senate Comm. on Foreign Affairs, Nomination of the Honorable Mike Pompeo of Kansas to
be Secretary of State (Apr. 12, 2018), https://www.foreign.senate.gov/hearings/nomination-041218.
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provide stronger and better privacy protection than the next.® However, the U.S. has fallen behind in
defending the right to privacy.’

The right to privacy is enshrined in international human rights instruments, including Article
17 of the International Covenant on Civil and Political Rights® and Article 12 of the Universal
Declaration of Human Rights.” EPIC seeks widespread adoption of the Madrid Privacy Declaration,
a document drafted in 2009 in tandem with the 31st International Conference of Data Protection and
Privacy Commissioners.'’ The Declaration “reaffirms international instruments for privacy
protection, identifies new challenges, and call[s] for concrete actions” and has been signed by
hundreds of organizations and experts. EPIC encourages the U.S. Secretary of State to lead in
protecting and promoting these rights.

Further, because of the global reach of new technologies, international agreements provide
the best opportunity to establish data protection standards.'' For instance, in 1981 the Council of
Europe established Convention 108 (also referred to as the “International Privacy Convention)” to
strengthen the legal protection of individuals with regard to automatic processing of personal
information.'” The Privacy Convention is the first binding international legal instrument on data
protection, and is open to any country, including non-members of the Council of Europe. EPIC has
long campaigned for the U.S. to ratify the Convention and urges the Secretary of State to pursue
ratification."”

EPIC urged former Secretary of State Clinton to begin the process of US ratification of the
International Privacy Convention.'* As we said at the time:

The protection of privacy is a fundamental human right. In the 21st century, it may become
one of the most critical human rights of all. Civil society organizations form around the

% See, e.g., Regulation 2016/679, 2016 O.J. (L119) 1 (EU).
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world have recently asked that countries which have not yet ratified the Council of European
Convention 108 and the Protocol of 2001 to do so as expeditiously as possible."

We renew our view that the United States should move forward with ratification of the
Convention.

We look forward to working with the Committee on this and other efforts to safeguard the
fundamental rights of individuals in the modern age.

Sincerely,

/s/ Marc Rotenberg /s/ Eleni Kyriakides
Marc Rotenberg Eleni Kyriakides

EPIC President EPIC International Counsel

/s/ Christine Bannan
Christine Bannan
EPIC Administrative Law and Policy Fellow
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