January 29, 2018
Representative Virginia Foxx, Chair
Representative Robert Scott, Ranking Member
U.S. House of Representatives
Committee on Education and the Workforce
U.S. House of Representatives
2176 Rayburn House Office Building
Washington, DC 20515
RE: Hearing on “Protecting Privacy, Promoting Policy: Evidence-Based Policymaking and
the Future of Education”
Dear Chairwoman Foxx and Ranking Member Scott:
We write to you regarding the upcoming hearing on “Protecting Privacy, Promoting
Policy: Evidence-Based Policymaking and the Future of Education.”1 The Electronic Privacy
Information Center (“EPIC”) strongly supports efforts to make data in the federal government
more widely available to ensure better policymaking. At the same time, where data maintained
by the federal government implicates identifiable individuals, privacy risks must be addressed
and reduced as much as possible. Student privacy should not be sacrificed for the sake of
evidence-based policymaking, and, if certain safeguards are put in place, evidence-based
policymaking should not need to be sacrificed for the sake of student privacy.
EPIC is a public-interest research center established in 1994 to focus public attention on
emerging privacy and civil liberties issues. EPIC is a leading advocate for student privacy
rights.2 EPIC has proposed a Student Privacy Bill of Rights to safeguard student data and
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security,3 obtained documents regarding the misuse of education records through the Freedom of
Information Act, and repeatedly urged the Federal Trade Commission to establish security
standards for student data maintained by state agencies.4 EPIC also sued the Department of
Education regarding changes in an agency regulation that diminished the safeguards set out in
the Family Educational Rights and Privacy Act.5 The practical consequence of the FERPA rule
change was to make it easier for private parties to get access to sensitive student data.
EPIC has long advocated for privacy and security safeguards for data as well as the use of
privacy enhancing technologies (“PETs”) that minimize or eliminate the collection of personally
identifiable information.6 EPIC testified before the Commission on Evidence-Based
Policymaking and called for the Commission to adopt innovative privacy safeguards to protect
personal data and make informed public policy decisions.7 Additionally, EPIC President Marc
Rotenberg and EPIC Advisory Board member Cynthia Dwork served on a panel at the National
Academies of Science that recently released a report on how federal data sources can be used for
public policy research while protecting privacy.8
Weak data security has led to the disclosure of education records in violation of FERPA,9
and this raises serious concerns about the use of student data in evidence-based policymaking.
The Department of Education has recognized that data security is an “essential part of complying
with FERPA as violations of the law can occur due to weak or nonexistent data security
protocols.”10 Yet, the Department “does not believe it is appropriate to regulate specific data
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security requirements under FERPA.”11 As a consequence, student data is routinely
compromised.
In addition to strong data security protocols, requiring comprehensive risk assessments
for de-identified confidential data and supporting adoption of PETs are key to protecting
personal information. Even where data has been de-identified it is still possible to combine
certain data sets with others to determine extensive amounts of personal information.12 Moving
forward, government agencies conducting evidence-based policymaking should adopt PETs to
reduce the risk of re-identification of personal data. As was noted in the report by the National
Academies of Science:
Any consideration of expanding data must have privacy as a core value…As federal
agencies seek to combine multiple datasets, they need to simultaneously address how to
control risks from privacy breaches. Privacy-enhancing techniques and privacypreserving statistical data analysis can be valuable in these efforts and enable the use of
private-sector and other alternative data sources for federal statistics.13
Equally important is to recognize that under the Privacy Act statistical data is subject to
fewer privacy constraints because it is understood that statistical does not identify specific
individuals. If it is possible to re-identify aggregate data, complete privacy protections must
necessarily apply. Agencies will carry the responsibility to ensure the adequacy of the privacy
enhancing and privacy protecting techniques.
PETs are particularly important in this context due to the sensitivity of student data.
Schools, private companies, and government agencies collect personal student information on an
unprecedented scale. Student data collection is no longer limited to test scores and attendance
records. The current Big Data environment increasingly demands personal student data. For
example, statewide longitudinal databases, which track students from prekindergarten into the
workforce, collect a range of student information, including:
•
•
•
•
•
•
•
•
•
•
•

Name
Date of Birth
Gender
Parents’ name, address
Where they attended preschool or Head Start
Early assessments and interventions
Suspension, expulsion
Kindergarten readiness
School(s) attended: state test scores & percentiles, enrollment, etc
Economically Disadvantaged
Race/Ethnicity; English Language Learner
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•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•

Migrant
Remedial
Promoted/Retained (held back)
Gifted/Talented
Special Education: dates of eligibility determinations and individualized education plan
review.
Annual state test scores and percentiles starting in 3rd grade
Identities of teachers
Grades, attendance, suspension/expulsion, grade promotion
Specific courses taken, including AP, and grades earned
Did you graduate on time?
Why did you leave school? Aged out; Expelled; Court order; Arrested; Incarcerated;
Pregnant
If you left school, where did you go? Transfer/Dropout/Home school/GED
Did you go to college?
If so, was it in-state/public? Which one? (Some states share with private and for-profit
colleges too)
If In-state/public, did you need remediation? In Math or English or both?
Did you graduate college?

This information is clearly useful for making education policy based on evidence, but if
improperly handled will have dire consequences for student privacy. The enactment of the
Student Privacy Bill of Rights14 should be a priority for this Congress. The Student Privacy Bill
of Rights would provide students with the following rights:
1. Access and Amendment: Students have the right to access and amend their erroneous,
misleading, or otherwise inappropriate records, regardless of who collects or maintains
the information.
2. Focused collection: Students have the right to reasonably limit student data that
companies and schools collect and retain.
3. Respect for Context: Students have the right to expect that companies and schools will
collect, use, and disclose student information solely in ways that are compatible with the
context in which students provide data.
4. Security: Students have the right to secure and responsible data practices.
5. Transparency: Students have the right to clear and accessible information privacy and
security practices.
6. Accountability: Students should have the right to hold schools and private companies
handling student data accountable for adhering to the Student Privacy Bill of Rights.
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Students today face unprecedented threats to their personal privacy. New technology is
routinely deployed in classrooms without meaningful accountability. Student communications,
interests, location, and learning experiences are routinely logged, compiled, and analyzed.
Personal data flows from schools to consultants and private corporations. Schools simply fail to
safeguard the student data they collect. We urge you to enact a Student Privacy Bill of Rights to
safeguard student data.
We ask that this statement be entered in the hearing record. EPIC looks forward to
working with the Committee on these issues of vital importance to the American public.
Sincerely,
/s/ Marc Rotenberg
Marc Rotenberg
EPIC President
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/s/ Christine Bannan
Christine Bannan
EPIC Policy Fellow
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