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NATIONAL~ 
CENTER FOR

1 
,...- r-;,:.. 

MISSING& 
EXPLOITED 
C H I L D R E N • 

15-0330 

.... ·- -···-·--·--·--··· ·-· •· - ·--------.. .... . ·- -·· ------·--·--··--··-- -------· -------·-- ·------·--- ·-- ··-·· - · -- --·-····· · - -···-·- -·-· -···· · · ---·-····"·•· . -·-·- - --- .. ·---- - ----· --·· -- ---· -----------·-· 

CyberTipline Report 507 4 778 
Priority Level: E 

(Report submitted by a registered Electronic Service Provider) 

Received by NCMEC on 06-05-201516:15:09 UTC 

All dates are displayed as MM-DD-YYYY 

Except for times provided in Additional Information sections, all time zones are displayed in UTC 

The National Center for Missing and Exploited Children® (NCMEC) was established in 1984 as a private. nonprofit 

501{c)(3) organization. NCMEC provides services nationwide to families and professionals relating lo preventing the 

abduction and sexual exploitation of children. Pursuant to its mission and congressional authorization (see 

42 U.S.C. § 5773), NCMEC operates the CyberTipline®and the Child Victim Identification Program to provide assistance 

to law enforcement and others in their efforts lo identify and rescue victims of child pornography and child sexual 

exploitation. NCMEC also works with electronic service providers, electronic payment service providers and others in their 

efforts lo reduce the distribution of child sexual exploitation images and videos on the Internet. NCMEC does not 

investigate and cannot verify the accuracy of information ii receives. NCMEC makes available reports of apparent child 

sexual exploitation to law enforcement for ifs independent review and analysis. 
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CyberT1p!ine Report 5()7(1778 I; 

CO~{TE TS 

Section A Reported Information 
. --···--·---· . ·- ·-- .----·-- -------·-·-·--- ________ __ ,.____ . 

Reporting Electronic Service Provider (ESP) 

Company Information 

Incident Information 

Email 

User or Person Being Reported 

Uploaded Fite Information 

Uploaded File lnfom1ation 

Uploaded File Information 

Uploaded File Information 

Uploaded File Information 

Section B: Automated Information Added by NCMEC Systems -----~---
Explanation of Automated Information (in alphabetical order) 

Further Information on Uploaded Files 

Geo-Lookup (Reported Person or User) 

Geo-Lookup (Uploaded Files) 

Section C. Additional Information Provided by NCMEC 

1 

1 

1 

2 

8 
8 

9 

9 

9 

11 
-- -----· 

11 

11 

11 

13 

14 - -~ ----- - - - ----·- -----·--·----··- - --- ------ - ------------------· .. ----
NCMEC Note #1 14 

Section 0 : Law Enforcement Contact Information 15 - ----···--- ·-- ---------·----·-- -·-·----- - - .. ··---·- ··-- ·--·- - ~---- -- - -·---·· - ·- ----··--- ---- -·-· -- ·--· ·-·~ 
San Diego Police Department 15 

n,,s Report 1s i.,¥ov1.:ieo sole: ,· For ,,; f,._, ,m;;Jt1on~.· pu.•pr-.ses p..usuan/ /,) f\iCMEC ~ co11y1ess1on;il 3 , ,ri:c,r,z?. /•0 11 <1r>d nooo:<..,fit 1;:;s :=,!o:1 
0 ;ease treai ail .1n fo:m c1 lu;n ;n !h,s Pepon r1 , ccnfio :;,!1 /la i 
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----------------- ----------------- -- -------------------

CyberTipfit'le Report 5074778 11 

Section A: Reported Information 

n. folloMlg lnfonna6011 was amnltlad eledlouk:aly to lhe Cyt,arTipllne by a. Reporting Pinon, NCMEC Cal Cenlar « Repor1lng 
ESP. The Information appearing In Section A la II lformallon received ... a.~ abnlaaiorL The~ d Information In Section 
A. o1tier than the incident Type• Md incident TITie, • la vokl1tary and Llldert:ala!li at the lnltlatlY9 d the Repofting Perlon or Reponlng 

ESP. -

Reporting Electronic Service Provider {ESP) 

&bnltter: 
Google 
Automatic Report 

Business Address; 
1600 Ampitheater Parkway 
Mountainview, CA 94043 United States 

Company lnfu,rnation 

Please note that account information such as IP addresses and user provided information (such as SMS number or secondary e-mail 

address) may change over Ume and/or reflect user provided data that may be inaccurate. This information should be investigated and 

confirmed independently. 

For information on which legal process is required for various types of data associated with Google's products and services. please 

refer to our Transparency Report available here http://www.google.com/transparencyreport/userdatarequests/legalprocess/. 

If you intend to seek additional data from Google, please reference this and any related CyberTip number{s) prominently in your legal 

process. 

Incident Type: 
Incident Tine: 
Descr1ptlon cf Incident Time: 

AddlUonal lnformafi>n: 

Incident Information 

Child Pornography (possession, manufacture, and distribution) 

06-04-201516:11 :07 UTC 

The incident date refers to the approximate date and time Google became aware of the 
reported material. 

Email 

Google became aware of the reported image(s) in an upload to an email which may or may not 
have been sent. Please note that a header may not have been generated if the reported draft 

This Report ,s prov'i<Jed solely for 1ri1'ormational purposes pursuant to NCMECs cony,essionat authorization and nontxotit mission 
Please treat all information in this Reporl as con!idenlia! 

000003 

Case 3:15-cr-02838-GPC   Document 62-3   Filed 05/11/17   PageID.370   Page 4 of 18



Emai Address: 
IP hklresa: 

IP Addf9sa: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IPAddress: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP.Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

message had not been sent. 

Uset or Perso.i Be g e rted 

soulrebelsd@gmail.com (Verified) 

2602:306:371c:6f10:e433:4d6c:14aa:b5fa (Login) 
06-04-2015 15:57:13 UTC 

99.113.198.241 (Login) Sc.n O•ri; 0 
06-04-2015 15:07:19 UTC J 

99.113.198.241 (Login) 
06-04-2015 15:07 :14 UTC 

99.113.198.241 (Login) 
06-04-2015 15:07:10 UTC 

2602:306:371 c:6f1 O:e433:4d6c: 14aa:b5fa (Login) 
06-04-2015 05:29:02 UTC 

99.113.198.241 (Login) 
06-04-2015 03:44:51 UTC 

99.113.198.241 (Login) 
06-04-2015 03:44:50 UTC 

99.113.198.241 (Login) 
06-04-2015 03:44:46 UTC 

99.113.198.241 (Login) 
06-03-201517:00:45 UTC 

99.113.198.241 (Login) 
06-03-2015 00:52:48 UTC 

99.113.198.241 (Login) 
06-03-2015 00:52:44 LlTC 

2602:306:371c:6f10:7c4a:e2e:669d :766f (Login) 
06-02-201516:23:16 UTC 

166.170.50.189 (Login) 
06-01-201516:55:13 UTC 

166.170.50.189 (Login) 
06-01-2015 16:55:09 UTC 

2602:306:371c:6f10:57e:e948: 1714:aSbb (Login) 
06-01 -2015 06:32:30 UTC 

99.113.198.241 (Login) 
06-01-2015 06 :32:30 UTC 

2602:306:371c:6f10:57e:e948: 1714:a5bb (Login) 
06-01 -2015 06:32:27 UTC 

2602:306:371c:6f10:57e:e948: 1714:aSbb (Login) 
06-01 -2015 06:32:06 UTC 

99.113.198.241 (Login) 
06-01 -2015 04 :08:26 UTC 

99 .113.198.241 (Login) 
06-01-2015 04:08:22 UTC 

2602:306:371c:6f10:4999:cf92:842a:3eb1 (Login) 
06-01-2015 03:04:39 UTC 

2602:306:371c:6f10:4999:cf92:842a:3eb1 (Login) 
06-01 -2015 02:42:41 UTC 

2602:306:371c:6f10:4999:cf92:842a:3eb1 (Login) 
05-31 -2015 23:40:44 UTC 

2602:306:371c:6110:4999:cf92:842a:3eb1 (Login) 
05-31 -2015 22:55:07 UTC 

rtli s Rc.'/.'-Jr1 ::; p c,, ;1•:_.<;, ':J sv.'eiy re, w l; .11 , na1:c:13i pu: µ;:.•se5' p:.:;Sua1:( iO :\JC ~.l[C-<; (.i}nJ1 ess,vqa1 ,i , ,r>:c;; ,:ii ·,;,. , a,d : :.·_,•:prdir rw ,,;.,r_..r: 
.::fe<.-1s -:.: rrea: ar ' ':ifo,,nauor .in th,~ Repon a~ .:_y ·n f,(..1,:,.·>i~:n .: 
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-
IPAddress: 

IP Addrasa: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

2602:306:371c:611 O:a977:7365:33b4:3bfa (Login) 
05-31-2015 15:20:30 UTC 

99 .113.198.241 (Login) 
05-31 -2015 15:20:30 UTC 

2602:306:371c:6f1 O:a977:7365:33b4:3bfa (Login) 
05-31 -2015 15:20:27 UTC 

2602:306:371c:6f10:4999:cf92:842a:3eb1 (Login) 
05-31-2015 07:43:05 UTC 

166.171.123.155 (Login) 
05-31-2015 02: 12:53 UTC 

166.171.123.155 (Login) 
05-31 -2015 02:12:49 UTC 

166.171 .123. 155 (Login) 
05-31-2015 01 :06:34 UTC 

166.171 .123.155 (Login) 
05-31-2015 01 :06:28 UTC 

166. 171 .123.155 (Login) 
05-31 -2015 01 :06:27 UTC 

166.171 .123.155 (Login) 
05-31-2015 01 06:23 UTC 

166 .171.123.155 (Login) 
05-30-2015 22: 10:58 UTC 

166. 171 .123.155 (Login) 
05-30-2015 22:10:57 UTC 

166.171 .123.155 (Login) 
05-30-2015 22: 10:51 UTC 

166.171 .123.155 (Login ) 
05-30-2015 22:10:47 UTC 

166.171 .123.155 (Login) 
05-30-2015 21 :08:27 UTC 

166.171 .123.155 {Login) 
05-30-2015 21 :08:23 UTC 

99.113.198.241 (Login) 
05-30-2015 15:43:33 UTC 

99.113.198.241 (Login) 
05-30-2015 15:43:27 UTC 

2602:306:371c:6f10:4999:cf92 :842a:3eb1 {Login) 
05-30-2015 07:08:29 UTC 

2602:306:371c:6f10:4999:cf92:842a:3eb1 (Login) 
05-30-2015 05:15:39 UTC 

166.171 .120.162 (Login) 
05-29-2015 14:54:59 UTC 

166.170.48.168 {Login) 
05-29-2015 05:09:18 UTC 

166.170.48.168 (Login) 
05-29-2015 05:09:15 UTC 

166.170.48.168 {Login ) 
05-29-2015 02:24:01 UTC 

166.170.48.168 (Login) 
05-29-2015 02:23:56 UTC 

2602:306: 371c:6110:4999:cf92 :842a:3eb 1 (Login) 
05-28-2015 22:58:55 UTC 

2602:306:371c:6f1 O:c0d0:72d8:ceb7:b89b (Login) 
05-28-2015 00:54:05 UTC 

166.170.50.40 {Login) 
05-27-201517:31 :01 UTC 
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IP Addrasa: 

IPAddnm: 

IP Address: 

IP Address: 

IP Address: 

IPAdchss: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

166.170.50.40 (login) 
05-27-2015 17:30:56 UTC 

2602:306:371c:6f10:29b0:14f6:a7b3:2367 (Login) 
05-27-2015 06 :32:41 UTC 

2602:306 :3 71c:6110:29b0:14f6:a7b3:2367 (login) 
05-27-2015 06:32:37 UTC 

2602:306:371c:6f10:29b0:1416:a 7b3:2367 (login) 
05-27-2015 06:32:36 UTC 

2602:306:371c:6f10:29b0:14f6:a7b3:2367 (login) 
05-27-2015 06:32:33 UTC 

166.171 .123.197 (login) 
05-26-2015 17:27:50 UTC 

166.171 .123.197 (Login) 
05-26-2015 17:27 :46 UTC 

99.113.198.241 (Login) 
05-26-2015 15:58:11 UTC 

2602:306:371c:6110:50b1 :50c4:a00e:acd1 (login) 
05-26-2015 15:58:09 UTC 

99.113.198.241 (login) 
05-26-2015 15:58:09 UTC 

2602:306:371c:6f10:50b1 :50c4 :a00e:acd1 (login) 
05-26-2015 06:30:33 UTC 

99.113.198.241 (login) 
05-26-2015 06:30:33 UTC 

2602:306:371c:6110:50b1 :50c4:a00e:acd1 (login) 
05-26-2015 06:30:21 UTC 

2602:306:371c:6110:50b1 :50c4:a00e:acd1 (Login) 
05-26-2015 04:36:33 UTC 

2602:306:371c:6f10:50b1 :50c4:a00e:acd1 (login) 
05-26-2015 04:36:30 UTC 

166.171 .120.127 (login) 
05-26-2015 04:21 : 11 UTC 

166.171 .120.127 (login) 
05-26-2015 04:21 :08 UTC 

166.170.46.131 (login) 
05-25-2015 23:37:27 UTC 

166.170.46.131 (Login) 
05-25-2015 23:37:22 UTC 

166.170.44.67 (Login) 
05-25-2015 20:26:44 UTC 

166.170.44.67 (Login) 
05-25-2015 20:26:43 UTC 

166.170.44.67 (login) 
05-25-2015 20:26:40 UTC 

166.171 .121 .131 (login) 
05-25-2015 16:09:54 UTC 

166.171.121 .131 (Login) 
05-25-2015 16:09:53 UTC 

166.171.121.131 (login) 
05-25-2015 16:09:47 UTC 

166.171 .121 .131 (Login) 
05-25-2015 16:09:43 UTC 

166.171.121 .131 (login) 
05-25-2015 05:46: 17 UTC 

166.171 .121 .131 (Login) 
05-25-2015 05.46: 14 UTC 

' t 1 "' j .. :: ~ ,._-. , ·'. ; ~ L~· (' 1.' · J::. ·: ; :·):(:;' ; ;· f,- :: ,r1f,: :,· fi l'..J(!Oi"Jt}i [.i;): ::J,] il]~- _( :: ;! :)- :.~i .' . { [, : ·\ ·c· :.~ ' .. " _ ... ,. ,::.'.:, ~it ·;r k i;' 1 ;. ;;i I ,_ , ;'.. :' iJ ' i : ;1 ;,t- • •i.: ' ,':· I \) . ' ,t-;t , ' 1,:~ :-; Cr · 

L. ... ,,_.:, <.:~ :rt•r•!r-;!1, • 1,,·1 • ,;' : ·-, ; :::.""' . , , . , • ... , • :>f •'c )! ; .;;! : 
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' -

IP Address: 

IP Address: 

IP hidress: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

166.170.48.89 (Login) 
05-25-2015 02:14:34 UTC 

166.170.48.89 (Login) 
05-25-2015 02: 14:33 UTC 

166.170.48.89 (Login) 
05-25-2015 02:12:57 UTC 

166.171 .123.27 (Login) 
05-24-2015 16:24:12 UTC 

166.171 .123.27 (Login) 
05-24-2015 16:24:06 UTC 

166.171 .123.27 (Login) 
05-24-2015 16:23:51 UTC 

166.171 .123.27 (Login) 
05-24-2015 06:40:05 UTC 

166.171 .123.27 (Login) 
05-24-2015 06:40:01 UTC 

166.171 .123.27 (Login) 
05-24-2015 06:17:29 UTC 

166.171 .123.27 (Login) 
05-24-2015 06:17:25 UTC 

166.171 .123.27 (Login) 
05-24-2015 04:15:44 UTC 

166 .171 .123.27 (Login) 
05-24-2015 04: 15:40 UTC 

166.171 .122.47 (Login) 
05-23-2015 14:37 :09 UTC 

166 .171 .122.4 7 (Login) 
05-23-2015 14:37:05 UTC 

64.134.226.127 (Login) 
05-22-2015 00:27: 17 UTC 

64.134.226.127 (Login) 
05-22-2015 00:27:14 UTC 

2602:306:371c:6f1O:e17b:6b03 :2d9f:a28D (Login) 
05-21 -2015 06:47:45 UTC 

2602:306:371c:6f1O:e17b:6bD3:2d9f:a280 (Login) 
05-21 -2015 04:57:21 UTC 

2602:306:371 c:611O:e17b:6b03:2d9f:a280 (Login) 
05-21-2015 04:40:04 UTC 

2602:306:371 c:611 O:d1 a4:7615:6a58:33cf (Login) 
05-21-2015 02:43:57 UTC 

99.113.198.241 (Login) 
05-21 -2015 02:43:56 UTC 

2602:306:371 c:611 O:d1 a4:7615:6a58:33cf (Login) 
05-21-2015 02:43:53 UTC 

2602:306:371 c:6f1O:e17b:6b03:2d9f:a28D (Login) 
05-20-2015 21 :17:30 UTC 

2602:306:371c:6f10:e17b:6b03:2d9f:a28D (Login) 
05-20-2015 16:50:21 UTC 

2602:306 :371 c:6f 1O:e17b:6b03 :2d9f :a280 (Login) 
05-20-2015 08:37:13 UTC 

2602:306:371 c:611O:e17b:6b03:2d9f:a280 (Login) 
05-20-2015 04:59: 11 UTC 

99.113.198.241 (Login) 
05-19-2015 16:45:55 UTC 

99.113.198.241 (Login) 
05-19-2015 16:45:54 UTC 

n~.5 P,:.:iAlr'j 1~: :_1r·i ~.-- f:-:·;.t ::.:.-;1el ,. _:(~ · ;1,f~.., .. ! ' idi· .:: ·~-~-' _:\11p,:·.~5..,~::· p.i.:· 3 : .af · ; £: · ·\;_-..i1'::.··,-·· ~~ ..-·cin!::1;":'f~:-...;1~,1!::~: ,.~:J l!"1 .-,:.·::-f1; :i ) ,-;,;·1;::;/, .· ' n r.c.:~~ -

_:::.·1.=.:,•::-:~ ·.1;:; .. '; ~:; ,; ,·dc~:n :. ::• , . _ .. ::'. •j .., ;::e;.1::, : ~.:.; :~ :_: 1?!i:·i-: ··1r.a .. : 
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IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IPAdchss: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IPAdcnss: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

99.113.198.241 (Login) 
05-19-2015 16:45:51 UTC 

99.113.198.241 (Login) 
05-19-201514:13:07 UTC 

99.113.198.241 (Login) 
05-19-2015 14:13:01 UTC 

99.113.198.241 (Login) 
05-19-2015 06:29:16 UTC 

99.113.198.241 (Login) 
05-19-2015 06:29:15 UTC 

99.113.198.241 (Login) 
05-19-2015 06:29:12 UTC 

173.197 .95.3 (Login) 
05-14-2015 02:49:21 UTC 

99.113.198.241 (Login) 
05-11 -2015 14 :48:32 UTC 

99 .113.198.241 (Login) 
05-11-2015 14:48:29 UTC 

2602:306:371c:6f10:9132:839f:e192 :3e45 (Login) 
05-11 -2015 05:36:59 UTC 

2602:306:371 c:6f1 O:e88d:a713:5f59:19dc (Login) 
05-11-2015 05:21 :46 UTC 

2602:306:371 c:6f1 O:e88d:a713:5f59: 19dc (Login) 
05-11 -2015 05:19:47 UTC 

99 .113.198.241 {Login) 
05-11-2015 05:19:47 UTC 

2602:306:371c:6f1 O:e88d:a713:5f59:19dc (Login) 
05-11 -2015 05 :19:40 UTC 

2602:306:371 c:611 O:f5bc 1912:482b:651 b (Login) 
05-11 -2015 01:03:06 UTC 

2602:306:371 c:6f1 O:f5bc:191 2:482b:651 b (Login) 
05-11 -2015 01 :03:03 UTC 

166.170.49.118 (Login) 
05-10-2015 22:22:36 UTC 

166.170.49.118 (Log in) 
05-10-2015 22:22:22 UTC 

166.170.50.215 (Login) 
05-10-2015 17:02:34 UTC 

166.170.50.215 (Login) 
05-10-2015 17:02:29 UTC 

2602:306:371 c:6f10:f4fb:5270:2c11 :5846 (Login) 
05-10-2015 14:57:56 UTC 

99.113.198.241 (Login) 
05 -1 0-2015 14:57 :55 UTC 

2602 :306:371c :6f10:f4fb:5270:2c11 :5846 (Login) 
05-10-2015 14:57:52 UTC 

2602:306:371c:6110:9975:c835:b7f6:9965 (Login) 
05-10-2015 06:52:24 UTC 

99 .113.198 .241 (Login) 
05-10-2015 06:52:24 UTC 

2602:306:371 c:6f10:9975:c835:b7f6:9965 (Login) 
05-1 0-201 5 06:52:22 UTC 

2602:306 :3 71c:6f10:9975:c835:b 716:9965 (Login) 
05 -10-2015 06:43:28 UTC 

99. 113.198.241 (Login) 
05-10-2015 06:43:28 UTC 
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IP Addre9s: 

IP Address: 

IP Address: 

IP Adci'ess: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

IP Address: 

2602:306:371c:6110:9975:c835:b 716 :9965 (Login) 
05-10-2015 06:43:25 UTC 

99.113.198.241 (Login) 
05-10-2015 06:43:25 UTC 

166.176.58.80 (Login) 
05-10-2015 06:08:50 UTC 

166.176.58.80 (Login) 
05-10-2015 06:08:44 UTC 

166.176.58.80 (Login) 
05-10-2015 05:19:39 UTC 

166.176.58.80 (Login) 
05-10-2015 05:19:03 UTC 

166.176.58.80 (Login) 
05-10-2015 05:18:50 UTC 

166.176.58.80 (Login) 
05-10-2015 04:13:31 UTC 

166.176.58.80 (Login) 
05-10-2015 04:13:30 UTC 

166.176.58.80 (Login) 
05-10-2015 04:13:25 UTC 

166.176.58.80 (Login) 
05-10-2015 04 :13:14 UTC 

166.176.58 .80 (Login) 
05-10-2015 03:04:18 UTC 

166.176.58 .80 (Login) 
05-10-201503:04:12 UTC 

166.176.58.80 (Login) 
05-10-2015 03:03:50 UTC 

166.176.58.80 (Login) 
05-10-2015 02:15:03 UTC 

166 .170.44.200 (Login) 
05-1 0-2015 00 :1 3:51 UTC 

166.170.44.200 (Login) 
05-10-2015 00:13:48 UTC 

2602:306:371 c 6110: 1 d42:90b8:b42d:d45b (Login) 
05-09-2015 22:53: 17 UTC 

99.113 .198.241 (Login) 
05-09-2015 22:53:17 UTC 

2602:306:371c:6110:1 d42:90b8:b42d:d45b (Login) 
05-09-2015 22:53: 14 UTC 

99.113.198.241 (Login) 
05 -09-2015 22:43:14 UTC 

99.113.198.241 (Login) 
05-09-2015 22:43:10 UTC 

99 .11 3.198.24 1 (Login) 
05-09-2015 21 :08 :37 UTC 

99.113.198.241 (Login) 
05-09-2015 21 :08:33 UTC 

99 .11 3.198.241 (Login) 
05-09-2015 21 :08:32 UTC 

99 .113.198.241 (Login) 
05-09-2015 21 :08:26 UTC 

2602:306:371 c:6f1 O:d926:8ca8:fabe:bb05 (Login) 
05-09-201516:34:41 UTC 

2602 :306:371c:6f1 O:d926:8ca8:fabe:bb05 (Login) 
05-09-2015 16:34:40 UTC 
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IP >ddress: 

IP Address: 

IP Address: 

lPMnss: 

IPAdtnss: 

IPAddrass: 

IP Addr8ss: 

IP Address: 

IPAddress: 

IP Address: 

IP Addrass: 

IP Address: 

IP Address: 

IP Addl'9SS: 

IP Address: 

IP Address: 

Additional Information: 

Nl..lllber of uploaded files: 

FIiename: 

2602:306:371 c:6f1 O:d926:8ca8:fabe:bb05 (Login) 
05.{)9-2015 16:34:39 UTC 

2602:306:371 c:6f1 O:d926:8ca8:fabe: bb05 {Login) 
05-09-2015 16:34:34 UTC 

99.113.198.241 {Login) 
05-09-2015 16:34:33 UTC 

2602:306:371 c:6f1 O:d926:8ca8:fabe:bb05 {Login) 
05.{)9-2015 16:34:30 UTC 

CyberT ipl ine Report 5074778 18 

2602:306:371c:6f10:9096:72dd:87a3:7b85 (Login) 
05-09-2015 15:48:34 UTC 

99.113.198.241 (Login) 
05.{)9-2015 15:48:34 UTC 

99.113.198.241 {Login) 
05.{)9-2015 15:48:29 UTC 

99.113.198.241 {Login) 
05-09:2015 15:48:04 UTC 

166.170.45.233 {Login) 
05-09-2015 06:32:22 UTC 

166.170.45.233 (Login) 
05--09-2015 06:32:21 UTC 

166.170.45.233 {Login) 
05.{)9-2015 06:32:03 UTC 

166.170 .45.233 {Login) 
05--08-2015 22:30:39 UTC 

166.170.45.233 (Login) 
05-08-2015 22:30:35 UTC 

2602:306:371c:6f10:88fc:92a8:17e9:17ae {Login) 
05--0S-201515:47:54 UTC 

2602:306:371 c:6f10:88fc:92a8:17e9:17ae {Login) 
05-08-2015 15:47:51 UTC 

99.171.108.119 {Registration) 
03-13-2014 00:50:17 UTC 

Secondary email: jameskindle2012@gmail.com 

·j Uploaded File I forma 1cm 

4 

Up,o-ded Fiie rn o!'ma ·on 

Chid Pornography categortzatlon by_ESP: 
{See Section B for further explanation) 
Additional lnfonnatlon: 

140005125216.jpg 

A1 

The reported user uploaded the attached media to an email in Gmail, 
which may or may not have been sent. 

Source Information: 

Tf·ps Pe;"J<\'7 IS p,~~v,,ied SJ{ofy· (b; 1:i {orrnaf,0,--:a t pv({.Xt5t..1S pt.,(.')u8t •1 t;-_'VCt~f:'.{.:::; <x•n9rBss1!.V1,"3l .a 1.Jthonzar!r'n :1nct n()nvr'nfi; 1ni5'S!c:" 
Pieas(: rn.:c1,' 3 ;1 i nf~)r' "'.z 1,_:;;,0n ,:~ rh!·s F'eo:.>ft r!':-' .-:nr•f1ff•}n !,a ' 
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Type Value Event . OetelT1me 

06-04-201516:11:04 UTC IP Capture 2602:306:371c:6f1 O:e433:4d6c: 14aa:b5fa Upload 

Fllenane: 
Chld Pomogiaphy catllgol1zatlcn by ESP: 
(See Section B for further 8lCplanalion) 
Mdltlonal inbmation: 

Soun:e Information: 

Uploaded Fl!e lnfcrmat1on 

.140005183260.jpg 

A1 

The reported user uploaded the attached media to an email in Gmail, 
which may or may not have been sent. 

-rwe 'J1ilue E.vem Da\e1Trne 

06-04-201516:11:21 UTC IP Capture 2602:306:371 c:611 O:e433:4d6c: 14aa:b5fa Upload 

FIiename: 
ChBd Pcimography Categoiization by ESP: 
(See Section B for further explanation) 
A.ddfflonal lnfonnatk>n: 

Source Information: 

Uploaded Rle lntormatlo 

140005129034.jpg 

A1 

The reported user uploaded the attached media to an email in Gmail , 
which may or may not have been sent. 

Type Value Event Date/Time 
IP Capture 2602:306:371 c:6f1 O:e433:4d6c: 14aa:b5fa Upload 06-04-2015 16:11 :06 UTC 

Filename: 
Child Pornography categoclzation by ESP: 
(See Section B for further explanation) 
Additional lnfonnatlon; 

Source Information: 

Uploaded Fife tnformat on 

140005200787.jpg 

A1 

The reported user uploaded the attached media to an email in Gmail, 
which may or may not have been sent. 

This Re{)Oft 1s provided solely for mfcrmaliona! purposes pi.Jrs i.iant to NCMEC's congressional authooza!ion and nonprofit rn1ss,.on 
Please treat all 1rrformaticn rn this Report as confidemial 
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Type 

IP Capture 

Value Ewnt 

2602:306:371 c:611 O:e433:4d6c: 14aa:b5fa Upload 

Data/Tme 

06-04-2015 16:11 :31 UTC 

This concludes Section A. All of the Information In this aectlon was umltted elecironlcaly to 1he Cyberllpllne by 1he Reponilg Person, 
NCMEC Call Center or Reporting ESP. The Information appearing In Section A la Information recelYed In the or1glnal 81.bnlalon. The 
reporting of Information In Section A. other than the •incident Type• and 91ncident Tine,• is VOU1tary and undertaken at the nltlattYe of 

the Reporting Penon or Reporting ESP. 

, . •, , . . i ·:.; ~ !,'::: ·. :.-·d_.::·1~:) . ,- · :•; i.·~.i ·:.>.':.:· :; r;,.•5 r1.1 t ;j ''.~=i n / ,\.' }\f/_ -~ .'!.:,.::;, C :· __ ,r;.~P •:::5.:....r 1(?;f: :-: : ,~ ~ 

: .!, :~";' .. .. ': ::::,: /:,f i">\."lrt: ·;;..-1::i) '' !!1 :r,,:.l ;.\·::_,); ',,/ :.1.,: . ·,·.,,!:-_f-.::~r-.a ;' 
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Section B: Automated Information Added by NCMEC Systems 

Upon receipt d a Cyber1\:lllne report. NCMEC Syatarna may conduct aibnaled pnx:aw on the lrlfonna1lon 8lbnlU8d In Section A. 
The lnfQrmatton bm In Section B d Ha Cyba•T..,_ Rapo(t tu been .aAomatlc:aly gal8l"llted by NCMEC 8yltems. If the 

Cyber1\:lllne R8port was tubmlttad by a member. d 1he ~ Section B wll be~ 

E:xp,anation of Automated information (in aJphabetit.al ord.er) 

Geo-l.oolcl4>: When a Reporting ESP voluntarily reports an IP address for the "User or Person Being Reported," NCMEC Systems will 

geograp'ritca\'ry rnsom 'the\? arlo1Mos w.ll a 'P\l'ooc\y-ava'lta\ie ci-Nrrfe s1'!0tcn. 'The T'e'<>\1.\S ~ \r.w. 'oo'F.~ al'~ ~~a·~. 

Further oformation o Upioad:ed Fi es 

NU'Tlber d uploaded flies In each calega lzatloi I category: 

A1: 4 

l 
~.,,-~~·- {"~.::i.s:",:,~·-;,;;- .- ,~.~-1":":c:-.~·:~: ... ::.·:~ .. ~--,..~r-.::"'···-::-<l"--,·-~--.... ,,~--;-, :it ~ 

/~ ~.,,. .._.·},h_,,,~.-.... -..-~ .. -~•.r~,~!J\-../~\.~r\,·!l •:\ij '- 1- j,: ,,.. ' _":'\.'~~ .,.. ',~-··fl"':"' 1•,.. - #--.I. -~<r~1,;:~~f":--r"~ 
,S l&~~~~~~~~'.r1 ~·~cit,~' ....... -... ~~~:·~, ..... v~~~~;k~ .. ~~~~"1 ~~ 

1 Sex Act 

2 Lascivious Exhibition 

IP l\ddress Country 

2602:306:37lc:6!10 us 
:e433 : ·4d6c: 14aa:b5 ~-
99 . 113.198.241 us 

Any image of sexually explicit conduct (actual or simulated sexual 
intercourse including genital-genital, oral-genital, anal-genital, or oral-anal 
whether between person of the same or opposite sex). bestiafity. 
masturbation, sadistic or masochistic abuse, d~radation. or any such 
depiction that lacl<s serious literary, artistic, political, or scientific value. 

Any image depicting nudity and one or more of: restraint, sexually 
suggestive poses, focus on genitals, ina~ropriate touching, adult arousal, 
spreading of limbs or genitals, and such epiction lacl<s serious literary, 
artistic, political, or scientific value. 

Geo--Lwkup {Reported Petso or User} 

Region City Metr o Postal Area La t/Long ISP/Org 

CA San Diego 

Code Code Code 

0 

825 92116 

0 38. 000000/ I 
-97.000000 

619 32 . 766300/ Arn u-..-.r••I Ar,-r u­
-117 . 129303 var•• 

This Report IS pro-.nded solely for 1nforrnalional purposes pursuant to NCMEc·s congresstonal authorization and flOf'lprafit mission 
Please treat afl hformafion m this Report as cont1de ,1tiai 
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...._.. '-" 
i\l 

.:...yber Tq)iu ,2 Repu;; :, .};, :l--<' 3 \ 1? 

2602:306:371c : 6fl0 us 0 0 38.000000/ I 
: 7c4a:•2•:669d:766 -97.000000 
f 

166 . 170.50 . 189 us CA Downey 803 90241 562 33.939999/ AT,T Wireless/ AT&T 
-118 . 132599 Wirele.ss 

2602:306:37lc:6fl0 us 0 0 38.000000/ I 
: 57• : •948:1714:aSb -97 . 000000 
b 

2602:306:371c:6fl0 us 0 0 38 . 000000/ I 
: 4999:cf92 : 842a:3e -97.000000 
bl 

2602 : 306:37lc:6fl0 us 0 0 38.000000/ I 
: a977:7365:33b4:3b -97 . 000000 
fa 

166 . 171 . 123.155 us CA 0 0 34.052200/ AT&T Wireless/ AT&T 
-118 . 243698 Wireless 

166 . l 71. 120 . 162 us CA 0 0 34.052200/ AT&T Wireless/ AT&T 
-118.243698 Wireless 

166 .1 70 . 48 . 168 us CA 0 0 34. 052200/ AT,T Wirelau/ AT&T 
-118 . 243698 lfiraless 

2602:306:37lc : 6fl0 us 0 0 38.000000/ I 
:c0d0:72d8:ceb7:b8 -97 . 000000 
9b 

166 . 170.50 . 40 us CA Downey 803 90241 562 33.939999/ AT&T Wireless / AT&T 
-118 . 132599 Wiralas1 

2602:306:37lc:6fl0 us 0 0 38 . 000000/ I 
: 29b0 : 14f6 : a7b3:23 -97 . 000000 
67 

166 .171 . 123 . 197 us CA 0 0 34. 052200/ AT&T Wireless/ AT&T 
-118 . 243698 Wirelas.s 

2602 : 306:37lc:6fl0 us 0 0 38.000000/ I 
:50bl:50c4:a00e:ac -97 . 000000 
dl 

166.171 . 120 . 127 us CA 0 0 34.052200/ AT&T Wireless/ AT&T 
-118 . 243698 wireless 

166.170.46.131 us CA 0 0 34 . 052200/ AT&T Wireless/ AT&T 
-118 .243698 Wireless 

166 . 170.44 . 67 us CA Los Angeles 803 90013 213 34.052200/ AT&T Wireless/ AT&T 
-118 . 243698 Wireless 

166 . 171.121.131 us CA 0 0 34 . 052200/ AT&T Wireleu/ AT&T 
-118. 243698 Wireless 

166 . 170 . 48 . 89 us CA 0 0 34 . 052200/ AT&T Wireless/ AT,T 
-118. 243698 Wireless 

166.171 . 123 . 27 us CA 0 0 34 . 052200/ AT&T Wirala .. s/ AT&T 
-118. 243698 Wireless 

166 . 171 . 122.47 us CA Los Angeles 803 90013 213 34 . 052200/ AT,T Wirale5s/ AT&T 
-118 . 243698 Wiraless 

64 . 134 . 226.127 us CA 0 0 34 . 052200/ AT&T Th-Fi SQ.rvicQs / 
-118 . 243698 AUT Wi-Fi S•rvicas 

2602:306:37lc : 6fl0 us 0 0 38.000000/ I 
: el7b:6b03 : 2d9f : a2 -97.000000 
BO 

2602:306:37lc:6fl0 us 0 0 38.000000/ I 
: dla4:7615 : 6a58:33 -97.000000 
cf 

173 . 197 . 95 . 3 us CA Alamo 807 94507 925 37 . 850201/ Titne Warner Cabla/ Time 
-122.032204 Warner Cable 

2 602 : 306 : 37le : 6fl0 us 0 0 38 . 000000/ I 
: 9132:839f : e192:3e -97 . 000000 
45 

2602:306:371c:6f10 us 0 0 38.000000/ I 
: aBBd : a713 : 5f59 : 19 -97.000000 
de 

2602 : 306 : 371c : 6fl 0 us 0 0 38 . 000000/ I 
: f5bc : l912:482b:65 -97 . 000000 
lb 

(>;;:, Fe:_: -_:i , ,-.: ;,i •o,:•,!/!:.! .:ote~:~ !c: ; 11f~_:,.:n;r:.~: ~...:':; ;; ..... •:.,:,_~.sc:· .;.•: ... S( -;· _,. · ._ 
. ,., ·:. L ~ . ' l<'J9r r:; ,5'.j:(::·-,::, :' i~ui!!:;,1z3: , )'l -: =· . ·f, · .. . ;-,: · ;:~.' r: ''.S: ... · :. l:. 

1.·1e:,: .. :7.: !1 t.:.:.:;: 2·· 1n ':)_. ·r· '1£-:J: ····~· .')~7J."·,;:; :! ~ . ·,_.: ,1,"1r.JEnf:3, 
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166 . 170.0.118 us CA Ccmpton 803 9Q221 310 33.879902/ AT,T Wireless/ AT,T 
-118 . 213303 Wireless 

166 . 170.S0 . 215 us CA Downey 803 90241 S62 33 ~939999/ ATiT Wireless/ AT,T 
-118 . 132599 Wireless 

2602:306:371c:6f10 us 0 0 38 . 000000/ I 
: f4Eb:S270 : 2cll : 58 -97.000000 
46 

2602,3o6:311c,sf10 us 0 0 38.000000/ I 
:9975:c835:b7f6:99 -97.000000 
65 

166.176.58 . 80 us CA Los Anc;rel•• 803 90013 213 34.052200/ ATU lfix-al.esa/ AT,T 
-118.20698 Wireless 

166.170. U . 200 us CA I,os An9ele1 803 90013 213 34.0S2200/ AT,T 1firaleu/ AT,T 
-118 . 243698 1firel.••• 

2602:306 : 37lc:6fl0 us 0 0 38.000000/ I 
:ld42 : 90b8 :b42d:d4 -97 . 000000 
Sb 

2602 : 306:371c : 6fl0 us 0 0 38.000000/ I 
:d926:8ca8 : fllbe :bb -97 . 000000 
OS 

2602:306 : 37lc:6f10 us 0 0 38.000000/ I 
: 9096:72dd:87a3:7b -97.000000 
as 
166 . 170.4S.233 us Long Beach 803 90802 562 33 . 766998/ AT,T 1fu:eleH/ AU'f 

-118.189201 Wirel.ess 
2602:306:371c:6fl0 us 0 0 38 , 000000/ I 
:88fc:92a8 : 17•9:17 -97 . 000000 
•• 
99 .171.108 .119 us Santa Ana 803 92707 714 33. 71«001/ AT,T 0 - Y8r,e/ AT,T u-

- 117 . 870003 verse 

Geo-loo up {U lo de iles) 

IP Addres 3 Country Region City Metro Pos tal Area Lat/Long ISP/Org 
Code Code Code 

2602 : 306 : 37lc : 6fl0 us 0 0 38 . 000000/ I 
: e433 : 4d6c : 14aa :b5 -97 . 000000 
fa 

This coodudes Section B 

This Rep<irt is f)(r}:..·1,f:.}t. f sofe !y fo; /nfa;mat10d.£U :.10·µ0ses pu, St;?.nt to ~!CA.1FC· . .:: ('0,,9ressvna1 ~1ul!i1.;,c ... 1uc.l ·, e-1nn n:.-::1p.'t·,fi1 ;i!'5s1r ,r1 
P1.~;::,8r1 fre21 0 :1 ii1 k.~P-na::·);"; 11, this R':ovrf a.-5 c:e, 1fttJHnt:(':1/ 
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Section C. Additional Information Provided by NCMEC 

Section C conb1hl lnbmadon colected by NCMEC staff baed a, 1he II lolmallon eledl onlcaly slbnllied by the Reportqi Perlon, 
~ Cal·CarAer ~'Repuflng ES?. S8dal C may cumin a vw/ttk/ d aalYaa \1t1u11idcl1, 'lndudrG 1Wca gal'Wllled 1run 

eearchea on~~ webeftea. Any eeardl8I conducted by NCMEC staffwUI be doc:unented and erry 8WCh 
results wilt be saved to the eleclronic flDng ayatan when poalble. The Cyberi.,Ane cemot contlnn the accuacy d l!,fonnatlon foond 

In su,Bc l'8COfdll or whether the ANIUlta awa llffllated wtlh .,, pe,tlee relatfnli to this report 

NCMEC Priority LIMII: 
NCMEC Clasalflc:a&n: 

· NCMEC Date Proceaed: 

MadeAvallable to Law Enb"cement by NCMEC: 

ECD-MLC 06/17/2015 11 :03 

E (Report submitted by a registered Electronic Service Provider) 

Child Pornography (Unconfirmed-Files Not Reviewed by NCMEC) 

06-17-201515:08:59 UTC 

Yes 

Past CTffA searches for the following yielded negative or irrelevant results: 

soulrebelsd• 

jameskindle2012* 

Please be advised that NCMEC has not opened or viewed any uploaded files submitted with this report and has no information 

concerning the content of the uploaded files other lhan information provided in the report by the ESP. 

I searched Spokeo, Google, Facebook, Myspace, Hi5 and Meetme for jameskindle2012@gmail.com and soulrebelsd@gmail.com with 
no results. 

I searched Google for "soulrebelsd" and "jameskindle2012" with no results. 

VPN: SAN DIEGO ICAC (Based on 99.113.198.241 which are recent login IP's returning lo SAN DIEGO AT&T U-VERSE) 

This condudes Section C 

If you need further information regarding the contents r:J this. Report,,r contact the Cyberlipline at nuA or~.1 
· 11•1 ~ 

This Re; . .>-:.it! ,s f !h) '..'t1/t,. soi~-?.1'r fc.J.' ,·nr-:.;; ,,,a;,~_.,,·,a: :.Jti!f.,~1.,s,J.s. .ou:suant le· tvC:\..1£C s r ':n~··e3s:orra,· ;au!fit)u.:c1r,c~ a.n~ i ' lOnprcfir ,n1sSt:'Jn 
r!,~a5& UP.at c fl 1nfotr1k~Uc.1 1 ,-,, th,'$ .Per ;'",.'' d~ .·.,;,,ftif'":.·! )!:a ! 

000016 

Case 3:15-cr-02838-GPC   Document 62-3   Filed 05/11/17   PageID.383   Page 17 of 18



. t:.:»-· 

Section D Law Enforcement Contact Information 

lnY88tigalol . 

Assigned Offloer: 
T1tle: 
City/State: 

~ 
Emal Addresa: 

11me/Datewas madeavaiable: 06-17-201515:08:59 UTC 

This concludes Section D 

This condudea ~Tipllne Repa1 5074n8 

-:-h .s Rc • .Jt."··11s ;.t•tY~~J:._¥.ilJ 5t..1 f2 r~· fo, t!~fotrnafio.r1a.' 11utp1..= s,1s pli., s :.~!1nf : ,·., \ 1,::.\' E C. s .::Qd~Jr~sS.;t'r~~_,i .Jr.J t:7u·: . .' ;H·. "- , At"'-'; .- •un;1:,irit ' n:.~s :t.1 ;, 
f...."'f.9,15? /teal ti/! :n fO rrn Mi ,;>; if

1 ~h 1, ~l.:,L11 .. , ... dS, ,;c ,r;f, , /~ p/:~f 
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