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By notice published August 10, 2018 the Federal Communications Commission (“FCC”)
requests comments on a refreshed record regarding the FCC’s rules to block calls that are reasonably
likely to be illegal based on objective criteria.1 The rules authorize telephone service providers to
block defined categories of calls highly likely to be illegal.
Pursuant to the agency’s request, the Electronic Privacy Information Center (“EPIC”)
submits these comments to highlight the substantial harms to consumers caused by unlawful
robocalls and underscore privacy concerns that should be considered in the agency rulemaking. In
these comments, EPIC recommends that the FCC (1) require phone providers to proactively block
calls from numbers that are unassigned, unallocated, or invalid; (2) prohibit spoofing if there is an
intent to defraud or cause harm; and (3) encourage the use of call authentication technology that
safeguards caller anonymity.
EPIC is a public interest research center in Washington, D.C. EPIC was established in 1994
to focus public attention on emerging civil liberties issues and protect privacy, the First Amendment,
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and constitutional values.2 EPIC works to protect consumer privacy and has played a leading role in
defending consumer privacy interests at the FCC for almost twenty years. EPIC also played a key
role in the creation of the Telephone Consumer Protection Act (“TCPA”) and continues to defend
the Act,3 which is one of the most important and popular privacy laws in the history of the United
States.4 EPIC provided numerous comments to both the FCC and the Federal Trade Commission
(“FTC”) on the implementation of the TCPA, and maintains online resources for consumers who
seek to protect their rights under the TCPA.5

I. Illegal and Unwanted Robocalls Cause Substantial Consumer Harm
Robocalls are a consistent source of annoyance and harm for American consumers, and are
the vehicle through which bad actors engage in identity theft, financial fraud, and debt collection
scams. Robocalls are consistently one of the top complaints made to both the FCC and the Federal
Trade Commission (“FTC”).6 The FTC has brought more than a hundred lawsuits against individuals
responsible for illegal robocalls and for “Do Not Call” violations.7
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Robocall scams often have dire financial consequences for consumers. For example, a long
running IRS robocall scam has cost Americans over $300 million over several years;8 another scam
in which a robot asks “Can you hear me?” prompting the recipient to say “yes” has been used to
authorize fraudulent charges from credit cards stored on utility accounts;9 and another promised to
help individuals reduce their debt load while opening new credit card accounts in their name. Adding
to the problems caused by these scams, individuals engaging in this illegal behavior are outside of
the United States and are using cheap, readily available technology to target unwitting Americans.
Despite the success of the TCPA, consumers continue to be plagued by unwanted robocalls
and text messages. The transition from land lines to mobile phones10 has only made the problem
worse. Unsolicited calls and texts facilitate fraud, drain battery life, eat into data plans and phone
memory space, and interrupt consumers’ daily routines. Because we carry our phones with us
everywhere,11 unwanted calls and texts interrupt our sleep, disturb meetings and meals, and disrupt
the most important (or mundane) moments in our lives. We are no longer concerned solely with
being interrupted by an unwanted telemarketing call during the dinner hour. For low-income
consumers who often rely on pay-as-you-go, limited-minute prepaid wireless plans,12 these
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unwanted calls and texts are particularly harmful.13 These calls are especially harmful to the elderly
because they are a frequent target of financial scams and may be unable to tell that they are being
taken advantage of, or unlikely to report that a crime has occurred.14
Current laws and penalties for illegal robocalls have not been enough to stop these calls that
plague consumers year after year. There are additional technical safeguards that can ensure that
illegal calls are blocked at the outset. While consumers now have more options to block calls from
their home and cell phones, they can only do so after they have received and flagged unlawful calls.
The FCC should ensure that providers are more proactive in preventing abusive calls.

II. EPIC’s Recommendations on the Refreshed Record
EPIC is in favor of rules that would (1) require phone providers to proactively block calls
from numbers that are unassigned, unallocated, or invalid; (2) prohibit spoofing to the extent it
involves an intent to defraud or cause harm; and (3) encourage the effective use of call
authentication technology while safeguarding important privacy interests for anonymous callers.

a. Proactive Blocking of Invalid and Unauthorized Numbers
Proactive blocking of calls from invalid numbers is the most effective way to protect
consumers. If providers wait until complaints pile up, consumer will be exposed to calls that are
predatory and fraudulent. Some consumers choose not to answer calls from numbers that they
suspect are invalid based on caller ID information. But other consumers may not have or use caller
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ID and, upon answering the phone, may have no way to know that the call they are receiving is
likely an illegal robocall. Even worse, scammers are known to mimic numbers associated with
legitimate entities (even when those numbers are never used to make calls).15
Phone providers should take the proactive step of blocking calls from invalid numbers. No
reasonable consumer wants to receive calls from an unassigned, unallocated, or invalid number.
Robocalls are consistently the number one complaint at both the FTC16 and the FCC. Requiring that
consumers “opt-in” to the blocking of the most abusive calls would leave individuals, and
particularly seniors, at risk of identity theft, fraud, and harassment by phone scammers.

b. Focus Regulation on Malicious Spoofing
EPIC supports the FCC’s recommendations to protect callers who choose to keep their caller
information private. To protect caller information, spoofing rules should contain an intent
requirement—“intent to defraud or cause harm.” This language would cover the problem of
pretexting, where bad actors use the number of a trusted entity, such as a bank or government
agency, to fool people into giving the caller personal information. But it would also preserve
legitimate uses of spoofing where callers wish to withhold their phone number, including calls to
drug treatment services, suicide prevention, domestic abuse, and crime tip lines. The default for
disclosure of identity should be in control of the non-commercial callers. Imposing a spoofing
regulation without this intent requirement could hurt the privacy interests of callers.
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c. Call Authentication Technologies
EPIC urges the FCC to ensure that authentication technologies safeguard the privacy of
legitimate callers who remain anonymous. While certain authentication technologies, such as
SHAKEN/STIR,17 pinpoint illegal robocalls, call verification procedures can also undermine the
privacy of legitimate callers who do not want to be identified. The FCC acknowledged last year that
SHAKEN/STIR can authenticate calls without providing the recipient with the caller’s ID.18 This
feature is essential to protecting the privacy of callers who do not wish to reveal their identity and
should be mandatory. Before approving a rule that requires widespread implementation of
SHAKEN/STIR, the FCC should also verify that each step of the authentication process is supported
with strong data security mechanisms to protect anonymous callers.19 Specifically, the FCC should
determine:
1. Whether SHAKEN/STIR can successfully strip call identifying information from a
call while authenticating its source.
2. Whether there are efficient oversight mechanisms to ensure that service providers and
other parties involved in the authentication process securely protect any data that is
used to authenticate the call.
3. Whether service providers and others involved in the authentication process will
retain in stored databases any personal data. If so, the FCC should require strong
security measures to ensure that such data is protected.
Conclusion
EPIC supports the Commission’s action to refresh the record on targeting and eliminating
unlawful robocalls. To this end, EPIC requests that the FCC take special consideration of the privacy
implications discussed above.
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