
epic.org EPIC-13-04-26-FTC-FOIA-20130612-Production-2 000001

April 22. 2013 

VIA EMAIL ANl,) FEDERAL ExrRE~.§ 

James A. Kohm Esq. 
Associate Dir¢ctor for the Division of Entll.rcement 
Bureau of Consumer Protection 
Federnl Trade Commission 
600 Pennsylvania Averme. N.W. 
Washington, DC 20850 

Re: In re Facebook, lllc .• FTC Docket No. C-4365 

Dear Mr. Kohm: 

In accordance with Part V of the Decision and Order e,ntcrcd in 1111'(' Facebook, Docket 
No. C-4365 (July 27, 2012) ("FTC Order"), enclosed plcase iilld a copy of the assessment and 
report ("Assessment',), prepared by a qualified. objective. independent third-party professiona l 
("lndep,~nJcnt .-'.ssessor"), examining the suffi.cicncy of the privacy controls rbar Faccbook 
lDaintained during tbe period from August 15. 2012 to Fcbruary ll. 2013. We are p1.cascd that 
the Ass~slllenr concludes rbat our Privacy Program was operating effectively throug]lOut the 
reponing period. This cOlldusion is based on an exhaustive examination of our program, 
conducted in accordance with attcslation st,mciards estab lished by tbe American Institute of 
Certified Public ACcOlmtanrs ("AICPA"). 

The foacebook Privacy Progr~ru 

Privacy is central to everything we do at Facebook. Since our fOllndi.ng less than a 
decade ago, we have worked to develop practices and procedures that ensure that people's 
personal infonnatioll is safe, SCCllre, and used in accordancc with tbeir sharing settings and 
choiccs. Our privuL)' efforts rece ived a substantial boost in 20 II and 20! 2, w.hen the Data 
Protection C<lmmissioner ("DPC") in Ireland. where Facebook '$ international headquarters is 
located. undertook the fITst major goverruncntal review of an intcrnet company' s compliance 
wi'lh Europl"an data protection law. That review resulted in two comprehensive audit reports tbat 
documented Fucebook's controls, addressed and rejected a number ofmisperccptious about bow 
Facebook approacbes privu~J', and identiticd areas where we can co.ntinuc to improve. Faccbook 
Ireland. Lrd .. continues to workcloscly with the DPC to cnsure ongoing compliance with EU 
privacy and data protection law. 

'11,c Privacy Program reflccted in the attacbed Assessm~nt buill upon our wC'rk wiIh the 
Irish DPC. In developing our program, we went beyond the general requirements set OUI in 
Section IV or the FTC Order and levemged the Generally Accepted Privacy Prin~~plcs 
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("GAPP"), a eomprebens';ve framework c·rcatcd by the AIC]> A and Canadian Institute of' 
Chartered Accountants. The GAPP framework is the most comprehensive standard for privacy 
programs. derived from ten intemntionally-recognized information principles, including notice .. 
choice and consent. access obligations. and limitations on the lise. retention, disposal .. and 
disclosure ofpersooal information. We used tbe GAPP principles and eriteria:l$ a gllide in 
developing our own company-specific privacy assertions and controls. Key features of Ollr 
program include: (a) the desigolltion of responsible employees, illcludiog an experienced Privacy 
Governance Team, (b) comprehensive awareness and training for all employees, appropriate to 
tllcir job ti.mctions, (c) considcration of privacy issues UlrOughour the development process (i.e., 
"privacy by d~sign"), (d) robust security for privacy controls, (ej safeguards tor Plattbnn 
deve.iopers. (I) screening and contractual obligations for seryice providers, and (g) assessment 
and integration of acquisitions. 

We also have invcsted in building innovative ioo15 fhat provid.e pcople wilh control over 
the sharing of their infomJation. Our Per-Object Privacy controls and Granular Data Pcmlissiolls 
model, for example, enable users to choose, ai the time of sharing, the specific audience for each 
piece of content they share and to have direct visibil.ity into me information available io 
applications they U$e. Likewise, our Daia Use Policy presents layered content, practical 
headings and screcnshots to help users understand how the inform<ltion they provide is used and 
shared. We have strengthened existing controls, like Activity Log, which allows people to sort, 
review, delete or hide the things they posi on Facebook. In addition, we contimle to launch new 
controls, such as our privacy shortcuts, which arc located at the top of most pages on Faccbook 
and allow USln to quickly access key sellings and easily visit their main senings page. We 
believe these tools d.emonstratc our commitment to achieving the balance users want between 
sharing intbrrnation quickly and easily while Jl1aintaining appropriate privacy and control. 

Independent Assessment 

The attached report is 3 comprehensive asscssmcn.t of our Privacy Program. ft documents 
our assertions and controls and, for each, describes the testing procedures uscd to gauge whether 
thc control was operating etTective ly. The Assessment also identifies areas where control design 
and/or operating effectiven.ess can continue to improve. This report follows fifteen weeks of 
intense on-site work by the Ind.ependent Assessor at Facebook's headquarters in Meruo Park. As 
part oftoat process, the Independent Assessor eng'dged in over 65 in-person meetings with key 
individuals involved in our program (e.g., the Chief Security Officer. the CftiefPrivacy Officer .. 
Product, tbe ChiefPrivacy Ofticer. Policy) and examined a wide range of materials-including. 
among other things. writ("!n policies and. procedures and representativc data sels. The 
Indcpend.cnt Assessor was comprised of ihirteen team members with cross-disciplinary 
experience in privacy, assessment, and technology and led by a partner with decades of 
experience in the :1[03 ordata protection and privacy. Among the team wcre Certified 
lnfoD1Jation Privacy Protessionals, Certitied Inibnnation Systems Auditors, and Ccrtitied Public 
AccouotMt8. In addition, individuals with specializc<l experience in th e .Indepcndenl Assessor's 
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quality assurancc and risk management pmt;(it;cs were consulted and broui;ht into tnc assessmenl 
as needed. 

At Facebook, we put privacy at the corc of our missiolL The attached Assessment 
reallinns our commitment (0 implementing meaningful and effective privacy and security 
controls. While the Assessment reflecls our years of privacy and security innovation and 
expertise, we view tbis commitment as ongoing. We wiU continue to work to meet the changing 
and evolving needs of our users and to pm IIscr privacy and security at tne center of everything 
we do. Tile Privacy Program - and the Asse.'sment - provide a clear, positive framework for 
Faccbook to move forward intbis pnrsuir. . . " 

Request for Confidentiality 

Pursuant 10 16 C.F.R. § 4.1 O(a)(2), we have enclosed two versions of the Assessment - a 
confidcnt;~l version that con.lains h.ighly confidential Facebook and Independent Assessor 
commercial and trade secret information, and a non-confidential version that redacts sllch 
.infornmrion. 

The redacted text contains detailed trade sec ret information regarding tne design and 
testing of the Faeebook Privacy Program. We believe that release of the rcductcd information 
would place user information ar risk, as it would reveal detailed inronnation regarding the 
speciiic stTengths and possible limitations of the. Facebook Privacy Program to hackers and other 
tbird parties thai may 'lltcmpt to infiltrate our system in the future. Ful1nermore, public 
disclosure of this information would place both Facebook and the Independent Assessor at a 
competitive disadvantage vis-a-vis competitors, who couM use the intomlation to mimic 
.Facebook's industry-leading development processes or the Independent Assessor's proprietary 
testing protocols. 

For theso! reasons, we respectfully request tbat the. Commission (reatthe redacted 
infonnalion as confidential and not subject to the Freedom ofInforrnation Act, pursuant to 5 
USc. § 552(b)(4). 

• • * 

We hope that you find the information above and the enclosed Assessment informative. 
Ple.asc do D(lt hesitate 10 contact us should you have any questions . 

. ~') . .Ii ,C=-
l. ."~"- I·' · ..... ~ . 

_ l 
Erm Egan Michael Richler 

Chief Privacy OtliCCT, Product ClJiefPrivacy Oflicer, Policy 

1601 WiUow Road. Menlo Park. Ca lifornia 94025 
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Independent Assessor's 
Report on Facebook's 
Privacy Program 

Initial Assessment Report 

For the period August 15, 2012 to 
February 11, 2013 

The contents of \tU$ document. including th& Report of Indftpendent Accountants. contain 
POcewatemouseCoopers LLP prcpr..etar'f irlformatior. thal $halJ be protected from 
disclosure oulside of the U.S. Go\lernmenl In aecordance with the U.S. Trade Secrets Act 
Clnd ~emption 4 of the U.S. Freedom of Informati~ Act (FOI~J. The document 
constitutes and reflects Wt)tK performed or information obtained by 
PncewatemouseCoopers LLP, in our capacity as indepenoont assessor for Fa<;ebook. 
tOC.10ftt"le purpose of the Facabock.lnc,'s Order. The dOClJment contains propnetalY 
infonnatlon. trado ~ al"id confidential commercial infOJ1Tlation of our firm and 
Facebool<. Inc. that is privileged and confidential. and we expreftsly reselVe aD righls with 
respect to disclosures to third parties. Accofdlogly. we request confidential treatment 
under FOfA. lhe U.S. Trade 5ea-ets Act Of Similar laws and regulations when requests 
are made for Ole report or information contained therein or any documents created by the 
FTC containing tnformation derived from the report. We further request that written noth.--e 
be given to ~ and Facebook. Inc. before distriblJtion of the infoonation in the report (or 
copies thereof) to others. including olher gov~mmontal agencie&. to afford our flnn and 
F'acebOok. Inc. y,ith the right w assert o~:edior.s and defenses to lhe release of the 
infurmation as permitted under FOtA or other $imaar applicable law or regulation. except 
when such distribution is already required by law or regulation. r. .. report is intended 
solel'{forthe infonnatlon and use oftM management of Facebook.lnc. and the U.S. 
Federal Trade Commission and is not intended to be and should net ~ used by anyone 
other than these spedflEd parties. 

HIGHL V CONFIDENTIAL 
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Introdllction 

Fac~book.lnc, and the F~derru Trade Commis~i(ln (Fl'C) entered into Agreement 
Cunlail1i1l& Consent Order File Nu; 0923184 ("tbe Order"), which was served on August 15, 
2.012, 

Part IV o( the Order requires r'El<".ebook to establish and imple.mcnl. and tbel-eafter 
maintain., a comprehensive pri\--aC)' program that is reasonably designed ta (1) address 
privacy risks related to the development and manAgement of n.ewand exi:rti.ng produds and 
senk~.s forconsmuers, and (2) pratect the privacy and confidentiality of co\t~red 
infOl'm:ltion. 

Patt V of tbe Order requires Facebook t() obtain initial and biennial a~'\C.~ments and reports 
{"·A..~essment.s"J froID n (lUillified, ohjective, independt!Dt third-party professioual. who uses 
procedurE's and standards generally accepted in the profession. Facebook engaged 
l'ric .. ew~,tc~rhol&.~pers IJ ... P (~P\.,C") to perform the initial3...·;~mssment, 

As des<.:ribed on pages 6-13) Fllccboo'k e.stablishE'd its privatj' program by implementing 
pl,r\1;.\cy cr.mlrols to meet or exceed the protections required by Part IV of the Ol'der. As 
tip-scribed ou pllge~ l4-17, p\,,-c performed inquiry! observation, and inspectionJex:amuUltion 
procedures to aS$C$S the effectinmess ()f th~ F'l(:ebook privat'Y controls implemented to 
m(~et ur ex,<.'.eed the pl'Otecrions r~.(luired by Pait IV of the Order duriog the first 180 day 
ptlrlod ended Februnry 11. 20137 nnd nUl' conch.Liions are un. pages 4·5, 

Use or dlsdOStlm or data contained on this page is subject to me restriction on the trJe page of ~ repcrt. 
Page 3 of 79 HIGHl V CONFIDENTIAl. 
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Report of Illdependent Acco"lmtants 

1'0 the Meum.gement of Fnceb()ok, Inc.! 

We have e.tCamined :MAn!\g~nte.l}tts J\ssrntioll, that a~ or and for the 180 days ~lld()d Fpbruary 
11~ 2013 (tbe "Reporting Peliod"), in accordance with Pcarts IV and V of tbe Agreement 
Containing Consent Ord~r (the ~Orderlt) l.-vith an efftxtivc date of service of August 15, 2012, 
between Facebook, lnl~ r-:F~\t-ebook" or "the Company') Iltld the United States of Aillflica. 
al..1ing upon notincation and authori7..ntiun by the Federal Trade Commissi1.m COl-Tel), the 
Company hat! established and implemented n ('Om.prencnsive Privacy Program, as de:scribcd 
in Managelllellf~ l"\.~"-Cr.tion ("the Facebook Privacy Progr3m)t)~ based on Comp8ny-sp~ciflc 
criteria, and the privaC)' contwls were operating with sllfficient ~.ffec.ti\'cIH.·.ss to pro\ide 
reasonable assurnnce to protect the privm~)' of c.~o\'Cred information 30d that the controls 
have tU) c.>P(~.r.'ted thmnghont the- l~eporting Period. 

The C{}mpanis managelllcnt is responsible for tbe assertioo. Our responsibility is to 
express an opinion bns.?d on our l"xaminatjon. 

Our ('I,xaminati4.1n was conducted in aC(..'ttroanL'e with attt'Station standards e!>iabli~hed bv the 
American Institute t)f Certirscd Public Accountant~ and accordingly" included examining, on 
a test basis. evidence supporting the effectiveness of the Facebook Pliva<..'Y Program as 
described above and perfomling such other prOt'CdUl"t'S as \\'e considered neressary in tht) 
drCUlllstanl-es. We belie\re that our e.1Camination prmides a reasonable basis for our 
opinion. 

\Ve are llt)t re~ponlJiblc for Fal'ebook's interpretation of, or compliance \\-ith. information 
~curity or vrivacy~related laws. statutes, and regulatkms applicable to Fa~k in tbe 
jurisdit.1ioos \\ithin whid\ Fm:ebook operates. We are aiso not responsible for Facebnok's 
interpretation of. or compliance lA.;th, information security or privacy-related self-regulatory 
frameworks. Therefore, our exami1l3tion did not extend to the e\"aJuation ()f Fac-.ebook·s 
interprd3tiun of or compJiance ~ith information s~urity or privacy-related bws, statutes. 
regulations, and prhllt'Y·related self-regulatory framc\"\'C)1'ks \'\-ith which Facebook has 
committed to compl)'. 

In our opinion. Je"a(''ebook·s privacy controls wtare opel"ating ,.,iL'l sufficient eilet.1iveness to 
prO"\ide reasonable assurance to prot~1 the prh'acy of covered information and that the 
controls haye so operated througbout the Reporting P~riod, in all material resp~cts ns of 
and for the 180 days ended February ll, 2013, based upon the Faccbook Prival~' Program 
set forth in Munag~m~nt's i\ssertion. 

(b)( 4),(b)(3):6(f) 

Use Of (1isc1osure of data t;Ontain~d on thi$ page 1$ subiecl to Ule restricUon on the title page of this ~. 
Page .. of 79 HIGHLY CONFIDENTIAL 
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This ~vort is intended solely for the illfol1nJ1tioll and use of the management of Fi!c;~hook 
and the United States Federal Tl'i\d~ C.ommission and is not ill'~·nded to be and should Dot 
be used by anyonc.~ oHler tbalJ thE'~')e specified parties. 

San .Jost' 

Use or dlsc1ostJt"Ei of data coofailled on this patJe is sublect to U'le Iltstriclicn on tile title page of thls rtIPOft 
Page 50f19 HIGHLV CONFIDENTIAL 



epic.org EPIC-13-04-26-FTC-FOIA-20130612-Production-2 000009

Facebook's Privacy Program Overview 

Company OVt:'l''\iew 

Founch..,,<:l in 2004 •. Faccbook's miss'ion is to give people the power to share and ma'ke the 
world more OP€ll and connected . Faccb-'.>ok ha<; been working on privaC}' since its inception 
and consistently strives to enhance various elements of its internal pl'ivul.')' programs. For 
example. Paccbook now has.l Privacy Cross-Funct iolla l ("XBf') intema.l te.:l111 (romprised 
of ex-pelts \"ith a range of privacy e.-.;pertisc) that vets and l"eVic\+"S products during the 
development cycle and before launch. Facebook 3150 c.rcatcd two new corpora1c officer 
rol",,- Cldef Priv.<'Y Officer, Proouct alld Chief Privacy Officer, Policy-who !ITe charged 
with ensuriilg that Facebook's commitments are refle<:t:ed in a.1l of its acti\'itics. 

Fncebook sUI)ports its miss Ion by de'l;e-Iopiog useful and ('ngaging tools tbClt enable people to 
connect, shJ.re., discover, a.nd communicate with each other ou mobHe de~iccs and 
computers. Facebook's products include Ne\;,'s F'i;!ed. Tlmelinc, Platform, Graph Search. 
Messages. Photos and Video, Groups, Events, and Pages. These products a rc available 
through Faccbook's website., Hlcebook,com. TIley ani a lso accessible th.rough certain 
FacebookmobiJe applications or "apps~, including llat.:ebook, C..amera. Mcss~l1ge[, Pages. 
and Poke. Vcrsion~ of Fttcebook.'s mobile apps aTC a\'3ilabJe for multiple operating sy~'1ems. 
s\lcb as iOS and Android operating systems. These products and SC'l"Vi, .. s allow propl. all 
over the world to s hare , and communicate with each other in new and inoOVD1e,,\'uys, 
connecting J,eoplo ill ways not possible before these tools were offered. 

Facebook Pla:t(orm ("Platform") is a set of developmcnt tools and applicat ion progr .. l.mming 
int~rf;1ces C'APJs") that "nabl~ d..ev~lopcrs to build their OWIl sodal n:pps, websitcs, .tnd 
de\riccs tb~t integrate \\-itll Face-book. l1\e Facebook's Developer Operations team is focused 
Oil supporting successfuJ "pplicatioGS, driving platfo nn adoption. amL msintlining the user 
experience through developei education. and policy enforcement, The Platform Prindpics 
that Facebook imposes on all d~velopers a~: (1) Create a great user c1(pericnc.e (Build :ioonl 
and ~ngaging appli.cations; Gi\'~ users choice illld control; and Help users shan.' expressive 
and relevant content); and (2) Be trllsn..-orthy CRcspe<:t plivacy; ( tou't mislead, confus('. 
defraud. or surprise users; a.nd Dou't sparn ~ encourage autJlcntic comrnUfl ications). 
Additiooo.lly, Faccbook·s St.tement of Rights and Responsibilities .nd PI.ttonn Policies 
outline a variety of developer obl1gutions, including those around privacy. such as providing 
notice "'ltd obtaining consent for certain data uses and resui<.tjons on sh:tring us~r 
infonnatioo. 

Most produds and services Fa.ccbook offers are free. Facebook is able to do this by 
providing value for !n<lrketers, includtng brand marketers, sOlall and mcdium·sized 
businesses, and developers , l"a~bool:\ offers a unique combination of reach, relevance, 
social context. a.nd cngagcment. Marketers can also lise F'acebook's annlytics platfonn, 
Facebook Ad Analytics. to understand aud optimize the pertolltlanCe of their campaigns. 

Tn addition to Faccbook created products anci services, Facebook acquired Illstagr.un on 
August 31, 2012. fnstagram is a photo s bari ng service that enables users to take photos, 
alJpiy digital filters to the photos, share them 'with others , and comment on pbotos posted. 
by themselves or by others. At the time of acquisition. Illstagram had <lpproximatcIY]:3 
employt"eS. During the reporting period su'bscquent to the acquisition, Instagram was 

Use ordisciOSI.lrl! <JfC!ala -contained on this page is subject to the ..astriction on !he title page ofthi5 report. 
Page 6 of 79 HIGHLY CONFIOEtn1A.l 
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avai lable Oli. the wch.1t rn~tagral!l .com and as an apt> on the iDS andAlldroid opcratil lg 
systems. 

Fnc:ebook designed the Privacy Program to Hcconlplish two primal')" objccti'ie.;;;: Ca) to 
addl~ss priv:\C)' risks related to the deveiopment. managcnlcnt, and use of new and e."Ci.:oli ng 
produtls: and (b) to protect th~ priv3("'Y and confidentiality of the in1ol1uAlion Y'accbook 
receives from or al>out consllmers. Faccbook leveraged the Generally.ACf.(!pted Fli\"acy 
Principles ("GAPP-) franlework., set forth by til!! .:'\Jnerican I nstitute of Ccrtifh ... "<l Public 
ACColmtants ("AI CPA") and Canmlian Iu~titute of Chartered Accountants ("CleA"), to 
define caml)IUly-specific critciia for the- foundation of the j.'ac,chook Privacy PTogram. 
Tbe GAPP framework i!> ~Jobally rcmgni7..ed as 2 leljdin,g and comprehensive :;tilndit rd for 
prh'acy programs. 

The ten GAPP pdndples, which ace denvt'd from intern~tion(ll1y rccognh:ed information 
practices, arc as follows: 

1. Managcnu;nt. The entity defines. documents, (.'Ommunicates. and assigns 
ar.:l~oun1ab!lity for its prh'~l'Y polici~s and procedure:;. 

2 . Notice. Tbe I!utlty pr(),,;des notice about its pri\"3c}' PQlkies <md procedures aod 
ident ifies the puqJOses for which personal infollDlltion is collected, uscd, retained, 
and disclosed. 

3, Choice and cons(,"nt. The entity dl"-~C.ribe!S the. (~hokes available to the individual 
and obtai ns implicit or explicit consent 1,I,11.h resped to the collection, US!!, aud 
disclosure of persona! information. 

4. Collection. The ~ntity collects personal infonnation onlr (e)r the purposes 
identified in the notice . 

5. Use. r~tention, and disposal . The ~ntity limits the usc-of per.sonnl information 
to tht' purposes identified in the uotil!e and for which the individual has provided 
implic!t or e).ll iicit consent. The ent~ty Tl?talns personal information tor onl}" ;1$ long 
as Ol'>;("essary to fulfilJ the st~1ted purposes or as rcq\li tt.-:>d by law or regulations and 
thereafter I.Ippropl'ijtely disposes of .such informatioll. 

6.~. 111e entity prol,o;des individuals witll access tu their persona} infonnation 
for review and update. 

7. Disclosute to third ·parties. nle entity disclos('s personal inful'mmioll to th.ird 
parties only for the purposes identified in the notice and with the implicit or e.'<p licit 
consr.nt of the. individual. 

S. SCCl1ritv for pOvacv. The el.tlty prtltects personnl information against 
unEruthori,1Jd acccss (both physi",,1 and logic-on. 

9. Ouality·. The entity maintains accurntcl complete, and rele-vant persona1 
inf()nuatioll fortbe purposes identified in the notity. 

lo.1vIOlt itorin.g and enfQn;emen1. The entity monitors compliance with its 
privac}' policies and proct-durcs and has procedllrc5 to addres.<t privacy related 
complaints tmd disputes. 

Use or disclosure (il data contai;"led Cllihis psge is st.:bJect to the restticfior. on tne title page of lhis repor'" .. 
Page 1 of 7£1 HiGHLY CONFIDENTtAl 
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facebook . ,.' 

Th~ (olJovI'ing is a brief deseription of tr:e- F<tr.eoook Privacy Program. 

Faceb(lok bas designated a team of emplo)'ees who are diret'tir responsible fortbl! Faccboo\.: 
PrIvacy Program (the "Privacy Governance Tro:m"). l:accbook'.j Ch ief Priva<)' Oftlcer. 
Product leads the- Priv3('Y Guvernance °J'cam. Other team members include t1~e Cilicf 
Privnc}," OfHcer, Policy; Chief Security Officer. As:;otiatc Gelle r~tl Counsel, Privacy: .o\ssociiltc 
Genera.l Counsel, P.Mvilt:1 o.nd Product: Ac;s()ciate General Counsel, Advc!tising alld ~roduct; 
and A.'\soc,iah~ Gencml Counsel. Regulc"\tory. While the Chief Privacy Offj~t, Product 
pro\'ides leadership responsibility for coordinating the Pri .... acy Program, the entire PriY2.L"Y 
Governanre Team and many cmploycl'S (including engineers, product man".gcrs~ etc.) are 
resp('Dsihle (or various aspects of the Pri .... acy Progntn and play a crudall'()l~ dri ... ing and 
implementing decisions made by the Pti .... :tcy GOvernance Team. Of part1tular note are the 
Privacy Program Man:.I.gC>I"S who work directly under Chief PrivaC)" Officer. Product. 111tS 
team is embedded in the product organiZ8tion and is re~ponSlble for: (1) engaging closet;· 
'with legal, policy, and other memlx~r5 urthe Privacy XJ.""N" Team to drive privacy decisions; 
(2) coordinating ~lfid presenting priv"aq: issues to the Prr\,ac:y X}''N Te:lm ~ and (3) 
maintaining rccurds of prival.·Y decisions ana reviews. 

A centrnl aspect of Facebook's Privnq' Program is a continul)us assessment I)f pr iva<..'y ris~, 
As part of this risk u.-c;se5:smcnt process, lll~mber5 of the Privacy Go\'crnancc Tellm work 
with rplevant Facebook stakeholders, incl udicg rcprese-ntativC'.S of Fac.ebook's Privacy, 
Ellginw ring. Sccuritj, Internal .Audit , MaTketing, Legal. Public Policy, ComnHUlic:Jtions, 
Finance, Piatfo mJ Operat ions, aDd USCT Opcr."tions tCilms. to identify reasonably 
fore.'ieenble, material risks. both intcrnal llnd external , that could result in tht" unautll()riu.~d 
coll~(:tion, use or illsclosllrt' of covered information. lllis process is cnriciled by in pllt frum 
the Chief Privacy Officer, Policy nnd het t03m, which .ngoge with industr), stakeholders and 
regulators and intE"grate external feedback into Facebook':) progr<lm. 

"The team consid~rs risks in each relevant ilrea of operation, including governance. produd 
des ign, (mel engineering (including product developmcilt and rescardl). user operations 
(including third-party tle\'e!opcrs), advertis ing, service (>Tovidcrs, employee awareness and 
t .. tining. employee managt'ment, and security for prival.Y. The team also t.'Qosiocrs the 
sufficiency of the safeguurd.-i in place to control tb~ identified risks. Througb th is process, 
Facebook has documented reason.1bly foreseeable material risk5 to user privacy and has P\lt 
in pillce reasonable priVt1('Y processes and controls to addt·cs$ those risks. 

As pal1 of r acebook's on-going privuq risk assessment process, Face-book hold$ an ElnnuuL 
"Plivac.y Summit" of relevant stakeholders, including key ftpresentativt'sfrom th" Privacy 
XFN Team. The Prival.')' XFN Team indudes representati'les from each major segment of 
Fa('cbook, including Faeebook's Privacy, Public Policy, Legal, Mal'kcting, Product, 
Engineering. Security, and Commucic .. tioDs teams. Attend~es of the annual Pri-",acy 
Sun\mit rc\icw and update th~ priva.cy risk assessment. fOt.'Using on significant material 
risks identified by the Pti\·alj' Governance TelllU. Attl!nd ... 'Cs evaluntcthose privacy risks iu 
light of changing internal and external threats, cbangC's in opf!tat ioDs, and d13nges in laws 
und regulotions. At1endecs also (!xamine the sufficiency of existing pMV3l.,)' controls iII 
mitigating tho~ risks. 3S \'I'ell as new potential risks. Finnllr. attendees engage in discussion 
around ways to imp " \ led by the PrivHCY Xl-"N Team. The last Privacy 
Summit occutred Oil (b)( 4),(b)(3):6 

Use or disdcsure of data cont~nad on tt.!s page Is subject to the re~tf.ction on t.h.e VUe page of Ihis report. 
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.As indit.:at~d above, Vac~book's Pli .... acy Govcrnau("(': Team. Jed by tbe Chic.·f Pl'ivacy Officer, 
Product is T("Spollsihle (or tbe design, implementation. and lDaintC!lJ<lnce of the Privacy 
Pmgram, which is documented in written policies and procedures_ 11 ighlights of the 
prugram !ll'e detail(':(1 helm,'. 

Use or d:srJostIre of data ccntaj~d ell this page ~ !!lJ~}eCI to the rastriction on the title page of tIlis repon. 
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··facebook 
Privacy Aru1Security Awareness Activities 

Fn.ccbook communic3tcs Pri\-7ICY and Ser.uti1y ewareness mntters to new and e:<isting 
cnlployees and tailors su('l1 cOlll lllunications 3ccoI'ding to rotc and responsibiHty. For 
example. as part of its regular training for new project mana.gers, Farebook trains project 
managers nbo\lt the privacy program nnd key privn<.'y considemtions during tb~ pl'Odud 
development cycle. This tra:ining involves rcpl.'cscntntiv(;S from the Priv,llC.;Y XFN Team 
presenting to the project mallagers (the Privacy xr""N process covers t.hose direclly involved 
in the d~\'elopme!lt and management of IIew products, enhancements to existing products 
and services for cOILSum e.tS, 4$ dt!scribcd below under "Product Design. Development and 
Research Activitil'.s). As a further exall1ple~ engineers a t Faccbook ~pcnd thei r first s ix weeks 
in boolc.amp, an immersive, cross-functional orientation program. During bootcamp. 
engincers arC instructed on tht:. importance of privacy and seculiry at Facebook, along v.;th 
thei r obligations to protect user infonnation as it relates to their roles and responsibilities, 
Similar group-specific trainings:lrC heM for otllf:r l"onstltucnts ill the Company (e.g" user 
opt,~ratl(ln~). 

Facebookalso holds "Hadnober" annually in October. l-Iacktober is a month-long event 
inteoded to increase employee privacy and security awareness. A series of simulated 
s('.(:urity threats (e.g., phishing scams) are pre.'icnted to employees to detcnnine bow the 
employees would respond. If employees report the sccurily tlneat. t bey rectrive a reward , 
such 35 Faccbook-brnndeci merchandise. If the security threat goes unreported. or if 
yulnerability is exploited, the employees undergo further education and awareness, 

To further promote recognition nml understanding of privacy isslies and obligations among 
an l'ilccbookemp[oyecs, Facebook reccntly deployed, in addition to initiatives describ~d 
abm'e, a computer-based p rivJ.C}' training progr31D to an employees, This training pro .... ides 
an overvic\'I,' of applicable privacy laws and Fnreboo'k's privacy commitments. All new 
employees arc now fCtluirt>d to complete the privacy trailljn.~ within 30 days of employment, 
whi le all ~,'.:jsting etnployees are required to complete the privacy train ing nnrmally, 
Facebook employees are quizzed on their understanding of Facebook's privacy practices 
du.iog the tl'ainiug, 

TIle L' rivacy XFN Team (",onsiders privacy from the earliest stages in the product 
development process (i.e.. "privacy by design") , The Chief Privacy Officer, Product :lIld hij 
team spearhead this review and lead (l number of key functions and responsibilitles. }<lrst, 
as described above: t'lllployces, including engineers, product managers , content strategists, 
and product maiketing managers, arc educated on Facebook's pli'lacy framework. This 
education indudes an oven-iew of f accbook's processes and corresponding legal 
obligations, and may involve other members of the PtiY3l'Y Xl'N team, such as Pr ivacy and 
Product Cowl",L 

Second, the Cbief Pl;vilry Officer, Product and his team host weekly reviews of key product· 
related dt.>cisions and material ctu1nges to Face-hook's privacy fl'amework, which are 
attended by members of the Prl"'1C)' XFN Team. The Chief j>dY3~· Offj('"er, Product and his 
ten m also re\iew all new product propoS3ls and any material dllmg~ to c.xisti llg products 
from a privat')' perspective and irw01ve the Privacy XFNTc.., m (or broader review and 
feedback, The impact of privacy principles such as notice. choice~ consent, acces::r., security. 

Use or disclosure of data contained on this page is subject ~ lhe reslrlctioo on the ti11e page cr this report. 
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ictention , delcti(}I1, and disclosure- ar!.! <:onsidered 3.5 1}aJ.1 of tlLis review. Product launches 
art! added,to the Privacy Launch C'..)icndarto ensure on~going rcvie,"· and ~onside ration of 
privat.:y issues by the Privat.'Y );''FN Team throughout the development process. Memb~rs of 
thp- Privacy XFN Team also communicate batk to theirrespcli ive teams on issues cove-red ill 
the weekh' reviews. This review proc~ helps ensure that pri' ... 'lH:Y is c.onsidercd throughout 
Ule product development process .. ilud maintains consistenc)' on privacy issues across all 
Facebook products and services. 

The following products. available on the platforms and devicE's iL1dicatffi , arc il1duded in the 
scope ofFacebook's Pri .... acy Program and the Order: 

Faeebook: Fac'Choob:om (inteTnet/web), m.iacebookcom, iOS, Android, F"cehuo~ 
for E.vely Phone. Facebook for BJilckherry, Facehook "for Windows; 
Messenger: iDS, Android; 
Camera: iOS; 
Pages Manager. i08, Android; 
Poke: iDS; and 
lnstagl7lm: 1nst.l ~ram.com (internet/web), iOS, Alldroid. 

FlIcebouk Pl:ltform 

Platfonu applicatious and dc\'elopers are required to comply with, and are subject to, 
Fncebook's Statement of Rights and Respoll5ibilities, Platform Principles, and Pl.tform 
Policies. These terms and policies outline a ys rit:ty of privacy obligations and restrictio'ns. 
such a~ limits on an s-pplication's usc of data received through Faccbook, requirements thElt 
an application obtHi n conscnt for certain data u.ses, and restrictions 01) sltaring user data . 
Fa~book's Platform privacy setting and Granular Data Permissions ("'GDP"') process allows 
llse~ to authorize the traJu!,,;or of Facebook user in.formation ttl thi.d~p<trty applh:.ations. 
Monitoring co ntrols are in place to deted material misuse of the Platform (e.g., user 
complaint:!, third-party applications that do not have active pri\'acy policy links). 

Sccuritv fo r Prh'3c,,-

Facebook has implemented technical, pbysical, and administrative security controls 
d.esigned to protect 1I£~r data froJU unauthor-i7.cd access, as well as to prevcntt detect . and 
responil to security threats and Vl.l lncrabilities. Faccbook's scc\ll;ty progranl is led by tllC 
Chiei Security Officer ("CSO'") and supported by a dedicated Security Team. As mentioned 
above, the CSO is a key aud <lcth'e Olt'mber of the Privacy Governance team. Facebook's 
security al\d pri .... 3.l.'Y employees work closely on an on-going basis to protC1.1 USer data and 
Facebook's systems. 

Monitoring Act1yitie.s 

In order to ensure that the effectiveness orits controls alld proN:~dllw; ,:)(t~ regularly 
monitored, Facebook hil$ designated an "\Jwccr" for each of the ('.on1'rols included in the 
Privacy Program. Facebook utilizes the annual Privuc), Summit to monitor the effectiveness 
of controls and procedures in light ofc!tanging internal and external risks, In addition, 
members of Facebook's Legal team pE'.riodic:lUy rcvie\,.the Pri\'acy Program to ensure it~ 
including tile controls and procedures contained therein. remZlins effective. These Lega.l 
team mCmhtl'S also wiD st.!rve as point of contacts for control QIA-'ncrs nnd will upda1e tht'. 
Privacy Program to r~flcct nny changes or updates surfaced. 

Use or d:SclcslXe of data c:onlCfined (In tt.is page is SUbject to th~ restriction on the titJe page of this report. 
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:facebook' 
. . 

Selvice'P~ 

J.·!lceboo~ has implemented controls \'Ilith rcspt?c.1 to third·party sC')'Vicc proyiders, including 
implementing policies to select and retain sen 'ice pro,,;ders c8p.1bl(', of appl'oprii'ltc:ly 
protecting the plivacy of covered 1nfornlation received from Fuc.:ebook. 

Facebook's Security team has a proc~ (ur conducting due dfli geu('e on SCITicC' provid('rs 
who may receive CQvcl'ed information in ordcl" to evaluate wheth~r their data secu rity 
s tandards are alignC'd. with Facehook's commitments to protect covt>roo infonnat ion. As part 
of the due diligence process, Fa.cebook asks prospcctl\,('. service providers to complete a 
security architecture qu('stionnairc or vendor security questionnaire to llSSesS ",,'heth er the 
provider ml!cts Facehook's fUlldional security requirements to p rotect the prival."Y of user 
data. Based upon the smvice provider's respons~s to the vendor .security questionnaire and 
other data points, Fn('eboo-k'j Security team d('tennincs whether furt.h{lT security auditing is 
roquired. Faceoook partners with an olltside sectnity consulting firm to conduct security 
audits, which may include testing of the se rvil.',e provider's controls. a vuln€"rability scanning 
program. a we-b application penetration test, and/or a code review for security defects. The 
security consulting firm reports its findings to Facebook, and Faccbo(lk requires that the 
prospective scn;ce ·provider fix critical issues before b-cing on~boarded. Depend ing on the 
stnsi ti"'ily of Facebook data shared \'ri th the sel",ice prm; clcr and other factors, FacebQok 
may require that tbe servict" provider undergo a periodic or random security and/or priYilc)' 
audit. 

l~acebookalso has.1 contr.1{'t p(l licy (the "'<':'.ontmct Policy"). which governs the review, 
approval, and cx.ecution of ('ontracts for Faccbook.. Faeebook's pre-appro\'ed co ntml."t 
templutes require service providers to implement and muintaiu appropriate protedions for 
covered infoMl1:ttion. Facebook reviews contracts that deviate from t he pre-appro\'ed 
templates to help ensure that contracts ....... ith applicable service providers contain the 
required privacy protections. Facebook l.c:-gal documents f(~\iew of any sudl contracts 
through forma] approval prior to contract exe.cution. 

Facebook'.; Pri\·acy Program l!i desigl\~ with procedufCs for evainatlllg and adjusting the 
Privacy Pro~ram in light o f the results of testing and lDonitoring oftbe progrnm as \~ell as 
other relcwmt circumstances. As mentioned ahove t Faubook's annual Pri\·a('J' Summit is 
designed to identify, uiscuss, and assess comp1iancc with pri1."acy policies and procedures .. 
ano applicable la\-',-s and rcguJutioos, as well as identify new or changed risks and 
recommend responsive controls. Tile Privacy XFN Tt'um Asses.ses risks and [ontrols on an 
on-going ba"bl through wce.kly meetir:.gs and rc",iew processes. Members of Faccbook!s 
Legal team :support the Pd ... acy Progra.."D and st'lYe as points of l.'Qotad for all rcleviln"t 
control O'WllCrs to communicate recommended. adjustments to the Prh'3 CY Program based 
on regular monitoring ()fth~ controis (or wbich they arc responsible: as \VeIl as allY intemal 
or ex.ternal changes that nff-ed those contro1s. Additionally, the I)rivllCY Governance Team 
regularly distus.ses the Pri,,:'!.cy Program in the context of variQus product lmd operational 
discussions. During these discussions. the effEctiveness and cftidency of the Privacy 
Program are considered and reviewed and, wcen appropriate. a.djustments are made to 
maintain a ~'trong IHogram. 

US4;l: or dl!C1osw"e or data cor. l3ined on this page is subject to the restriction on th3 I.ma page of this repcrt. 
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(btmR 
Facebook. also continuously evaluates aC<luisitions for iudusion III the Privacy Program, 
based on the n:'lhlre of the acquisit.ion (e,g., talent or peopl{':, intdlctiual pwpcrty. product 
or infrastructure). Spf.'{'ili~l1iy. Facebook tak.t.~ steps.. as appropriate, to Inlcgr:tte 
acquisitions illto t.he l)rivacy Program ~.nd reviews products and features de,,:clopcd by 
acquisitions , ... ith the 5<1 me lc\'clof rigor appHed to Facebook's products and. sen'ices. The 
acqui.sitions ill the_ current Reporting Period wcre prim:ltilytnlent acquisitions, except for 
lnstagram. lnstagraDl~s people, product, and supporting infrastnl(;turc were acquired on 
Allgllst 3 '- 2012. 

Faccbook assesEecl the privacy risks associated \'\.ritb {nstagrnm's pcol)le, procC5s. and 
technology upor. u.cquisition. In c."Olllparison to Facebook. Instagram has signifi<.. .. Jntly fewe r 
user.,. i!mployees, aDd products, .. -\.5 describctl in the CompanyO'iervlew nbove,lnstagram's 
prodnct.~ foctLS 011 photo taking, filtering, and sharing. From a privacy perspective, 
IIJS~lgram users h,I\'c one binary choice ~ to make <Ill photo3 plivate or all photos .public by 
setting the "J>hotos are Pr!vate" on/off sUder. Onct' private, the nser appro...-e.'J allY 
"follower" rcquest~ Aft~r obtaini ng approva1, the follower l~a.n access posted photos and 
related t'ommenrs. The I!riVJcy XFN Team a1so was involved in re\;cwing ]m~tagrnm '5 
January 19. 2013 privacy policy update. 

Use Of disclOsure of data contaIned on tnls. paQe is SUbjEct to the restriction on the tiUe page of lhi!. repot1.. 
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Part V of the O.'dt!l· l'E".quires thtlt th~ As.S(!ssments be per10rmed by a qu.alifted, objtJdivcJ 

hldcpcDdentthird-p~lrty professi(mal. who lliI(~S pmc~ .. c1un;~ and standards gen~rally 
accepted in the profession. nli~ rc~)rt wus i.~sued by Pl ... -C under proff'.ssional standa,-ds 
v..'hkh lllEl£t these requirements. 

As a pubJic acmunting fJIm. PwC must ('OO1p1y with the public accounting profession's 
teclmiC:11 ~d ethical sWldardq, whiclJ are enforced through '~:H'ioU$ mechanisms created hy 
the Ameri.can Institute ofCertlfied Publicl~c.cmmtants C'AICPA"), Membership h) the 
AICl'A requires adherence t() the Institute's Colie or Professional C.onduct. Tht! AlCPA's 
Code of Professional C<.nduct and its enforcement are deshmed to eD5ure tlult CPA,> who ~re 
members of the . . ~ . .: . f- • • cliellts. 
and c(Jl1e~lgoltS. b 4 
(b)( 4 ),(b )(3):6(f) 

In pertorming tllis assessment, PwC complied with ;~U of tht~se Standards. 

Use or disclosure of data contained en this page 1$ subject to me- ~!tiction on the title page of thiS (et)ort.. 
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(b)( 4),(b )(3):6(f) 

p\"c is indel)lmd~nt y,lth nespect to the Shmdards fequh·td for this eugagem('ot. 

"P-¥.,i: assembled an experienced. eross-disdplinary team of }>we team members with 
privacy. assc:ssment, 2lnd tccbn"llogy industry e"'"pertise to perform the Assessor wI,.; for the 
Order. II'" \I A \ I~\.f~\=-am 1 

(b)( 4),(b)(3):6(f) 

(b)( 4),(b )(3):6(f) 

Use Ot disclosure of ~al8 OOhlained on this pa-dEt ls subject 10 the restrlctlon on lhe title page of this report. 
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• -p'Wc 
(b)( 4),(b )(3):6(f) 
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(b)( 4),(b )(3):6(f) 
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P\v(~'s AsSeSSI11cnt of Part IV .1\, B, C, D and E, of 
the Order 

The tables in section "Facebook's Privacy Program: Assel1iollS, Conlrol.Actt-.. ities a.nd PwC's 
Tests l'erfonued and Resutts" oUhis report d~cribe the s~'.!)pe of Faceoook's PrlvDey 
PrO,gI'3n1 referellt!cd in the Management ABsertion on pages 77-78. Facebook established it" 
privacy program by implementing pffi."acy controls to mffi or e.'<ceed the protet'.tions 
required by Pan IV of the Ordel'. l1le talllc als(} includes J~vCs inquiry, observation. and 
jtl~pe(!lilJn/e.xamjnation test procedures to ~ the effecth'eness of Facebook's program 
and test results. PwC's final conCIusiODs are detailed on po.ge~ 4-5 of this document. 

... ~ Set forth the ~pecific lui,"cl.r.y controls that r~p .. ndellt has implemented and 
maintained during the reporting peJ'iod. 

As depictt.>d within th~ t;1ble on pa~(~ 2L-76, (i'~lcebot}k ba.~ Hsted the privocy controls that 
were implementl'<i and maintained during the repOl1ing period .. 

B~ K'])Jain how such privacy controls are appropriate to re.~0l1dent'8 size and 
comple.Qty, the nuture and scope of respondent's activitit:s, and the sensith>ity 
of the covered infonnation. 

S.''l..'sed OD the size ~md <.'omplexity of the organization. the nature and scope of Facebook's 
acth.ities, and the sensitivity of the covered infmmation (~~ defined in by the order), 
Facebook management developed the company-sped fie criteria (assertions) detailed on 
pages 77-78 as the basis for its Plivacy Progmm. Tbe m8.llagelncnt asscl1ions and the 
related control B.ctl\ities are intendt.~ to be imp~em(,llt .. ~ tC) address the risks identified by 
Filr.ebook's privllC::Y riskasscssment. 

C. E:~:plaill how the pri~acy controls tbat hnve been impleroeotcd meet or 
e.xeeed the protections loequircd by Pari IV of the Order. 

lv. 5UDimarned in the Faceoot)l(s Privacy Prugrum on pages 6-13, Facebook bas 
implemented thf" foDo\\;ng protections: 

A. DesiGatioll of an employee or eUlpJoyees to coordinate an.d he resl-l()D~ible for 
the priYiI<;V prugmm. 

Ac; described abv\o"e, Facebook bas designated 11 team of employees to t~oordirulte and 
be "espoQ:>ible fOl" the Privacy Program as I"equir«l by Part IV of the Order, As 
described on pages 21-23 (Ma.n~.ment's Assertion A), 'p\\rC performed test 
pl"OCeduT~ to assess the effectivcneS$ of the Fncebook prh:acy controls implelne-ntf.d 
to meet or ex<.~ced the protections required by Part IV of the Ord.er. 

B. The idfmtiticatiQo of reasonably fQI'f,,~eable material risks both intemiU and 
e;rtemal. that could result in RespoOOent's unauthQrized coll@tion.. use. or 
disclosure g(covered information and an assessmt!nt of the l'uff"i(;iencyofanv 
safeguard'> in place to control these risks. At u minimum, this priyacy risk 
assessment should include considerntion of risks in each a."N of reley~nt ()perAtiQD. 

Use or disclosure of data contained on this page is subject to the r~tion on the tJtIe page of this report. 
Page 18 of 19 HIGHLVCONFtOatnAL 



epic.org EPIC-13-04-26-FTC-FOIA-20130612-Production-2 000023

indY~,!!Q.t.lwJiteiJ to: (1) emp1qvee tmiJ.ling i!!ld I1lflJ,lig.~!llelJtJ.ru:ludJng 
tmi !ling Oll tb.~_1:~~m!YDts pf this Q J'(leLJ!.lld .. .w..PJ:rt.d~1C:t de.5jgn, deveJ.£tll!DfJ.l.t. 
lIM rcsl~at:dh. 

As described above) facebook has identified reasonablyfo~hlf'., matdial riski, 
both internal and external, tllat could result in l;ac.t:boQk's unilutnOJizoo collection. 
lliie t f)f dtsclosure Qf (,"Overed infomlation) and a.').~~ed the sufficiency of any 
safeguards in place. to control these risks as rec.TlJired by Part IV of llw Order. A-:. 
de.."Cfibed on page 24 (Management's A;;'iertion B). PwC ~:fonned test procedures 
to assess the effectiveness of the Facebook prn'acy rontrols imp!emented to meet or 
ext:eed the protections required by Putt IV of the Order, 

C. The de~itm an.<l..lr!mI~lllentation ofr~a~onahlti Cfptltro\s andprQcedurru.QJl.d.dr~ 
the Osk.,'iJ.®J.ltified thrQugb the privacy risk aSS(l~~mf:pt, ,1lJg I~~dar t%tiVg w:. 
monitoring pf 1b~.m!~'ti:vemWl of those ('ontrQ~roc::t.~urcs, 

As desClibed above. f'ucebook has designed imd jmpl~mented reasonable COlltrOJS 

and pl"oceJures ttl .lddress the risks identified through the privacy risk a8~.ssm(mt:t 
and regular testing or monitoring of the effectiveness of those controls and 
procedures as required by Part IV of the Order. ~ ~.scribed on pages 25-65 
(Management's A.,>-~ertior~ C, D: E) F. and OJ: PwC performed test pl'ocedUTC5 to 
assess th~ effel'tiveuess of the j.'oCt:book prival.·Y (:ont.rals implemented 10 meet or 
eJ(t.~ed the protections required by Part IV of the OrdeT, 

D. 11](~ development aod use gf reasgnable step.\': «, ;o\elect ClAd ft!tain servi~ 
VOlviders ~1uable 9f apnrnmiatelv prote!.'ting the pdvaQ' of covered infonnation 
they r~ceiy~ frwn..Retmondent il nO requirigg seMcg l'!llf";ders. h),- contract. to.. 
ilnplenU~l1t and maint~ptoDriat¢ priy~mtE~djons for such (:OVt;~ 
in formation, 

As dt'.Strilx."CI abo,re, F3c<'book bns developed ,and implement~d reasonable stE."pS to 
select and Tetain sen-ice providers capable of appropriatdy protecting the priv8L"y of 
covered .infonnalion they T~eh."e from Facebook. as ft".quired by Part IV of the Older. 
Facebook also includes terms in contracts with sejvh.~ prO\dders requiring that such 
~er'\'ice providers implement and maintain appropriate privacy protections. ,,~ 
described ou pages 66-70 (Mau.:lgement's Assertion H» PwC performed test 
procedw·es to assess the effectiveness of the F3C('Ju)Ok pri\'ac)r controls implemented 
to met~t or eX«..'etd the protections required by Part IV Qf the Order: 

E. The E}\'Dlustion Jlnd adjustment of Respondgnt's priYagv program in light ofth~ 
reslllt! of the testin.g: and mqnitoripg required by subpart ex ~my m:.tterial changes 
to Re:;pondel'lt)s QperatiQ1.1S or business arramwm~l1ts. or ilnv other cit'C1Ut1sta~ 
that R.e.,pondent kl19}\-S or has reaSOl1 t(> know Olav have n. mAteria] ill'PAct on the 
effectiy~ of its priYaQ-'" program. 

As des .. ~ibed above, Facebook h~ evaluated and .~djusted its Privacy Progrnm in 
light of tile l'esuJt..; of~ testing and monitoring required by subpart C within Part 
IV of the Order. any material chilnge~ to Facebook's operations or business 
arrangements, or any otiler circumstanCE'S that FaC\.'.oook knows or 113:; reason to 

USe-or disclosure of data contained Ot\ this page :s subjeCt to the f~tricf.on on the lilIe page of this report. 
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• -P"'C 
kn()\\" iTHay ha\"e u material impart 011 th~ effectiveness of its pliYacy program a.i 
l't"'Quired by Part IV m the OnJer . .'\s described on pag~.s 71-76 (Ma.llllgemenfs 
Assertion [), ('we l)err(u·tncd t~st proce.tlure.s to ags(!ss th~ effectiveuess of the 
}<'ue.cbook privuc:y contruls intl)lementec.l t{') :mt~ or f.·xceed the prot(~cti(lns I'equil'~d 
by l)alllgrapb IV of the Order_ 

D. CertifY that the pri~acy' controL, 4U'e operating \"ith sufficient effectiveness 
to provide rea.~()DabJe as.. .. urance to proted the pri,,'KY of co\'ere,l inform.Qtion 
and that the controls have 50 opernted throughQut the l'eporting ])eriod. 

As de.st:ribcd in the PwC A.,.sessment Proc.ess Q\-erview section ,.bove. Pwe performed its 
~sse$sment of Fucroook's 'Prh.'aCY P\'Ogl'anl illllt.(~rdance with AICPAAtlestation 
St.:md:n'cs. R~f~l' to pages 4-5 of this docwnent for p'we' s conclusions. 
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Management's Assertion 

The management o[l"acebook repn."Sents that as of and for the IRo days ended F~bruaJ)' 11, 

20t3 ("the. Rcpol.tin8 Pe.tiO<l"), in accordance with Parts lV and Vofthe Agreement Containillg 
Consent Order ("The Order"), ",ith a servic.e date of August 15, 2012, brlween FacebooK, lnc. 
("the (''(Impany'') and the United States of America. acting upon notitic-ation and authnrizatiol1 
by the Federa.l Trade Commission C'FI'C"), the Company had f.stablish,?:dand implemented. a 
comprehensivt" Privacy Program, ("the Fa.cebook Privacy Program"), bru;ed on Company specific 
criteria (descrihed in paragraph two of this assertion); and the pd\>acy controls \\,ere operating 
with sufficient effeL'1iveness to p!m,;de re.asonablc IlssurJ.m-e to proteL't the privacy of covered 
infol.'matioll and th.at the controls have so operated throughout the Reporting Period. 

111e com pan}' specific criteria ("ass~lti(}m;") used as the bas-is for Faeebook's pri,racy Program 
are des<Tibcd below. '[be below asseltions have cOITesponding controls on pages 21,-76, 

A.scl"fion A - Responsibility for the Facebook Pri\"~cy Program, which is 
"Faccoook has designated an employee or employees to coordinate and W Tl.-..sponsible 
tilr tile privacy program.!' 

.t\...~sertion B - Prh-acy Risk Asscssmcnt, which is "'Facebook has ide-otiiicd re.asonably 
{oreseeable~ material risks, both internal and external, that could rp.sult in Farebook's 
tlDOluthorized coJ'le.ttion, us~~ or disClosure of ('overed information nnd an assessmellt oC the 
sufficienC'j of any safeguards 10 place 10 control these risks. This privacy risk assessmen1 
includes rons idemtion of risks in areas of reJev:lIlt oper.1tions, including, but not limited to: 
(l) em ployee training and management. includillg training on the r~quirements of this order, 
and (2) product designr development, and research,'" 

.Assertion C - Privacy and Security A\\'arcncss, which is "'Facebook has a privacy and 
security for privacy a\-\"3ren€ss program in place which is d~fined and documented io privacy 
and secUlity for privacy policies. Thf'. ext€'.ot of communications to employees is based on 
thei.r role and responsibility and may include internal communications through various 
channels, training. and the Privacy Cross-Functional C":\T<N") team process." 

Assertion D • Notice. Choice, Consent~ Collection and Access, which is 
':Face"book provides notice about its privacy policies and procedures and terms of serv:ice 
to useI'$ which identifiE"s tilE". purpOSE'S for which pel'$Ollai iofonnatioll is collet..'ted and 
use-d. describes the choices available to users, obtains implicit or explicit coose01, coliects 
persona! irrformatloo only for the purpos€'s identified "in the notices and provides users 
with access to their pe.rsonal information for revicw and upd.a1e:." 

Assertion E· US~l Retention, Deletion and Quality~ wbic-h is "Facebook limits thl?' 
use of personal infonnation to the pUl'pClSE.'.5 identified in the notice and for 'which the 
indjo.,;dual has pro\'ide-d implicit or explicit tonsent. 'Facebook retains personal 
information for as long as neces~lry to provide services or fulfil the stated purposes or tI.5 

re.quire.d by la\\-' or reg'ulations and thereafter appropriately disposes of such iII formation. 
Facebook maintains at'C'urate, {'"omplE'tE'.., and relevant personal infonnatioll for the 
purposes identified in the notice." 

lC)Ot Wifuw Road, M~:1lo Park, Calitc!ui:J 9402;1 
6::o.$4'j.4S00 - lel6;;o.5434l01- t""n: 
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·~ssertion F ~ Security for Pd\O·3.CY. which is "Fac.cbook protec:ts pc·rsonal 
information of lisers against UDJ.llthorized access." 

A..,sertion G ~ Third-party developers, hnich is "Facebook disc·loses persunal 
information to third-paIty developers only fo r the purpose$ idCJlti fied in the notice and 
with the implicit or explicit consent of the illciivl(lu.aI." 

Assertion}{ - Sen-·icc Providers, which is "Faccbook h:ls developed and used 
rt'-3oonablc ·steps to select and retain SC'lV1c-.c providers c..1pable of appropriately 
protecting the privacy of (.'Overed information they rec:eiYE:' from the Compa ny and 
rE!qulring service providers, by contraL1, to implement and l11ailltain app·ropn \l tc priV31..'Y 
protedions for sHch covered infm'o:atioo. II 

As.ertionl - On-going Monitoring of the Privacy Pr<>grrun . which is "F.cebook. 
evaluates aull adjusts the Compan.y·s priva~y pmh'T!lIn in light of the results of 
monitoring activities. any material changes. to the Companys upeI"J.tions Qr business 
arran,HE:'mcnts , or any othel.' drcumst.11.1COS tblt th ~ Company kllOWS or has reason to 
know may ha'ie i\ material impact on the effect iveness of its pLiv<lcy program." 

Facebook. Inc. 

By: ___________ __ _ 

Edward Palmieri 

Associate Gcn.elill Coum:et, Privacy 

Facebook:, [nc . 

. . jt~ .. ,- . ".- _ .... . 

By, _________ _______ _ 

DaLlid Li 

Product C.ounsel 

Flicebook, [rH.'. 

,601 \-¥illow Road. Menhl P,uk. (:dIUaTnia If4Q25 
r,SO.5'~3. -1l"Cuo - ~t"I (l5O.;)4:! .48O"1 - (a." 

Use or disclowre of data contained on lfliS page is subject to lhe restriction on 1tH! tiUe page of this rE'poft. 
Page 78 oj n HIGHLY CONFIDENTIAL 



epic.org EPIC-13-04-26-FTC-FOIA-20130612-Production-2 000083

_. 
pwc 

Appendix A - Assessment Interviews Summary 

The primiuy Facebook individuals intervieweD by PwC. as it part of the Olbove Assessment 
procl-dur~s. include, but lirt' not lim ited 10, those indhidllals listed in the table below. 

" 
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