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Loy Executwe«Summary

| () 50] mary‘ﬁ@léf the’ CIA @fﬁce of fInspector Gcneral (OIG) opened' an- mvcsu atign
- inle ulieganons thal Agency pcrsonnel unpmperly aCCGbSGd Scnate Select C tpmmee ‘on

Ime]l;gence (SSCI) smﬂ' ‘files and records-on:the CIA-opcrawd and mamtamed'chdmr"
Detention, and Inten‘ogatmn nctworl; {RDINet). ‘On 30 January 201« fance witl 1l

. S0ULS.C. §35176)S), OIG- n;perlcdfthe matterto the Depaitment o Ju & (IDOJ) for:pe thtial

violatonsiof T 5 I¥ U 8:C- §-2511.(Wi uctap Act) andil8 U.S.€. §.103 ,omputer "Eraud-and

. Abuse:Acy)!; The mvcsuganon ‘was predicated on information’ ‘Obtaine as’ pastof.an ‘OIG review

: m!o allcgauons made by SSCI Chmrman ‘Dianne Femstcm to Duector of the Cem.ra! Intelhgcncc-- B
E Agcncy (DICIA) John' Bregman that CIA personnel had "conducte;d onc or more. searcheq of the

computcr hetwork at an: offsite-facility that: ithe'CIA had: ass:gned exctuswely 10- Lhe staff of. lhe

) [SSC]]"' The:QIG: investi gahon was limited inscope: o rcvlew the oonduct o & ofﬁq ; )
" and !d:dﬁmt cxarmne the conduct.of SSCI staff membérs ' ' -

Uy ’I-'hc OIG-II'!VCSL{ga{.!OB dcterrruned ‘the following:, . N

1. (Y)Five Ageucy&employees two atiorneys and three mfomauon tec}mology (I staff
mcmbers, unproperl y-accessed SSC[ Majonly slaff shamd dnves on’ Lhe RDINeL

o (U) Thie thiree IT staff mémbers who accessed the SSCI Majority shared =
displayed a 1ac1,c of caridop-about. their acuvities when interviewed by thé OIG. :
~2.5(U) The Ageney:filéd a crifmes report-witli the DOJ, reporting that SSCI staff member
" may have: unpmperly accéssed Agency information on the' RDlNcu The O i
-nvestigation determined that the factial basis forhis:referral was: unfoundedland thc
avthor of the letter had becn provided inaccurate: information on; wh:ch the =len‘.er W

(U) Subsequem to duectlvc  by:the. DICIA (o halt the Agenc y*revzew of: S @ waff -
 acéess to.the RDINet JSecuntyE """"" 10S)-conducted & jimitéd-and

“rincaomplete. mvcsugatmn 0 1 activities on t.he RDINel that included; :
and areview of some of the emails of SSCI Majomy staff-mer )ers on l.hat

clworic

{H) RDINet was bulit at an Agéncy f ' ilit'y in June 2009 to.support.a SSCI revie of the " .
Agency's rendmon detenuon, and‘mterrogauoa activities. RDINet was created.to allow Agcncy :
-staff losreview” documents for: producﬂon to the SSCI, and to ‘provide appropriate docamentq to
the SSCI staff: “Separate eléctroni¢ shared drives were created-on RDINet: forthie Use ‘of thie SSC
:Mﬁj onty and Mmomy slaffs and for the Agcncy personnei suppomng the review And rédaction

'.(U) On36 Apnl 20 14 lhe DOJ advised e’ CIA Inspector- Gtmeral that DO.} had curuplcted ::s rc\ncw of the
ailegauons and hadino prosecutorial mtcrcsi -

| OIECése No. 201-41117_1-84(3 - : a - R
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. of documents provided 1o »thc SSCI: revxcw teams. Followmg rev:ew of :mlevanl documen

the"RDIeam, responswe*decumems were: then madea ulable to SSCLstaffm 1€iF

‘r&spcctlve shared drives:

(U) AS part6fthé' A :ncy saeffom to review and prov:de dacuments {o- the SSCI thcu pIcix
Leon Paneta: requeswd summariés of the documents being provided toithe. SSCI. . Thcse

- ‘Rutmnarylana.lyucai documents were: conaadered and marked as mtcmzl and- pnvﬂcged byt Lhe

Agency: The Agency ‘holds. lhat the‘documepts were outsule thé § scope: of Lhc data which the

- Agency agrced to, pmndc for:the'SSGT review. “Thes cmatmn of such summmcs was halwd i _ )

early 2010 whcn the DOJ»bega.n an mquu-y (lcd\by Ass;stam Umted‘Sl:ates Arlorncy J( ow
Dtu’ham) intoRDL mauers . . .

{8} Whtlc thcrc»was no signed: mem@randwn of undersianding, between the. Agcncy a. j"’SSCL '

i rcgardmg access 1o the RDINet: corrcspondcnce between thien D/CLA Paneltarand Chaarman

Feinstein. estabhshed a commeén: undcrstandmg between: Lhc parues that-the: SSCI shared*fdnves
wou]d be a wallcd-off areaithat wouid only be aceessibleto CIATT adriinistrators. for the sole.
purposc of IT nctwork adm:mstratxon In addition to: the- common undcrstandm g, the SSCI staff s
were pmwded g wa:mng atxcach Iog:ln that their “use.of this system may be momtorcd h you
have no e.xpcctauon of; pnvax:y '

(W) Improper Agency-Access to SSCI files ‘0N RDINet

) .J (U) On or.before 9 }anuary 2014 pcrsonnel from the’ Agency § BDI team mconz.ed thax SSCI
: staffcrs had unproper}y obta.mcd copws of the pnvﬂegcd mtclhgencc sumnmncs created b 'y

members:0f to-access the! SSCI shamd drive and- cenduc: a.search for. OOpleﬁ lhe .

- privite xl-documents. A second OGC attorney, tasked three: members.of g._bc_\
E .RDI Il eam ouse their admlmst tive rights to access and wew documents on: th S“’
"'Majomy shared drive on three sc; ra_ ‘occasions between 9 2 12 January 2014

(U ) As-aresult of t.hcu- review, thc two OGC auomeys o ooncluded that»copm ~

the mtclhgence summanm were presefit. on the SSCI#M&]OI'HY shared dnw- |at the Agcncy
- had-not. provxded tbose documcms to the SSCI slaff as part of regular prowsmmng of

documcnunon The atlostieys therefone bchcved the SSCI staff had :mproperiy acer séd
portions of the RDlNet that were rcstncled 10 Agency staff and through this. access moved the

"mlc]l:gcucc summant:s onto the SSCI’M&]OI’II)’ staff shared dnve

(U) On 9 January, >Ilowmg thcl ) ,kmg to. the IT team, thc OGC aﬁomzySaaIso 1asked-the..
Agcncy g mtcmal 1 momtonng | rmponcnt wuh obtmmng fmthcr mformahon [ an acnvmes

o016 CaseNe 2&14—11718-16 o o i
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of SSC1 staffers omRDENcl. usmg ‘data- prcwously collccted:by thc Ageucy‘ on the system, Both
‘attorncys.-: nformed ithe monitoring teamihat’ the’ taskmg was cllreclcd by: the DIC].A howevcx the”
OIG! *mvcstxgauon -;h@wed no‘evidence that the D/CIA ‘ordered the"tasking oréwas*even aware of
the:tasking:atithe’ time itwas made. Based upon this tasking,the monitoringéam staff - >
performed:a mued feview. of SSCI staff :gctivity, using the pzevzously ooliecled ‘data.

s

(U) Office of Secumy Rev:ew of SSCI ‘Staff Acﬂvity

(1) .0n 14 January»ZOld thc D/C[A became aware that the rnom(onng tear 14 cngagcd

" toroview the’ quesmned\acuwues of the.SSCT:staff ( on 'RDINet. andummcdm ly'orderedia |

standdown.on.any and. all mvesugauve activities. The. DICIA. briefed-SSCI: Chalm Feinstein -
on 15. }anuar_v hat, based. pon infermation provided+to himby: :.‘nc1 _ pltomney: sl -

- membersthad: improperly accessed Ageney documerits. - The DICEA- recommende "SI
“Chajrman and Vice Chau‘m&n agomt forensic. re\rlcy.j of. thc activities of SSCI staff., ;';';i:i
Agcncy personhiel-on the: SSCI shared drive, Thel /0S. was then asked’ by he: \Ofﬁce of the
"DICIA to] prepare to conduct:a; sjoint forcns;c review with- $SCI. “Prior to- lhc Goinmencement &

this joint review; the SSCI Secumy Officer mfcrmcd: OS that, per( ChairmanFeinstein. the
‘SSCI ‘was on’ standdown for any joiot review, )espuc Lhis notice that: SSCI was'ng onger
mzcmstcd m.a jOinl revlew @S requasted concurrcnce f.ro:n i.he D!CIA S offiu o pmcecd

for concun'cncc from D!M rOS duected an mvcsngauon by staff that: rcaulted in lhc

genmuou of a report of SSCI acmuly on the SSCI Majomy shared drwc, wh

: forens:caﬂy reoonsmlctcd sonie” RDlth emails between SSCI. §taffers. 'I‘he e =w asalso

-based,.in part, on mfoxmauon prcvmusly collected by the momlonng team.:

A(U) Agency Crimes’ *Report On Alleged Miscoriduct by SSCI:Staff:

(U).On7 Febmary 20145 the then Acung General Connsel who had«prcvzousiy tecused hmlself .
“from RDI—rclaled mattem and was therefore largely, unaware of- programmauc “detailt a. -
crimies report with thc DO, as; réquired by Exccutive Orde.r 12333 and r,hc 1995 Cnmes

Reporting Memorandum: bctwce__q 1¢ DOJ.and'the Intelligence Commynpity based O umccuran

information provided to him by, )S. Thecnme§report stated that SSCI staffers may have
expldncd a softiware vul nerabmly on RDINet o obtam access to Lhe mtelhgcncc bunmmes

‘OS and; Was not supporwd by, or: conmstcnt with; the results of Lhe Lumtad mvesugatmn

conducwd by OS team. The OIG inyestigation dctcnmncd that there was, no'fa uall forﬂ B
aﬂegauons ‘made in the cia cnmcs report.. R

o

OIG Casd No. 2014-117184G .~ : B
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~SECRET/NOFORN
(U) Lack of Candor by Certain :RDI Staff

(U) The. 016 determined: ‘that RDINet IT officer§ responsible for ass:snug i conducung the .
search/of thevSSCl Majorxty sha.rcd dnvc ‘were: not forthcoming i in their mzt:a] interviéws wlth
OIG, in‘that they falled to d:sclose 10 the OIG the activities they’ conduc{ed at:the arlomcys
d:rccuor -access;the. SSCI Majonw staff’ shared drive. When maemewed a second time and
confronted:with-evidencs of their actions, two of the cfficers admmcd 10 [hQI}' condut 3 ird
officer declined a' ‘second interview. i : SRR

OIG Casé No:2014-117484G .~ =~ -~ . %




C06274838

(U) This page has been intentionally left blank-

APPROVED FOR
RELEASE DATE:

14-Jan-2015




C06274838

-, [ReLensE paTE:

APPROVER EOR . ] ...

" fiagan-2055

L (U}Predlcatlon

UL HQ) On 29 January 2014, the Ofﬁcc of- Inspcctor Gcneral (OIG} mmatcd a
special’ reyview into the activities 6fCIA ; pcrsonnel related: tothe access of Senate Sci&
' Commmcc on Intelligence. (SSCI files and records on the Rendition, Detention;'an¢
Interrogation petwork (RDINet) focated atthel Ibuilding, an Agcncy fagility indhe
fonab January 2014, OIG opened an investigation basedion
information discovered in the,spécial teview. In accordance with Title’58 U.S C¥ 3517, OI1G -
rcportcd the matter to the:Department of Justice {DO¥)-0n 30 Ja;;uaryrZOM forap@enﬂal '
violatiaas of, Tx(le TRUSC. § 2511 (erctap Act) and 18 U.S.E:§ 103 Odmput  raw
" Abuse Act).

© 2, (UROYEQ) On 23 January 2014, SSCI Chamnan Dw.nnc *cmstem scm ¢ euerto Ihc
Director, Centzal Intclhgencc Agency(D/CIA) John Brennan- ailegmg that. CIA pcn;onnel had
“conducted-one or:more searches of the comptter network. at:an offsite facﬂlty that’ Lhc"CfA had
assigned exclusively to the staff: of the [SSCI}” The letter detailed several questions’ .
Chairman Feinstein had mgardmg the conduct of CIA pexsormcl and alleged violations of thc :
4 Amendment, the Speech,and Debate Clause of the Constitution, the Computer’ ‘Fraud zmd
_ Abuse Act, and Executive. Ordcr 12333 ;

"3; (UI/?O{JD} OIG iivestigation was llrmted to the alleged access, of $5Chkdata on
RDINet by Agengypersonncl (Exhibit Adin January 2014 and-the. subsoqucnt -agtions fakéi. -
- OIG igvestigation covered the issues of Agency personnel engaging in unauthonzed access: or_
cxcecdmg authorized access tothe RDINet, Agency monitoring of the RDIN&, ‘aiid whethéra

The: acn vmcs of SSCI staff rncmbers were dehberalcly cxciuded from. thc mvcsugauon Ni

b — e

""""

Scnatc staff: to be conducted by :he S, Scnate Sergcan: at Arms
B (U) POTENTI AL STATUTORY OR REGULATORY VIOL T ON(S)

N } Title 18 Unued S:ares Coa‘e § 2511 Interception and Dmc!osure of Wi re Oral, or.
- Eiecrromc ¢ ownumcanons Proh ibited (Wiretap Act } L

o ‘U) Title 18 United States Code §, 1030 Fraudand Relared Actwuy in anr - nwith:
’ .}mpmers { Compuzer Fraud and Abuse Act)

formal dgreement had been made: between the CLA and the SSCI regarding the use of RDINet. S

OIG Case No. 2014-11718-G . : S R
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L (U) BACKGROUND: .
(U} Review of (he Rendmon, Derenzwn and Interrogarmn Program

4. (U?TFGU-Q; On 26 March 2009 thc SSCI 1nformed Lhe CIA that the SSGI planned 40,
canduct a thorough review of the CIA's RDI Prograim!, On.22 June 2009; the SSCI. staff hegan - -
their review, The review necessitated access. by SSCI'staff to.a large volurme of sensltwe

* classified, and companmenled ‘CLA docuinents, In order to; prov:dc thiet documents t0 the SSC[
staff and-ensure periinent information was provlded, the CIA established o review process
Initially, the SSCI staff pmvlded search terms 1o the CLA RDI Revigw Team (“RDE Leam"} t
identify responsive documents: The RDI téam tasked’ ‘Agency components with searching: their:
databases for the requested material-and collected the poLenttaIly responsive. documents 'I'he
CIA tasked components of the’ iAgency10 conduct addmonal searches of their holdis igs for.
potentially responsive documents that were.then pmvaded {o'tHe RDI team:. The RDlteam,
:reviewed:the documents for responswcncsa removed mformauon demgnated as:Executive’
Privilege mtormanon and’ prov;ded the SSCI staff. with access io lhe documents via the’RDIvet.

- 5, (U!fFGlLO) In an effort:to. undersland lhcvmform.mon the Agcncy had release and
continued to-release Lo the SSCI staff the RDI Spec;ai Review Teamn. (SRT) was. Lreated 1mMay ‘
2009. The SRT. crcaled documents known gs chkiy,,Casc Reports (WCRs), among sother: )
documents, at the.request of then D/CIA Feon Panetia for thé purpose of s summarizing for CIA '
management the information’ bﬁmg produced to' the SSCE- In approx_imaiely Fcbmary or March \
2010, WCR production was halted; by members of the: Agency staff | in response Lo-a Dcpanmcnt S
of Justice investigation-led by Assistant U:S. Atrorney John Purham.? “Agency staff igterviewed -

by CIA OIG mterprclcd the “Panettd, Rewew (ak.a. Panena Repon) as a compilauom of the *
- WCRs., . . . . a

(U) RDINer Sy.s‘tem

6. (UHF\BQ) To facslnaic SSCI staff access o tbe largc number of rcleascd

" for SSCI steff to revlew responswa documcnts The SSCI Majomy and Mmomy staffs

" UHFDUD). The Senato has hlsioncaliy reforred to this as & study on the' CIA's Deigntion and Intcrmgauen N
Program. The study was launched following then DYCLA Michael Hayden's dm!osure of the progranito. the SSCI .. -
in Seprember 2006, On 5 March 2009, the SSCI. \-aied 1o ipitiate & compmhenm ve review of the program. ; -
? (WHFOHO)Y The RDI ‘Review Team has hed severat historical names, i ncludmg the:Director’s Rewe:w Group and' g
the Office of Deiginee Affeirs. The team:included attorneys from:the.Office of General Counsel that oversaw the =~
RDI review purfonned by §SCl aad an tuformauon Lcchnology besm, that v.uprponcd the RDU'systein psed for revicw.
GJHF‘DHQ) 1a January 2008, Assistant 1J.$. Atoraey ; Johir Dumam WAS appommd by. the- DOJ; lead an,

invesu gauon into.the destruction of- wdeowpes of- the mr.errognuen of detsinees, In foid- 2009 the. Durham tasK
force was cxpandcd 1o mclude & review of the, delenu{m and the sz of various mwrmgan ,,,,, 1 mquu\ ¥ the

© Apency. -

'OIGCase.No.\201'4-'1;r'z'18-I,G" B - S e
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were later physically separawd 1o two secure readmg rooms at'the request of the S$ GIL. Each
of these offices.includéd secure CIA—provxded ‘computer workstations for the review of matenah
refeased.by:the CIA and for the creation of-individudl work prodiet - ’

7. (UIIPGILO) RDINet is a standalone- nelwork that hasa, lumted connecﬂon to. the
Agency Data-Network (ADN) for admmnstmuon purposes; mcludx ag the. mges&on of sys{cm A
software patches and updatcs and for routine-network. momlonng (Exhibit: B). "The 88Cland .~ .

Ir W = T Sl )

CIA were provided shared storage areas on RDINét. that physically reside on the saine thard drive. . . :

array. - Separate electronic storage drives were established for.both the CIA and the SSCI to’ aave .
documents-and their respectivereports. The SSCI wasalso provided additionat. st@rage ‘deive
further segregated betwéen the Majority and Minority staff. Access to.data was restricted IR
through the use of.access coutral Yists and lqucal rules asaocanlcd with-the softwdre. This vutual o
separatiog was intgnded to com:ro! access by the- vamousyartxe.s 10 the RDINet, &. g to: prevem )
general CIA RD[Net users from obscrvi ng or accessing $SCI {ata,-and to;prevent SSEI. users
from-observing or aceessing CTA:data that had ot been released- to. them' ‘Lotus Notes was -
installedon the network 1o pmwdc an internal RDlNet email capabmty The ema.ll serve

allowed for communication among all RDINet users, bot.h ClAcand SSCI and hi
connecuvuy to the ADN.

____________ _:had.previously eecused fgqm any RDI matters] ;'
......................... Becausc Ot [m— E—— mc“saj I'ega].d]-l’lg--m_.e \‘R\’ﬁl ‘
matier,) Iwas unsupervised by the Office of Genéral Coumsel pertmnmg to.this matter.

10. (U)'beblO) On-22 June 2009, SSCI staff mermbers began the:r rcwcw of RDI* -
materials at the secure facility. -

(UKIFGGO) In Novcmber 2012, the RD] team- leurned ofa vulnerabxhty wnh {hc
Google apphance related to conﬁgurauon settings that had been. in place since. the initial
installation in November 2009.-OIG reviewed an- Apri} 2013 email between members.of the
RDINet IT staff detailing the emstmg seftings, whichiindicated an accesg-control.defi iciency for
sedrch-resnits. The RDI IT.wam updated ‘the Google appliance in Apnl 2013 tg-reflect this
change. Prior to this-update;the settings: prowdtd to OIG showed that the" Goagie;apph Ance was
not configured to enforce access’ ngh!s of search permissions within' RDINet ‘and. 1&. holdmgs

O1G Case No 2,0_1’;;1447’,15-16 I . 3
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12 (UI/?OUO) Onl Novembcr 2012 ssc1

' emasled ‘of the RDI T staff :and others'1o ifiform them that Lhe

hew Googlc appliance-was.indexing the Majority staff-wgrk produgt.on a shared drive.,

:requestéd that ihe TT staff: -configure the tool1e'sl mdexmg the sharcd drive: GIG found that

the Agency did not take action 6 -address; mquest

-(U) Memamndum of Undemandmg Regardmg the Opera:wn of RDiNet ... o

13 (UJ‘IFDLLO) Dunng the course of Uus mvesngauon ol dete; une 1ata s;gmx
and.finalized Memorandum of Undcmtandmg MOU), betweeh'the So. he the R®

. rcwe\» mciudmg acccss controls.,chd not exist: cherlheless, multiple. Jler cwec fcrredt

R ek bbbt

an_d then and ClA. (thcn D!ClA Panctm

and then' ) detaifing the desires of each side with fegap

to the'use.of CIA space and systems, and SSCI access to documents (Exhtbn C) Thcse lcm

were !uund to°contain some-common tanguagc with regard-to the vse of the CIA facilitics and
cemputer systems,

14, (U/FOYQ) The last letter OIG found on the tDplC from then PICL:_ Panétta o
Chairan Feinstein, dated’12 June 2009, described that ““an agreement wa.t, reached between CLA‘
and SSCH staff’ personnel rcgardmg operating procedures for the SSCI° review: of»matenai rclatcd :
to the CiA's detention and mterrogauon pmgrams * The. standa:d opcranng procedu:es (SQPS}

Rewew a threc«page, 18 pom( documcnt produced (001G by the Of ﬁcc of C‘encrul Cou nse

' (bxhlblt C.€)! Point five of the: documem discussedithe Committee’s peed to )’ "¢ werk

produci-on a walled-off nétwork share-drive” dccessible.only by the/SSC‘ aCL$8.10 '

‘thé-walled off nétweork shared:drive will be limited to CIA information tec. logy‘smﬁ" except

as authorized by the .Committee or its staff.” Poml eight stated that’ a!i Commmec sfhﬁ' gramed
access 10 the Reading Room were required to receive 4 sccunty briefing;- 01G revnewed a-
document titied “Security. Briefing,” dated "MayJZOO‘) ” but found no ewdence that the bneﬁng
was ever provided to SSCI'staff: «participatiag in the RDI. revigw, .

IS. (UIIFOH-Q,) A qeparate document, titled "Memorandumo Ur"‘ *ﬂndmg S‘enatc

- Select Commitice on Intcihgcncc s Rcv;ew of CIA’s Detention and: Inlcrfogat 1) Program" ?

(Exhibit C.a), datcd 28 May 2009, stated in- point “C.” that;

A sp&c:ally demgned share-drive will be provided on the Agency’s stand- alone
network. - As SSCI requires; the share-drive can be segregated with only S8CI
access and wailed off.CIA IT. adrmmstralors exccpt ‘as: othcrwase auihonzed by
SSCI [sm] . )

{U} Author unknown The OIGid:not find ewdenoe hat this documcm was. pmv:ded ta.the SSi
(U) Agﬂ.ncy a.u!hor 'I‘he OlG did not find ewdcnu. thal ths dogurienl wis prowded 16 ﬂ\e .SSC{

O1G Case No;, 2014-1171&1@ _ S
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: OIG foundno: evndence that ths documcnt was: prowded to: thc SSCI s!aff mvoived inithe review: - ‘

Thc emall madc rcference 10 havmg $S CI staff sign a Nondlsclosure Agreement (NDA) as » 11

OIG was’ not abIc to'find any documentation, that SSCI staffefs signedan Agency NDA..

{U ) Momtormg

the C!.A 10 nmt&cwlassrﬁcd mfonnaum from: cxplouauon, mcludmg thc

ad a logons warmng banncr Both -were-standard: fcature:s that- wcrc, p -

'Agcncy? workstation,
______ 7. (SN
_______ - (LT DT B
______________________ ['OIG found:no cwdeﬁaéuiﬂﬁi'S"Séi mel o briafedw
‘moditoting specific to RDIM:;

conbib{s of an advlbcmenl that's .users are exposed o at. the ime ot’each logm which m::lm
any- SSC[ user who logged ontothe RDINet: The waming is iocatcd ina dlaloguu bex that the
user has to w:]mowledgc priot lo logging in: The-dialogue box consists of (he foiiowmg text:

-Tlus isa U S Government systcm and shall be used:for authonzcd purpos only All
‘mformauon onrthis system is. the property, efithe U.S. Government ap?! al
) _acccsscd without prior- aur.honzahon Your use of this system niay be Onitored.and- you
- “have no expettation of privacy. onlauon of system security rcgulauons and guidance .
may regult in discipline by the Agcncy. and violators’ may be cnmmdlly usecuted.

(U) Acting Géneral Counsel Depamnen i-of Jumee Crimes Report

19 (UIIFGHQ) On'7 Fcbruary 2014, CLA: Acting General Counscl

...,_ R

UscC § 1030 (Fraud and Reldted Acuwty in Connccuon th Compuwrs)\by membc:s of ihe . :

OIG Case No: 2014:117184G6 . s
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S8Clon thc RDcht (E.xh.xblt E) The report: detmlcd that in the- N0vember 2010 umcfraxm
member of the. SSCLStaff conducted a search on.the RDINet At appemed mtcndcd "o acces A
part of thc system to- which the. mcmber chd 1ot have au thonzed access -

(U) INVESTIGATIVE FINDINGS

() Executive. .S‘ummary of: Invesugaﬂ ve F mdmg.s

52@ (U!/F‘GHO) OIG mvesngauon found suppomfor allegamom that CIA starf o
mtenuona!ly accessed the SSTI shared:drive-without authgrization-and exceeded authonzed
. BCCess. Addmonally, three: members of the RDINet IT team were not. candxd with OIG. wheri
interviewed and: mmaily failed to-disclose theirrecent investigative aceess to the: SSCI shdrcd
dnve The mchUgaUOn did: not ﬁnd suppert for the allegauon that CIA pcrfonned real t:me

acLMUes mcludmg 1hc reconstiuction of I.he emails of SSCI staffers,. Eoilowmg a. stand down
order by the D/CLA and a request to-withdraw authorization-by, the SSCI security. ofﬁcer ‘
Finally,iQIG investi gation found‘that the CLA referral of criminal conduct by SSCT qtaﬁers ._
predxcau:d on:nacey rate information prowded to'the 1hen~Acung Gen al-Counsel.

(U) Absence of aF orma! Memorandum of Undersrandmg Regardmg the Operaaon«of RDiNer'

(UIFOYO) - OIG didinat find evidence that a ﬁnal document:was! agreed upon by
both me SSCI and'CiA; dorany documentation that an agr::ement was. mgned by the CIA or the
SSCL OIG did. find however, that there was a common understanding resched-between. the Cl
and the SSCIL.” Sevcm] letters between SSCI'Chairman Femstem, then SSCI Vice C‘hatrman .
Bond, and then D/CIA Panetta-were exchanged i in 2009 lhat contained enough. simiilar languagc "
to define a working.agreement. The common underetandmg between the: SSCland: CIA did”
contain language regarding a walled-off network shared drive for exclusive SSCl us Pt
when IT starf requtred 2COLSS for mmntenance or troubleshootmg In addmon 10 the workmg .

i%ms{ailed at Lhe ot .et of RDINet by cicl ) was connected»m Lhe normal courseof -

P e

~ business and; 'was-collected in 2 manner consistent with:the admm on-of -

! Puml;-mi 10 ‘}eétlon ¥.6(b) of Exu,u.lw'c On-dér 12333, as, ameﬁdcd and Sections VI'B, VIEA.4, and VILA.of
the 1995 Crimes Reporting Memarandum of Understanding between the Dr:.pamm.nl of Tastice and ihe Intclligu.mx.
Cowmunity, the CIA is required to the report to the DOY information cana,mmg federal crimes.. .

1
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" copies of dooumems referred £o- as WCRs.

. APEROVED FOR .
AIRELES TE: ]
. Hd-dan ‘v -

'Agency mtormauon systems: Addmona.tiy, OIG.did.not find: documen wionithi Nu I
: ‘secnmy bneﬁngs were: prowdcd to or'signed by the SSCI staff..

{t) Unaurkonzed CIA Acr:esa 10 RDINer arid Related ’Iaskmgs

22 (U:‘IF'O{JO) During the course of ithe mvesugatmn OIG found-that int nua “14. '
five Agency.officers lexceeded authorized: -access.or dirééted sucti = e

the SSCl'side of: RDENetThese acecsses were'not conducted: as part of 1T admin trat m

rontine Agency mionitoring,’ but as parg of a.CIA mv%t;gahon mto how SS-., ry tain o

R . L r

2. aw%wn )_M_Jmmxg@mﬂ

___________ suspncmns ‘stemmed. from letters from SSC Chalgmait Femstem apds e Udalt”
requesuug icopies: of the “Pancita Revnew * the latter of wluch Scnator Udalluse  o'ex lail t:he

~ reason for delayin g Caroline Krass’ confumaLIon hea:mg as CIA General Cou nsel

supposed that the: “Paneua Rcvxcw rcfcrred to SRT documcnts of WERS that were. creatbd at: the_‘ :

bchcst of then D/CIA Panetta. As‘a resu lt, fold OXG bcgan tOTCOL'LSIdei' thc

“be. mappmpnalc Bctwccn late Dcccmber 2013 and earl ly . J anuary 20147 expmsscd‘

PNy s SR A o et et

suspicions to! jand informed, that the RDINel logs should be -

SIS,

_ reviewed Lo determing how SSCI obtained access to the WORs. OIGreviewios _

thlcc

perspective. -1n, ﬂns docu mcnq_____ ___________
legal anthority-to task members: of 10 access the SSCI shar_ed dnve and Iook for Aaﬂncy i

. documenits 10 wh:ch believed thc'"SSCI"mefers were not entitled! ;ta{ed thal {
' tasked the IT. team o ]ook for SR’F documents on the SSCE staff side on 9 Ji vary . 2014

(U) RDI IT Team Rewew

On 9 January 2014, after a discussion wnh dirceted -

-24"...;_ LRIV A2 Jalbal Y AV Y, ARl g Ueob bsalUlh Wil
___________________________________ RDINet IT, to set up a usgx_‘___proﬁlc on RDINer that-was
| mi:gur(.d with the same pnwleges as a SSCT Majority staff user.! cquestcd this*

access in orderto un Googic queries with the same permissions as.a SSCI sraffer to.seé what

- they were-able to view in theirsearch rcsults identified .

the presence of WCR reports.onthe. §sCt. \riajonty shared drive through a review of the- GOOgh, .
search resulis.” After ldenufjmg lhe documents, zmapped to the: folder where, the o

documents resided a_n .used “dummy account” with  SSCI:like pcnmsm_ons 0
(U??F@"}Qﬂ wis 1nl_1vgla}jy interviewed by OIG prior (o the dlscavery of the MFR. Fniiomn; he
dlscove:ry of theMFR, . :k:cimed fo be interviewed about its contesits. _
. OIG Case No: 2014-11718 G o T
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open the folder. recogmzed lhe documents as, hkely WCR reports based on thetr
filenarmes and fofdér structure, and opened “a° few” of:the doguments to view the first page,
where  pbserved s disclaimer and format similarto.the WCR documer ~ informed
_ ofihe findings.! briefed . . _ ... . A
and on.the
St ugs _ . L e |
(Uf On 0 Janu&ryQ@ld Iaaked' o scarch me ke et

Followmo
search on the root-g. he RDINet shared-drive, which contains all user proﬁlcs, user accounts
and shares.uséd by both CIA and SSCl.users, search indicated that the: resmclu:i
docur  ts'were located on the-$SCI Majonty shared drive and-one SSCI user’s. personakdnve K
navxgatcdsduectly to the locations of mtctest on the SSCI Majomy shared drive as we!l D
as to'the SSCI user's personal. dnvc -

specnﬁcaﬁy requestcd access lo Lhc dnve 50 lhab cuutd ook at thc docume a

gramed Llus aceess, a.ssocmhng the dnvc asL i workstdhon for .

requestmg the ‘;creenshms be. lmnsferred to the ADN Accordmg td l hewcye _

requested thiat 5com_e W office, where prowded -acCEss.to the SSCT

-Majority sharecf & vefrom worksation. when intérviewed, Was unsufe of

the melhods used lo grant the access- &nd slaux A nelped mk?. scree  ots Of

27., (Uf/F’UU-Q) OIG review of aclmty assocmed with: RDNetur~  ‘count”

pcrsonai siorage dnvc on the ADN found a folder named svhach contmned

reialad to searches of the SSCI Majority shared: dnvc home page, and "not

(UI/FGHQ) srovided the screenshots. t pmd wskw to
dets miin 1f the resmcwd documients had been accessed by SSCI :,taffcrs On: 10 Januar\' 2014

oG Cam NG T ea - s
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tasked oy emaikio. Qb!am‘ .............. e -

- .29, (UI/PO‘UQ.) On 12 Jnnuary 2014, ISent an email io the:RDINet IT-tgar
'rcquesmg new versions of the screenshots matEhowcd :\ as the rnappcd drive lettér vice
SSCl user access to thesdrive was. mapped ag requested these’ updated ‘screen
in ordér @ "provide the optic” (¢.g. display more dccuratcly) that the folder was located | nthé::
SSCI MZ_]OI‘IM&I&d drive: Bod’;t comphed wuh thc ncquesm a
emailed! responses on 1_3 January Z014.
30 (C4NE) ALOIG'S rcqu_ﬁ_s_t_L ______ pmvadgq__QIQ___aapnzaﬁ andattacl 5 ued
13 January 2014 from land copying -
~ email documented the RDINet IT téé:iiﬁ"?é'sponse g 12Yanuarytasking ana '
contained snapshots of the contents of the folder >
L !propeties-and segur j 5 gé’f
" a documént titted “WCR MJA,” and & capturc of _th_e___wrmal folder “My, Computcr” Towng e
drive Q:\labeled-as “Share Majority Data."" also responded 10 a series 6. stin ‘
fromr j;rcgardm g the number of ﬁieé"'ml

: (U!I'F(‘}B@) Be!wmn 5 June and 13 June 2014 OIG and Scnatc rgews AR
conducicd a joint forensic revu:w of the RDINet. log data. "The review, determigied: th "
logs containing;: file.access’ and secumy mfomanon were not retained ap pnaielsy A kew
of file meta-data did riot:show any CIA’users'as having.- altered the WCR _Guments conrd e
-the, \ drwc but dsd not contain, sufﬁclem ml'omzalmn 10-285€88°3CC v yClAt =~

32, <CINFY Dunng ihe cdurse 6f the mvesugduon OlG¢ w 2ue  IRDLy T

Cofficrs were. not [ onhwmmg in their initial vi s
with/OIG, having failed to.disclose the assistance.they provided . inthesc 3
RDINe{ t tween 9 and 13 J_anuary 2014. As a resul, OIG requested: seccnd int - * 2ach
officer. ~complied: with:the second interyiew/reques! dm Ak
conduct when confroates with the. mfonmuon froma.he emailsy declineqa a secoga -
interview : g
w } _____ _ S |

-3 ‘rSﬁN:F) OIG mvesngatrcm found that on-10 January 2014 __________ :
taske: o conduet a reviewsof activity on-the SSC] side of RDINet.” y puxt of theres :w -
requestedby ran queries against previously aich t.da
to dctermme whether the documents:in question-had been accessed by SSCI s te:

OIG CasaNo, 2014-11718-IG . | o B
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range.of the revigw .. .od. 201010 2013 time pefiod.
asay rtof any of the activitics-in question duringthe January 201 time frame.
T data .
revigwed by lat the reqiiest of the RDI team-wag'historié Wleg #dinfor .
34, -ein s T mltin} cummunicallon*; with #n
-the requests;if v’ :w were beingimade on behdlf of [VCIA Brennan n Y Jaduary )1,
i "-'raned aleru nj ‘a L “- i
tasking”. as 34 by emailion the morning/of 1’@3@9,!1@1‘}' e that L
_leam provid panl me¢  the

tolderof RDING fo the period | March 3009 10 31D 213
‘replied 1o the efhail, stating that the D/CIA wanted the results 6f ¢ review that aftérnoon.
____provided.a response in the form of an Excel :spre:acisheelE )

S .. bitheaftermoono  anvary20! . W

of this information; gma.tled  and-stated thatt > DICIAdhad réq
for l.hc samg folder and requesteda responsc by:Monday, i3 Jarmary 201+
zPm\’ldﬁd wvith an Exccl spreadshcf,t of the requested On e
“afternpon.of 13 January: 2014; lwnh dclcmumng thepre  anc
documents contained in the afor 'oned folder. Th was not u)mpl ¢

Brennan directed:that no-furthier vofk be performed by atamectin Gnldda ry 14

oo 0 ‘Despite rcprcscntauons by;
- that DKCIA Brennan directed the; aforementioned” taskimgs:tc
E: idence to suppon any such- rccuon . \ , -

pot

—y

36 (Ui »:f( ™ie to tonflicting i information oblalm. by 01( tuug »eour” -

- the investigation, OIG could not. deterzmnenwhcther any-of Z_gjenn i staff, oo
 less the-D/ClAKinmself, dpprc éd«dny-dfithe taskings: madeto; n
. mentioned. consulting wity nd and mformmg:] wou™ - il
_________ ;o determine if the doc rerits were. au:cssed by-SSCI uger N

- recalled approvinga  skin and OIG did rigtidentify documem /1de HTOURE any

.approya.ls : a
37 \U!fF@GQ) D/Cy_ remmn mld- OIG thal hc 1irst Jearn e concers  “igar m”
documeng__gg [Net froe! ‘on the evéning:! 9. Ianuary 2014 Hrennan t.
he regalleq ‘referringto:a review of, ‘bivthathie didm ¢ 1if,
explained how anyone:Kiiew the location Of*l.hc documents. Subseques T4 .
spoke o] an. [0and 11 January 2014, ‘According tol b €
€40. use'wnazcvcnmcans necessary’ “to.find outhow’ the'documents 1 2ils]
- SSCr sharcd drive. D/CLA Brennan told OIG that-he oulyf ask A ARy

doctiments wete, (,lA documents and:that he wanicd to bctter understand-the RDENet sv$
architecture., : )

OIG-CaseNo. 2014-117184G: - - | 0
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38, (UzMQ) “OIG presented chugs Breatian with anexccrpt from the “MFR”

document found on. _| DICIA Brennin told:O1G that there appeamd o
be a differénce in emphasis betwegn vih: what be had: wold and we docuttented.
In response to whether he-told o proceed by “whatever means ssary,” D/CIA -

Brennan stated thathe would ne  use 108e‘words and had.not stated | ARl 'D/CY

‘Brennin furthir sausd that he was only, mteres.&ed in goloigl kmwledge ofthe systenm hemue“ »"
‘was-unsure:if itwas.a closed:syste  “D/CEA Brefinar stated tHat'he adl “rémendouste ot

for . an¢  dthathecoun n
1¢étion to be‘consmtent with legal ,auther"" e ‘L., ..ennan relterd at; hc ‘had
understoo that CEA documents were found viai JCIA Brcnnan stal: 1athe. wanlcd

to know how the’ documcnts ‘got ta Lhe SSCA $idebut didnot direct - anyone to revxew 8scr
b)‘SlﬁmS

of 14 January 2014, 4tended by D/CIA- Brengan, ZCIC)

Neal nggms (ChmflOt’ﬁce of Con grms;onal Aff ausp Exccuuve Duector
~presence of CIC ofﬁccrs chem] witnésses told OIG that D!CIA Brerman was <upsct that CIC
had been. engaged inthe.i inquiry, .and was concemed about the optic of the countenutelhgence
arm of the Agency mvesugatmg the.activity.of SSCI itaffers. D/CIA Brennan stated"he was".
surprised at the work:thathagd already been performed, and exphc;tjy told eyeryone at the .
meeting not.to dg____ag mu_gg «else on the “tech or forensic side.” D/CIA Brednan told 01\ “the

did not task the review; and:that: therc should nothiave been:any.other work: i
after the Theeting on the 14 Japuary 2014, D/CIA Brennan confiymed:with OIC was >
Aurpnse,d when he- leamcd C"" vas involved in the review, . : '

(U) Office of Secunry Cyber Blue Team Rewew

40. (UIII"G)HQ) During the- meeting on- 14 January, DIC!A Brenidn gave the order o
- *stand down”" on-any further reviews until he could-brief the SSCI on the: Ageney’s. concerns and
the actions taken. to date. On 15 Janvary, D/CIA Brennan briefed the’ SSCI and proposed a joint

rcvxe:w be:twecn the- Agcncy and’ SSCI Sccunty D!CIA Brennan stated that

wanted to mlk 10‘ aboul it and conc;lder the 1dca fun.her DICIA Brennan slaied lhal he,

did nottask: anylhmg after this'meetinig with the’SSCL, and:that.it:should have been dbundantiy-‘ R

clear after the nieeting on-14: “Janiuary in his- oenfcrencc room: that ail work should have-steppodh

(U/FOYO). Between 16 and. 37 Japvary 2014, the CIA-Officec S v f7
Blue Team conducted a.review of the RDlNeq ;’.’i: hoiamgs ang pmauccd

? (UIFOB0) “The Cyber Blue Team, established is February 2013, identifies vulmmblliues and.risks. qunnuﬁes o

impacts to make'cducaled dcuswns. and partncn. with other orgamutlons in order o mmgaw rlsks among OUW
duties. S

OIGCaseNo_.2014-1"1?1-3-16 B S L |
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awarc Q me standdpwn order zstawd Lhal spoke v 10 e Jlan wlito
‘that :$SCL siaff accessed. da!a_l.hey were nQLau;va et ‘
- spoke’ to 1. 15 Fanuary 2014, and;that as; planmn g0 work® oit.a’
joint sectifity 1 1ew of the RDINet.- O 16 Tanuary 2014 priail oz fﬁqu%l
,_pqqgurggqg; ot the plan of action developed by the Ofﬁpé of Security. - Also on. 16 fanuary, .
: ;eoewcd an email fro . 'staung that they avere on “stand down" for a joint
: secunty Teview, On 17 January 20713 _}respondcd 1a ér-eqaj"*' ,fqr )
-concumence * . /there has:been a. new evéi'ﬁpmmt" and. rcqué'éteﬁ';w‘“‘wif jfbu ) e to'the .

requesl for concurrcncc

42. (UIFOEQ) Jes':,m an emml to Higgins and coplch

un 16 January

2014 and stated that SSCT Chaifman Feinstein would be sending a letter-to the D/CIA the .
following day. requesting that no-foreasic examination of the'SSCI “network’’ proceed. On

17 Jenuary 2014, Chairman Feinstein wrote.to D/CIA Brennan-and requeszcd suapensaon cof
access to the.compiiters and-networks used:by.the SSClani-any forénsic ifivestigation plaghed
by the CIA.. Chairman Feinstein cxphcntly stated in the. letier that uiitil'she could consider the.
matter funher D}CIA Brcnnan did not-have. her agreement for any mvcsugauve acl:thy N

43, (UIIFE){:}Q- told 0IG that on 16 JanuaryL

Team to review thc BDINet
because it was CIA mformatmn on a C&”hé@o:k

Lhat the request appl xcd 10 Lhe review of
was akin'to forenSic': actmty

"SSCT side of RDINet. The Cybcr Blue Teamy Repom

pmted thaﬁ fdld nm 1;f:ck ap| .raJ_
]funher staled .that this wasa

i was

................

apabie ef
out of -

jenmik',d

detmled the

team’s evaluation of RDINet system data surtounding the documenis n. queauon The report
stated that a “Congressional user” was-able to,navigate ditectly to a “shared directory”. and
access documents never intended for dissemination to “Congressional ugers.” The report Siateq
thaz the user first accessed the dxrectory on 9 November 2010, and oop:ed the: dala contained

OIG Case No. 2014-11718-1G
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- within ther hared. du’eclot} The rc“* letalled fury, it pe 1
“Congre sional ser” on'24 Jiine 2 cludi. ’copyfpastc kcyw'ard $edr. jes..
-communicaus  wiween “Congres: n  users” thit directed them 10 review spe icuments.
As e ¢ mously,o mvesngatc the acdvity ! he SSC < o

[ U) Deparrmem of Just:ce’C rimes. Repor:

. ' 45 r@H@,) On’ T4 ary. 2014, LhcmActmg Gener =~ Ons’ e
s Dcpdmne"' +uStice a Cnmw nt (Exhlhlt E)ithat detmlcd : a :
investigation.” wrote that a ‘160l m%talled on\me systc.. St fa
vulnerability th . was exploited 1y:> ff members to'view and:retnieve ooy er
ofdHie 3ystem  which they 4t have access:Furthicr, ,,xplamed that the .. v
:a document arscovered wihiil ng,the search tool could beicopiediand pasted into browis
ccess-bar as.a URL,- which would give the. user-access to that document, The mo
'\ that the user conld bring a copy of the decument atross the'system’ wal! .. .
B _foldet on the other side of that firewall,  wrote thartheinfon  1on jaae vailal e
N indicated that a. “non-eraployec” copied a’ “URL, pasted 370 wuw e aCCESS BAT
- accessed the document; répeating.-this process itmeroussiiin N 101" OIG that
information provided by, was tl isolesource  om ue  or the a
feport, — “ . -
: 46 (U FOUO) OIGT  fidentify-afadalba 5o 10 oft ‘Dcpdmm,nt of
3 * Justice Crimes  jort OlGifour  1a ;had been provi :a waccurale i OFMation on
‘which®  2por o dased. - :
17. ¥ i | DIG that the informatio vided t was
predicat Lop ne _yoer Biue Team | sport that stated that a Cong 23 Hal us “
na.. f:ctiy to a shared dires ot intended for. access to 0.
the C‘ybcr Biue Teamte »rixdid not identify the vulnerab:hty statec lett
source ofithe documents s source of the: mfonnauon clied by W _
provide. orally by was unablc to.ver & ACCHf .., e
information provided: ~  jortorevie  legal conclusions.r¢  ding the au
view the §SCI' ie:becaisse he was reciised from, matters for w Riz,
Cyber Blue Fei o rt Infact] “fold ©IG that hé did:siot-read the»Cyber Blue ‘eam’
reportay  was mmrmcd t}m the teport:contained: details of SSEI commun™ n

-V, (U) DOJ CO@RDINATI@N

' wFOf&e) 011’3 Februa ",014 Tzﬁc 500.87 3517, OlG rcpr*te 1k
¢ - of potenUal CIA officer violations.of Tiwes 18 UsSC-§ 1030 &ud and Relat U
o Conneclion with- Computersy dnd:251 1 (Authorization for Totéreeption: of Wit '
“Elegtronk 3mmumcau:ms) to the Dcpaztmcnt of-Justice. - On 8 July 2014, D" iferm
B the- ©IC ... JOJ had oompleted its review: of Lhc aliegat:om and hadrno prosec gl interés

OIG Casé ND2¥2014-1&1 718G
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(U) PRIVACY ACT*ANBFREED@M ‘OF- INFORMATION 4
- b TICE .

49. { UHF@tTG) ‘This: mpon is thc propeny af thc Ofﬁce of Impe.clor Gé
ﬂFF‘Iehﬁif“HS‘Eﬁﬂ’{:% Appropmte safeguards:should be:providedifor the report.
“shouldsbe [imited:{o-C1A- officials whio. have:a need- lo Know.- Pub[lc disclosure.is: i
the- Fréedom of Information Act, Title 5, U S.C. 552, and-the Privacy Act, Titlé | 5.€/ 5524,

The feportniay-not be disclosed outside the CIA-without- “prior, wnlten approvd\oi s : Office of
' in.spector General; including distdbution to. oomractﬁfs

r

o6 ¢assN¢;!201441:1'7'18-|G S ‘ o Y



C06274838

VL.

E. .\.(U | zCnmcs RGPOFI to the Dcparrmcnt of Justice, untitl i, i
f: Febmafy 2014- PR ‘-- |

. [FPPROVED FOR
- |[RELEASE DATE:

- N4-an-2045.

U) ExmeBiTs

Al :(U) Perwnnel backgrgund descnpuons
B. @) Conceptual d;agrarnﬁf RD]Net Archuectu: indited;

¢, (u)- Latters compnsmgra Memorandum of Understandmg and Standard-Op  ng.
_Proccdums various dates. . - ‘

qf ). Memora.ndum of: Understandmg (Agency author) Senate’ o et Cormmkt 2
conTntélligence’s:Review of CIA’s Detention: and 1nlerrogaho: Pro; gram, dated
‘May 2009, . :

b, (U) Lcwer from Sena{c Seiect Cammmce ‘on Inte!llgencc (SSCI) Chdn n
‘Dianne Feinstein and Vice Chairman Christopher Bond | ‘thenD 2et0r, Centm
Inteiligence Agency Leon Paneu& dated 2 June 2009,

¢ (0)Lleterfomthen. C lossCt
- and then . idated 8 -

d - (U} Izttenfmm then Director, Central Imclhgcnce A:genc Leon Pancua Lo SSCI
Chaxrman Feinstein, datgd-12 June 2009. 77

(U) Sta.nda.rd Operaung Pmocdures for §SCI Rcwew (aut}wr unknown), unciated '

'(U) Other Rélated'RDINet Events,

YIH -

: (UH‘F@HQ) o documcnt, titled “Memoranduni for rhe Record re:

partial timeling of events surrounding dzscovery of SRT docurents on RDI: NET " daled

17- <27 January 2014. o _ .

OIG Case No. 2014-117184G ~ N T s
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{8)] Jnhn Brennan Cum:m Diréetor of the Ccntrai Intelhgcnce Agency since: 8 March 201

a, Former Acting General' Counscl for the CIA --------------------

W Neal Higgins {SIS}.. The Chje of the-Office of Congrmsmnal Aﬂ'aus ﬁ'om June 2013
through the’ prcsmt who reported to.the D/CIA and Deputy D/CIA.

an.

. | — - . J— JR—
L i R i L

() Leon Panetts. mee;{' Dm:coor of the: Cenmd Bm:ﬂfgenx Ageacy-trom Frbmaryzo(}?

throogh June 2011 ‘Panetta. negouateq the terms of the. RDI review mth SSCI Chauman
anstem
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- DICYA and-DD/GIA.




C00274838

APPROM=D FOR

- [RelE; - aaTE:

C1i4-Ue. 3 -



006274838

ELEASE DATE:

PPROVED FOR
14-Jan-2015

EXHIBIT C (2)

(U) Memorandum of Understanding (dgency atithor), Senste-Select Cofnrittée on
Intelligence’s Review of CLA’s Detention and Interrogation Program, dated 28 May 2009.
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' thmmghmdmoftbemsdnunﬂanmdhtmupﬁmprogxm Inclided withth

SSCT notification wmduaﬂndlmafmfummﬂadmmcmm MisCIA' -
mmmmWWMmmmmmmmm
MMMMWWWcm .

JZ.IB} MssakamhaﬂawwmgmmW 5.

'hﬂﬁmmmwmmmmmmmw

Mmgmwdwﬁoatmwnmmmmm
Intelligence, information orighisted from othor US:govemmerit ¢ -and

- identity of binck-site locations. . mwmwm& vayinfamma was

caitical to & ymmber of SSCY tenuis of neference end SSCP s overall mview: “Acouningly,
smwwmwmmwmmmmmwmﬂm

mmmmmmww mﬂinﬂlt

LS (UIRON) g
"Mdmmmwmmmmmww

Mmuonthnmmondymg!nmmwa:efoﬂowhgmﬂﬂm

LA W@memmmrmbymwm
and Ageacy policy, CIA:will provide responsive informition o the -
-nnmmmmhaofpeoplawhomethomqnimmd%hwwdm i
tifdemation 1o peaform the review.: Acsondingly, prrstant to discussions .
'-hemmssamdmabwLM'smﬁdpmdmﬂhgwmm.
ngwﬂIaﬁmdugleSSﬂpumdmmuwedmpmvc

ormation;

.’mw«mmwmwmmmm } the. -
mmmmmmuwwmﬂmwmmh: , :
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Réading Room on tbe CIA approved stind-alane compater sysceay
-provided. A specially deslgaed share-dsive will b¢ providedon (
-Agency’s stind-alono netwock As SSCI roquires;ithe siarediyd e o -
_--";;mmmmwmxuuumdmwdwﬁa*”“ﬁ?‘m““
except ai Sibarwiso sathorized by SSCLCIA willalso provide SSCY

+ withdoable cubiness 10d s, a5 soquired. No'ouiside oomp
smaamwummmmwmu ‘Readl ;

.. Room.’
b, MMNGWWW infmmpnmyhamowd

| Emwmmmmmomymw

(dm‘mmﬁmlmmmdamm«m

‘mwmm“m mdwllmiag:
of infocmation from the sxterials, -$SC1- -

‘above-referencod catsgoties
will b mindfilf if the fact that clessificatitn roview .1t s canefil process.

* s thes requlins gufBciont tine © pocfon sccursiely, Aocotingly,

SSCI will ek clawification oviw mmmmwm

mwmdmmwmfﬂ |
: 'clutiﬁed.mamiﬁsmchmd'n n-su.ltofﬂwmﬂ"'
WFDH) wmmwmmmmmm

Btions, reports, o other matesialy outside of tho Room
'Rudmgkmwdmmfmnﬂmmmmml -
such inaterisls st be prepared and gtoved-on CIA"s ol
. mmmwwwmd“forwwmm
soarte material.. To the extont tiat SSCT desires any mick w
bo produced guirido of the spproved TS/BCI system - o laclie

infocination from the toterials.” Again, sy ioted 450,
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_-,\.mmwmhcmmdfﬂof&cﬂms“m

: f-‘rcuewa.
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L (upoBe) AﬂSSGpenmlwﬁ!hamqnimﬂ’tme
mmdsmmmmww w"
m-(cwmdwﬂ!_bemqnimdtnmmm:;gnammsw
} om _Infaunsﬁbn{SCl)nouwdmdmsglmlm mgr'

J. f@wmmmwaw}mm@f
‘mmbmﬁomwofmummdhdm ‘Deets -
. m'smwmkmmmmmmw
MMﬂhMammmmmdﬁyt&e
accuracy-of thioso pnathotinad-disclosures. - Suth confimnation or denial _
wmuimdfmmﬁmmmmmmdmmdwﬂdmmmis o
Wmddmmn-dhdmmt ; ,

448y mwwwmmumwmmm;h

mdmmmmbmmmﬁwﬂmﬁmﬂnb&
' mmmdismrmbvmh\remm Anydisdm_

-'wwﬁmﬂomdemmmmudmm ~inchuding TI/SCT-
cleared but not compartment cleared jndividuals - ismmb!yhh!ywmsc -

exceptionally grave demage to-sational security: ‘CIA anticipates that such disclosures:
conid.likely physicilly herm nﬁmmm&mﬂhuwﬂswﬂdmm

atherwdee coopotative Halson: fefitionships that provide critical fafée-maltiplies
capabitities to counteitemorsm opersions. Awordingly.ssaﬁllmkculldﬂigm

:dfuutopmpaiynfemwmfmﬂm

SSCT Officer

Defe”




C06274838

|
|

EXHIBIT C (b)

APPROVED FOR
RELEASE DATE:

14-Jan-2015

(U) Letter “from Scnate Select Committee-on InleHchnoe (SSCT) Chairman Disige Feinsteiti-and
Vice Chairman- Chnstophcr Bond-to then Du'ecwr, Central Intelhgcnce Agency Leon Panetm,

dated 2 June 2009.




C06274838

———tt = S . e

[APPROVED FOR
RELEASE DATES

1 4-Jan-718

Intélligenice (the: Conaitioe) infirmed the Centra Inilligenco Agoncy. @ Fits

S EEE i Sun S

_ mumm
) mmn‘wm

. Directar
o Cmﬂlﬂdﬂmmcy
- Washington, D.C. 20505

DedrBh'eetorPanem. ’

Iuamdamummmy ﬁcﬂm SclmCmm.mqn

E”_

inteption to:condict s thorough review.of the CIA §<detetion and interi

'_pmsmm Thﬂieﬁwmcmdadmmofmfampowwadbyﬂwmmm :

wallasadommmtmqmt.
| Toconductomwozkmamuthmsiveandnmelym ﬂw@ummittc-_'j-’

: _SlqamsoxnyAoﬂiws,hmunpmmm,blaa&-melocaﬁms,orm
c:yptanymsorpwudonyms Weappmmatetbecm‘sconomnmﬁmm nty" '
of this:information: 'Our.staff has hiad numerous discussions with-Agency officials -~

--midmt}'appropiammcedmbywhidtwemobldnmnmfm@nwdnd

forthcsmdymswnythatmm security requirements.” We:agteathit the

- Comumittee, including its staff, willwnduatthnsmdyofcm’sdmﬁonand
- interrogation. program under the following pmwdum and understandings:.

1 vauanttodmmsmnsbetweentb.e Commiittee and CIAabmnamicxpamd

statfing requirements; the CIA will provide ell Members of the Committee. - . -

~ and up to 15 Comimittes staff (in addifion to our staf¥ directors; dq:lutystnﬁ“r
-dxmc!nrs,mdéamsei)mthmmtmwdactedmpmmmmﬁxmﬂm “In

addition, sdditional cleared staff may be given access.to smsll portions of

-thcmmdmdmfmﬂmmrmepmpmeofmwmgspwiﬁcdommss:' L

orconducdngmvzemofmdivldna]dotmm. ’IheaeCmnmimwmﬁ‘hwe

' dmdmagmmmﬁfordasmﬁedmfomzbm in thc
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2. GIAwiIlmakeumodacwdmponsmopmnmalﬁMaathﬂmr )
*difined in Seétion 701(b) of the National Searity Actof 1947:(50 U ©:C:.

431@)),wﬁiabhuammeweimmﬁc'ﬁmhumfaﬁ53
. .4(Reading Room) which willipermit Committes mﬁ’ elecumuc search; sort,
“filing, and;print-capabllty. - _

3 Ifmpmsiwdoanm:soﬂwﬂmﬂm:ewnmmdmopeuumﬂﬁles

:ﬂmﬁij!ﬁwmmnsofum—ﬂupmmoﬁmlmm
biack-site locations, or contain cryptonyms or pseudenyms, CTA will
proﬁdennmdactedcop!esofihomdomentsatdwkmdmgkoom.

4, “Rupouswedommcntsothudmnthosemminedinopmhomlﬁles tbazdo :

not idesttify the names ofnon—wpavismymoﬂimﬁaimnparms or
black-site locations, or contain cryptotiyiss or psepdoyymy will be'made
available to the Committes in the Commitise's Sensitive Can'thncnted

_Infozmauon Facilfty (SCIF), unlesscﬂlermngmemsmmade.
Clxwmmwdoasmnd-a}oncmpuwmmmmmckmdmgm with L

5,
'anawodrdzh'eforCommzttwmffandebm This network drive will

‘bomgnmdﬁvalAmwkswanowmmiwammimmﬁ‘
. ard - Members, Iﬁemly(}Amphymmmmwithmwﬂﬂs
nymmmﬂbc%mfomﬂmmhhologypmmmﬂwhowﬂi
mtbepmuadwwpywodmwmmemﬁnmthosym
with other personnel; exwp;asgthcmdmmnhuﬁmdbyﬂm@mm;m

Auydocmmgmﬂﬂedmtb;netwmkddwmfmnwdmpmgmphs as.

6
well 85 any other notes, documents, diuft anid figal Iecommenidetions, réports

o:othﬁ'rmHennlsgmmtedbyCommmmﬂ’mMmm arethe.
“property: oftho()nmfﬂeeandmﬂbekq:tat&wRudh&gRoom‘sclelyfor
‘ secu:emfekecpmgaudeasenfmfmme. These documents:yemain .
" congressiona] records i their entirety and disposition and controfover thesy
records, mnaﬁ:rthommpleﬁmoﬂhe&mnﬁmesmwcw,ﬁns - .
exclusively with the Committee. As such, thesemcordsmanIAraqp@s"

umdsrtthmadumprnfannaﬁmAgtm'myoiburhw T'heCiAmnYﬂO!
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Inne 2, 2009 ,

mmﬂzupnmdsmmmdsﬁhngmwdm%
dzssunmtaorwpydzmn,ormﬂmnfuranxpmmwdhomthemr
written authorizatian of the Comiittee. ﬂmC‘ﬁA‘wﬂlmMﬁﬁiémm
ﬁe&mm!ﬁumme&amlyupmmquesﬂnaamm isistant with
paragraph 9. If the: Gawceimanquuastordommafmmw&ese
mmrdaﬁmauﬁdoﬂaoﬁﬁmdwﬁemdamoﬁnfomaﬁmMmany
other authosity, ﬂchIAmltmadiaﬂymufyﬂ:eGmmmwmdwiﬂ :

mpmdmﬂmmqmm'dmndhsaﬁmthamdam« mnhm

<mmngmshm1,notm'rmmﬁa.
. mwilspmwdcﬂzecﬂmmimwimwcabImbmemmdmas
mqmodmthokmdingkoom. . o
B IrCnmmmmmam-gmmmawm

available:in the Reading Room that staff would Tikato have availsble iuthe -

3 Oommrtwc SOIF, the Committée will request redacted versidns-of those
docurents or materials ip writing. Comemittee staff'will not remove such -

CiA~ge.nemted dooimneats or matéridls frmnﬂ)celecu‘amckaadhg Room

- faoility withoutthe: agreament of ClA. -

) notes, -docitments, draft and fina! recommnendations, reports:
"mmmﬂsgmmmdbyCommimMmbmormﬁ:Cmmﬂmmﬁ'wﬂi

or of
hqupmms,mblaok-sholocauom,mwnmmcxypmnymor

" pseadonyms, Ifthwedocnmentsmsuchmfummuon,&mmmﬁ -
mﬂmm&%m&&acwmmmmmabﬂv& _‘

réfarenced. caicgomsofmfomnonﬁnmmemmnialsormplmmh
: mformannnmthalmmnvemdemesasdminedjombyths

'.‘Comnmteeanddwcm.

RELEASE DATE™ |7 °

Tbﬂ:eexwmeommrﬁmsmﬁ‘smtomowﬁmﬂmkmﬁngmmy -
orother .

re that thase notes, docunents, drsft and final recommendations, repors . -
her raterials do not identify the names of non-stipervisory’ EIAoﬁcm, :
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Anydomemoroﬂ:umumaimmwedﬁom«ﬂ:emdmgmpmmma
peragraphs 8, 9, inmﬂbeaomdmtthommS(ﬂFmW
demOmmﬂﬂmWMMmﬁaCommm: o ity

pmmdumi.

- ¥0 Anymms,doomnunmdmﬁmdﬁnslmmnmuﬂaﬁm TP WOﬂler

matmialspmpumdby&mmeMembersorsmﬂ‘bmdonmfnmaﬁon
' eocossed iy the Resding Rooin will be prepered:and stored on IS/SCL .
‘systems, Such materfals will cairy the highest clnssification of any ofthe
' Endmiy;ngsomcoma:ﬂials. Ifﬂweommiﬁqukstopmdweadmmnam
--thet carries o diffetent classification than the smm:tnatuia[,ﬂm
'CémﬁMnemﬂmhnﬁthommtmﬂA,mifapmopmmmﬁ:oDM,
-.;_-_fnrclasmﬁmomemwmd.if‘nmmy redaouon. = .

1] ‘IheRmdngmmwﬂIbeamBablefmm&?OﬁtowOOhm oﬁiaial

Toquires additiona) ﬁmcormkmdwnrkisreqmnd, Coriitfiee staffwifl
mnka m‘angammtnmh CIApcmonneIWIth asmuch advamonouccas .

> 12: The-Committes will miemorialize mnrraquem ﬁ)r doﬂnﬂems ur‘mfommnon '

mmmdmwilmdmmmucsmmwﬂmg

‘13, AHCommmmﬁmmdmmtheRwdngoomsha mccweand |

- acknowledge reveipt of a:CIA security briefing prior- wrem\
&ocuments atthe Reading Room.. | . :
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. We: snthpa:tcthat agteamant to these-conditions wxli ‘addréss’ yopr concertis
abomCamnuneeaocesswmmdmedmmnalsmponsivetotho Commitiee’s
docummxtrequm We'loak forwerd to immediate staﬁ‘a.wcssto those matmals

'- jnﬂddfﬁon,meapwtthatthodlmmomandwmmtsmmwmc
study infonmation.are s matter restricted to-the'Congress and the Bxecutive:branch.
As such, ndthathishmnordmt?odnmnmmybepmded t:‘rpmmm’f:‘d

1o CTA'S hasson patiners;.
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FROM:

Y hmmmwmmmmwwcammdﬁmonafewmm, :
‘but cnly a few. Imdd!ikcmmngagainanmﬁ:maldiﬂoguemthyomofﬁecmm -
efforttotry 10 resolve these issues, Nothing in:onr dislogue:should-be:considered the
oﬁimipoamonofﬂ:cAgmcyunulmmhnmeasyoureocxvcmmanoﬂicmllettcrﬁ'om
-ourDirector. "Fornow,.this is an. informal discussion between us:. Ihavechmanwpuv .

' tlusmwﬂnngsotha!youhavasame&msmﬁontofyoutowmimﬂl,notmtcsﬁama

discussion that may or may-not convey our position accurstely. I think we will both-
agreethmﬁmcm’oftheessenwandlhavenoplmstodmwthuommaiengthy
dialogu,. I-wouldhkcwoomem:wuthanagmcmeﬁtorm aeknowiedgemmttha!weim
ALAnimpasse; 8o Inter than, Fnday oftl:us week (12: Jun], ppreferably sooner. if possible. -

: 2 meowconfa:mccaﬂhstwk,mmsobnousthmmemmmu mt o
:ssucappmredwbeﬁchouowmgpmagcﬁomparagmphﬁuwofommm Hm

“Fmt,gvcntlmtwcmllbepmwdmgthe&mmattoemthﬁﬂl,m fe o

_ mtomﬂhonsofowmostmnwopazﬁomlmmws,wemumvkwdwnm

dmﬁ,mdﬁnnimpom,andothcrmatmalgmsmmdﬁomﬁm&mmmeesmcwoﬂhc o
muterigls - whamerpnpared pnortommmngth:smmmlﬁ'amthekudmghom '

orSSC{lsamrespsm.
3 ii‘romourdisgusmon. mctmmofmqstmmthcrssmwm%mm

prepared” and. “ar SSCI scoure:Spaces.” Forus,ﬂaehmnofthmmsunmtswi!hﬂmdmﬁ_ e

andyowﬁnalreport. Thans;hspnmaryltanthmwﬂibccmamdmmld.enfthckmding
‘Roofnand likely to leave SSCY seciire spaces. 1'noticed inthe letter from Se
:the

" Féinstein dated 2 Juri 2009, &mwasmpmmionﬁraﬂomngthe(!hmn

ﬁnnlSSCImportpﬂonopubhcaﬁon. So 1 guess our first.question is: Does-the SSCI
plan to allow the.CIA to review thie SSCI finsl report before publication? The:aniswérto
tiuscpxeshonmlmpmumwusandgoesalmgwaymhelpmsmaddmsspmgmphﬂme :

of the D/CIA’s letter.

4. Ompoaﬁmmmm,wemmmgmcSSCImpreceéunedamwow
opetational matefial Wemaweofaﬂofthcmwousmdiesyoubnec&&dasa )

‘PTW“'@L howevez, at no tinie lias'CIA ever provided the SSCIwith the volume of

«anredicted operational material as we have agreed to-do in this.case, Bxpomenflh:
nenies of CTA personnl. involved in-detentions'abd intorrogations carries-considesable

'mwomoﬁimmnfmnonaﬂyandpmny 1t'ls something we are.taking very -
. seriously. Oﬁicmwhohmmhadxhd:mmwmmedmthspmmehmdthwhm

mpamdmgmﬁcamiythmugh oom:xtqumtsfmmthcprm,thrmrs phopecaﬂsﬁ'om
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mwmowmmdmmmmonm Addniomlly;nndmom :
mﬁmﬁy mmmm.mmmmﬁbimmmmmmm With

that in mind, we believe that'it‘is:appropriate:ta review:documientsiregardless of ‘whiste .
they are prepared befompublwahontomsmeﬂ:amtexcludes themzqcsnfomofﬁm
pagsibitity.of

By:the very iature of possessing a security clearance, we each bear.the res L
mmmmn,mawummmw, ltisthemsponmbzhty GfCIA

" toprotect its:officers. from potentialharm.

5. Snnﬂnﬂy, m:r*mhnomtnps with fmeignhmson mrvioes and agreemmust u
havedmedmfamnuonwithuamdagmdmmkewcﬁononmmgsthﬁthcyvhﬂwmt

(even discussed with their 6wn governments. Addmonﬂ}y, we have agreements-with

somehmsanpmtnmihswpwxﬁmuypmhbmhcmlwseof intelligence information. ..
outside our-Executive Branch of government.. lfanyofth:smfonmnomhwomﬁpuhh% '
it-erodes.our.ability to-do business with these services and they are:subsequently réuctant
todothmgsﬁ:ruaandshmﬁnfonnuuonmdlus. “This too, iswhywcfeelnwnwessary _

mm'icwsdmﬂofyomﬁm}rcport

6. We realize'that some issues-involving Jialson services ‘maybe- dnectly*rc]evam N

10 théTerms of Reference.and of importance to the conchisions and recoramendations of
your fital repart: We do not wish 1o hinder or change this, bmwedoexpectyoutoworkt

: -mmwwmwmywwishwwnveywhlem&wmommmom
relationship with our linison partners. Perhaps not dentifying the specific country being

referenced and rewonding intelligence provided by foreign liison. services-so-that it still
cmvcyayowmmsagewhﬂedwwrmgwmmemfomonmaymwmvedﬁom

msy be the-answer. -Again, our intent is not to change the meaning or fone ofymtrreporz,‘

-,Justmsmthamladoncdnawaytbatpmteotsomhamneqmnm.g,Wemuldccht
ﬂmboﬂ:ofuswmﬂdbemwmmnﬂmmmdparmmemhoﬁmmmum .

Mmcmmnvey%mvaywwmbandmmemtbmomﬁmoqwﬂmm

7. Inmgm’dtoonrmdacﬁonofthirdAgmcwammaﬁon,wewlmmplydmﬁa -
leﬂerfmmowBMOrmformingthcorhaagmesﬂmmarepmﬂdmgthc
information 0 you. Another solution may be'to have the DNI draft a letter to t. JUSG
Agencm. 'Ihemampointix,weean msolvcthjsimwmthom ﬁmhcrdiscmonapr

_ 8Inreprdtothcmofmmleamthckeadngoam,Pmaﬁﬁ[epumed
by this. Any notes that you teke in the Reading Room are subject to review by our,” .
redactors if you wiint 10 removeithem: If our building is one stap of several, and you

have notes from previous. nectitigs, then:pethaps you carleavé them in.your.vehicleor

takcothersnnplepmcncalmmmmavordqommnglingyourmm Ifyou are taking
mmmmemmsuosnotpabmmthsmcwwhkmﬁnkmdmgﬂmm,pmpa .

thesolutiomsﬁ)rustomoveaﬂmn—mlevantmﬂmal&omtheRmdingRoommd
makeltmﬂab]cniOCAspwes. . : .
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9. ] think we are all in agreement on the computer issue. In-a putshell; you will
have 2 walled off hard drive on our network. No CIA personnel with the exception IT
support will have access to the hard drive. The only reason for IT aceess to the hard
drive i for IT meintenance and support. This includes adding material to your hard drive
for your review. ‘The SSCI retains ownership of anything created on this drive, it is SSCI
propexty and will be handled accordingly vis-d-vis the FOIA..

; 10. 1 think that covers the main issues of our discussion. Please get back to me as
, soon as possible. . ] am interested in coming to a resolution, one way or another, as

; ickly as we can. Please do not send me enything “official” until we can work this out
| offline.
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z Se&wtammfmem‘m&m

| | United States Senate .
. Washigion, D.C. 20510

Dthdm(h&mn. -

ﬂmﬁmrmmmwmmuuorwmm iwigmenin
;mmmmmmssammwmwwm
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ve information.. Ao addition, adtﬂnouldmodmﬂ
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WM&) o .

mwmwmﬂnmmumnmhmu
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’ wmwaunmwmmmmwcmmmmmm
Committes .

2 mwwmmm&ymmm
- safflectronlc searihsor, filing,and ot cagabllly. (RECA). -

?%.Ummwwmmmmmmmm o
identify the names of non-supervisory ClA-officens, lslson partiiens, of black site -
Wuwmummwmw aredac !»- .
mdmmu&mmwm . . o

: wwwmmmmhmmummm
'ﬁmﬁﬁcﬂ:ﬁmo{mwmmmmmﬁwdu
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‘-=S(IF}.unlmoﬂu'muMnemﬂ.(Ref&) o ‘

mmwmmswmmmmmami :

5.
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{U) -Other Related RDINer Events

1. (UHFOBQ) The-OIG lesmed of severai: hwtoncal ncidents: relaied to R.BING \ nng &ac—
course of this investigation. The incidents.wereicited ‘by: mulnple mmzwm a3 demonstrating’ ﬂm
SSCl users were previously eware ofAgency momtormg of: S$CT activity on RDINet.

2 (U/J'FOHG) In Januiry 2019, the CIA RDi {cam- removed STddocumentsﬁ'omﬂw vutua!
Reading Room and an additional sef of 52, documents-on 11 May 2010. The CIA staff interviewed by the
OIG stated that these documents were: “Execiitive Privilege™ documents: thu find been: unmtmnmmlly .
comingled on the RDINet with documents. intended for-production-to the, SSC] Whei it Wiy dmovemd
. ma‘t‘these documem hndbpen:addedio the vumaikwimg Room m*en'or meD‘i\m mmwed;ihe .

bn 12 May 2010, shiting that “Our: Undcrstaudmg\or ‘the. ammm
we reached with you last year, was:thal the computer:systems on=which: thc Committee would be workmg
would oily be accessed by CIA persomnel-for purely sdmitiistrative,TT acnons +CIA’s aitions in
removing:documents from.cur system are unequivocalty not:ddministrative.” “Fhe RDI leademhn hen

informed: thi relevant CTA. -employees. that no further. documcnts should'boremoved:from: ti]B‘RL‘-E ing
Rodm: }mortownwitmgmthfhe SSCI staff. - :

: r_tho virtual Rea.dmg Room SSCI smﬂ’er hentan ema:l to

idedtifiod as| on RDINet in Noveiuber and December 2010.. The matter.was
referred to the Cla Countmuhelhgence Cmter’ s Counterespionage Group (C'EG), and. the employea was
- removed from the team. : !

4 (UIIFUBQ} OnﬁMnyZOIG aSSCIstaﬂ'ermquoacdﬁomthﬂAgbnzythoabllltytDpﬂnta

CIC  eviewedithe:ncident and recommended removing the possibility of ssCl

staffers tilizing bt bwnusc the. cnpab’my was

them of the nead for. secnmy oftho msihve docmnems.

(Ufﬂzcﬂﬁa In 2013 & nmnbet of detaines videognot. provided to\ﬁle SSC] by the CEA were
requested by SSCI staff. Fhe RDI. mwwwamsva]mwdthamquestanddemrmmedtbcmfm tobe
outside of the scope of the SSEl review. According to thie SSChstaffer ssserfed hivwe st
saying be had-a document that deﬁned the location.of the videos and that they were from-resp: =
detaines sites.. The siaffer. presentsd.a harchpy spreadstieet thel Lecognm&d asa: \mrhng copy
produceid by the SRT feam., \confirimed with tho SRT asalysts thatthers videds Were nol:
TESPONSIVE, and that! all oftﬁc responsive. \ndeos from: !he“spmdmm Tiad: already been, pmvnded. ’I‘he o

chmssrrx'-zbﬁﬁw@\. _
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RDLIT team revipwed ways the SSCi staff could- hsve accessed the spreedshest and‘hypothesxmd that -
there may have been a Google search appliance vuinerability. “The team dlscovewd that-the Goog!c
search npplumoc was capable of searching both the SSCI side.as well as the RDI team‘s side of the
Spartan szdmbase The-resuits of Google s searches shpwed doctnnents from. both the. SSCI and’
Agency sides of- RD}Net and included:a. hink tocached vers:ons of!he dooumems - When: c!rcke;i the
cache link prmmed ‘the text of the! documem in questlan. The RDIIT Team mplememed a fix for. this
vulnerability in-Apni 2013. “The CIA: requested that the dccmem be desnoyod in-both paper s and
electronic format and the SSCI staffer.agreed to do E -

UNCLASSIFIED/ /FoUe-—-
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7 February 2034

The Honerable -Eric Holder
Attorney General
Department. of “Justice
washlngton, D.C. 20530

ATTENTION: Mr. George Toscas

‘Degputy Assistant Aétorney General
gNational Securlty Division .

‘Re: 'Crimes-ngfqrraij

'Dear'ﬂr..httbrney Gernieral:

(U//Fﬁﬂﬁi I am»writing to you pursuant to “Sect. 61
wof Executive Order 12333, as "amended, and Sections ¥I.B,

"VIL.A.4, and VIII.A of the 1995 Crimes Reporting Memorandﬁm of

Understanding ‘between the Department of Justice . thp
Intelligence :Community pertaining to the reportlng o™
1nformatlon ‘concerning. federal crimes [“the MOU*} .- -

: (U//FBEO} The Central Intelllgence ‘Agency {CIA} has
information reiating teo posslble violations of .a. specified
Federal criminal law by one Or MOIE :individuals not employeda by
the CIYR. Since the computer ‘system on which theae,pDSSLble

"violations occurred -cohtains. highly. classified informatlon, I am

reporting in accordance the procedure set forth in® Sectlon
VIII C of the MOU. '

{U;/rega1 The followlng infcrmatlon providea a rebsonable
basis to conclude that a vioclation of . 18 U.8.C.'§ 1030(§)(2){Blru

a specified Federal criminal law, has’ occurred, This . 3
information derives from a limited security investigationathat
was suspended before completion; only a completed. investlgation

wotld . .determine whether or not a violation occibrred.
computer system or network {“system”) located in & CIA fac;lity

Certain npn-employees have authorized- access tc-a: portion of
that system. A “firewall” exists between the portidh to. which?-

those non~employees have authorized access and the. portion to _
Lo There -i8 a se

tool on the system that allows the non-~ employees tor conduct

‘UNCLRSSIFIED//FOVS

. There'is a
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searcties to. retrzeve'documents on their portion of the system
That'. search tool had: a security vulnerability, now ramedied,
that could be exploitad to allow non-employee ™ breach the
flrewall“and -retrieve- décuments on-the Jpart-of” thefsystem tc
which they were not authorized .aCCess. - AR incamplete audit-
indicates that at least one non-employeé exploited that.
vulnerablility to. retrieve a numbe; ©of. CIR documents: on the

" poxtion;iof the syatem to which he“ox she did. not havezauthori e -

‘address bar, the individusl .could gain access to the doC

access,

{U//FCU0)- The information made available to me indicates
that in the- November 2010, timeframe, the non-employee conducte
a search that:appeared intended to resch -into part of - the
computer gystem to which the non- employee did not have
authorized access.. In such a circumstance, the.gystem was -
designed to bring up on the workstation screen a page ‘that.
advised ‘the non~employee was not authorized -to access. that
document.' This page, . however, had the. security vulnerability .
that has since been discovered and remedied. The. securit3 EY
vulnerability .was that:.the page also contained.:a “URLY th: .

indicated where the document.was located on, the systam and 1f in _ B

individual copied the URL and pasted it dnto the browser sg;

copy it, bring that -copy ‘across the firewall, and. paste’ it into
a folder on his or her:side of the firewa¥l. The- informatzon
made available ‘to me indicates the non~amployee*cop1ed the URL,
pasted it directly into the browser’s address bar,. .and accessed

the documant.

(U/f?ﬂﬂe¥ The. information ‘made available to me»furtner
indicates that this non-emplovee repeated this activity numerous
times in order to access, ‘copy, and bring across the fikewall -
CIA doCuments :to which he or she did not have authoxized access
If the system worked as designed, on each- occasion, the non- :
emplcyee. would have received on' the workstation screenEa“ age”
informing him..or her that he or she dig was not authoxized to ..
access the document. “This non-employee copled ail.of’ these )
documents into a file or folder on the portion of-the. system to
which he or she:had authorized access Thereaftei, at.least,
four other non~amployees accessed and f nted thasa CIA. )
documents on multiple. occasions, It is not clear. whether any of )
these other four non—employees may. also have exploited the

gecurity vulnerability

2

UNCLASSIFIED/FO¥O~
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AUZ/PGU0)  ‘Some or 81l of: the documents accessed by

exploiting the secyrity vulnerability.contalned the: following
Banner: L C . o

(U//IWOJ Thia clasaified documéent. was preparéd .by tbt CIA
Di.recto.r’s ‘Raview Group for Rendition, Detentlion, . and Incerrogation
(BRG-RDI} for. DRG-RDI'S intemal discussiop purposes and, should not
be used. for any other‘puxpose, nor may it be. distribqted nithout
express pexmiasioo from DRG—RDI or CIA’S Ofﬁice of General Counsei

-fsensitlve sourcea and.matbods, which -pay inclode, but ma; .not ‘be
‘.limited .to, HUMINT, SIGIM’, :intelligenca assets, ot}:er Us .

Goverhment ‘agencles, and/or foreign governments-and. .Z.i.aison .
services, and must be handled accordingly. This.document-also
contaius mpaterial pzotected by the attorney-client and attorney
work-product privileges. : Furthermore, this document constitutes’
deliberative work product, protected by the delibemtive-—process
privilege, and is not a final, cenclusive, complete,, or
comprehensive analysis of* DRG-RDI or CIA. Rather, it-was oreated

to gult the.néeds of DRG-RDI, in .support of infomi.ng senior Agency-

officer.s abput- broad policy issues. While every effort was madeito
ensire’ this document *s. -accurdacy,. It méy contain .inadvertent errors.
For this :eason, rand because this document salectively snmmarizes,
draw.s ‘Anferences frem, or omits: infomacion from the. sources i £.3
cites, it should not be: reiied upon by persons outside DRG-RDI.

{O/7FOHQ) At the request of the Director of:the ClA, ‘the.

CIA Inspector General (IG) opened .a. review into the actions of -
CIA employees: who discovered the above information. Opn.30 :
.January 2014, representatives of the IG discussed with. the,
Criminal Division’s Computer Crimes and Intellectual Property
Section {CCIPS}, information concerning possiblé violations. of .
Title 18 U,.S8:C. §§ 1030 and 2513 by CI& employees. on, <.~

3 February 2014, the CTA IG’s office issued crimes: reforra’
2014-11718. £o“CCISP based. in:part on ‘those discussion The' G
did not include in his crime-referral any information regarding
the potential criminal viclation by the non-amployees, deferring :
to the Agency to determine whether the information’ available met
the standard to issue a.crimes report on the non*employees.:: '

(U//FOBQ) As the Acting General Counsel, that

determination was my responsibility under the MOU. . As noted
above, I have. determined there ‘iz a reasonable basis to conclpd

3
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that a violation-of 18 U.8.C. § 1030(a)(2) {B), a specified
Federal criminal law, ‘has occurred.

copy te: Inspector ';Gége;,ra'l :

4
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January 15527, 2014

The fojlowing.is anoutliné, and-dogs not purport to be- complete.

'ByJan. 9, 2014, 1 had developed reason to believe that the SSCE staff perfonnmgthc RDI

‘Teyiew, had-obtained unauthorized access to-classified,’ draft, pre-decisional, privileged .
“documents resident on;the Agency “side” of RD] Net. I-was-aware of éxplicit admissions
- from staff that thev'“knew:something” about the documents (inchiding s comment made -
,bystaﬁ'membct _EﬂCamlmeKmss oonﬁnnanonhcanngtothecﬁ'ectthathe

. ,statementsbymembers of thc SSCI to the effect that they had seen the documents
" Moregver, Imremmdedbymysmﬁ'thaﬂhmhadoncebma“holc or breach in the

firewall dmdmg the SSCI side from the CIA side of RDI Net (discovered in 2012). At -
that time, when confronted with a document that should not have been in their. -

: possass:on,SSCIsmﬁ'mcmbctshadasmnedmcthmmeydid not insppropristely access.

any other documents on the Agency side.’ By January 9, my staff had conducted & check
of our Jogs that chronicle documents the Agency had appropriately provided to-the SSCI

-and found no SRT documents referenced within them. Asaresult,lhadgoedmason 0

believe that Comnmtee staffs’ 2012 assurance was a misrepresentation. - -
Iam ulumatcly responsible for ensuring the security of RDI Net system-—-a CIA owned =

“anid operated System, located ina CIA facility and subject to CIA regulations and -

.applicable US laws. rcgardmg classified information—and for mainitaining the safety of

-scnsmveCIAreeordsplaceduponlt. Asaconsequancc,laskedﬂpmfesmomlsmihm v
. the Office of Detainee Affairs (ODA)to determing whether the SRT docurdents wete:

present on the SSCLside of the systém. In so doing, 1 carefully considered what was: -
known.to me regardmg the Agency’s historical representations to and sgreemerits with -
the SSCI concerning the general-principle of refraining from accessing the SSCI side of |
the system. ‘Those representations included an-explicit reservation of authority for
Agency 1T officers to access the: SSCI side to address precisely these sogts of situations. |
was aware that SSCI steff had been briefed on the fact that the Agency would: conduct
sectirity. monitoring of the system. | also was aware that Agency IT officers had -

repeatedly utilized this authority to confirm that documents had been appmpnately
placed on the SSCI side of the system, & practice that SSCI bad kaowledge of and fully

and repeatedly Sonsented 1o, 1 was mundful that Director Panetta, and others, had clearly
stated-to the SSCI that our-respect for-their sibstantive privacy did-not mean that we were
abandoning Gur right to administrative access or an audit capability to ensure the security. | -
of the system and to protect CIA information, the latter an obligation imposed by statute.

As a:consequence, | did-not interpret any representation o SSCI as requiring that we turn

@ blind eye.to possible vwlzmons of Agency regulations or federat law. To the contrary

! SSCI réferved to fhe d@msm.a&m@‘.‘i‘mcm Review,” but the Agency has historically refe:md tothem . -
a8 WCRs ("weskly casereports™) or SRT (Strategic Review Team) documents.
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amy undersmndmg from: my ﬁm days with:the Agency, wilen 1 was pwmdeu with :
- briefings on:the SSCI review process by Agency officers, including security; office.. wiis
. that T hiave an affirmative-obligation to take steps—including _ of the. sysmm—to

*ensure the i mtegnty of that. system and to.protect classified- matenni.s

, : Pe:’hxps most:imponiantly, i txwas my understanding of agreemenw between the -

‘ ' ‘Commiittee-and the Agency that restrictions on:Agency ‘access tothe SSCLside vcrc;
‘inteaded to:preclude the Agency from condueting: ‘substanfive: Teviews of- the:Comm; g’ S
work product, notifrom ‘condusting normal administrative and secunty-mlated Huncy

- 1.ensured that this particular administrative:action would be-extremely narow,: Himited to
a sunple identification of the pwsence of pamailar Cld dacumeurs, not S8CIL: matena!s I

fashion. | gave- cxphcrt d:recuons !Imt the officers were to search only for-the SRT
documents. They were not to search for or access -any other documents, nor md 0L
review the SRT documents, but simply to determine whether they, were present on- the
system. The review was purely in the manner of an audit, with-ho:substantive 1éview: of
any document or Commitiee work product.

_ Latertlmtday, l wag mi'ormed thm our IT oﬂioers had dé'ternnned the Agencj' 5.

.....

O the ¢ s:a;me dayL *mformedme thaf had duscussed ‘this issuet watb the

colleaguﬁ to attempt to- venfy the nature- of the documents§“ 8Dd I“-“"kly
reported ﬂf, """"""" @T_ked at'the first page of 2 handful ‘of the dacuments and conﬁrm*"

..‘.. ety = a1l

been authonzod 10 receive.. mformed me that)  |did: ot md aﬁy of the
documents, but merely loo@ ‘at the front page formas ofa few 1o seg'if they possmsec
the same warning banner, draft demgnanon., format, etc., as the SRT dochments 'L -

" informed: ‘'of this confirmation, - L

Late in the afternoon of Jan. 10, 2014, Irecewedarcportofﬁndmgsﬁ'om -
md:c.almg that five'SSCI staff members had accessed the documents): begu.u D vthe ﬁﬂl
of 2010 and concluding in the falk of 2012, about the time the “bote” in the RDF Ncl

firewall had bccn dxscovemd . The staff members had accessed th:: docmncms ﬁmusam
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mththeCommmaeorthc W&andhcduocwdmcmpmsueaﬂ avmlab}eophonsto
determmehowthedowmentscameto baon:he SSCI s:deofthe system,asanecessary

S

achlcvcd acccss to the documents

Saturday aﬁemoon, Jan. 11, I took a call at home from the Director, who mformed me
that he bad discussed the possiblc security breach with WH COS.Denis, McDunnugh

Thé Director reiterated his desire to inform the Hill of the breach as. soon sa.possxble, -and
emphasized that I was to use whatevcr IMEANS NCCESSary to answer the question of how-
the documents arrived on the. SSCI side of the system so that his communication with the
Hill could occur. I viewed those instructions, as guthorizing me to gather, the necegsary
Agency personnel and components who would normally be involved i in such 0. cﬁ"orL
He also tasked me to generate a set of draft talking points for that meeting with
Commitiee ieaderslnp I cautioned that discussing this matter with the WH, at this stage,
was problematic, as-it could later be viewed ag WH interference in o potential criminal
imvestipation. He thanked me for my efforts, and reiterated that he wanted answers: as.
s00n as possible.. mwung days, not weeks. .

feic,) | DIOPA, DIOCA,and. others.
atteud—éd bncﬂy Dunng tLE“ﬁEEﬁuTl‘descﬁbcd 2he events 0. date aud the

the sort of forensic work neccssary Ito answer the DCIA’s. gugsngn m@ermng the
provenance of the SRT documents.  CIC explained howt ‘would he able to.
perform the wark, No one in, attendance voiced any objection to stﬂkmg on. the
assignmet; indeed, there Wwere upanimous expressions of. support {0 the proposition that.
the Agency needed to determine whcthcr the documents had been. intentionally taken or:if
there was some more ipnocent explanation for their presence on the SSCI side, prior, to
discussing the matier with the SSCI. 1 advised that the matter should be:placed under the
control of the. Office of Security. 1 also stressed that this work should be done mtbmn
reference to the coment of any documents on the SSCI side; that no mbstannve Teview, of

in otder to conduct thS N m:uvlty

Later thm evening, the aforementioned group met with the Director to-discuss: atatiy
efforts to, determine the provenance of the documents. Before we could begina
substantive discussion, the Director expressed irritation that:CIC was involved in the-
effort, stating that the “optic” of CIC perfarming the. ... work wiis poor. Several

.......................

E'1.11;1'6:{:101' oy vxew that thc ‘conduct in question could be cmmnn], and that the

Agency—based solely on its.current understandmg, that upauthorized docummts exxstod .
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on the S5CI side of the system and had been repeatedly accessed—hed an obligation to

 answer the question of whether there had been a security violation or a potential violation

of law that should be referred to the Department of J%!shce Nevertheless, he ordered a

...............

“pause”inthe work being conducted b;fI and stated that it was necessary to

consnlt with the' WH on next steps. Moreover, he expressed his intention to discuss the
matter with Committee leadership the next day.

e o

weretoorderthcmquuy stopped, it could constitate an act in ﬁmheranccofobstrucuon
of justice. At the least, it could be interpreted that way by Congressional critics and the
press, Merely consulting with the WH would place the Director in a bad light, making it
appear that he was politicizing a potential criminal matier. I also repeatedty counseled
that informing Committee leadership of the potential breach at this stage would result in
the potentiai targets of the investigation—SSCl staff—being informed of the
investigation, and would permit them to *‘get their story straight” prior to being
mtermewed by Agency security officers or law cnfomcmcnt, s practice that would not be

placed under the auspices of the Office of Security and thaf bS determine next steps,
be they to continue the review or to refer the matter to the Departmcm of Justice.

Following these events, I received an e-mail on AIN from _ praisingmy
work, and asking me to come see the Director so hé could tell me how much he Se— .
appreciated my efforts. I attempted to decline, noting that it wasn't necessary, bma '

insisted.

At 3:30 on January 16, I was asked to come to the Director’s office. The Director said
he understood I was concerned about events relating to this matter. Referencing the
meeting on the evening of January 13, he said he could come off as “brusque”™ but that he
hoped he badn’t offended me. He went on to say this was a difficult matter, but he was
the Director and had to make a decision about the proper way to proceed. He said he
appn‘:cmwd my advxce, fully supported all my actions in this matter, and urged me to be
proactive in coming to him with future concerns—directly tfnec&esary rather than
through staff. I thanked him for his consideration in bringing me in, but noted that any
discomtfort ] had concerning this matter was not related to his demeanor at the January 13
meeting, but rather stemmed from a concem that I had not adequately or with sufficient
force conveyed what I perceived as the Jegal risks inherent in his chosen course of action.

He asked me what he should do going forward and I made three recommendations:
Provide DS with written instructions fo carry out a review of this matter using all
available means at her disposal, and to arrive at a recommendation “without fear or
favor”; to refrain from further discussions with the WH until such time as the facts were
known; and to contact FBI to let them know of the potential breach—noting that the facts
are incomplete and that it could turn out to be a matier of little consequence—but to
inform the Bureau of the actions that had been taken and to accept help in conducting the
forensic work if offered. The Director thanked me and noted that these all seemed to be
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good ideas, and that he would pursue them. I again thanked him for his thoughtfulness.
The conversation was cordial throughout.

Addendum re Feinstein letter of January 23, 2014

1 share a few thoughts about Sen. Feinstein's letter—in particular, it’s most iraportant
implicit assertion, that the Agency is not permitted 10 access the SSCI side of the CIA
system for purposes of security monitoring and to ensure the safety of classified
materials,

That assertion is simply incomrect. Throughout the life of the SSCI review CIA has in
fact performed security monitoring and exerted compliance controt over RDI Net,

. inciuding on the SSCI side of the system. The Agency monitors the entire system as it

does all CIA systerns, and SSC] awareness of this fact is reflected in the security
warnings and disclaimers that SSCI staffers sec as they access their side of the system,

: The security briefing provided 1o SSCI staffers makes it clear that such monitoring /

......... =

was to be expected.

Of course, it must be so. After all, SSCI has never attempted to exert any sort of security
protocols or monitoring over the system. To my knowledge, no SSCI security officer has
ever accessed the system or requested permission to do so. If SSCI is right in claiming
that C1A lacks the authority to maintain security of the system and its compliance with
Agency regulations and applicable law, then we have created a system in which no one
has that responsibility. Even the Director lacks the authority to establish a system for
maintaining extremely sensitive, classified documents and exempt it from all security
monitoring and compliance.

In point of fact, of course, DCIA Panetta did not purport to do so here, While SSC]
asserted the right to complete hegemony over its side of the system, the Agency did not
accept that demand. The Committee cannot establish otherwise by repeatedly citing its
unacknowledged and unapproved assertion of complete control. I am told that like many
issues of coniention between the Agency and the Committee (such as the ultimate
ownership of the documents being provided to the SSCL, which the Committee still
claims should be given over for permanent storage on the Hill following conclusion of
the Review) Agency leadership at the time chose to defer “open warfare” over the issue
of security by not making it an explicit provision in letter exchanges between the Agency
and Sen. Feinstein. But at no point did the Agency abdicate its responsibility to maintain
secarity over the system—and my own view is that, in any event, it could not have
lawfuily done so.

Finally, and perhaps of greatest significance, the "stand alone” nature of the system was
only important, as the letter from Sen. Feinstein explicitly admits, "because it was
recognized to contain SSCI work product.” The preliminary sudit conducted in this
instance, which took place because there was a reasonable basis to believe that a violation
of regulation or law had occurred, did not involve the review of any work product. It was
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solely focused on determining whether CIA documents—resident on a CIA owned and
operated system, housed in a CIA fecility and entrusted to CIA officers for management
and security--which had not been authorized for passage to the Committee had been
accessed by the SSCI staff. No substance was reviewed, no documents were moved or
altered, and no substantive information was gained.



C06274838

IAPPROVED FOR
REIEASE DATE;

14-Jan-2015




