U.S, Department of Justice

Office of Privacy and Civil Liberties

Telephone: (202) 514-0208 Washingion, D.C. 20530
PRIVACY AS :NT D ATION
To: Initial Privacy Assessment Contact
From: Kirsten J. Moncada, Director J7 G/ KN
Date: NV 12 209
System: Laboratory Information Management System (LIMS) Test

OPCL Case Number: 207

Please be advised that the Office of Privacy and Civil Liberties (OPCL) has completed its
review of the Initial Privacy Assessment (IPA) for the LIMS Test.

Based upon our review of the information that you have provided on behalf of the Drug
Enforcement Administration (DEA), we have determined that this system does not require any
further privacy documentation at this time. Should DEA decide to conduct further testing or
implement this system in the future, such testing or implementation should be addressed in a
subsequent IPA and submitted to OPCL prior to testing or implementation of the system.
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U.S. Department of Justice

Office of Privacy and Civil Liberties

Washington, D.C. 20330
Telephone: 1202) 514-0208

MEMORANDUM

TO: Preston L. Grubbs, Chief Information Officer
Senior Component Official for Privacy
Drug Enforcement Administration (DEA)

FROM: Kristi Lane Scott, Deputy Director M,

SUBJECT: Initial Privacy Assessment (IPA) Determination
Component: DEA
System Name: Laboratory Information Management System (LIMS)
OPCL Number: 15-871]

Please be advised that the Office of Privacy and Civil Liberties (OPCL) has completed

review of the above-captioned IPA.  Based upon the IPA and supplemental information prg
by the DEA we have determined that:

1. Pursuant to the privacy provisions of the E-Govemment Act and OMB's implem
guidance (M-3-22), the DEA must complete a privacy impact assessment (PIA) for this sys
(Information on how to complete a PIA, along with the DOJ PIA template, can be found on
OPCL's website at http://dojnet.doj.pov/privacy_resources/index.php.) A draft PIA should b
submitted to Robin Moss at Robin Moss@usdoj.gov within three weeks from the date signe
above by the Director of OPCL. '

vided

nting
m.

e
d

2. This system constitutes a system of records under the Privacy Act and accordin

ly

must be covered by a published system of records notice (SORN). OPCL concurs with the) DEA

that L]MS is covered by Justice/DEA-008.

3. Please note that if this system requires security certification and accreditation (CfA)
from DOJ's Office of the Chief Information Officer (CIO), the system manager/owner should now

upload a copy of this determination memorandum to the CIO’s Cyber Security Assessment
Management (CSAM) C&A Web tool on DOJNet. The uploaded determination memoran
marks the completion of the IPA process in C&A Web.

d
um
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L.S. Department of Justice

Office of Privacy and Civil Liberties

Washington, D.C. 20530
Telephone: (202) 514-0208

MEMORANDUM
TO: Preston L. Grubbs, Assistant Administrator
Operational Support Division

Drug Enforcement Administration (DEA)

FROM:  Kirsten J. Moncada, Director 3YC. 11| % 1)
Office of Privacy and Civil Liberties (OPCL)

SUBJECT:  Initial Privacy Assessment (IPA) Determination
Component: DEA
System Name:  DrugSTAR
OPCL Numbcr; 288

Plcase be advised that OPCL has complcted review of the captioned IPA. Based upon the
[PA and supplcmental information provided by DEA, we have determined that:

1. Pursuant to the requirements of the E-Government Act and OMB’s implementing
guidance (M-3-22), the DEA must complete a privacy impact assessment (PIA) for this system.
(Information on how to complete a PIA, along with the DOJ PIA template, can be found on
OPCL’s wcbsite at http://doinet.doj.gov/privacy resources/ind .php.} When completed, the
draft PIA should be submitted to Robin Moss at Robin. Moss/@lusdoj gov.

2. This system does not constitute a system of records under the Privacy Act because no
infommation about an individual is retrieved by a personal identifier at this time. If DEA
contemplates changing DrugStar to retricve information about individuals by personal identifiers.
it will nced to conduct a new LPA to determin the Privacy Act’s application of DrugStar at that
time,

Please note that if this system requires securily centification and accreditation (C&A)
from DDOJ’s Office of the Chief Information Officer (CIO), the system manager/owner should
now upload a copy of this determination memo to the C1Q's Cyber Securily Assessment and
Management (CSAM) C&A Web tool on DOJNet. The uploaded determination memo marks
the completion of the [PA process in C& A Web.
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; % 1LS. Department of Justice
5N

o 8.
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g Ottice of Privacy and Civil Liberties

2

Wenhagian, D C 20330
"'-y’rL’PJHHh' (202) 31462008

MEMORANDUM
TO: Preston Grubbs
Scnior Component Otlicial far Privacy

Drug Entorcement Administration (DA

FROM: Kirsten J. Moncada, Director TYC oy £IM B3| 11

Oftice of Privacy and Civtd Liberties {OPCL

SUBIECT:  Initial Privacy Assessment (IPA) Determinnion
Component: DEA
Svstem N Fechmical Equipment Inventory System Web Application

CTE S wem
QPCL Number: 9-199

Please be advised that OPCL has completed review of the captioned 1PA. $3ased upon the

P and supplementad information pravided by the DEA_we have determined that:

L Pursuant to the privacy provisions of the E-Government Act and ORI3 "< implementing
puidance (M-03-22) no privacy impact assessment is required for this ssstemt bevause it relates

W mternad govermment opecations.

2. The sy stem does not constitute o “system of records”™ under the Privacy Act. and 1hus.

does not require a Privacy Actsystem o records notice (SORN).

Please nete that 1l this system requires security certilication and acereditation (C&A)
from DOJ’s Office of the Chiel Intormation Olticer (CTO). 1he sy stem numager:owner should
now upload a copy of thiy deteemination memo to the CIO s Cyber Security Agsessment andd

Management C&A Web ol on DOINet The uploaded determinaion memo marks the
completion of the PA process in C&A Wb,
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U.S. Department of Justice

Oftice of Privacy and Civil Libertics

Telephone: 2025 314-0208 Washington. D.C. 20530
MEMORANDUM
TO: Preston Girubbs. Assistant Administrator. Operational Support Division

Scninr Component (tticial tor Privacy
Drug Enforcement Administration (DEA)

FROM: Kirsten J. Moncada. i)irccmrl!‘fﬁ;[ Yom QP"‘HJ’Z./

Oftice of Privacy and Civil 1 ibertics (OPCT)

SUBJECT:  Initial Privacy Assessmient ([1PA) Determination
Component:  HDEA
System Name: fetigence Program Career Tracking (1°C 1)
OPCL Number: 10-234

Please be advised that OPCLL has complewed review of the above-captioned [PA. Based
upon the (PA and supplementat intormation provided by the DEAL. we have determined thnt:

L. Purston to the privaey provisions ol the E-Government At and OMI3's
impletenting gutdanee (M-03-22), 4 privacy inpact assessment (PEA Y is not required for this
systent because it relates 1o the internal operations of the covernment.

2. This system constitutes a sy stem of records under the Privacy Actand aceordingly
must be covered by a published system ol records notice (SORN), DPCLL concurs with the DA
that the records inthis system are covered by OPM-GONE-1. General Personnel Records. tand
potentially other OPM government-wide systems ol records depending upon the panicular uses
of the sysiom intormatian).

3. Asitis appropriane. at points of collection where employees can enter inlormation
about themselves direetly into the system. the OEA should ensure that the ecmployvees are
provided un appropriate Privacy Act notice as required by subsection {o}3) of the Privacy Act.

Please note that if this system requires seeurtiy certilication and accreditation {C&A)
Irom DOI's Office of the Chiel mlormation OlTicer (C10O), the svstem managerfowner should
now upload a copy of this determination memo to the C107s Cyber Sceurity Assessment and
Management C&A Web tool on DOJNet. The uploaded determination memo marks the
completion of the IPA process in C&A Wb,
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U.S. Department of Justice

Office of Privacy and Civil Liberties

Washingtan, D.C. 20530
Telephone: (202) 514-0208

MEMORANDUM
TO: EEEFNEIG), Office of Information Systems

Drug Enforcement Administration (DEA)

A T N(IC)R. Office of Information Systems
DEA

FROM: Kirsten J. Moncada, Director TY& 3[2§ I'l
Office of Privacy and Civil Liberties (OPCL)

SUBIECT:  Initial Privacy Assessment (IPA) Determination
Component: DEA
System Name:  Facebook account
OPCL Number: 418

Please he adviscd that OPCIL. has completed review of the above-captioncd IPA. Based
upon the IPA and supplemental information provided by the DEA, we have determined that:

1. Pursuant to the privacy provisions of the E-Government Act and OMB's
implementing guidance (M-03-22 and M-10-23), no new privacy impact assessment (PIA) is
required for the DEA’s use of Facebook because the use is covered by the Department-wide PIA
[or Third-Party Soctal Web Services.

2. The DEA’s use of Facebook docs not constitute a system of records under the Privacy
Act.

3. In accordance with OMB’s guidance (M-10-23), the DEA must provide a privacy
notice on its Facebook page. Should you have questions about the privacy notice, you may
contact Joseph R. Lullo 4t Joseph.R.Lullo@usdoj.gov.

Please note that while this IPA is now considered complete, any other documents
required by the Department’s Web 2.0 Policy Working Group must be completed in order to
finalize the DEA’s Web 2.0 application. Should the DEA have any questions regarding the
Department's Web 2.0 application process, please contact the working group at
Web2.0Policy Working Group@SMOIMD.USDOJ gov. Further, if the DEA decides ta

significantly expand or modify its use of Faceback beyond the terms of the above-captioned [PA,
it must so advise the Web 2.0 Policy Working Group for approval of such proposed expansion ot
modification.
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@ U.S. Department of Justice
Office of Privacy and Civil Liberties

Washington, D.C. 20530
Telephone: (202) SI14-0208

MEMORANDUM
TO: AR FN(I(E)], Office of Chief Counsel

Drug Enforcement Administration (DEA)

FROM: Kirsten J. Moncada, Directors ¥C ¢ KIM yjzolio
Office of Privacy and Civil Liberties (OPCL)

SUBJECT: Initial Privacy Assessment (IPA) Determination
Component: DEA
System Name:  Automated FOIA Processing System (AFPS)
OPCL Number: 191

Please be advised that OPCL has completed review of the captioned [PA. Based upon the
IPA and supplemental information provided by the DEA, we have determined that;

|, Pursuant to the requirements of the E-Government Act and OMB’s implementing
guidance (M-3-22), a privacy impact assessment (PIA) is required for this system. DOJ’s Office
of Information Policy (OIP) is currently drafting a PIA to encompass the various FOIA
processing systems of all DOJ components; therefore, DEA is not required (o dreft a separate
PIA for AFPS. OPCL will notify you when the PIA is approved.

2. This system constitutes a system of records under the Privacy Act and accordingly
must be covered by a published system of records notice (SORN). OPCL concurs with DEA that
AFPS is covered by DOJ-004 (Freedom of Information Act, Privacy Act, and Mandatory
Declassification Review Requests and Administrative Appeals for the Department of Justice).

Please note that if this system requires security certification and accreditation (C&A)
from DOJ's Office of the Chicf Information Officer (CIO), the system manager/owner should
now upload a copy of this determination memo to the CIO’s Cyber Security Assessment and
Management (CSAM) C&A Web tool on DOJNet. The uploaded determination memo marks
the completion of the IPA process in C&A Web.

Page 17



U.S, Department of Justice

Office of Privacy and Civil Liberties

Washington, D.C. 20530
Telephone: (202) 514-0208

MEMORANDUM

TO: Preston L. Grubbs, Assistant Administrator
Operational Support Division
Senior Component Official for Privacy
Drug Enforcement Administration (DEA)

FROM: Kirsten J. Moncada, DirectorJYQ for <M "‘ (oo

Office of Privacy and Civil Liberties (OPCL)

SUBJECT:  Initial Privacy Assessment (IPA) Determination
Component: DEA
System Name:  U.S. Department of Agriculture (USDA)

National Finance Center (NFC)
Human Capital Management System (EmpowHR)
DEA Implementation

OPCL Number; 257

Please be advised that OPCL has completed review of the captioned IPA. Based upon the
IPA and supplemental information provided by DEA, we have determined that:

1. Pursuant to the requirements of the E-Government Act and OMB’s implementing
guidance (M-3-22), a privacy impact assessment (PIA) is required for this system. OPCL
understands that, in NFC's view, the NFC PIA for EmpowHR (June 2009) covers this DEA
implementation, and that NFC will be revising the NFC EmpowHR PIA to make this clearer and
lo encompass any new functionalities to be incorporated in the DEA implementation. Subject to
this understanding, OPCL concurs with DEA that the NFC EmpowHR PIA covers the DEA
implementation and that DEA need not complete a separate PIA. (We note that this coverage is
further supplemented by the NFC PIA for the NFC Payroll Personnel System (PPS) (June 2009)

which already contains data on DEA personnel and for which EmpowHR acts as a front end
interface.)

2. This system constitutes a system of records under the Privacy Act and accordingly
must be covered by a published system of records notice (SORN). OPCL concurs with DEA that
the employee and applicant information encompassed by the EmpowHR IPA is covered by the
government-wide SORNS for federal personnel records established by the Office of Personnel
Management (OPM/GOVT-1, OPM/GOVT-2, OPM/GOVT-3, and/or OPM/GOVT-5). (To the
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Memorandum to P. L. Grubbs from K. J. Moncada Page 2
Subject: [PA Determination: NFC EmpowHR; DEA Implementation

extent that any DEA records in EmpowHR might also include payroll information, that
information would be covered by JUSTICE/JMD-003, Department of Justicc Payroll System.)

3. The Office of Managcment and Budget (OMB) has directed agencies to review their
use of social security numbers (SSNs) in agency systems and programs to identify instances in
which collection or use of the social security number is superfluous. While reference to SSNs
may still be necessary in federal HR systems, OPCL niotes with appreciation that the DEA [PA
indicates that DEA anticipates reducing SSN usage by creating a system generated unique
identifier for persons within EmpowHR. DEA is requested to provide OPCL with an addendum
to the IPA detailing 1) how and when the alternative identifier will be implemented, and 2) the
protections and access limitations that will be accorded to $SNs in the system.

4. DEA is also requested to identify any instances in which individuals (including DEA
employees and applicants) may directly input information about themselves into EmPowliR,
assess whether in such instances the individuals will be provided the information required by
subscction (e)(3) of the Privacy Act, and effect such changes as may be required to ensure that
the requisite information is provided in such instances. In the addendum to the IPA, please also
detail the results of these actions and include copies of any applicable (¢)(3) statements.

5. Finally, DEA is requested to coordinate with its records management office and with
the NFC to clarify 1) which of the PII collected, maintained, or disseminated by the DEA
EmpowHR implementation will be considered to be DEA records and which will be considered

to be NFC records, and 2) how long the Pl will be retained. Please include the results of these
clarifications in the addendum to the IPA.
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@ U.S. Department of Justice
Office of Privacy and Civil Liberties

Washington, D.C. 20530
Telephone: (202) 514-0208

MEMORANDUM

TO: EIANN(I(S)), Office of General Counsel
Drug Enforcement Administration (DEA)

FROM: Kirsten . Moncada, Director 3¥¢ Fov KM 4lis1D
Office of Privacy and Civil Liberties (OPCL)

SUBJECT: Initial Privacy Assessment (JPA) Determination
Component: DEA
System Name:  Intelligence Personnel Locator System (IPLS)
OPCL Number; 228

Please be advised that OPCL has completed review of the captioned IPA. Based upon the
IPA and supplemental information provided by DEA, we have determincd that:

1. Pursuant to the requirements of the E-Government Act and OMB’s implementing
guidance (M-(3-22), no privacy impact assessment is required for this system because it relates
to internal government operations.

2. This system constitutes a system of records under the Privacy Act and accordingly
must be covered by a published system of records notice (SORN). OPCL concurs with DEA that
IPLS is covered by DOJ-014 (Employee Directory Systems for the Department of Justice).

Please note that if this system rcquires security certification and accreditation (C&A)
from DOJ’s Office of the Chief Information Officer (CIO), the system manager/owner shoutd
now upload a copy of this determination memo to the ClO’s Cyber Security Assessment and
Management C&A Web tool on DOJNet. The uploaded determination memo marks the
completion of the IPA process in C&A Web.
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U.S. Department of Justice

Office of Privacy and Civil Liberties

Washington, D.C. 20530
Telephone: (202) 514-0208

MEMORANDUM
TO: IHEINBIA), Office of General Counsel,

Drug Enforcement Administration (DEA)

FROM: Kirsten J. Moncada, Director JNC fov” KOM Sp|10
Office of Privacy and Civil Liberties (OPCL)

SUBJECT: Initial Privacy Assessment (IPA) Determination
Component: DEA
System Name:  Nationwide Video Network System (NVNS)
OPCL Number: 193

Plcase be advised that OPCI. has completed our review of the captioned IPA. Based
upon the IPA (and supplemental information provided by the DEA during follow-up staff
coordination), we have determined that:

1. Pursuant to the requirements of the E-Government Act and OMB’s implementing
guidance (M-03-22), the DEA must complete a Privacy Impact Asscssment (PIA) for this system.
(Information on how to complete a PIA, along with the DOJ PIA template, can be found on
OPCL’s website at hup://10.173.2.12/privacy te s/in hp.) When completed, the draft
PIA should be submitted to Robin Moss at Robin.Moss@usdoj.gov.

2. Because DEA had not yet determined whether records will be retrieved from the
system by a personal identifier, OPCL could not make a determination whether NVNS
constitutes a system of records. DEA should address this issue with OPCL again when that
determination is made during the PIA drafting process.

Please note that if this system requires security certification and accreditation (C&A)
from DOJ’s Office of the Chicf Information Officer (CIO), the system manager/owner should
now upload a copy of this determination memo to the CIO's Cyber Security Assessment and
Management (CSAM) C&A Web tool on DOJNet. The uploaded determination memo marks
the completion of the TPA process in C&A Web.
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U.S. Department of Justice

Office of Privacy and Civil Liberties

Washington, D.C. 20530
Telephone: (202) 514-0208

MEMORANDUM
TO: Preston .. Grubbs, Assistant Adminjstrator
Operational Support Division

Senior Component Official for Privacy
Drug Enforcement Administration (DEA)

FROM: Kirsten J. Moncada, DirectorJYC. fav kI [0
Office of Privacy and Civil Liberties (OPCL)

SUBJECT:  Initial Privacy Assessment (IPA) Determination
Component: DEA
System Name:  Web OPR Case Tracking System (WebQCTS)
OPCL Number: 255 :

Plcase be advised that OPCL has completed review of the captioned IPA. Based upon the
IPA and supplemental information provided by DEA, we have determined that: '

1. Pursuant to the requirements of the E-Government Act and OMB’s implementing
guidance (M-3-22), a privacy impact assessment (PIA) is required for this system. QPCL has
received a draft of the PIA for WebOCTS and is currently in the process of reviewing the PIA.

2. This system constitutes a system of records under the Privacy Act and accordingly
must be covered by a published system of records notice (SORN). OPCL concurs with DEA that
WebQCTS is covered by DEA-010 (Planning and Inspection Division Records). While
modifications to this SORN are not now required, OPCL encourages components, as part of their
regular review pracess, to ensure that their SORNs provide the most complete and clear public
notice reasonably achievable. If additional information or explanation regarding the captioned
system would serve this end, then inclusion of such information or explanation should be
considered when DEA-010 is next revised. To that end, we would be happy to discuss with you
recommended modifications of this SORN.

Please note that if this system requires security certification and accreditation (C&A) from
DOI's Office of the Chicf Information Officer (CIO), the system manager/owner should now
upload a copy of this determination memo to the ClO’s Cyber Security Assessment and
Management (CSAM) C&A Web tool on DQJNet. The uploaded determination memo marks
the completion of the IPA pracess in C&A Web.
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LS, Department of Justice

Office of Povacy and Civil Liberties

Wuashangron, £.C. 20330
?c'!u’;)nulh" -".?U.:’) Ai=208

MEMORANDUM

TO0: Preston Grubbs
Senior Component Ofticial for Prisvacy
Drug Entorcement Administration (DA )

FROM: Kirsten J. Mancadks. Director
Office of Privacy and Civil Liberties (OPCL) 31 B0 | H

SUBIECT:  Initial Privacy Assessment ¢([PA) Determination
Compunent: DA
Syster Name: Firearms Qualificanion Uracking System (FAQTS
OPCE. Numiber:  10-232

Please e advised that OPCL has completed review ol the captioned 1PAL Based upon the
IPA and supplemental intorntation provided by the DEA. we have determined that:

E Pursuant to the privacy provisions of the 1-Government Actand ONB's
implementing guidanee (M-03-22}. na privacy impact assessment is required (or this svsiem
bocaase it relates o miernal government operations with respect o DI2A agents stationed abroad
and to forcign nationals (neither United States citizens nor Jegal permanent resident abens) acving
on behadt of DA abroad.

2. This system constitules @ sysiem ol reecords under the Privacy Act and. accordingly,
must be covered by a published system of records notice ISORNY. OPCLL concurs with the DEA
that FAQTS is covered by OPM/GONT-2 (Employee Perfornutnee File Svswem Records). While
madifications 1o this SORN are not now requited (o cover this sytem, OPCLL encourages
companents. as part ¢l their regular review process. W ensare that the SORNs that they rely upon
provide the most comptlete and clear public nutice reasenably achievable.

Please note that it this system requires seeurity eertilication and acereditation (C&A)
Irom DOX's Office of the Chiel Information Ofticer (CTOY. the svstem munagerfowner should
now upload a copy of this determination memo o the C1O™s Cyvber Security Assessment and
Management (CSAM) C&A Web ool on DOINet The uploaded delermination memo marks
the completion of the IPA process in C&A Web, ‘
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@ U.S. Department of Justice
Office of Privacy and Civil Liberties

Washington, D.C, 20530
Telephone: (202 314-0208

MEMORANDUM

TO: Preston Grubbs
Senior Component Official for Privacy
Drug Enforcement Administration (DEA)

FROM:  KirstenJ. Moncads, Director” YC 12)2:2f1i
Office of Privacy and Civil Liberties (OPCL)

SUBJECT:  Initial Privacy Assessment (IPA) Determination
Component: DEA
System Namc:  SAQS IWMS

QOPCL Nymber; 10258

Please be advised that OPCL has completed review of the above-captioned IPA. Based
upon the [PA and supplemental information provided by the DEA, we have determined that:

|. Pursuant 1o the privacy provisions of the E-Govemment Act and OMB's implementing
guidance (M-03.22), a privacy impact asscssment (PIA) is not required for this system because to
the extent that the system nominally contains information in identifiable form, it relates to the
internal operations of the government.

2. The system does not constitute a system of records under the Privacy Act as it does not
maintain records about individuals, and thus, no further Privacy Act documentation is required.

Please note that if this system requires security cetification and accreditation (C& A)
from DOJ’s Office of the Chief Informarion Officer (CIQ), the system manager/owner should
now upload a copy of this determination memo to the C10s Cyber Security Assessment and
Management C& A Web 100l on DOINct. The uploaded determination memo marks the
completion of the [PA process in C&A Web.
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