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1. Introduction

1.1 Background

U.S. Customs and Border Protection’s (CBP) “Traveler Verification Service” (TVS) offers a
process for compliance with the pre-departure clearance of passengers under the Intelligence
Reform and Terrorism Prevention Act. The TVS uses facial recognition software in a cloud
environment to match traveler photos taken at the airport with facial photos maintained in U.S.
Government holdings. Business sponsor participation in TVS is voluntary and is not mandated
by CBP. Furthermore, TVS is designed to facilitate business sponsor procured and maintained
infrastructure to efficiently and effectively fulfill the biometric exit requirement for in-scope
passengers. It shall not be the sole method of complying with this requirement. Through
partnerships with various business sponsors, CBP is facilitating a large-scale transformation that
will facilitate air travel, while making it more secure in fulfillment of DHS mission
responsibilities.

1.2 Purpose

The purpose of this document is to identify the business requirements for airlines and airport
authorities to participate in Biometric Air Exit.

2. Definitions

m........ ok Defimtlon R _i
| Declared Outage l " “There is a known outage to blometrlc matchmg systems
' Failureto Capture i Image capture was unsuccessful o
: Match o ~  Passenger phgtpﬁsucce_sﬁsfqlly matched to gallery N
Non match . Passenger photo did not successfully match to gallery I
11 _Exceptlon Processmg Requnrcd _ Passenger requires addltlonal verification
3. Business Requirements
This section describes the business requirements for Biometric Air Exit. The term ‘system’ in
Section 3 refers to any physical equipment and/or any interface associated to the Biometric Air
Exit process.
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epic.org

Reqmrement

ﬁThe busmess sponsor and its systems mtegrator must

"adhere to the requirements and timelines outlined in this . airport authority that facilitates the use of ;

1 document and the on-boarding guide below.

r

A busmess sponsor isan alrllne and/or

| the Traveler Verification Service (TVS)
ito implement Biometric Exit.

2 The busmess sponsor must return a signed copy of thlS

document s acknowledgement page. The
acknowledgment confirms receipt of the program’s
1 business requirements and records the business

! | sponsor’s agreement to comply with the requirements.

| Any TVS-related contract between a

. business sponsor and another

| organization (e.g., a systems integrator,

{vendor, or other third party) must contain
flow down language that ensures

; compliance with all relevant business

irequirements and technical reference

| guides

4| The busmess sponsor must prov1de the required power

The busmess sponsor and its systems integrator must
submit and receive approval for a proposal, which
incorporates the use of TVS. For approval, the business
1 sponsor is required to submit information including

schedules for development, network engineering,
testing, and deployment plans. In addition, the business
sponsor must provide CBP with the camera's

‘number, and ﬁrmware versnonmg

for use of TVS, as well as reliable and secure network

|access (e.g., high-speed internet and/or cellular).

,t

contams specific requirements. Any
.requrred infrastructure and equipment
'must be procured and maintained by the
; business sponsor and/or its vendor.

manufacturer information to include name, model, serlal

| The TVS Technical Reference Guide

contains specific internet requirements.
Cellular networks are also required to
:support CBP Officer mobile devices that
:will be used to perform exception
processing of travelers.

» Any photos taken to facrlltate TVS matchmg in any

The business sponsor and all relevant third parties (e.g.,
airlines and port authorities) must comply with
applicable DHS/CBP privacy policies and compliance

; documentation. Business sponsors and participating

; organizations should ensure their own privacy policies
tand notices are updated.

environment must not be stored and/or retained by the
business sponsor or its systems integrator/vendor. All

: photos must be immediately purged following

| transmission to CBP's TVS. The business sponsor's
‘system (including its systems integrator) must provide a
mutually agreeable method by which CBP is able to
audit compliance with this requirement.

EPIC-18-12-12-CBP-FOIA-20190710-1stInterim-Production-pt2

‘ fCBP will consrder requests by the
 business sponsor to retain the Advanced |

The TVS Privacy Impact Assessment
contains a complete list of applicable
privacy policies (e.g., posting DHS-
ibranded signs, distribution of tear sheets,
and facilitation of exemption processing
for opt-out and out-of-scope travelers).
This information can be found at:

| https://www.dhs.gov/publication/departu
{re- mfonnatlon-systems-test

| Passenger Information System Unique

! Identification Number and matching
iresult (assuming compliance with
{ DHS/CBP privacy requirements).
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: i s Requlrement e es oComm
1 l i Pursuant to thelr contractual or other business { As it pertains to the biometric exit .
. relationship with travelers, airline business sponsors irequirement, U.S. citizens, Canadian i

' may mandate that in-scope travelers provide a photo for }citizens, children, and the elderly are
i | TVS matching as part of their international departure ' currently out-of-scope. In the event that
| boarding process. The business sponsor must comply  |any of these categories of travelers

I | with the biometric exit requirement for in-scope |decline to be photographed (i.e., opt out
. jtravelers. Airline personnel boarding travelers should | from using TVS), the airline may execute
assist travelers in complying with the biometric exit | alternative manual processing. All other

l requirements. Any attempts to deceive the system (e.g., |foreign nationals are required to submit
! Ispoofing and intentional failure) should immediately be !their biometrics to the U.S. Government.
i Ireported to CBP. { Business sponsors are not mandated to
i collect biometrics if an in-scope traveler
Lo ‘ declines to participate in the biometric
| process. The airline should advise the
' itraveler of repercussions of not !
l ! complying with biometric requirements
i {(i.e., visa/ESTA revocation, etc.). In the
i ‘event that an in-scope traveler elects to
,not participate in a TVS enabled
P ! boarding process, the airline must notify
! CBP. CBP will respond as soon as

‘ l operationally possible. The airline may
choose to not board the traveler if CBP
:does not arrive in time to allow for a
!timely departure

rlmes must ensure all ﬂlght schedules and departure TVS is desngned to ensure gallenes are
' times are updated within the relevant systems as soon as lstaged and removed "just in time."
possible. { Therefore, if a flight is significantly
i delayed without a corresponding update

i with a new departure time, biometric exit
| processing/boarding may not be

i

available
13 For TVS performance standards the TVS Techmcal IThe TVS Techmcal Reference Gulde
Reference Guide contains requirements for system ‘ states “Reliable, high-speed internet

'access is required. A hard-wired
 connection is preferred, but high speed
!'wireless will be adequate if the
connectron can be made reliable.”

|
S ———— - ; — G UG S ___]
'
l

scalability, availability, and maintainability.

14 CBP must be allowed to review and/or audlt any code |
! encryptlons network connections and any other TVS '

* related techmcal specrﬁcatlons ]

l
! t ——

The busmess sponsor must post CBP approved srgnage
{ ,at locations proximal to collection of biometrics in order |
ito provide travelers notice that their photographs are

I being taken and for what purposes.

H
0

I
i
|
l
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Acknowledgment Declaration

L . acknowledge that I have received the Biometric Exit Business

Requirements Document (BRD) and Technical Reference Guide (TRG) on behalf of

__, and will comply with the contents.

Signature:

Name:

Title:

Date:
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