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1.0 Background 
In 2013, Congress transferred the biometric exit mission from the Department of Homeland 
Security (DHS) to the U.S. Customs and Border Protection {CBP}. Working in partnership with 
the air travel industry, CBP is leading the transformation of air travel using biometrics as the 
key to enhancing security and improving the entire traveler experience from curb to gale. The 
use offacial recognition technology as the biometric exit mechanism presents an opportunity for 
CBP and the Transportation Security Administration (TSA) to collaborate and work together to 
streamline and strengthen passenger screening operations. 

TSA's Office of Requirements and Capabiliti es Analysis (ORCA) and CBP's Office of Field 
Operations (OFO) is coordinating a facial recognition Proof of Concept pilot using CBP's 
Traveler Verification Service (TVS) at the TSA checkpoint. The TVS is a cloud-based facial 
biometric matching service that uses existing traveler data provided by airlines via the Advance 
Passenger In formation System (ArIS) to create temporary photo galleries for passengcrs on all 
departing and arriving U.S . flights. There will be three phases of the pilot: 

Q Phase I: Data collection in order to determine the feasibility of using biometric facial 
recognition technology for identity verification at the TSA checkpoint. 

• Phase II : Incorporate "no match" adjudication by CBP Officers (CBPOs) assigned to a 
TSA checkpoint and the use o f CBP's malch response to c1iminate the document check 

• 

The collaborative efforts between CBP and TSA support the ultimate goal of traveler facilitation 
with enhanced security. Biometric identity verification, once inlegraled into Secure Flight, has 
the potential to reduce the necessary number of TOCs and allows TSA to reallocate those 
resources to screening and behavior analysis. 

Z.O Pha.el 
On October II , 2017, CBP and TSA implemented a pilot in Terminal 7 at John F. Kennedy 
International Airport to evalu<l lc the usc of facial recognHion at the TSA checkpoint for identity 
verification. The pil ot lastcd for 30 days, through November 10, 20 17. The fi rst phase of 
the pilot focused on data collection to determine the feas ibility of capturing photos at the 
TSA checkpoint to biometrically identify travelers: on international flights . During Phase r, the 
TSA TOC captured photos of in-scope travelers_ The TSA document check procedures did not 
change. The TDC continued to check boarding passes and identity documents. If a traveler did 
not match a photo in the CBP-created photo gaIlery, no action was taken in real-time. There was 
no risk introduced because manual identity verification still occurred. CBP analyzed and 
evaluated photo capture, matching rate results, and "no matchesn after the encounter. 

Throughput the pilot, CBP processed 4,000 travelers identified as in-scope for biometric 
collection. In-scope travelers are comprised of international travelers falling within an age range 
of 14 to 79 . The Teclmical Match Rate (TMR) for Phase I of tbe pilot was _ at the 

W" IlNINCI..!J1IiI-doeun!lfM·!J.FOIHWf-lGIAb-US&ONL-Y-{FOUO).-tt__.._·iftr_ .. ioft·!heI1M)" " .... mpl·"-jIlIltIio-.. rease 111\ ~ .. 
Ille-FI«'dont$l'",nlOmtaliott-Act-{-s-tU£---5-Soi:~. Mndie<l. lI"lJrniIk4;diltlibulcd.~-in-tc«Ir"­

wAA·DepMlMfll-or·IIotMI~~iM-aNI·is-IIGI ·lOk-~IM4-~-oIIwf~ 
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threshold CBI' u t i l i ze~ lor biometric ex it al departure g<l1es. The image below depicts Ihe 
passenger process lor Phase I of the CBPn'SA pi lot. 

3.0 Ph~ISC II 
Phase II provides Ilil aVe nlll! lill" further eolillbOl";llion be twl;cn TSA und en]> 10 enhance security. 
('Ollt i Ilil ing Ihe TSA/C BI ' panncrship on biomelric iue ntity veri lienl iO I1 , CBP and TSA will 
dep loy Phase I I orthe pi lot al the Tom I3rad ley lntet"llil tionul Te rminal at Los Angeles 
Inlel"llilliOlla l Airport. The purpose orPhase 11 will be 10 collect additiona l data on Ihe feasibility 
o fhio illelrie nl eia l reeogn iliont celillo logy ror idenli ty veril iealiulI, as well as (est lhe senlabili ty 
o f the lccl1l1o logy hy deploying it 10 n larger clleek point. PIlase I I of lhe pi lot introd llces a CBPO 
r~"'I" \! lS(' \n ;\( I.iwlicilk Ilt) Illnl chcs, <.;xilm ining Ihc ilnpm:t of<:xCl:pl io ll proc<.;ssing fo r tra veler.; al 
Iht"·1 SA t:hcckpo inl that do not l11;1tch a photo in the ga llery. Add itiona lly, Phase II will 
dill1inale lhe need I~ , ,. t he Tn(' 10 Iltri"o rm a doellllleni ehed 011 illl in-scope travelers who are a 
n1:l \cl1 \(1 a photo in llle gallery, putent ially Ica(li ng tu e fli cieneies ;ltthe T])C dleckpoi nl. eH ]> 
<l UU TSA wi II tWVl: <I joinIIY-ilpprov ... d Siu ndard Operati ug Proccduro,:: (SOP) uoe ul11enl thul will 
dd;!il P,]sscl lger IlI"OC ... ~sillg iI( Ih ... TI)C. Phase II is currently planned to lau nch in August 20 1 H 
mltl \\j )l !"Im in it ia ll y lill" a period or]() dl]YS. Add itionall y, Pha se II processing will oce lli" at lour 
TIJl' pod iums, Wllich will operate Monday throu gb Fri day from 6: 30 a.m. to 10: 30 ;1.l11. boms. 
·I·he potential 10 expalld the number of TDC pod iums, the hours ofopcrat ion, and Ihe pilot's 
overall Icnglh will be revieweu by CBP and TSA based upon th ... initi,]1 operational resu lts, 

\ \:.\«;\11:';(" , 111; .• ~""'11"' ''1 i .• ron OffiCi \ 1. IJsr O~U.¥ (l"OUOj. II e. hi";,, , ihn ",,, ,,;on Ih,,( "'"l b. , . .1,,,,1'( " Oh' rubl i. """--o1fltWt 
1" . 1·, 0",1, ,,,, ,r I" A"""n; II" A. , (5 I I. ' · .c. <;5 n II;, ,,, h. """Imll ,d . • 10,",1. I"""I I ,~ . II " l.'I))ill, ,I. ,Ii .• " ihlll . d. ,,, ,,I ,l i'I"I;"' '( Olr ill iIi;l. er ~.lIe. 
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3.1 TSA Procedures 
During Phase II operations, the TDe will begin the process by examining the travelers' boarding 
pass to determine eligibility for the pilot. For all travelers whose flights depart to domestic 
destinations, the TOe process will not change; processing will occur in accordance with current 
TSA SOPs. Travelers whose flights depart to foreign destinations will be directed to the camera 
to have their photo captured. The TDC will scan a CBP provided Quick Response code on the 
camera to initiate the photo capture After the camera the 
matching response, limited 
captured photo will aDc'ear 
representation of the 
the TOe will take the following actions: 

(see Ihe 
Based upon the response sent to 

" If (he image is a match, the TDC will confirm that the biographic data returned by CBP 
matches the biographic data on the boardin~,£ass. If the data matchcs, the TOC will scan 
the boarding p~ss to dctcnn im: thc l epa lIld the traveler will proceed to 
the appropriate screening lane. 

It If the image is a match but the biographic data from CBP does not match the boarding 
pass, the TOC will process the traveler per TSA SOPs and the traveler will proceed to the 
appropriate screening lane. 

o If the image is not a match, the TOC will process the traveler per TSA SOPs and refer the 
traveler to the CBP officer for adjudication. 

WARNINGt-Tlti' docull\en\·It·fQR·OFFI€I .... L-USE·OHL..y· (FOUOHt· contaifts·informlll;<)ll-IlIaI·m,y"b<:-e~empl .. ffoIn-public-f'tkaJe-tlndcr 
the Ffeede", erln rermelieft-Ael (S U.S.C. 552). 11;1 ~ b~ cllllloeIIed,-5IOled, hl liCllcd. t. a" slIIiltCd. dislribute4; al ld disposed ofilia_d_ 
. . )-j>oIiey-feIel~ioo and is 1Iill 16 H relell5cd 10 the publie e. 0IlIe1 fie_ nnel ~ he 

do-flet ha,e I val id "flecd Ie kBo..r '" ilheut-pri6r oppmlal eran l uillori",d OHs-...trtcial: 
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3.2 CIlP OpcrMious 
Duri ng Phase II , CHPOs assigned to the TSA checkpoi nt wi ll adjud icate TSA rcfcrmls 
originating from the TVS proccss. CBPOs wil l be cquipred wi th Iliomctrie Exit Mobile 
Application (m ':MA) devices. Ali T VS no Ilwtcbes wil ) be referred to BEMA fo r processing. 
The CBPO wi Ii request travel docllillents fI'O illthe traveler and exam ine the documents to verify 
authenticity and determine identity .md ci tizenship. For non-U.S . citizens, CBP will access the 
referral in BEMA. CBPOs wi ll de termi ne the appropriate Course of Act ion as outlined in this 

' \· .... ,( I'<,~ ·G' 'f hio ~"' "'''.''' i, rOJ( OIT ICIA L I " 'I: ()~IJ'¥ (1'01)0) II ."",u i", i" li" """i"" ,Iou, "11', ht " , ~ . ,,, ,, , If' III "uhlie 1.J".,so: "ed .. 
1l .... "feOOo! ... ..r .. "' .. """H"I-AeI·fS-lJ,S~52), It i~ ,01 ~ •• , .""lId ... " red . 1,,",dl<,l. ''''' I. .. " i, •• d. d ill .ib~l.d . ."d di' I", .. d <or i. ""."rtI."ce 
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document for biometric capture or exemption. 
3.2.1 U.S. Citizens 
For the purpose of this pilot, U.S. citizens will have their photo captured for identity 
verification at the TOe. If a U,S. citizen does not match a photo in the TVS gallery and 
is referred to CBP for exception processing, the CBPO will: 

• Request the travel document. 
• Conduct a manual examination of the document to dctcnnine authenticity. 
~ Establish U.S. citizenship and verify identity. 
.. If satisfied the traveler is a U.S. citizen, allow the traveler to proceed to the 

appropriate screening lane. 
o If at any time, the CBPO detennines that the subject is an imposter, the passport 

was obtained through fraud, or there is any other reason that may require adverse 
or law enforcement action, the CBPO will follow current SOPs. 

u.s. citizens may choose to opt out of the photo capture process. When this occurs, the 
TDC shou ld process the traveler per TSA SOPs and refer the traveler to the CBPO for ' 
adjudication. 

3.2.2 Lawful Permanent Residents (LPR), Non-immigrants, Refugees, Asylees, 
Parolees 
If an LPR or other alien does not match a photo in the TVS gallery and is referred to CBP 
for exception processing, the CBPO will: 

• Request the travel document, to include passport if applicable. In the case of 
LPRs, enroll the biographic data from the resident card. 

• and of the documents. 

• 
o 

• 

3.2.3 Diplomats, Canadians, and Visa Exempt Countries 
r or the purpose of this pilot, diplomats, Canadian citizens (traveling as non-immigrants), 
and visa exempt countries wil l provide photos for identity verification at the TOC, but are 
exempt from the collection of additional biometrics or biographic data. If the alien does 
not match a photo in the TVS gallery and is referred to CBP for exception processing, the 
CBPO will : 

41 Request the travel document. 
• Conduct a manual examination of the document to detennine authenticity. 
• Establish citizenship and identity verification. 
• If satisfied that the traveler is in lawful status, allow to proceed to the appropriate 

scr'ee,,;ng lane or on CBP's location at the ci1r:ci<:I"'irl': 
• 

W A RNINGl-This doculMlIt-is·f QR·QFf IGlAlrUSE·ONL-Y.(FOUO).- lt·_ UlirI,·inlOrm l tionthat·mlY·be exempl·frofto.,ubliG-,*-und« 
1~£'-SS2). II i' t6 beeonlrolled.~lfIred. handle<l • ..", .smitle<f.dillrib~led~ 

wilft-Gep&nment aFllomeland Seewil) (DIIS~in, 10 FeUD int_ 'l lion Slid is not ki borelell$ed 10 the public or otlIe. pe .. onnel ..... 0 
do-ftot 118\ e 8 valid "need 10 luIu'tl M '" ilhaut-prio. ~p_alofan IItIIh<lfited-OH&-oIftelal, 

USCBPOOO197 

BCAB3NA
Cross-Out

BCAB3NA
Cross-Out



epic.org EPIC-18-12-12-CBP-FOIA-20190806-2ndFinal-Production 000198

FOR OFFICIAL USE ONLY 

3.3 Staffing Considerations 
TSA is responsible for staffing related to normal TSA operations and the IDC staff, which 
includes TVS camera operations. CBP is responsible for staffing CBPOs during Phase II 
operations. CBP is also responsible for providing staffing for escorts, arrests, or other law 
enforcement responses. 

3.4 Required Equipment 
CBP will provide. cameras and signage at the TSA checkpoint. CBP Headquarters will 
provide BEMA or other mobile devices to the CBPO assigned to checkpoint operations. TSA 
will provide mobile devices to the TOes at the TSA checkpoint. 

4.0 Phase III and Future Pilots 
Phase III timelines and procedures •••••••• 
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