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Preface 
This Concept of Operations (CONOPS) describes the proposed Biometric Entry-Exit Program's 
operational and support capabilities that need to be developed to meet Customs and Border 
Protection (CBP) mission needs. In line with the Program's acquisition strategy, Acquisition 
Decision Event (ADE) 2A focuses on the development of the biometric matching capability, the 
Traveler Verification Service (TVS), which enables biometric identity verification and real-time 
queries against biometric databases for air, land, and sea travel modes. There will be separate 
ADE-2B milestones for each travel mode, which will further document how each will connect to 
the TVS. This CONOPS, along with other acquisition documentation will be updated to more 
clearly define the discrete operational capabilities that are unique to each travel mode as part 
of the preparation for each ADE-2B milestone. 

A key driver for the development of a biometric entry-exit system is the Fiscal Year (FY) 2016 
Consolidated Appropriations Act (P.L. 114-113), in which Congress established a biometric 
entry-exit fee that will provide up to $1 billion in funding over a 10-year period. A second key 
driver is Executive Order 13780, "Protecting the Nation from Foreign Terrorist Entry Into the 
United States" issued on March 6, 2017, which directs the Department of Homeland Security 
(DHS) to expedite the implementation of th,e biometric entry-exit system. 

CBP is committed to leveraging DHS Enterprise Services where ever possible to meet the 
Biometric Entry-Exit Program mission and capability needs. CBP will leverage existing DHS 
enterprise biometric data repositories and will not create new ones. The biometric identity 
services provided by the DHS Office of Biometric Identity Management (OBIM) is a key resource 
for implementation of Biometric Entry-Exit Program capability. The Biometric Entry-Exit 
Program will utilize biometric data retained in OBIM Automated Biometric Identification System 
(IDENT) and its successor, Homeland Advanced Recognition Technology (HART), for 
biometrically confirming travelers crossing the border. CBP will not replicate data repositories 
for biometric data. Additionally, the Biometric Entry-Exit Program will provide biometric 
images captured at border crossings to OBIM IDENT/HART to build upon a traveler's encounter 
history in the DHS centralized enterprise biometric repository. CBP and OBIM are working 
collaboratively on a roadmap to define and achieve the end-state vision of maximizing the 
utilization of OBIM shared biometric matching service capabilities to support biometric 
confirmations of all air, land, and sea travelers. While the roadmap is executed, CBP will in 
parallel implement a biometric matching capability meeting the operational requirements 
necessary to biometrically confirm travelers at border crossings without impacting the flow of 
travel and deployed in an expedited manner as directed by EO 13780. 

vi 
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Executive Summary 
This Biometric Entry-Exit Program CONOPS describes the operational and support capabilities 
required to meet CBP's mission needs. The primary mission of CBP is to safeguard America's 
borders thereby protecting the public from dangerous people and materials while enhancing 
the Nation's global economic competitiveness by enabling lawful international trade and travel. 
A key aspect of this mission is the ability to discern travelers' admissibility into the United 
States (U.S.) and validate travelers' departure in compliance with terms of admission. The 
Biometric Entry-Exit Program will fuse biographic and biometric data and technology to 
improve verification of identities for all travelers entering and exiting the U.S. 

The Program's Capability Analysis Report (CAR) and Mission Need Statement (MNS) identified 
several needed capabilities to enhance CBP's ability to execute its border security mission: 

• Verify Traveler Identity - The ability to capture, review, analyze, search, and match an in-
scopel traveler's biometric information against biometric and biographic records when 
entering and exiting the U.S. for the purposes of verifying identity. 

• Create and Manage Biometric Records - The ability to record, store and disseminate 
biometric information and meta data collected from in-scope, non-U.S. citizen travelers 
entering and exiting the U.S. CBP will leverage DHS Enterprise Service capabilities for 
biometric repositories. 

• Generate Metrics and Reports - The ability to measure and report the effectiveness of the 
biometric entry-exit system. 

Based on CBP's operations and the evaluation of a number of biometric field trials conducted at 
air, land, and sea ports of entry (POE), CBP has identified the following mission needs required 
to successfully implement a biometric entry-exit approach: 

• Develop Biometric Entry and Exit Operations Policy - Comprehensive traveler entry and 
exit policies and procedures governing the use of biometric data to determine legal ability 
to enter and exit the U.S. 

• Establish Biometric System Access Authorities - The authorities and pre-approved 
permissions to access, request, search, discover, and retrieve biometric data. 

• Utilize Existing Entry and Exit Inspection Areas - Points of departure and entry control at 
each POE. 

• Utilize Existing Entry-Exit Physical Infrastructure - Physical facilities and infrastructure to 
support entry and exit control operations at each POE. 

I Includes all travelers, U.S. and non-U.S. citizens, between the ages of 14 and 79. 
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• Build-Out Information Technology Infrastructure -Information technology (IT) 
infrastructure to digitally connect CBP POE entry-exit control sites to external law 
enforcement and biometric databases. 

For exit, the air environment is CBP's top priority with land and sea to follow. Biometric exit 
solutions developed for air will be leveraged as much as possible for land and sea. Entry 
solutions and technical upgrades will be introduced to support exit. Under its Biometric 
Pathway Vision of using biometrics as the key to enhancing security and unlocking benefits, CBP 
is working in partnership with the air travel industry to lead the transformation of air travel 
which will dramatically improve the entire traveler experience. Biometrics will be used to 
streamline and secure passenger processes throughout the air travel continuum as well as 
provide airport and airline entities with a frictionless method to utilize validated information 
from DHS systems. 

To achieve the Biometric Pathway Vision, CBP will implement a biometric matching capability 
called the Traveler Verification Service (TVS) to be used by travel industry stakeholders or by 
CBP itself to identify travelers throughout the travel process. TVS is defined as a robust, 
advanced, integrated, technical service to support advanced identity verification and real-time 
queries against databases that pre-position traveler information utilizing cloud architectures. 
TVS capability will leverage existing government holdings (such as OBIM IDENT/HART and 
Department of State) to create small, targeted biometric galleries of expected travelers based 
upon travel manifest data. TVS will align with the Homeland Security Enterprise Architecture 
(HLS EA) through the CBP Architecture, Alignment and Assessment (AAA) process and the DHS 
Enterprise Architecture Board (EAB) governance process, as applicable. TVS will leverage DHS 
Enterprise Services capabilities where possible to meet its mission needs. CBP and OBIM will 
create a roadmap for integrating biometric matching services from OBIM. The solution will 
incorporate an automated means of generating hotlists2 based upon actionable biometric and 
biographic watch list hits and identification of aliens who may have entered the U.S. without 
inspection. A Passenger Analysis Unit (PAU) validates hotlists and the need for CBP to talk to a 
traveler. CBP Officers (CBPO) will receive mobile notifications when a traveler is identified with 
a hotlist hit. Biometrically confirmed border crossings will be recorded for in-scope, non-U.S. 
citizen travelers in OBIM IDENT /HART, TEeS, and the Arrival Departure Information System 
(ADIS). 

Mission support is essential to the successful implementation of the Biometric Entry-Exit 
Program. To achieve this, the Program has adopted a Mission Support Business Model (MSBM) 
that provides a mission-focused, unified, and disciplined approach to mission support delivery. 

2 A hotlist refers to an automated list of travelers validated by a PAU who CBP has a need to talk to when 
encountered during border crossing. 
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CBP has established a Program Management Office (PMO) within the Office of Field Operations 
(OFO) to manage the Biometric Entry-Exit Program and to apply the MSBM. 

The system security, confidentiality, integrity, and availability are of upmost importance for 
meeting the Biometric Entry-Exit Program mission. The system will comply with CBP and DHS 
security policies and associated guidance to include DHS Sensitive System Policy Directive 
4300A and NIST 800-53 Rev 4 (or any future versions) Security and Privacy Controls for Federal 
Information Systems and Organizations. 

The solution will ensure privacy and compliance with DHS Management Directive (MD) 047-01, 
Privacy Policy and Compliance and all applicable privacy policies, procedures, instructions, and 
internal controls necessary to safeguard personally identifiable information (PII) pursuant to 
the Privacy Act, as well as compliance with the Department's guidance for accommodating 
religious beliefs in DHS policies requiring fingerprinting or photographic identification and 
disability accommodations. 

Introduction 

1 .1 Required Mission and Need 
The National Commission on Terrorist Attacks Upon the United States (a.k.a. 9/11 Commission) 
final report identified capability gaps related to traveler identification and highlighted the need 
for a biometric entry-exit system as an "essential investment in our national security." DHS has 
invested resources in improving or creating systems that rapidly and efficiently share data that 
enhances CBP's mission effectiveness while minimizing negative impacts on lawful travel. These 
changes make it possible to further enhance the traveler entry and exit biometric capability to 
comply with federal law. 

The primary mission of CBP is to safeguard America's borders from dangerous people and 
materials while enhancing the Nation's global economic competitiveness by enabling legitimate 
trade and travel. CBP has the ongoing mission to inspect all incoming people, goods and 
conveyances to determine admissibility to the U.S. and enforce and administer U.S. 
immigration and customs laws. Every day CBP processes over 1 million travelers as they enter 
the U.S. at air, land, and sea POEs. By comparison, over 1 million travelers also depart the u.s. 
daily with approximately 700,000 departing at a land border, 300,000 by an airplane, and 
50,000 by a sea vessel. CBP operations in the exit environment is limited to identifying and 
detaining individuals subject to a law enforcement action or through random inspection of 
people as they board an airplane, vessel, or cross a land border. 

3 

epic.org EPIC-17-10-17-CBP-FOIA-20180319-Production 000040



Under existing laws and Executive Order 137803, CBP is required to implement measures that 
will enable CBP to verify the identities of all travelers at entry to and exit from the U.S., 
including U.S. citizens, through the fusion of biographic and biometric data and technology. 
Biographic data includes information specific to an individual traveler including name, date of 
birth, and document number and is stored in that traveler's passport, visal lawful 
permanent travel card, or other authorized travel document. Biometric data includes 
information captured from fingerprints, facial images, or other characteristics that are unique 
to an individual. Biometric data, when used with biographic data, allows CBP to confirm with 
greater assurance a traveler's true identity, match to previous encounters with CBP and other 
government entities, and conduct biometric watch list checks. As biometric technology has 
evolved, the ability to use individual characteristics to confirm identity for all travelers, 
including U.S. citizens, is now a reality for all modes of transportation. 

To understand the breadth of the required capability needs to meet this challenge, CBP 
prepared the Biometric Entry-Exit CAR, which identified those operational capabilities that will 
need to be developed to meet the challenge of verifying the identities of all travelers through 
the fusion of biographic and biometric data. These operational capability needs will comply 
with the DHS Enterprise Architecture to facilitate secure data sharing between existing systems, 
thereby enhancing traveler identify and screening processes. 

CBP has identified several needed capabilities to enhance the ability to identify travelers 
including: 

• Verify Traveler Identity - The ability to capture, review, analyze, search, and match an in-
scope4 traveler's biometric information against biometric and biographic records when 
entering and exiting the U.S. for the purposes of verifying identity. 

• Create and Manage Biometric Records - The ability to record, store and disseminate 
biometric information and metadata collected from in-scope, non-U.S. citizen travelers 
entering and exiting the U.S. CBP will leverage DHS Enterprise Service capabilities for 
biometric repositories. 

• Generate Metrics and Reports - The ability to measure and report the effectiveness of the 
biometric entry-exit system. 

Based on esP's operations and the evaluation of a number of biometric field trials conducted at 
air, landl and sea POEs, CBP has identified the following mission needs required to successfully 
implement a biometric entry-exit approach: 

3 https:/ /www.federalregister.gov/documents/2017!03/09/2017 -04837 /protecting·the-nation-from-foreign-
terrorist·entry-into-the-united-states 
4 Includes all travelers, U.S. and non-U.S. citizens, between the ages of 14 and 79. 
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• Develop Biometric Entry and Exit Operations Policy - Comprehensive trave ler entry and 
exit policies and procedures governing the use of biometric data to determine lega l ab ili ty 
to enter and exit the U.S. 

• Establish Biometric System Access Authori ties - The authorities and pre-approved 
permissions to access, request, search, discover, and retrieve biome t ric data. 

• Utilize Existing Entry and Exit Inspection Areas - Poin ts of departure and entry control at 
each POE. 

• Utilize Existing Entry-Exit Physical Infrastructure - Physica l facilit ies and infrastructure to 
support entry and exit control operations at each POE. 

• Build-Out Information Technology Infrastructure -IT infrastructure to digitally connect 
CBP POE entry- exit control sites to external law enforcement and biometric databases. 

CBP has been active ly examining joint requirements for biometric capabili ties across DHS since 
the inception of the Joint Requirements Council (JRC) and has led severa l initia tives to improve 
cross-component collaboration . Along with other DHS components, CB P helped to deve lop a 
DHS-wide Biometrics Strategic Frameworks in 2015 and in 2016 the Biometrics Roodmap Winter 
Study6 to guide biometric implementations ac ross the department. 

CBP performed a number of biometric f ield trials which iden tifi ed a series of mission needs that 
have been aligned to DHS mission areas. Table 1, Alignment to DHS Mission Areas, summarizes 
the biometric entry/exit mission need alignment to DHS mission areas as identified in the 2014 
Quadrennial Homeland Security Review'. 

Table 1 - Alignment to DHS Mission Areas 

PREVENT 
SECURE AND 

ENFORCE AND SAFEGUARD 
TERRORISM AND 

MANAGE OUR 
ADMINISTER AND SECURE 

ENHANCE BORDERS IMMIGRATION 
CYBERSPACE SECURITY LAWS 

OPERATIONS POLI CY X X x 

1 BIOMETRIC SYSTEM Access AUTHORITI ES x 
i :I; ENTRY/EXIT INSPECTION AREAS X x x ! PHYSICAL INFRASTRUCTURE X 

IT INFRASTRUCTURE X X 

, https://www.h,dl.org/?view&did=786880 
6 http://dhsconnect.dhs.gov 1 org! comp!plcy Ispar IWinter%20Stud ies/Biometr ics%20Roadm a p%20Win ter%20S rudy 
_Final%20Report_April%201S%202016.pdf 
7 h ttps:/ /www.dhs.gov/,ite,/defau lt/file,/ publ icat ion,/2014-qhsr-final-508.pd f 
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Table 2, Alignment to CBP Mission Areas, summarizes these five biometric entry/exit mission 
needs and aligns them to CBP mission areas outlined in the CBP Vision and Strategy 2020". This 
assessment is based on current CBP operations and findings from biometric fie ld trials. 

Table 2 - Alignment to CBP Mission Areas 
, . . .' .. - CBP MISSION AREAS 

" ,'" ... ",_,,' 

COUNTER ADVANCE ENABLING 
TERRORISM AND COMPREHENSIVE 

LAWFUL BORDER TRANSNATIONAL 
SECURITY AND TRADE AND 

CRIME TRAVEl 
MANAGEMENT 

OPERATIONS POLICY X X X 

BIOMETRIC SYSTEM ACCESS AUTHORITIES X iQj ENTRY/EX IT INSPECTION AREAS X X x 

i:r PHYSICAL INFRASTRUCTURE x x 
IT INFRASTRUCTURE X 

1 .1 .1 Threats 

PROMOTE 
ORGANIZATION, 
INTEGRATION, 
INNOVATION. 
AND AGILITY 

x 
x 

x 

Threats in CBP' s ability to execute its border security mission ex ist on multiple levels: 

• Threats to the Public - Public safety is paramount. The threat of terrorism in an 
uncontrolled or uncontrollable environment significantly raises the risk of harm or injury to 
the traveling public. This can include threats to the security of PII wh ich can create iden tity 
management issues for impacted individuals. 

• Threats to CBP Operations - The disruption of CBP operations may cause minimal to 
sign ificant delays (for example, flight delays) depending on the severity of the threat. The 
resulting increased processing times would seriously affect CBP's mission to secure and 
facilitate lawful travel. The inabi li ty to secure PI I threatens CBP's abil ity to perform reliable 
biometric matching and increases the probability of CBP allowing individuals trave ling 
under a false or assumed identity to enter and/or exit the U.S. 

• Threats to Technology - The inability to access, receive, and secure necessary identity 
information on trave lers will significantly impact CBP's ability to facilitate lawful trave l. 
This also increases the threat to data integrity, which increases the probability of allowing 
individuals to enter and/or exit the U.S. under a false of assumed identity. 

Table 3 describes the threats, impacts, and the avoidance objectives. 

, https://www.cbp.gov/siles/defau Il/files/documenls/CBP-Vi sion-Str a legy-2 020.pd f 
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Table 3 - Threats, Impact and Avoidance Objectives 

Threat Description Threat 
Threat Avoidance Objectives 

Impact 

Inability to Accurately Verify Identity at • Public • Prevent, avoid, or stop an imminent, 
Entry and Exit - The inability to accurately • Operations high risk traveler from performing an 
verify the identity of a person entering or • Technical actual act of terrorism. 
exiting the country may allow terrorists or • Enhance CBP enforcement policies 
other people of interest or known criminal and operational business processes 
behavior to enter or remove themselves to remain agile and adaptable in 
from the country and continue nefarious supporting operational requirements 
activities. These activities may result in to ensure efficiency and 
injury or death to many people as well as effectiveness. 
destruction of public or private property • Systemically respond in a timely 
and destruction of sensitive data through manner to identify the level of 
cyber terrorism or espionage. suspected threat of inbound and 

outbound travelers, protect property 
and the environment, and prevent 
acts of terrorism. 

• Deploy an advanced, integrated, 
secure technical infrastructure to 
support advanced identity 
verification and real-time queries 
against databases that pre-positions 
traveler information which will allow 
CBP Officers to assess quickly, 
reliably and accurately traveler 
information prior to exiting the 
country. 

• Redesign or reconfigure physical 
areas and/or operational procedures 
to support secure processing of 
detained travelers. 

Ensure Departure from the U.S. - The • Public • Systemically respond in a timely 
inability to ensure that a traveler has • Operations manner to identify the level of 
physically departed the country may result • Technical suspected threat of outbound 
in people staying in country who have travelers, protect property and the 
overstayed the visa or authorized period environment, and prevent acts of 
of admission, thus being in violation of terrorism. 
immigration laws. • Processing and translating data into 

meaningful information to determine 
a suspected traveler's threat lev.el. 

• Deploy an advanced, integrated, 
secure technical infrastructure to 
support advanced identity 
verification and real-time queries 
against databases that pre-positions 
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Threat Description Threat Threat Avoidance Objectives Impact 

traveler information which will allow 
CBP Officers to assess quickly, 
reliably and accurately traveler 
information prior to exiting the 
country. 

Ensure Protection of Personal Data - • Public • Processing and translating data into 
Centralized storage and regular • Technical meaningful information to determine 
transmission of sensitive, personal data a suspected traveler's threat level 
impacts the confidentiality, integrity, and Processing and translating data into 
availability of biometric PI! data which meaningful information to determine 
may increase the risk of identity theft and a suspected traveler's threat level. 
other harm to individuals. • Comply with CBP's Enterprise 

Technology Architecture (ETA) 
guidance. 

• Comply with DHS and CBP 
information system (IS) security and 
technology policy. 

• Ensure use of strong end-to-end 
encryption of all data. 

• Verify information requests to avoid 
compromise, exfiltration, and 
exploitation of derogatory 
information held by the government 
by an individual or organization 
seeking to subvert the entry and exit 
process. 

• Regularly test systems for 
vulnerabilities by external and 
internal threats including auditing of 
user logs. 

• Protect and properly label 
information that may be shared that 
is classified under 8 U.S.c. § 1367 and 
8 CFR 208.6 

The Biometric Entry-Exit Program will help mitigate the threats of not being able to accurately 
verify identity and ensure departure of travelers by providing the following benefits: 

• Enhance identity assurance by collecting biometrics at U.S. departure. 
• Use of biometrics to match arrival and departure records. 
• Help identify travelers who are traveling using fraudulent documents and identify 

imposters traveling with genuine documents. 
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• Provide the capability to search biometric watch lists with live biometrics captured during 
border crossings. 

1 .1.2 Strategy 
The strategy for implementing a successful biometric entry-exit solution that is both feasible 
and realistic will include a high scalability factor based on the key parameters and 
considerations identified in Table 4. 

Table 4 - Key Strategic Parameters 

Key Strategic Parameter Description 
Do not add another processing layer to Avoid a stove piped, independent approach by 
known travel processes. integrating biometrics into already existing travel 

processes. 
Utilize existing infrastructure The solution will work in existing port infrastructure for 

entry and exit processing. 
Utilize existing business models Leverage existing stakeholder (airline, cruise line) 

systems, processes and business models. 
leverage Current Passenger Behavior Leverage passenger behaviors and expectations that 

require minimal new or unexpected steps for travelers. 
Leverage Existing Data & IT Infrastructure leverage existing traveler data such as IDENT, Advance 

Passenger Information System (APIS), Automated 
Targeting System (ATS), TECS, Arrival and Departure 
Information System (ADIS), etc. and leverage existing 
government IT infrastructure as much as possible. 

Utilize existing DHS enterprise biometric Leverage and integrate with DHS Enterprise Services for 
matching services, capabilities, and shared biometric matching capabilities following the 
investments CBP and OBIM Integration roadmap. 

For the initial implementation of biometric exit solutions in the air environment, CBP will work 
in partnership with the air travel industry to lead the transformation of air travel using 
biometrics as the key to enhancing security and unlocking benefits, which will dramatically 
improve the entire traveler experience. CBP's transformative Biometric Pathway vision will 
realize the benefits identified in Table 5. 

Table 5 • Strategic Benefits 

Strategic Benefit Description 
Improved Business Process An enhanced Entry-Exit business process that integrates 

within existing government and stakeholder business 
models. 

Stronger Relationships An environment that allows CBP and stakeholders to 
work together and that allows for further airline 
modernization. 

Enhanced Security An overall enhanced and seamless traveler experience. 
Improved Traveler Experience An overall enhanced and seamless traveler experience. 
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Strategic Benefit Description 
Improved Data Integrity Utilize DHS enterprise biometric repositories provided 

by OBIM to ensure accurate biometric identity records. 
Enhanced Visa Overstay Enforcement Support the identification and tracking of visa overstays 

by closing information gaps associated with current exit 
reporting capabilities allowing for improved 
enforcement action. 

For air travel, CBP will utilize the biographic Advance Passenger Information System (A PIS) 
manifest data and existing photographic images of travelers (United States Citizens (USCs) and 
non-USes) already in government databases such as IDENT to build small targeted biometric 
galleries. These galleries will be searched with live photographic images taken at departure to 
determine the identity of the traveler in order to biometrically confirm the exit. CBP will 
provide a Traveler Verification Service for use by stakeholders (such as airlines, airports, 
Transportation Security Administration (TSAL or CBP itself) who will deploy front end biometric 
capture devices and securely submit live biometric images for matching. The biometric 
matching capabilities will leverage DHS Enterprise Services in accordance with the CBP and 
OBIM integration roadmap. 

Biometric exit solutions for land and sea travel will leverage appropriate solutions developed 
for air and follow consistent strategies. Commercial sea travel is similar to commercial air 
travel in that travel manifest information is provided to CBP. Additionally, sea carriers may 
already capture photographs of passengers for their own processes or could integrate photo 
capture on embarkation and debarkation .. For land, it is envisioned frequent crossing 
populations will be able to benefit from building small localized galleries to match against. 

1 . 1 .3 Capabilities 
To efficiently implement a biometric entry-exit approach and to aid in mitigating threats listed 
in Table 3, the following CBP operational capabilities will be enhanced or developed: 

o Verify Traveler Identity 

o Biometrically confirm the identity of all U.S. citizen and non-U.s. citizen travelers 
between the ages of 14 and 79. To prevent the need to segment travelers or other 
operational challenges, U.S. citizens and non-U.S. citizens' identities will be biometrically 
confirmed upon exit. However, once U.S. citizenship of a traveler is confirmed, that 
traveler will not be further processed and the live image will not be retained. 

o Utilize existing government biometric holdings (photos and fingerprints) to compare to 
live images captured at border crossing. 

o Provide mobile alerts to CBP Officers when a biometric match is not made; match is 
made to an identity with actionable biometric or biographic watch list hits, or the 
traveler is determined to be a person who originally entered the U.S. without 
inspection. 
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• Create and Manage Biometric Records 

o Provide biometric exit transactions for in-scope, non-U.S. citizen travelers to OBIM 
IDENT/HART for biometric verification and exit recording. 

a Provide biometric exit confirmation for in-scope, non-U.S. citizen travelers in TECS and 
ADIS. 

• Generate Metrics and Reports 

o Provide the capability to view biometric match results localized for a specific port, gate, 
or flight and also in aggregate. 

o Provide the capability to view biometric match results by traveler demographics. 
o Provide the capability to view response time performance of the biometric matching 

system. 
o Provide the capability to view performance metrics for time to build galleries to include 

time from receiving APIS transmissions to the time the photo is included in the gallery. 
o Monitor the performance of external biometric capture devices by collecting descriptive 

data that informs the type of capture device, the type of image, etc. 

1.2 MNS Capability Gap 
Today, CBP has a wide range of capabilities to support CBP's mission to determine a traveler's 
legal ability to enter and exit the U.S. In assessing these capabilities, CBP has identified a 
number of areas where current capabilities will be insufficient or incapable of meeting the 
mission need to biometrically verify the identity of travelers upon entry to or exit from the U.S. 

Based on this assessment, CBP has insufficient biometric regulations and policies to fully 
conduct biometric entry and exit operations at POEs. While CBP currently leverages existing 
physical facilities and infrastructure, these POEs also uniformly lack sufficient entry-exit 
inspection areas and associated physical facilities and infrastructure required to support and 
record the entry to and exit from the U.S. for all in-scope, non-U.S. citizen travelers. CBP lacks 
the required IT infrastructure to process large volumes of biometric data from departing 
travelers and for CBP to take action when required. CBP also lacks the ability to access, 
request, review, analyze, search, match, and identify 100% of travelers exiting the U.S. CBP has 
insufficient capabilities to measure and report the effectiveness of a comprehensive biometric 
entry-exit system. 

Currently, there is no one single solution that can fill these capability gaps. CBP has been 
engaged in a number of biometric field trials that were established to evaluate the ability to 
capture a biometric identifier and validate a traveler's identity. For example, some of these 
field trials have included field testing of CBP's ability to compare a live capture facial image with 
the traveler's passport photo at airports. Another field trial at a land POE evaluated the ability 
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to capture a person's iris and face at entry for comparison when that traveler exited from the 
U.S. Based on this experience, CBP is prepared to begin identifying solutions that will address 
each identified capability gap. To enable CBP to further define potential solutions, Table 6 
summarizes the identified capability gaps aligned to the Doctrine, Organizations, Training, 
Materiel, Leadership, Personnel, and Facilities, plus Regulations/Grants/Standards (DOTmlPF-
R/G/S) framework. 

Table 6 - Capability Gaps 

Capability Gaps 
DOTmlPF-R/G/S Factors 

0 0 T m l P F R G S 

Verify Traveler Identity X X X X X X 

Create and Manage Biometric Records X X X 

Generate Metrics and Reports X 

1.3 Mission Operations Capability Description 
Mission operations capabilities are uniquely defined for air, land and sea travel. Air is CSP's 
first priority closely followed by land and sea. Capabilities developed for air will be leveraged 
for land and sea to the greatest extent possible while also meeting the unique capability needs 
for each mode of travel. 

Figure 1, Biometric Entry-Exit Program Use Cases, provides a high-level view of the systems, 
users, operators, external entities and their interrelationships. The diagram provides the 
functional capability mapping with system users and other external entities. The high-level use 
cases represent the functional capability of the system and the actors represent the users and 
external entities that interact with the system. The overall concept of operations is to 
implement a traveler verification service (TVS) to be utilized for all modes of travel- air, land 
and sea. The matching capabilities may be deployed in a cloud environment for scaling and 
performance considerations. lVS will align with the Homeland Security Enterprise Architecture 
(HlS fA) through the CBP Architecture, Alignment and Assessment (AAA) process and the DHS 
Enterprise Architecture Board (EAB) governance process, as applicable. CBP is committed to 
working with DHS OBIM to realize a common, enterprise-scale, shared biometric matching 
service in support of CBP's biometric entry-exit operations. Front-end biometric capture 
devices will be implemented at all ports either by commercial travel partners (which is the 
preferred approach for air and sea) or by CBP itself (for land) to capture and securely submit 
live biometric images for matching. The system will adapt to the unique requirements for air, 
land, and sea. 
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Table 7 describes the externa l entities who will interact with the Biometric Entry-Exit Program. 

Tab le 7 - System Actors 

System Actors Description 
Operator An operator of a front-end biometric capture device loca ted in 

air, land, and sea port of ent ries ass ists travelers with the 
capture of biometrics and helps direct travelers to proceed, 
recapture biometrics, or wait for further assistance based upon 
the response received from TVS. In the scenario where air and 
sea travel industry partners integra te front-end biometric 
capture devices into their boarding operations, the operators 
are employees of those private compan ies. At land ports and in 
the instances where CBP operates front-end capture devices at 
air and sea ports. the operators are CBP personnel. Other DHS 
components such as TSA or ICE may implement and operate 
front-end biometric capture devices. An operator may provide 
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Description 
active or passive assistance to travelers. In the case of self-
service front-end capture devices, an operator may just monitor 
travelers and provide support for exceptions. An operator does 
not perform law enforcement actions. Only CBP Officers will 
conduct law enforcement operations. 

A member of the public entering and exiting the country. This 
includes commercial, crew, and private travelers in all modes of 
travel (air, land, and sea), both USC and non-USCs. 

A CBP Officer receives notifications and responds to travelers 
identified with actionable biometric watch list hits and to 
travelers that likely entered the country without an inspection. 
A CBP Officer will perform all activities that they are engaged in 
today via current Standard Operating Procedures (SOPs) and 
policies however with the benefit of additional information 
received from the Biometric Entry-Exit Program. 

Consist of commercial airlines, cruise lines and bus lines that 
securely submit passenger manifest data to CBP prior to travel 
via APIS. Also consists of commercial airlines, airports, and 
cruise lines who implement front-end biometric capture devices 
into their boarding processes for passengers exiting the country. 
Travel industry partners may also include other government 
stakeholders such as the TSA who implement front-end 
biometric capture devices to utilize TVS. 

OHS OBIM is the primary source of biometric data utilized for 
matching. CBP also utilizes other government biometric data 
sources Including the following: 

• Department of State (DoS) for U.S. Passports 
• Non-U.S. passport (ePassport from previous Entry) 
o Automated Passport Control (APC) 
• Consular Electronic Application Center (CEAC) 
o Central Index System (CIS) 
• Global Enrollment System (GES) 
• VISA 
o Enforcement Integrated Database (EIO) 

Biometric sources may change over time to insure CBP has 
access to the images necessary to build galleries that can be 
used to successfully biometrically match travelers. 
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System Actors Description 
DHS OBIM will contain biometrically confirmed crossing records. 
OBIM will provide matching services according to the CBP and 
OBIM Integration Roadmap. 

TECS and ADIS TECS and AD IS will contain indicators of biometrica"y confirmed 
crossings for in-scope, non-U.S. citizen travelers. 

System Use Cases 

Table 8 describes how the actors will interact with the Biometric Entry-Exit system in order to 
achieve the mission. 

Table 8 - System Use Cases 

Use Case Description 
Biometric Capture Device Functions 

Capture live Biometrics A traveler will interact with front-end biometric capture 
devices to collect live biometric images during border 
crossings. An operator may assist the traveler with the 
biometric capture. 

Submit Biometrics The front-end capture devices will securely submit live 
biometric images to and receive responses from TVS. 

Direct Traveler The front-end capture devices will direct a traveler to 
proceed, recapture biometrics, or wait for additional 
processing based upon the response received from TVS . 

. Trave.lei' Vf!dficatio.o:SerVice. . ' " 

Create Matching Galleries TVS will receive passenger manifest data from travel industry 
partners such as commercial airlines, cruise lines, and bus lines 
to develop logical or physical galleries to support real time 
matching of travelers at border crossings. 

Match TVS will receive live biometric images from front-end 
biometric capture devices and search the appropriate targeted 
matching gallery. A match or no match response is returned 
to the front-end biometric capture device. The operator, 
traveler, and CBP Officer (for exception cases) receive match 
results. 

Blometrically Confirm Crossing In the event of a biometric match, a biometrically confirmed 
crossing is recorded for in-scope, non-U.S. citizen travelers in 
DHS OBIM and indicated in TECS and ADIS. In the event that 
CBP and OBIM's determination of a biometric match are 
different, a reconciliation process will be required. 

Process Exception In the event of a biometric match occurring for travelers 
identified with actionable watch list hits and probable entry 
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Use Case Description 
without inspections (EWls)9, the service will notify CBP Officers 
and provide the information necessary for responding. 
Additionally, if a traveler fails to match to a record in the 
gallery, CBP Officers will be notified. CBP Officers will respond 
to notifications based upon outbound policy. 

Provide Reports TVS will provide reporting data to authorized CBP personnel 
that will provide gallery details, match results, and exception 
data. The reporting capability will provide overall and 
segmented views of the data. Segmentation will include 
parameters such as port of entry, airport, terminal, gate, flight, 
airline, citizenship, and traveler demographics, 

Mission Partners 

Mission partners include other government agencies as well as the commercial travel industry. 
DHS OBIM is the prime repository of traveler biometric data that will be utilized for 
biometrically confirming border crossings. U.S. Citizenship and Immigration Services (USCIS), 
Immigration and Customs Enforcement (ICE), TSA, Department of State, and other Federal and 
State agencies will participate in data sharing and, where applicable, law enforcement activities 
in support of mutual mission needs, pursuant to an approved information sharing agreement. 
The commercial travel industry such as airlines, airports, cruise lines, and bus lines will adapt 
their operations to either collect biometrics or support CBP collecting biometrics of passengers 
at border crossings. See section 2.2, Users and Other Stakeholders, for further description of 
the roles of government and non-government mission partners. 

Mission Operations Community 

The mission operations community includes operators who assist travelers with collecting 
biometrics as well as CBP Officers who respond to travelers when required. The concept of 
operations for air and sea is for travel industry partners to capture live biometrics with their 
own devices following CBP specifications and securely submit to CBP for matching. In this 
instance, the travel industry staff that assists passengers with the collection of biometrics 
become part of the mission operations community. For land and instances where air and sea 
travel industry partners are not collecting live biometrics, CBP Officers will assist travelers as 
necessary. Additionally, for all modes of travel, CBP Officers will respond as required to 
travelers identified with actionable watch list hits and probable EWls and to travelers who 
cannot be biometrically confirmed. 

9 A Probable Entry Without Inspection (EWI) is a traveler that is likely to have entered the United States through a 
means other than an official port of entry. A probable EWI has no official record of arrival with CBP. 
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1.3.1 Air 
For commercial air travel, CBP envisions an end-state where biometrics streamline the 
passenger process; from passenger arrival at the airport; through TSA processing, and 
international arrival and/or departure. Through partnerships with airlines, airports and TSA, 
CBP can deliver an integrated biometric exit solution that provides significant benefits to the 
participating partners in addition to meeting the congressional mandate for a biometric exit 
system. 

All participants in the travel continuum, (airlines, airports, TSA, and CBP) are facing fixed airport 
infrastructure with little opportunities for major investment, increased national security threats 
with pressures for solutions, and increased traveler volume. Collectively, this is a status quo 
that is not sustainable for any of the main stakeholders, and failure to change will ultimately 
result in increases in dissatisfied customers, use of alternative modes of travel, and vulnerability 
to serious threats. 

Creating a biometric air exit system independent of the other pieces of the travel continuum is 
a missed opportunity to transform the overall traveler experience. By partnering with other 
stakeholders, CBP can facilitate a large-scale transformation of air travel that, by using 
biometrics, will make air travel more: 

1) secure, by providing increased certainty as to the identity of airlines travelers at multiple 
points in the travel process, 

2) convenient and easier for individual travelers, by eliminating the need for multiple 
document and boarding pass checks, 

3) predictable, by establishing a clear and easily understood process that will reduce the 
potential for major "bottlenecks" within the air travel process, and 

4) able to build additional integrity to the immigration system, by better identifying which 
foreign nationals are violating the terms of admission to the United States, and by providing 
capability for immediate action when that occurs. 

This vision will deliver benefits to eBP, TSA, the airlines, the airports, and the traveling public by 
simultaneously delivering additional security while streamlining existing processes. Expansion 
of biometric capabilities is uniquely able to deliver on both points. Instead of a program that is 
built and developed exclusively by CBP, and that benefits only CBP missions, the result is a 
series of inter-connected initiatives undertaken by multiple stakeholders, both public and 
private, and through which all will significantly benefit. 

General aviation (GA) includes all civil aviation operations other than scheduled air services and 
non-scheduled air transport operations for remuneration or hire. Any airplane arriving from a 
foreign country or foreign soil is subject to the same rules and regulations for immigration that 
apply to commercial air travel. The dynamic nature of general aviation makes it much more 
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difficult to manage and control in terms of achieving the critical mission objective; specifically 
ensuring the identity of all travelers leaving the country. Traveler manifest data for general 
aviation can be leveraged to follow the same concept as commercial aviation. Additionally, 
general aviation may include a self-reporting approach implemented and integrated into the 
overall system. 

1.3.2 Land 
The CBP land border entry and exit capability supports the following modes of travel along the 
Southern and Northern borders: 

• Privately Owned Vehicles (POVs) 
• Commercial Buses 
• Pedestrian 
• Ferries 
• Rail 

Each mode of land travel requires unique capabilities to address operational and environmental 
conditions to perform biometric confirmations while not impacting passenger and commercial 
traffic for arrivals and departures. Additionally, since land travel is mostly unscheduled, CBP 
does not have the benefit of receiving passenger manifest information prior to travel as it does 
with air and sea. Because most arrivals at land ports are unscheduled, a person's identity and 
citizenship cannot be verified using presented documentation until arrival at the primary 
inspection point. Proper inspection processing without advanced traveler information can take 
a considerable amount of time and result in severe congestion during peak crossing times at 
busy ports. In POV lanes, CBP requirements (such as the capability to photograph travelers who 
are still inside vehicles) are not compatible enough with air requirements to simply apply the air 
solution to land. Additionally, CBP is the owner of primary vehicle lanes (unlike the air 
environment, where a departure gate is owned by an airport authority or airline). This means 
responsibility for owning and operating the front-end capture devices will fall to CBP. Travelers 
arriving by bus or on foot interact with CBP Officers in essentially the same manner as do air 
travelers; therefore, the solution in the air environment will have greater applicability. 

Travelers departing the United States generally leave utilizing the same mode of travel they 
came; however, CBP land border facilities, like airports are not designed to facilitate exit 
processing. The first priority for land exit is to biometrically confirm the exit of third country 
nationals (TCNs). CBP will utilize existing systems and resources to the greatest extent possible 
to biometrically confirm exit of TCNs. In the longer term, CBP planning will focus primarily on 
holding travelers accountable for self-reporting departure with a biometric verification 
component. If a traveler does not self-report the departure, CBP will assume the traveler is still 
in the United States (meaning the traveler would violate the terms of admission and not be 

18 

epic.org EPIC-17-10-17-CBP-FOIA-20180319-Production 000055



eligible for re-admission). CBP will simultaneously continue to test advances in biometric 
technologies for application in land ports. Additionally, CBP planning will focus on a data 
exchange with Mexico and Canada (an entry into Mexico or Canada assumes an exit from the 
United States) and encourage biometric sharing. 

1.3.3 Sea 
Because of the similarities between U.S. seaports and aviation ports for commercial travel, CBP 
plans to leverage solutions developed for the air environment to implement biometric exit at 
sea ports. Additionally, the use of mobile technology may be applicable for sea. Sea also 
encompasses cargo vessels, pleasure boats and boats for hire, which like general aviation 
present an extremely dynamic environment that will need innovative solutions. 

1 .3.4 Summary 
In the near term, CBP will use Biometric Exit Fee funds to research and develop solutions for 
air, sea, and land travel environments and deploy exit capabilities in the air environment. 
Solutions developed for air will be leveraged and adapted for land and sea. CBP will support 
the establishment of an interconnected and fully functioning enterprise system, upgrade its 
technical infrastructure, and dedicate program management and related resources to 
support operations. 

1.4 Mission Support Capability Description 
Figure 2 depicts the relationship of the operational areas/organizations to the required 
capability - Verify Traveler Identity, Create/Manage Biometric Records and Report. 
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The mission support function is distributed across the DHS and CBP communities, using 
enterprise systems and support communities to ensure effective program support. Biometric 
Entry-Exit will monitor and oversee the critica l support activities of its Mission Support partners 
using appropriate standards, quality metrics and measurements to ensure compliance. The 
following sections discuss the Mission Support partners and their respective roles. 

1.5 Mission Support Partners 
Figure 3 highlights the mission support areas required to meet the needed capabilities. Since 
Biometric Entry-Exit is primarily a non-materiel system and uses DHS Enterprise Services, many 
of the mission support functions are defined within the organizational mission areas for a 
specific service funct ion. For example, DHS One Net and Network Operations Center (NOC) 
provide the telecommunications backbone and operational support for not only Biometric 
Entry-Exit, but all of CBP and each has its own mission support plan and organization. Biometric 
Entry-Exit uses the Service Level Agreements and logistics support metrics defined and 
supported by OneNet and NOC to monitor system performance to ensure compliancelO 

Biometric Entry-Exit also uses the Enterprise Data Centers (EDC) to support its computing and 
data storage needs. EDC follows its enterprise level support functions defined by metrics for 

10 The DHSConnect IT Services and Hardware web page details the service offer ing!l and objectives for customer 
support (or enterprise services provided by DHS. 
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The detailed mission support functions are defined and carried out by the appropriate 
organization within the Mission Support Community. 

1.6 Mission Support Community 
The Mission Support Community includes a range of organizations from DHS enterprise 
organizations to the local technical and facility organizations at the ports of entry. Entry-Exit 
w ill define the operational standards, Service Leve l Agreements (SLA), metrics and report ing 
re quirements to monitor operations and ensure compliance. Biometric Ent ry-Exit will use DHS 
enterprise provided services for wireless and telecommunications, data cente r operations and 
data storage and warehousing and their associated support structures. CBP OIT will provide 
application development and maintenance services fo r the biometric system operations wh ile 
the OFO Office of Facilities wi ll support the required changes in the Airport Federal Inspection 
Service (F IS) areas, land border POEs and seaports to meet the program requirements. Training 
wi ll be developed and delivered by CBP OFO and OIT. CBP Officers will be trained on system 
functionality and the operational procedures which govern the use of biometric capture and 
responses to biometric matching results. 

Table 9 identifies the support category, the responsib le organization and users, and the 
program's role . 
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Table 9 - Categories, Organizations, Users and Entry-Exit Mission Support Role 

Category Responsibility User Group(s) Entry-Exit Role 

Logistics Management OneNet/NOC Telecom/Wireless Set Performance 
Managers, Planners Standards, Metrics, SLAs 

EDC Hardware and Data System Monitor through 
Designers and Managers performance 

compliance reporting 

Logistics Engineering OneNet/NOC Telecom/Wireless Set Performance 
Engineers and TechniCians, Standards, Metrics, SLAs 
Analysts 

EDC Hardware Engineers, Data 
Collection and Storage 
Analysts and Engineers, 
Data Technicians 

Support and Test OneNet/NOC Telecom/Wireless Support Set Performance 
Equipment Managers, Engineers, Standards, Metrics, SLAs 

Analysts 
Hardware Support and Test 

EDC Engineers, Data Collection 
and Storage Analyst and 
Engineers, Data 
Technicians 

Supply and Distribution OneNet/NOC Telecom/Wireless Supply Set Performance 
Management Managers and Engineers Standards, Metrics, SlAs 

EDC Computer Hardware 
Managers and Engineers 

Technical Data EDC Data Managers, Analyst Set Performance 
Technicians Standards, Metrics, SlAs 

... 
Information OIT System Analysts, System Define/Manage 
Technology Engineers, Software Requirements 

Developers, Software Monitor requirements 
Maintainers, Data Base compliance through 
Designers and Developers, weekly meetings, 
Security Analysts, reports to ensure 
Documentation Specialists 
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Category Responsibility User Group(s) Entry-Exit Role 
logistics Management OIT System Planners, Hardware Define/Manage 

Acquisition Managers Requirements 
Monitor requirements 
compliance 

Support and Test OIT Hardware Engineers, Test Define Requirements 
Equipment Engineers Monitor requirements 

compliance through 
reporting 

Supply and Distribution OIT (Biometric Data Supply Management Define Requirements 
Management Collection Devices) SpeCialists Monitor requirements 

compliance through 
reporting 

Infrastructure OFO Facilities Facility Designers, Define Requirements 
Management Construction Managers, Monitor requirements 
(Ports of Entry, Facility Maintainers compliance through 
Federal Inspection reporting 
Areas) 

Manpower and OIT Hardware Engineers, Develop Operational 
Personnel Software Developers, Staff Estimates and 

Contract Support Requirements 
Training and Trainers OIT System Training Managers, Operational Training 

Curriculum Developers, Developers, Trainers 
Trainers 

Combirred 
Maintenance OneNet, EDC, OIT Maintenance Planners, Define Requirements 

Analysts (Hardware and Monitor requirements 
Software) Documentation compliance through 
Specialists reporting 

1.6.1 Technical 
A common backend infrastructure will support processing in all travel modalities (air, land, and 
sea) requiring acquisition of ongoing operations and maintenance contracts to support 
expanded networks, systems and applications. 

1 .6.2 Staffing 
Sufficient staffing will be required to ensure that the collection, analysis and enforcement of 
the newly implemented capabilities are properly supported. This will require additional hiring 
plus retraining of current staff. Utilization of public/private partnerships will minimize CBP 
staffing needs to support front-end biometric capture devices. 
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1.7 Current Situation 
There is a significant gap between the end-state vision and current capabilities. Table 10 
summarizes the capabilities gaps for Air, land and Sea operational environments with respect 
to processing exiting travelers. This assessment is based on an analysis of current CBP 
operations and capabilities to process travelers as they exit the country by air, land, and sea. 

Table 10 - Summary of Outbound (Exit) Capabilities Gaps 

Exit 
Infrastructure Gaps 

Operational & Policy 
Environment 

Technology Gaps 
Gaps 

Air & Sea • No central point of • No unmanned capability • Current processes and 
departure control in place to biometrically policies do not fully 

• No infrastructure for verify exiting travelers support exit 
departure control • Current biometric processing utilizing 
(Space, IT, Network) capabilities on outbound biometrics 

• Facilities infrastructure do not offer the • Tailored Outbound 
varies from port to port facilitation benefit Enforcement Policies 

• No signage for CBP exit required to minimize do not exist 
processes impact to exit processes • No operational 

(no impact to boarding support for outbound 
times) traveler adjudication 

• No automated capability 
to alert officers of 
enforcement events 
when departing 

land • No infrastructure for • No unmanned capability • Current processes and 
departure control in place to biometrically policies do not fully 
(Space, IT, Network) verify exiting travelers support exit 

• Facilities infrastructure • Current biometric processing utilizing 
varies from port to port capabilities on inbound biometrics 

• No signage for CBP do not offer the • Tailored Outbound 
processes facilitation benefit Enforcement Policies 

required to minimize do not exist 
impact to exit processes • No operational 
(no backup departing support for outbound 
the land border) traveler adjudication 

• No automated capability 
to alert officers of 
enforcement events 
when departing 
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2 Operations and Support Description 

2.1 Missions (Primary/Secondary) 
Table 11 identifies the primary and secondary contributions of the Biometric Entry-Exit Program 
to CBP missions and identifies the key users involved in each mission. 

Table 11 - CBP Mission Contributions 

CBP Mission 
Primary/ 

Secondary 
Users 

Counter Terrorism and Transnational Crime Primary CBP Officers 

• Enhance Procedures and Partnerships 

• Increase Situational Awareness of Air, Land and Sea 

Advance Comprehensive Border Security and Primary CBP Officers 
Management 

• Detect, Interdict, and Disrupt Illegal Cross-Border 
Activities 

• Conduct Outbound Enforcement and Interdiction 
of Travelers 

Enabling lawful Trade and Travel Primary CBP Officers, 

Identify Travel Threats as Early as Possible 
Travel Industry Stakeholders, • Traveling public 

• Reduce Costs for U.S. and Trade and Travel 
Communities 

• Expand Risk-Segmentation to Enable Low-Risk 
Travel 

Promote Organization Integration, Innovation, and Secondary CBP, 
Agility Travel Industry Stakeholders 

• Advance CBP Mission Effectiveness 

2.2 Users and Other Stakeholders 

2.2.1 Users 
Users of the biometric entry-exit program include the traveling public and U.S. Customs and 
Border Protection Officers. 

• Traveling Public-will allow biometric images to be captured by stakeholders' front-end 
biometric capture devices during entry and exit and then securely submitted to CBP for 
matching. 
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• U.S. Customs and Border Protection Officers-will respond to law enforcement hits 
generated by the biometric entry-exit system to make informed decisions about travelers 
entering or exiting the country. 

2.2.2 Government Stakeholders 
Government stakeholders of the Biometric Entry-Exit program include the primary 
organizations who operate and support the program, organizations that are sources of 
biometric data for matching, and organizations that can leverage biometric entry-exit crossing 
records for their own mission needs. CBP will leverage existing biometric data holdings in 
government systems to build galleries for matching. Additionally, CBP will provide biometrically 
confirmed crossing records of in-scope, non-U.S. citizen travelers to OBIM that can be leveraged 
by other government agencies to fulfill their mission needs. 

Primary Stakeholders: 

• DHS/CBP (Office of Field Operations) - will manage the operations of the program. 
• CBP Office of Information and Technology (OIT) - will develop, deploy and provide mission 

support for the technical solution. 
• DHS Enterprise Services - Leverage common biometric capabilities. 

Biometric Data Source Stakeholders: 

• DHS OBIM - DHS primary biometric data repository; primary source of biometric data; will 
record biometrically confirmed crossings of in-scope, non-U.S. citizen travelers. 

• State and Federal AgenCies including Department of State (DoS) and USCG - will share 
biometric data. 

• USCIS - will share biometric data. 
• CBP - Other photos sources may include APe, CEAC, CIS, GES, VISA, and EID. 

Stakeholders who can leverage Biometric Entry-Exit Program data: 

• TSA - can utilize TVS to identify travelers entering their security checkpoints eliminating the 
need to check IDs and boarding passes. 

• ICE - will leverage biometric entry-exit crossing records for their mission needs that includes 
criminal and administrative enforcement. 

• DHSjCBP (Border Patrol) - can leverage biometric entry-exit crossing records for their 
mission needs. 

• U.S. Coast Guard - can leverage biometric entry-exit crossing records for their mission 
needs. 
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2.2.3 Non-Government Stakeholders 
Non-Government stakeholders from the travel industry will provide passenger manifest data to 
CBP in advance of travel allowing CBP to create logical or physical galleries to perform real time 
matching at border crossing. Additionally, travel industry partners in air and sea will integrated 
front-end biometric capture devices into their boarding processes to provide live biometric 
images to TVS for adjudication and processing. Non-Government stakeholders include: 

• Commercial Airlines - will continue to provide APIS manifest data as well as securely submit 
live biometric images collected from travelers to CBP systems for adjudication and 
processing. 

• Airport Authorities - may securely submit live biometric images collected from travelers on 
behalf of airlines to CBP systems for adjudication and processing. 

• Commercial Cruise lines - will continue to provide APIS manifest data as well as securely 
submit live biometric images collected from travelers to CBP systems for adjudication and 
processing. 

• Commercial Bus lines - will provide passenger manifest data to CBP in advance of travel. 

2.3 Policies, Assumptions and Constraints 

2.3.1 Policy 
Current privacy policies and regulations allow for the collection and recording of biographic 
data and the collection and matching of biometrics on in-scope non-U.S. citizens travelers for 
both entry and exit (8 USC § 1365b (d) (f)). Legal authorities for CBP to collect and utilize 
biographic and biometric data to confirm identity at the time of arrival to and departure from 
the United States include: 

• Immigration and Nationality Act (INA) § 235 [8 USC 1225], § 287 [8 USC 1357] and § 215 [8 
USC 1185] 

• 8 CFR § 215.8 Requirements for biometric identifiers from aliens on departure from the 
United States 

• 8 CFR § 235.1 Scope of examination 
• 8 CFR § 235.1(b) Requirement for U.S. citizen to possess valid U.S. passport for entry to or 

departure from the U.S. (see also 8 CFR 1185(b)) 
• 8 CFR § 235.1(f) Alien applicants for admission 
• 8 USC § 1187(i) Visa Waiver Program; Establishment of exit system 
• 8 USC § 1365b(d}-(h) Biometric entry and exit data system; Collection of biometric exit data; 

Integration and interoperability; Maintaining accuracy and integrity of entry and exit data 
system; Integrated biometric entry-exit screening system; Entry-exit system goals 
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• Intelligence Reform and Terrorism Prevention Act of 2004 (IRTPA), Section 7208 and 7209, 
as amended (P.L. 108-458) 

• The Implementing Recommendations of the 9/11 Commission Act of 2007 (P.L. 110-53) 
• Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept 

and Obstruct Terrorism Act of 2001 (USA PATRIOT Act, P.L. 107-56, Sec 414(b)) 
• Consolidated and Further Continuing Appropriations Act, 2013 (P.L. 113-6) 
• Department of Homeland Security Appropriations Act, 2015 (P.L. 114-4) 
o Consolidated Appropriations Act, 2016 (P.L. 114-113) 
• January 2004 Interim Final Rule (69 FR 468) on Non-Immigrant Visa Travelers 
• Exit pilots were established in this rule, and updated later in 2004 in 69 FR 46556 and 69 FR 

51695. 
• August 2004 Interim Final Rule (69 FR 53318) on VWP Travelers and 50 Largest Land Ports 
• 50 Largest Land POEs identified in November 2004 (69 FR 64964) 
o Remaining Land POEs identified in September 2005 (70 FR 54398) 
• December 2008 Final Rule (73 FR 77473) on Additional Alien Categories 
o June 2009 Notice (74 FR 26721) on Biometric Air Exit Pilot at Two Airports 
• July 2015 Notice (80 FR 44983) BE-Mobile at top 10 airports 
• November 2015 Notice (80 FR 70241) Otay Mesa Field Trial 
• Executive Order 13780, IIProtecting the Nation from Foreign Terrorist Entry into the United 

States" Sec. 8. Expedited Completion of the Biometric Entry-Exit Tracking System (March 6, 
2017) 

• Storage of traveler's biometric and biographic data and duration of holding is covered by: 
o DHS/CBP-007 Border Crossing Information (BCI) System of Record Notice (SORN) of July 25, 

2008; 
• DHS/USVISIT-0012 - DHS Automated Biometric Identification System (IDENT) SORN June 5, 

2007; 
• DHS/CBP-Oll U.S. Customs and Border Protection Travelers Enforcement Communications 

System (TEeS) SORN of December 19, 2008. 

2.3.2 Assumptions 
• Deployment of exit capability to airports will require public/private partnerships. Private 

parties who agree to participate will be prioritized for deployment. 

• Airlines and airports will own and maintain the devices to capture and securely submit 
biometrics to the TVS per CBP specifications. 

• All backend system and infrastructure capabilities must be fully functional and scalable prior 
to deployment for the first flights. 
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• The biometric exit solution will interface with DHS OBIM to provide biometrically confirmed 
exit records for in-scope, non-U.S. citizen travelers. In the long term, DHS OBIM will provide 
biometrically verified Entry and Exit transactions to the CBP ADIS as an alternative to TVS 
directly updating ADIS. 

• Outbound policies and procedures will be updated and approved in compliance with all DHS 
policies. 

2.3.3 Constraints 
• The Biometric Exit Fee Fund will apply to IT investment, programmatic and operational 

support, additional CSP Officer staffing for outbound enforcement, and technology 
innovation to provide biometric exit capabilities. 

• Many ports do not have a brick and mortar facility for vehicle or pedestrians exiting the U.S. 
Port configuration may be a limiting factor as to the type and extent of the solution that will 
be viable. 

• Provide appropriate accommodation for individuals wearing religious headwear (e.g., 
individuals whose headwear may need to be adjusted to take the photograph), in line with 
Department policy on accommodation of religious beliefs in fingerprinting and 
photography. 

• Provide appropriate accommodation of individuals who do not take photographs for 
religious reasons (see, related, the 2009 guidance on accommodation of the Amish in 
implementation of WHTI). 

• Provide accommodation of individuals without fingers/fingerprints due to injury/disability. 
• CBP will ensure privacy and compliance with all applicable laws according to DHS policy. 

2.4 Operational Description 
cSP's transformative Biometric Pathway vision will utilize biometrics as an alternative to 
biographies as the key to unlocking a known traveler's record throughout the travel process. A 
common approach from a user-oriented perspective will be established for air, land, and sea 
environments supporting border crossings. To achieve the Biometric Pathway Vision, CBP will 
implement a biometric matching capability called the Traveler Verification Service (TVS) to be 
used by travel industry stakeholders or by CBP itself to identify travelers throughout the travel 
process. Figure 4, Levell Operational View, illustrates how TVS, a biometric matching service, 
will support all modes of travel for exit. Regardless of mode of travel, front-end biometric 
capture devices will capture live biometrics to securely submit to TVS for processing and 
adjudication. 
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Figure 4 . Level 1 Operational View 

The following sub-sections identify the proposed solution from a user-oriented perspective in 
operational settings for air, land and sea environments. Air is the first priority for implementing 
biometric exit. Biometric exit solutions for land and sea will follow, leveraging solutions and 
lessons learned from deployment of an air exit program . 

2.4.1 Air 
The concept of operations for air travel aligns with CBP's Biometric Pathway vi sion. The 
Biometric Pathway vis ion will transform the way CBP identifies air trave lers by shihing the key 
to unlocking a traveler's record from biographic identi fiers to biometric ones - primarily a 
traveler's face. Pre-staging the existing trave ler data upstream in the travel process enables all 
stakeholders to transform from manual and redundant processes to safer, automated, and 
seamless trave ler movement. CBP can continue to increase security by using a live facial 
biometric to match the traveler to advance passenger information, whi le also checking any 
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existing fingerprints on file against the watch list, which decreases dependency on less reliable 
paper travel documents, such as Passports and Visas. New facial recognition processes will 
enhance CSP's biometric capabilities alongside of the existing lO-print fingerprint processes. 
This approach will also facilitate traveler movement by providing partners - airlines, airports, 
and TSA - with a common and unique biometric key for identifying and matching travelers to 
identities, creating a more seamless travel experience. 

CSP will partner with the air travel industry and TSA to deploy a biometric air entry/exit 
solution that transforms the overall traveler experience. The four primary goals of this large-
scale transformation will be to make air travel more: 
o Secure - Providing increased certainty as to the identity of travelers at multiple points in the 

travel continuum; 
• Simple - Eliminating the need for physical document and boarding pass checks; 
o Facilitative - Establishing a clear and easily understood process that will reduce the potential 

for major "bottlenecks" within the air travel process; and 
o Compliant - Employing a high integrity biometric entry and exit system that not only increases 

CSP's certainty as to the identity of travelers, but also more ably holds accountable those 
violating terms of admittance. 

Figure 5, Air Travel Concept of Operations, illustrates CSP's vision of future air travel utilizing 
biometric identifiers throughout the entry and exit travel process. Though the core biometric 
exit capability is for biometrically confirming exits at the boarding gate, there is a potential 
opportunity for travel industry stakeholders (i.e. airlines, airports, and TSA) to utilize this 
capability at all steps throughout the air travel process for a seamless and token-less traveler 
experience where travelers do not need to present boarding passes or travel documents. The 
initial capability is for implementation of biometric capabilities at the boarding gate to 
biometrically confirm exits. In the future, air travel partners may elect to integrate biometriC 
capabilities at other steps in the travel process. Implementation by CBP of biometric 
verification at bag drop is a future capability consideration. 
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Figure 5· Air Travel Concept of Operations 
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To successfully implement the Biometric Pathway, CBP will accomplish the following: 

1) Reengineer and re-design CBP data handling; 
2) Build a communication portal to connect with partners; 
3) Implement a Traveler Verification Service (TVS) for one-to-many biometric searching; and 
4) Implement a mechanism to provide wayfinding and lane assignments prior to entry. 

CBP will ensure privacy and compliance with all applicable privacy policies, procedures and 
internal controls necessary to safeguard PI! pursuant to the Privacy Act. 

::..J 1.1 ((.Incept 

The following sub-sections describe the air operating concept for both departure and arrival 
that are in alignment with CSP's Biometric Pathway vision. Implementing CBP's Biometric 
Pathway vision for transforming the traveler's overall experience will require collaboration from 
CSP, TSA, and both the airline and airport industry. CBP will provide TVS, a backend biometric 
matching service, to enable stakeholders to optionally automate their manual processes by 
deploying front-end solutions to capture and securely submit live biometrics of travelers to 
CBP. 

Airlines, Airports and TSA can optionally integrate TVS throughout the travel process (such as at 
check-in, bag drop, and TSA checkpoint) to biometrically identify travelers creating a seamless 
and token-less experience for the traveler without the need to present a boarding pass or travel 
document. While biometric matching will be optional throughout the travel process prior to 
boarding, CBP will require capture and submittal of live biometric images at aircraft boarding so 
that CBP can meet its mission of biometrically confirming exits. 

Biometric exit will also include an updated outbound enforcement policy specifically focused on 
those violations that warrant an enforcement action for an individual departing the United 
States. If any threats are identified at the time of boarding a flight departing the United States, 
the biometric exit system will alert CBP outbound enforcement teams by sending a message to 
a mobile device. Teams will respond to adjudicate the issue. Outbound policy will address how 
to resolve non-law enforcement related exceptions such as failure to capture a live biometric 
image and failure to match to biometric images of expected travelers on the flight manifest. 
The system will also have the capability to provide calling entities with the traveler's 
biometrically confirmed identity and authorization to proceed. 

).4 1 1 ') .:.\. I r J\ r n v (11 

As stated with the departure, the air arrival end state vision will require collaboration from CBP, 
TSA, and both the airline and airport industry. Essentially, the arrival concept uses similar 
services to streamline or eliminate processes that currently impact arrival processing. If 

33 

epic.org EPIC-17-10-17-CBP-FOIA-20180319-Production 000070



biometrics are optionally captured at the international check-in, they can be utilized upon 
arrival for an improved passenger experience. 

jlJ. J.2 ,4if EmpJovmEnt l\/iodes 
TVS must reliably provide real time responses to calling entities (airlines, airports, TSA, or CBP 
itself) within times that will not impede the air travel process for how it is utilized at check-in, 
bag drop, TSA, and boarding. The solution must be capable of scaling to perform biometric 
matching services for all international departing flights. The solution will be scaled to match 
stakeholders' deployments of front-end biometric capture devices. The solution must also be 
capable of scaling to perform biometric matching services for all international arrivals as 
stakeholders deploy front end solutions supporting entry. 

2.4 1.3 Jw Scheduling and Operations I-'fanning 

To prevent disruptive impacts to trade or travel, TVS capabilities will require mission critical 
high availability and system redundancies to support 24/7 operations and minimal planned 
maintenance outages. In the event of a system outage preventing TVS from functioning at full 
capacity, a contingency plan will be developed to provide stakeholders direction for processing 
travelers. 

2 4.].4 Air OpffOliny Envilor;mi:nt 

CBP will deploy TVS, a back-end biometric matching service, capable of supporting air travel 
from any airport with international flights to and from the United States and its territories. 
Stakeholders (Airlines, Airports, TSA and possibly CBP itself) are responsible for connecting their 
front-end biometric capture devices to TVTVS. 

CBP will deploy TVS, a back-end biometric matching service, to support front-end biometric 
capture devices deployed by stakeholders. The front-end solutions are expected to operate 
inside Airport buildings. Stakeholders are responsible for adapting their front-end systems to 
environmental conditions at specific airports. 

The CBP TVS will operate in a secure and controlled data center environment rated for high 
confidentiality, high integrity and high availability minimizing physical risks and hazards to the 
service. 

Upon arriving at a location where a biometric facial image will be captured, the traveler 
confronts one of three configurations: 

• An operator ready to provide active assistance to the traveler for capturing a photo 
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• A direct interface with the camera device with passive assistance from an operator 
• A direct interface with a camera without any operator assistance 

In all cases, signage and instructions are to be provided to the traveler. Performance 
requirements, workload drivers, and safety hazards for the operator and traveler are to be 
addressed by the entity operating the camera. 

A CBP officer may be required to respond to a traveler for law enforcement activities. In this 
instance, CBP officers receive notifications on an existing mobile device and will respond 
according to existing policies and procedures. 

2.4.2 Land 
The CBP land border entry and exit concept of operations will leverage solutions developed for 
other environments such as air and sea as well as new technology necessary due to the 
complex landscape along the land border. Travelers entering the United States via the land 
border arrive primarily in Privately Owned Vehicles (POV), commercial buses and on foot. Ferry 
and rail travelers are also classified as land travelers. Feasible operational concepts for land 
are currently being developed and experiments are ongoing. This CONOPS will be updated as 
solutions for land are further identified. 

2.4.2.1 Land Operating Concept 
Notionally, the operating concept for each environment will be: 

POV Entry - As a POV proceeds down the primary lane, a license Plate Reader (LPR) will 
photograph the vehicle license plates and a camera will capture an image of the driver (and 
possibly the passenger as well) through the vehicle windshield. CBP will attempt to match the 
image taken in the primary lane with images in DHS holdings to verify the identity of the driver. 
Once the identity of the driver and all passengers are verified, the CBP Officer will make an 
admissibility determination and the traveler(s) will be either admitted into the United States or 
referred for secondary inspection. 

POV Exit - As stated above, the infrastructure at land POEs does not support exit processing. 
Additionally, the majority of travelers exiting the United States by POV are not subject to the 
collection of biometrics. CBP therefore will place the burden of reporting on the traveler using 
a mobile or kiosk-type solutionll . A traveler would physically report to a kiosk or use features 
such as location services on a mobile device to satisfy CBP that they have indeed left the 
country. Additionally, data exchanges with Mexico and Canada would serve to validate the 
departure of in-scope travelers. 

11 Various solutions are being evaluated in test environments, but no single solution or set of solutions have been 
selected for operational deployment. 
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Pedestrian Entry - A camera would capture an image of a pedestrian's face and attempt to 
compare that image against a pre-established database (conceptually similar to a manifest). 
Once the identity of the traveler has been verified, the CBP Officer would make an admissibility 
decision. 

Pedestrian Exit - As noted in POV exit, CBP would establish the capability for a traveler to self-
report. Travelers that fail to self-report would be considered overstays and, consequently, 
ineligible for re-entry. 

Bus Entry - An image of a bus passenger would be captured and compared to a manifest. Once 
the identity of the traveler is verified, a CBP Officer would make an admissibility determination. 

Bus Exit - A bus exit concept, while not fully developed, has features of air (there is a manifest), 
and land (there could be a self-reporting capability). 

2.4.2.2 Land Employment ,Vlodes 

Biometric entry-exit solutions at land ports must not impede the travel process. The solution 
should be capable of scaling to support traffic at all land Ports on the Mexican and Canadian 
borders. 

2 4 2.3 Land Scheduling and OperatIons Planning 

To prevent disruptive impacts to port operations or to trade and travel, biometric exit solutions 
for land ports will require mission critical availability with 24/7 operations and minimal planned 
maintenance outages. In the event of a system outage preventing biometric confirmations, a 
contingency plan is needed to provide Ports direction for processing travelers. 

2.4.2.4 Land Operatmg Environment 
2 4 2.4 1 Cieogr(1phlc I\reas 

Biometric Exit solutions for land must function at POEs on both the Northern and Southern 
borders. 

Environmental conditions at land POE's range from subzero temperatures to significant 
snowfall to one hundred degree plus temperatures and sunlight and glare. Inspection 
processing occurs indoors as well as outdoors at all times of the day and night, so any deployed 
capability must have the ability to operate in all outdoor conditions. 

2/1 2t1.3 Operational Condilrons 

Any deployed capability must be ruggedized due to the environmental conditions and due to 
the fact they will be engaged by the traveling public. Technology in vehicle lanes is subject to 
being hit by vehicles. 

36 

epic.org EPIC-17-10-17-CBP-FOIA-20180319-Production 000073



2.4.3 Sea 
The concept of operations for sea travelers exiting the country will follow the same concept as 
air travelers and leverage solutions developed for the air environment. Public/Private 
partnerships with sea carriers will be explored for implementation of front-end biometric 
capture solutions. 

2.4.3.1 Sea Operating Concept 
Sea travelers will present biometrics to the cruise line upon embarkation. 

The following steps identify the end state operational process for commercial sea travelers: 

Embark at Sea Port 

1. CBP utilizes APIS manifest data to develop small searchable photo galleries of sea travelers. 
2. The cruise line or CBP captures biometrics on all travelers prior to embarkation 
3. Match live biometrics to existing traveler biometrics 

a. For a successful match, record exit for in-scope, non-U.S. citizen travelers as 
biometrically confirmed 

b. For an unsuccessful match, perform biographic match and record exit as biographically 
confirmed 

c. Alert traveler when process is complete 
4. If a match is made to an identity with actionable biometric or biographic watch list hits, or 

the traveler is determined to be a person who originally entered the U.S. without 
inspection, provide mobile alerts to CBP Officers to respond in accordance with exit policy 

2.4.3.2 Sea Emplovrnent IvTodes 
Biometric exit solutions at sea ports must not impede the travel process. The solution should 
be capable of scaling to support exit traffic at all sea ports. 

2.4.3.3 Seo ScfJedullng and OtJcrotions PlorJrun(! 
To prevent disruptive impacts to trade or travel, biometric exit solutions for land ports will 
require mission critical availability with 24/7 operations and minimal planned maintenance 
outages. In the event of a system outage preventing biometric confirmations, a contingency 
plan will be developed to provide Ports direction for processing travelers. 

2.4.3.4 Seo Operoting Environment 

Biometric Exit solutions must function at all sea ports. 

37 

epic.org EPIC-17-10-17-CBP-FOIA-20180319-Production 000074



Environmental conditions at Sea POE's range from subzero temperatures to significant snowfall 
to one hundred degree plus temperatures and sunlight and glare. Inspection processing occurs 
indoors as well as outdoors at all times of the day and night, so any deployed capability must 
have the ability to operate in all outdoor conditions. 

Biometric Exit solutions for sea will operate in a variety of conditions. Each port where 
biometric exit solutions are deployed will need to be assessed for physical risks and hazards 
requiring mitigation. 

2.4.4 Threats and Hazards 
The CBP TVS will be available for use by authenticated and authorized stakeholders' front-end 
biometric capture devices. The greatest threats to the system are cybersecurity threats from 
unauthorized actors with the greatest risk being data breaches of sensitive Pit maintained by 
the system. Security and privacy controls following NIST 800-53 guidance for high impact 
systems are to be implemented to provide safeguards and countermeasures designed to 
protect the confidentiality, integrity, and availability of the biometric entry-exit system and its 
information. 

2.4.5 Interoperability with Other Elements 
TVS capability for entry-exit will build upon existing DHS, CBP and other government systems. 
Biometric Entry-Exit will interface with existing systems to build biometric galleries using 
existing government holdings, biographically and biometrically search watch lists, biometrically 
confirm crossings, and match arrival and departure records. Figure 6, system interoperability, 
identifies key interfaces to other systems and the types of data interchanged. 
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Airlines, cruise lines, bus lines, and rail will utilize APIS to provide biographic passenger manifest 
data prior to travel. The APIS manifest data will be used to create matching galleries and pre-
adjudicate travelers. DHS OBIM IDENT /HART, USCIS, and Department of State are key sources 
for biometric information used to build searchable galleries. The National Targeting Center 
(NTC) will utilize biometric exit data for threat assessments. DHS OBIM IDENT/HART, TECS and 
ADIS will biometrically record border crossings for all in-scope, non-U.S. citizen travelers. 

2.5 Mission Support Description 
This section addresses the mission support functions, concept and organization necessary for 
both immediate and continued operation of the Biometric Entry-Exit Program to meet mission 
needs. 

2.5.1 Key Support Areas 
The key mission support areas within Entry-Exit consist of governance and management 
requirements addressing policy, strategic planning, innovation, financial management, 
communications and stakeholder management, oversight of acquisitions, engineering and 
logistics, and communications management. Each of these functions contributes to system 
readiness and the efficiency and effectiveness of mission support delivery in the field. 

• Policy development will ensure that Entry-Exit is meeting its legal, regulatory, fiduciary 
responsibilities, and religious and disability accommodations. It involves developing policy 
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and procedures to set and control standards, guide internal program administration and 
procedures, train personnel, and translate lessons learned into organizational change. 

• Strategy setting will equip Entry-Exit to overcome future challenges and take advantage of 
new opportunities. It involves making strategic decisions about the future of the Program's 
mission support role and developing and promulgating performance goals and standards 
that, when coupled with operational requirements, inform the prioritization of mission 
support resources for future capabilities. 

• Planning, programming, and budgeting will provide Entry-Exit with the resources required 
to support CBP border security and immigration missions and advance the strategic goals of 
the organization. These functions involve acquiring resources through the Federal budget 
process and developing plans and budgets for the allocation of those resources. 

• Participation in, and oversight ot major acquisitions, based on the program's relationships 
and proximity to partners, stakeholders, and other resources will ensure that the resources 
being acquired meet program requirements. 

• Communications and stakeholder management will consist of outreach to other 
governmental entities, both foreign and domestic, as well as management of both 
international and domestic airline carriers and cruise lines on biometric exit. 

• Guidance, support and oversight will oversee the technical and logistics aspects of Entry-
Exit operations, maintenance and sustainment and provide the standards and performance 
requirements for all systems and assets, which are carried out by the operational teams 
supplied through separate organizations within CBP. 

Table 12 depicts the major categories of support, responsibilities of the mission support 
organizations and associated user groups, and the program's role to address the key support 
areas identified above. 

Table 12 - Mission Support Functions and Roles 

Responsibility User Group(s) Entry-Exit Role 
PHS . 

• i"; ,', " 

logistics Management OneNet/NOC Telecom/Wireless Set Performance 
Managers, Planners Standards, Metrics, SLAs 

EDC Hardware and Data System Monitor through 
Designers and Managers performance 

compliance reporting 
logistics Engineering OneNet/NOC Telecom/Wireless Set Performance 

Engineers and Technicians, Standards, Metrics, SLAs 
Analysts 

fOC Hardware Engineers, Data 
Collection and Storage 
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Category Responsibility User Group(s) Entry-Exit Role 
Analysts and Engineers, 
Data Technicians 

Support and Test OneNet/NOC Telecom/Wireless Support Set Performance 
Equipment Managers, Engineers, Standards, Metrics, SlAs 

EDC Analysts 
Hardware Support and Test 
Engineers, Data Collection 
and Storage Analysts and 
Engineers, Data 
Technicians 

Supply and Distribution OneNet/NOC Telecom/Wireless Supply Set Performance 
Management Managers and Engineers Standards, Metrics, SlAs 

EDC Computer Hardware 
Managers and Engineers 

Technical Data EDC Data Managers, Analyst Set Performance 
Technicians Standards, Metrics, SlAs 

CBP level 
Program OFO Program Managers, Define Requirements 
Management Policy SM Es, Maintain Biometric 

Requirements SMEs, Entry-Exit Policy 
Financial SMEs Manage Biometric 

System Access 
Authorities 
Maintain Budget 
Stakeholder 
engagement 

Information OIT System Analysts, System Manage Requirements 
Technology Engineers, Software Monitor requirements 

Developers, Software compliance through 
Maintainers, Data Base weekly meetings, 
Designers a nd Developers, reports to ensure 
Security Analysts, 
Documentation Specialists 

logistics Management OIT System Planners, Hardware Define/Manage 
Acquisition Managers Requirements 

Monitor requirements 
compliance 
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Category Responsibility User Group(s) Entry-Exit Role 
Support and Test OIT Hardware Engineers, Test Define Requirements 
Equipment Engineers Monitor requirements 

compliance through 
reporting 

Supply and Distribution OIT Supply Management Define Requirements 
Management (Biometric Data Specialists Monitor requirements 

Collection Devices) compliance through 
reporting 

Infrastructure OFO Facilities Facility Designers, Define Requirements 
Management Construction Managers, Monitor requirements 
(Ports of Entry, Facility Maintainers compliance through 
Federal Inspection reporting 
Areas) 

Manpower and OIT Hardware Engineers, Develop Operational 
Personnel Software Developers, Staff Estimates and 

Contract Support Requirements 
Training and Trainers OIT System Training Managers, Operational Training 

Curriculum Developers, Developers, Trainers 
Trainers 

Combined 
Maintenance OneNet, EDC, OIT Maintenance Planners, Define Requirements 

Analysts (Hardware and Monitor requirements 
Software) Documentation compliance through 
Specialists reporting 

2.5.2 Support Principles 
The Mission Support function must adhere to the following principles12 to ensure success across 
the operational continuum from the program office, enterprise support organizations to the 
smallest operational component and support contractor: 

• Flexibility - the ability to expand, contract, and adapt to meet changing situations and 
requirements. 

• Responsiveness - the rapid deployment and configuration of resources to fulfill new and 
evolving requirements, such as those created by a contingency event. 

• Resiliency - the ability to withstand changes in the operating environment and expeditiously 
recover. 

12 The Mission Support prinCiples and MSBM is adapted from the U.S. Coast Guard enterprise MSBM and realigned 
to meet the specific needs of the Biometric Entry-Exit Program requirements and scope. 
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• Affordability - the cost-effective achievement of results deemed necessary and appropriate 
by those supported. 

• Transparency - ready access to the data needed to make effective decisions. 
o Integration - working cooperatively across all elements of mission support and with diverse 

governmental and non-governmental entities to support mission requirements. 

2.5.3 Mission Support Concept 
The Entry-Exit Mission Support concept is driven by a business model approach that will be 
used by the program office, and promulgated to all supporting technical and logistics 
organizations, and stakeholders. The Biometric Entry-Exit Program has adopted a MSBM 
approach from the U.S. Coast Guard that provides a mission-focused, unified, and disciplined 
approach to mission support delivery. It produces superior service by consolidating 
accountability, creating a proactive support posture and supporting data-driven decisions. 
Ultimately, the MSBM contributes to mission effectiveness by optimizing readiness, operational 
availability, performance, and safety. The MSBM includes product line management, 
configuration management and asset visibility. 

Product Line Management is an organizational design concept that provides a single support 
team responsible and accountable for the performance of a specific capability's execution and 
sustainment. Product line management oversees and monitors the configuration of a capability, 
the activities that sustain that configuration, and prioritizes the allocation of resources based 
on requirements. This approach breaks down barriers by combining staffs with different 
functional expertise (e.g., engineering, human performance, resource management, and 
procurement, etc.) and similar levels of delegated authority (as designated by a community's 
chain of authority) into a single pOint of accountability. 

Configuration Management (CM) establishes a configuration baseline for a capability that 
satisfies requirements based on a standard level of service. Throughout a capability's life cycle, 
as requirements change, changes to the configuration are monitored to ensure a consistent and 
repeatable process. CM enables a proactive support posture. Knowing the configuration of a 
system or asset informs what support is needed and how to deliver planned maintenance to 
sustain it. Proper oversight, standardization, documentation, and monitoring are key 
characteristics of CM. CM is governed by a cross-functional body that brings together 
stakeholders with existing program authorities to consider the interdependent impacts of a 
change. This governance approach will provide community and cultural leadership while 
ensuring that the support community effectively manages critical changes and acts upon 
lessons learned. 

Asset Visibility colfects and analyzes information to create dynamic situational awareness of 
CBP's Biometric Entry-Exit Program performance in the environments in which it operates. 
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Information sources include performance measures as well as analysis products (e.g., lessons 
learned, business case analysis) and the results of compliance checks (e.g., audits, inspections, 
and assessments). Asset Visibility provides the capability needed to insightfully support, inform, 
and enable business intelligence and knowledge management. 

2.5.4 Mission Support Roles and Responsibilities 
Mission Support responsibilities are divided among multiple organizational entities and 
enterprise business owners. Many components of the program are either provided by outside 
stakeholders who will follow their own mission support approach (e.g., airlines, TSA) or 
enterprise level organizations within CBP (OIT, ENTS, Facilities) which also have enterprise 
mission support plans and organizations that are supported and controlled within the 
respective organization. The Biometric Entry-Exit Program will provide guidance, operational 
and performance standards and hold the other entities accountable using the MSBM. 

• Biometric Entry-Exit Program. The program will implement the MSBM, applying its core 
elements to govern and manage the end-to-end program key support functions as 
described in section 2.5.1. Implementing the MSBM will create a culture of continuous 
learning and improvement that leverages information to control costs, prioritize resources, 
maintain standards, and improve affordability. 

o External Stakeholders. In the Air environment, through public/private partnerships, 
airports, airlines, TSA and potentially other stakeholders will integrate biometric capture 
devices into their business processes and securely submit biometric images to CBP for 
matching. This approach prevents CBP from adding additional steps in the travel process 
requiring a new learned behavior by the traveling public. Stakeholders will benefit from 
receiving biometrically confirmed identity information of their travelers allowing 
transformation from biographic identifiers. Mission support of front-end biometric capture 
devices and connectivity to TVS is provided by stakeholders utilizing the service. 

• CBP OIT. Mission support for TVS is provided by OIT. This includes all applications and 
technical infrastructure necessary to successfully operate the service at the required scale 
and performance parameters. 

• DHS Enterprise Services. Mission support for leveraged services used in TVS is provided by 
those leveraged service organizations (Le. OBIM for leveraged biometric services). 

Table 13 provides an overview of the critical functional components of the technical aspects of 
the system and the organization responsible for primary support. 
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Table 13 - Mission Support Responsibilities 

Mission Support 
Biometric Entry-Exit Capabilities Responsibility 

Front-End Cameras / biometric scanners Stakeholders 
Biometric (Air/Sea)/ CBP (Land) 
Capture Biometric capture software S ta ke holders 
Devices (Air/Sea)/ CBP (Land) 

Integration with stakeholders' systems and business Stakeholders 
processes (if desired) (Air/Sea)/ CBP (Land) 

Port Network Connectivity to CBP Backend Service Stakeholders 
Infrastructure (Air/Sea)/ CBP (Land) 
for Front-end Signage Stakeholders 
Biometric 
Capture 

(Air/Sea)/ CBP (Land) 

Devices Physical security of front-end biometric capture devices Stakeholders 
(Air/Sea)/ CBP (Land) 

TVS Gallery Building OIT 

Watch list Checks OIT 

Biometric Matching Service OIT (or OBIM per the 
CBP and OBIM 
Integration 
Roadmap) 

Automated analysis all 

CBP Officer notifications 011 

Biometrically confirmed crossings OIT 

Dashboards / Reporting / Performance Monitoring 011 

IT LAN/WAN OIT 
Infrastructure Wireless Access for CBP officer notifications all 

Hosting Services OIT 

DHS Enterprise Services (OneNet, NOC, EDC) DHS 

2.5.5 Mission Support Organization 
CBP has established a PMO to manage the Biometric Entry-Exit Program and apply the MSBM. 
The PMO will develop standards and manage the biometric implementations to ensure 
biometric exit solutions are integrated with existing travel processes. OIT will provide delivery 
of TVS along with technical specifications for stakeholders to interface with the biometric 
matching service. Where DHS Enterprise Services are leveraged, the DHS Enterprise Services 
delivery organizations will provide mission support for their components. 
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Figure 7 illustrates how CBP is organized to support the Biometric Entry-Exit mission and 
identifies the shared program management and mission support functions. 
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Figure 7 - Biometric Entry/Exit Organization Chart 

2.6 Potential Impacts 
The following are potential impacts to operations with implementation of a biometric exi t 
solution: 

• Updated outbound policies, processes, and directives will need to be developed to detail 
CBP enforcement response to watch list hits on exit. 

• New policies, processes, and directives will need to be coord inated wi th other stakeholders 
to respond to travelers whose exit cannot be biometrica lly confirmed . Common exceptions 
are failure to capture a live image and failure to match an image in the gallery. 

• A strong public outreach and communication plan will need to be im plemented for 
interfacing with the traveling public and thi rd party stakeholders. 

• In the event of a false accept occurring during biometric matching (where a traveler is 
incorrectly identified by through biometrics as someone else), the data integrity of the 
system and the result ing biometrically confirmed crossing record s are negat ively impacted. 
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o CBPO staffing requirements will need to align with the expected workload generated by the 
Biometric Exit program to minimize impact to scheduled departures. 

• Specifically for land travelers and travelers from visa waiver program (VWP) countries, the 
initial volume of travelers without biometrics on file or with poor quality biometrics on file 
will impact the throughput of Biometric Exit until CBP enrolls biometrics for a significant 
amount of these repeating travelers. 

• In the event TVS is operating in a limited capacity or is unavailable, stakeholders will require 
guidance for processing travelers. In complete absence of the service, departures will be 
biographically confirmed. High availability requirements will minimize service disruptions. 
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3 Scenarios 

3. 1 Scenario Overview 
This section identifies biometric entry-exit scenarios illustrating how travelers, stakeholders, 
and CBP will interact with the solution. They describe the operations and support capabilities 
necessary for successfully achieving mission objectives. 

3.2 Mission Operations Scenarios 
The following sub-sections identify the mission operations scenarios for biometric exit at air, 
land, and sea. The scenarios for air, land, and sea share a common approach following the 
biometric pathway concept but are adapted to the unique needs to each mode of travel. 

3.2.1 Air Exit Pre-boarding Scenario (Optional) 
This scenario represents the process governing the biometric pathway concept at check-in, bag 
drop, and at the TSA security checkpoint. This scenario is an optional capability for 
stakeholders who elect to utilize biometric matching services provided by CBP prior to boarding 
to streamline their processes. At each of these steps in the air travel process, TVS will provide 
biometrically confirmed identity information to the stakeholder, providing an enhanced and 
seamless process for the traveler to present their identity. 

Initial Condition: Airline traveler manifest created for departing international flight. 

Final Condition: All exiting U.S. citizen and non-U.S. citizen air travelers between the ages of 14 
and 79 are verified against biometric and biographic information and are able to proceed to 
boarding gate using biometrics as an alternative to presenting travel documents and a boarding 
pass. Any travelers with associated watch list information or flags are interdicted following 
normal CBP operating procedures. 

1. Airline traveler manifest for exiting international flight transmitted to CBP through APIS. 

2. CBP creates a small, temporary, targeted biometric gallery based on CBP and other 
government source biometric holdings that is specific to the airline's transmitted manifest 
for all U.S. citizen and non-U.S. citizen air travelers between the ages of 14 and 79. 

3. Traveler photograph captured by stakeholder upon flight check-in, baggage drop, and/or 
TSA security checkpoint. 

4. Airline or TSA captured biometrics transmitted to CBP. 

5. CBP performs matching and automated analysis between stakeholder-captured photograph 
and temporary manifest-specific biometric gallery while not impeding the flow of travelers 
through check-in, baggage drop, or security checkpoint. [See Excursion 3 - Watch List Hit] 
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6. CBP provides response to stakeholder (airline, TSA, or both) with traveler's biometrically 
confirmed identity and authorization to proceed. [See Excursion 1 - Facial Recognition No-
Match) 

7. Traveler proceeds without presenting travel documents or boarding pass. 

3.2.1.1 ExcursIOn 1 - SecondO/)' BIOmetric fv10lch (Optional Future (o/.JJbIlIYl 

1. CBP response indicates that traveler's facial biometrics cannot be matched to existing 
biometric records. 

2. Stakeholders may elect to provide fingerprints as a secondary biometric. 

3. CBP performs matching and automated analysis. 

4. Traveler identity confirmed by fingerprint matching. Traveler facial image enrolled in CBP 
biometric database. [See Excursion 2 - No Biometric Match] 

5. Traveler proceeds without presenting travel documents or boarding pass. 

3.2.1.2 Excursion 2 - No Biometric A10tch 
1. CBP response indicates that traveler's biometrics cannot be matched to existing records. 

2. Stakeholders follow existing procedures using travel documents and boarding pass. 

3.2.1.3 Excursion 3 - Watch List Hit 
1. CBP analysis indicates that a traveler biometrically identified has associated watch list 

information or flags. 

2. CBP officer is notified on a work issued mobile device that a traveler has been identified 
with associated watchlist information and/or flags, the location of the biometric 
collection, and departing flight information for the associated traveler. 

3. CBP interdicts the traveler with associated watch list information or flags and executes 
the appropriate SOP. 

3.2.2 Air Exit Boarding Scenario 
This scenario represents the steps for utilizing the biometric pathway concept at boarding. 
Boarding is the final step in the air exit process and represents the pOint in time where the 
traveler commits to exiting the country. Biometric confirmation at the boarding gate is 
mandatory for CBP to achieve its mission. Stakeholders utilizing TVS are required to securely 
submit biometric images at the boarding gate so that CBP can biometrically confirm the exit. 
The following steps identify the air exit boarding scenario: 

Initial Condition: Airline traveler manifest created for departing international flight. 
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Final Condition: All exiting U.S. citizen and non-U.S. citizen air travelers between the ages of 14 
and 79 are verified against biometric and biographic information. In-scope, non-U.S. citizen 
travelers are recorded as completing a biometrically confirmed border crossing in OBIM 
IDENT/HART and indicated in TECS and ADIS. 

1. Airline traveler manifest for exiting international flight transmitted to CBP through APIS. 

2. CBP creates a small, temporary, targeted biometric gallery based on CBP and other 
government source biometric holdings that is specific to the airline's transmitted manifest 
for all U.S. citizen and non-U.S. citizen air travelers between the ages of 14 and 79. 

3. Traveler photograph is captured when approaching the boarding gate. 

4. Captured traveler photograph transmitted to TVS. 

5. CBP performs matching and automated analysis between stakeholder-captured photograph 
and temporary manifest-specific biometric gallery while not impeding the flow of travelers 
through the boarding gate. [See Excursion 2 - Watch List Hit] 

6. TVS provides response to the boarding gate attendant with traveler's biometrically 
confirmed identity and authorization to proceed. [See Excursion 1 - Facial Recognition No-
Match] 

7. CBP records in-scope, non-U.S. citizen traveler's egress through the boarding gate as a 
biometrically confirmed border crossing in OBIM IDENT /HART with indicators in TECS and 
ADIS. 

8. Traveler proceeds through the gate and boards the aircraft. 

3.2.2.1 Excursion 1 - Facial Recognition No-Match 
1. TVS response indicates to the boarding gate attendant that traveler's facial biometrics 

cannot be matched to existing biometric records. 

2. CBP Officers are notified on a work issued mobile device that a traveler failed to match to 
the manifest gallery. CBP Officer responds according to outbound policy and procedures. 

3. Boarding gate agent follows CBP instructions for processing travelers who fail to be 
biometrically identified. The two operational outcomes are: 

a. Stakeholders follow existing procedures using travel documents and boarding pass; and, 

b. Traveler waits for a CBP Officer who will follow policies and procedures for processing 
travelers who are not biometrically identified. 

3.2.2 2 Excursion 2 - V\lotch L 1St HIt 

1. CBP analysis indicates that a traveler biometrically identified has associated watch list 
information or flags. 
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2. CBP Officer is notified on a work issued mobile device that a traveler has been identified 
with associated watchlist information and/or flags, the location of the biometric collection, 
and departing flight information for the associated traveler. 

3. CBP Officer interdicts the traveler with associated watchlist information or flags and 
executes the appropriate SOP. 

3.2.3 Land Pedestrian Exit Scenario 
This scenario represents the steps for implementing biometric exit for pedestrians at land 
based border crossings exiting the U.S. CBP will implement lessons learned from the initial 
deployment in the air environment to develop processes to support land based exit biometric 
identity verification operations. The following steps identify the land pedestrian exit scenario: 

Initial Condition: land Port of Entry (POE) pedestrian exit facility executing steady state 
operations. CBP creates and maintains a biometric gallery of frequent border crossers specific 
to the Land POE. 

Final Condition: All exiting in-scope, non-U.S. citizen pedestrians verified against biometric and 
biographic information are recorded as completing a biometrically confirmed border crossing in 
OBIM IDENT /HART and indicated in TECS, and ADIS. 

1. Non-U.S. citizen, in-scope pedestrians exiting the U.S. have photograph captured. 

2. Pedestrian photograph securely submitted to TVS. 

3. CBP performs matching and automated analysis between captured photograph and 
frequent crosser POE-specific biometric gallery. 

4. TVS provides response to the POE CBP Officer with pedestrian's biometrically confirmed 
identity and authorization to proceed. [See Excursion 1 - Facial Recognition No-Match) (See 
Excursion 2 - Watch list Hit) 

5. CBP records the in-scope, non-U.S. citizen pedestrian's egress through the border exit as a 
biometrically confirmed border crOSSing in OBIM IDENT/HART and indicates in TECS and 
ADIS. 

6. Pedestrian proceeds through the border exit and leaves the U.S. 

3.2.3.1 Excursion 1 - J"ociai kccogmtlOn 

1. TVS response indicates to the POE CBP Officer that traveler's facial biometrics cannot be 
matched to existing POE frequent traveler biometric records. 

2. CBP Officer executes SOP for alternate biometric/biographic verification of departing 
pedestrian. 
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1. CBP analysis indicates that a traveler biometrically identified has associated watch list 
information or flags. 

2. CBP Officer is notified that a pedestrian has been identified with associated watchlist 
information and/or flags, the location of the biometric collection, and approximate 
pedestrian exit lane for the associated pedestrian. 

3. CBPO interdicts the pedestrian with associated watchlist information or flags and executes 
the appropriate SOP. 

3.2.4 Land Vehicle Exit Scenario 
This scenario represents the steps for implementing biometric exit at land based border 
crossings exiting the U.S. via personally owned or commercial vehicle. Technical advancements 
for front-end biometric capture devices are required in order to capture live biometrics from 
travelers without exiting the vehicle. As technology improves, CBP will conduct tests to 
determine feasible approaches, both materiel and process based, for biometrically confirming 
vehicular passengers. An alternate scenario will be developed for commercial vehicle traffic 
exiting the Land Port of Entry (POE). The following steps identify a preliminary land vehicle exit 
scenario for the purposes of developing initial operational requirements with the 
understanding the approach may need to adapt to technical and environmental constraints for 
vehicular land exit: 

Initial Condition: Land POE vehicle (commercial and POV) exit facility executing steady state 
operations. CBP biometric gallery of frequent vehicular border crossers specific to Land POE 
vehicular crossings is being used for biometric matching and analysis. 

Final Condition: All exiting in-scope, non-U.S. citizen vehicle occupants verified against 
biometric and biographic information are recorded as completing a biometrically confirmed 
border crossing in OBIM IDENT /HART and indicated in TECS and ADIS. 

1. The vehicular exit gate is positioned to prevent the approaching vehicle from crossing the 
border. 

2. As the vehicle stops at the exit gate and arrives at the biometric capture device the vehicle 
license plate and photographs of all vehicle occupants are captured. 

3. Vehicle occupant photographs are securely submitted to TVS. 

4. CBP performs matching and automated analysis between captured biometrics and frequent 
vehicular crosser POE-specific biometric gallery. 
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5. TVS provides response to the POE CBPO with all vehicle occupants' biometrically confirmed 
identity and authorization to proceed. [See Excursion 1 - Facial Recognition No-Match] [See 
Excursion 2 - Watch List Hit] 

6. CBP records the in-scope, non-U.S. citizen vehicle occupants' egress through the border exit 
as a biometrically confirmed border crossing in OBIM IDENT/HART with indicators in TECS 
and ADIS. 

7. The vehicle exit gate opens to allow the vehicle to exit the U.S. 

8. Vehicle and all cleared occupants proceed through the border exit gate, exiting the U.S. 

3 2,4 1 EXCufsic,r; 1 - F'JCfO! No Match 

1. The vehicle exit gate remains closed to prevent the vehicle from exiting the U.S. 

2. CBP response indicates to the POE CBPO that the occupant's facial biometrics cannot be 
matched to existing biometric records. 

3. CBP executes SOP for alternate biometric/biographic verification of departing vehicular 
occupant. 

3 2.4.2 Excursion 2 - vVotch Lisr Hit 

1. The vehicle exit gate remains closed to prevent the vehicle from exiting the U.S. 

2. CBP analysis indicates that an occupant's facial biometrics match biometric records with 
associated watch list information or flags. 

3. CBPO is notified on a work issued mobile device that a vehicle's occupant has been 
identified with associated watchlist information and/or flags, the location of the biometric 
collection, vehicle license plate, and exit lane for the associated occupant. 

4. CBPO interdicts the vehicle and its occupant with associated watch list information or flags, 
and executes the appropriate SOP. 

3.2.5 Sea Exit Boarding Scenario 
This scenario represents the steps for implementing biometric exit at embarkation of sea 
travelers exiting the U.S. This scenario does not apply to closed-loop sea travelers who both 
embark and debark in the U.S. The following steps identify the sea exit boarding scenario: 

Initial Condition: Sea traveler manifest created for departing cruise. 

Final Condition: All exiting in-scope, non-U.S. citizen sea travelers verified against biometric and 
biographic information are recorded as completing a biometrically confirmed border crossing in 
OBIM IDENT/HART and indicated in TECS and ADIS. 

1. Sea traveler manifest for exiting cruise transmitted to CBP through APIS. 
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2. CBP creates a small, temporary, targeted biometric gallery based on CBP and other 
government source biometric holdings that is specific to the cruise lines-transmitted 
manifest for all U.S. citizen and non-U.S. citizen sea travelers between the ages of 14 and 
79. 

3. Traveler photograph is captured prior to embarkation. 

4. Captured traveler photograph transmitted to 1\IS. 

5. CBP performs matching and automated analysis between the stakeholder-captured 
photograph and temporary manifest-specific biometric gallery while not impeding the flow 
of travelers at the sea port. [See Excursion 2 - Watch List Hit] 

6. CBP provides response to the sea port attendant with the traveler's biometrica/ly confirmed 
identity and authorization to proceed. [See Excursion 1 - Facial Recognition No-Match] 

7. CBP records the in-scope, non-U.S. citizen in-scope traveler's embarkation as a biometrically 
confirmed border crossing in OBIM IDENT /HART with indicators in TECS and ADIS. 

8. Traveler proceeds to boards the ship. 

32.5.1 Excursion 1 - Facial Recognition No-Match 
1. 1\IS response indicates to the boarding gate attendant that traveler's facial biometrics 

cannot be matched to existing biometric records. 

2. CBP Officers are notified on a work issued mobile device that a traveler failed to match to 
the manifest gallery. CBP Officer responds according to outbound policy and procedures. 

3. Sea port attendant follows CBP instructions for processing travelers who fail to be 
biometrically identified. The two operational outcomes are: 

a. Stakeholders follow existing procedures using travel documents and tickets; and, 

b. Traveler waits for a CBP Officer who will follow policies and procedures for processing 
travelers who are not biometrically identified. 

3.2.5.2 Excursion 2 - Watch List Hit 

1. CBP analysis indicates that a biometrically-identified traveler has associated watch list 
information or flags. 

2. CBP Officer is notified on a work issued mobile device that a traveler has been identified 
with associated watch list information and/or flags, the location of the biometric collection, 
and departing cruise information for the associated traveler. 

3. CBP Officer interdicts the traveler with associated watch/ist information or flags and 
executes the appropriate SOP. 
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3.3 Mission Support Scenarios 
Three mission support functions are critical to Biometric Entry·Exit 's success: program guidance 
and oversight, operations and maintenance, and training. Detailed Mission Support scenarios 
for each of these areas will be developed as the end·to·end system design evolves. The 
scenarios wi ll illustrate how each of the following functions will operate within the overall 
system design. 

Program Management - The program office will provide the guidance and oversight of all 
mission support activities in the form of standards, report ing requirements and active 
monitoring of ongoing performance. The office will also budget and track mission support 
activities using the budgets and spend plans provided by all the critical support organizations 
and contracts . The program office will report out on ongoing operations, reliability and 
performance in accordance with approved standards and metrics. 

Operations & Maintenance (O&M) . The functional requirements for O&M wi ll ensure 
maximum, sustained 'operational availability of TVS. Using a two·pronged approach of regularly 
scheduled preventive maintenance, on a quarterly basis, and immediate response for corrective 
maintenance ensures that all systems and equipment wi ll perform to the highest performance 
standards over their lifecycle preventing impacts to trade and travel. Detailed operations and 
maintenance approaches wi ll be developed by OIT and implemented through the OIT and 
supporting contractors. These will be described in the O&M Plans for each capability as it is 
developed. 

Training - CBP Officers will require training for how to respond to PAU hotlist noti fi cations. The 
functional requi rements for training include both formal and informal approaches for ensuring 
training is available to all CBP officers when and where it is needed. Formal tra ining 
requirements include formal instruction, formal documentation and training materials and 
certi f ication standards. Informal training requirements address the need to have avai lable 
ongoing refresher information such as can be posted on the Web. Training requirements also 
include the ongoing assessment of a user's ability to use and support the systems and 
equipment in order to ensure that updated information is made readily available as needed. 

Table 14 provides a matrix of mission support category and responsible organization to meet 
support requirements for planned scenarios. 

Table 14 . Mission Support Scenario Matrix 

Category Responsibility 

Logistics Management OneNet/ NOC 

EDC 

Air 

Backend tele· 
communicat ions and 
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Scenarios 
a egory esponsl I Ity Air Biometric M atch Program 

Management 
Entry-Exit computer logistical meet backend activities - budget 
Program support plann ing and computer support finance, 

management requirements acquis itions, 
schedu les, staff 

Requirernents 
Management and 
performance 
tracking 

l ogistics Engineering OneNet/NOC Backend tele- Logist ics Design and execute 

EDC communications and engineering for program processes 
computer logistical data storage and Requirements Ent ry-Exit support engineering transmission 

Program Management and 
and operations capacity to meet performance 

matching tracking 
performance 
requirements 

Support and Test OneNet/NOC Test and Support Test models and N/A 
Equipment EDC strategy, approach equipment to 

and equipment to ensure 
OIT support performance 

telecommunications, compliance 
compu ting and 
software development 
tes t ing and 
maintenance support 

Supply and One"et/NUL Manage service level N/A Monitor 
Distribu t ion EDC operationa l capaCities. performance to 
Management Manage acquisition ensure compliance 

OIT 
and use of biometric 
data collection devices 

Technical Data EDC Store and manage Store and manage Review and assess 

OIT data collections data collections to update/refine 
(crossing histories, (biometric requ irements and 

Ent ry-Exit etc.) for opera tional matches and non- operational 
Program use and future matches) for processes 

analysis operational use 
and future analysis 
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- 5 - I " SO ..... _no W 

I Scenarios 
Category Responsibility Air Biometric Match Program 

Management 
Information OneNet/EDC Telecommunications Computer Monitor and Track 
Technology OIT support, computer processing requirements 

processing support, support, soft wa re 
Ent ry-Exit software test / test/production 
Program production capabilit ies 

capabilities support support 
Infrastructure OFO Facilities Redesign/modify FIS N/A Facility / p rocessi n g 

Management facilities in airports to requirements 

(Ports of Entry, meet processing compliance 

Federal Inspection requirements tracking and 

Areas) monitoring 

Manpower and OIT Ensure sufficient staff Ensure analytical Determine level, 
Personne l Entry-Exit requ ired to support staff support for cost to acquire and 

Program technical operations biometric cost to maintain 
and maintenance matching analysis officers and agent s 

Ensure sufficient to support entry· 

officers and agents exit. 

needed to support 
requirements 

Training and Trainers OIT Ensure training Trained analysts to Ensure operational 

Entry-Exit development and support biometric (policy, 

Program trained trainers for match analysis procedures) 
system training trainers - train the 

trainers 
Maintenance OneNet/NOC/EDC Maintain Maintain biometric Monitor and track 

OIT telecommu nications match systems performance 
and wireless support requirements 

Entry-Exit for all transactions 
Program 

Maintain required 
hardware and system 
software to meet 
performance 
requirements 

Maintain app lications 
and system software 
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3.3.1 Maintenance Support Scenario 
This scenario represents the process governing maintenance activities in support of biometric 
entry-exit operations at Air, Land, and Sea Ports of Entry. It is intended to present the stepwise 
troubleshooting and repair activities when TVS sub-systems require maintenance activity. The 
scope of the mission support scenario is for all TVS data center components and front-end 
biometric capture devices that are owned and operated by CBP. Travel industry stakeholders 
who own and operate their own front-end capture devices that interface with TVS are 
responsible for mission support of those systems. 

Initial Condition: TVS System functioning outside of normal operating parameters. 

Final Condition: TVS System functioning within normal operating parameters. 

1. The TVS System built-in-test (BIT) notifies the CBP maintenance facility that a sub-system is 
operating outside of normal parameters. 

2. The TVS operator executes alternate SOP for verifying traveler identities while the TVS 
system is being repaired. 

3. CBP maintenance personnel create a maintenance ticket and remotely log into the TVS 
system to request a detailed health and status report. 

4. Based on the health and status report details, CBP maintenance personnel initiate 
troubleshooting procedures from a remote location. 

S. Troubleshooting indicates that software has become corrupt and requires re-Ioading and 
configu ratio n. 

6. CBP maintenance personnel upload the new software and configure the system remotely. 

7. After successful software repairs the TVS health and status report indicates that a hardware 
subsystem is also malfunctioning. The CBP maintenance supervisor determines that the 
problem cannot be resolved remotely. 

B. CBP maintenance personnel are dispatched to the location where the hardware failure has 
occurred with replacement hardware. 

9. CBP maintenance personnel replace the malfunctioning hardware. 

10. The TVS System BIT indicates that the system is functioning within normal operating 
parameters. 

11. CBP maintenance personnel close the maintenance ticket and inform the TVS operator that 
the system has been repaired. 

12. The TVS operator resumes using the TVS System to biometrically verify traveler identity per 
SOP. 
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4 Functional Capabilities 

4.1 Functional Capabilities Matrix 

4.1.1 Mission Operations Matrix 

- , .. " _. 0_ 1 

Table 15 traces the biometric entry-exit functional capabilities back to the missions and needs 
they support. 

FUNCTIONAL 
CAPABILITY 

Build small. targeted. tempoiary. 
1 searchable biometric galleries of 

expected tra\'8ters 

Build PAU holliS! based upon 
2 actionable biometric watch list hits and 

probable EWISs 

Receive live biomelnc images and 
3 associated image desaiptive data 

captured by stakeholders 

Use live image to search the biometric 
4 gallery to Identify the traveler 

5 Notify CBP Officers of PAU hoUiS! hils 

Record biometncally confirmed 
6 departul.s in OBtM IDENTIHART and 

ADIS 

7 Provide repons 

Table 15 Mission Operations Matrix 

CBPMISSION 

Advance 
Promote 

Orgamzallon Counter Terronsm and 
Transnaltona! Crime 

ComprehensIve Border 
Sec Enabling Lavt.ul Trade and Travel Inlegrallon, unlyand InnovatIon. Management and Agility 

P P 

P P P P 

P 

P 

P P P 

P 

P 
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4.1.2 Mission Support Matrix 
Table 16, Mission Support Matrix", provides a crosswalk of the required functional capabilities 
to the mission support function t hat wi ll be established and notes the primary "P" or support 
"5" function that each capability will require throughout the deployed lifecycle. 

Table 16 - Mission Support Matrix 

MISSION SUPPORT MATRIX 

Program Management Opel allons & Maintenance Training 

Program Guidance, 
and Planning Oversight Froo!·end Port Backend and Biometric IT Infrastructure 51ail 

Budgeting (5landards Devices Infrastructure Applications 
FUNCTIONAL and 

CAPABILITY 
Buitd small, largeted, 

1 temporary. searchable 
biometric galleries of 5 P P 
e ed tra\'e!ers 
Build PAU 
hoUis! based upon 

2 actionable biometrIC S 5 S P 5 
watch list hits and 
probable EWI5s 
Receive live biometric 
images and 

3 associated image 
descriptive data S S P S 
capluredby 
stakeholders 
Use live image 10 

4 search the biometric 
gallery to Identify the 5 5 5 5 
traveler 

5 Notify CBP Officers of 
PAU holliS! hilS S S p S P 

Record biometricaUy 
coofll'med departures 

6 rn OBIM! DENT/HART S 5 P 5 
and ADI5 
Provicle reports and 

7 monitor system 5 5 P P P P 
ormance 

H While this crosswalk is often expressed in terms of "support modes" when describing physical assets (boats, 
planes, etc.). Biometric Entry·Exit consists primari ly of information systems capabilities that use enterprise assets 
(network, computers, port facil it ies) that are supported directly by owners of the asset (On, Facilities, 
Stakeholder), not the program . 
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5 CONOPS Development Team 
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6 Appendices 

6.1 Acronyms 
Acronym Definition 

AD IS Arrival Departure Information System 

APC Automated Passport Control 

APIS Advance Passenger Information Syslem 

ATS Automated Targeting System 

BCI Border Crossing Information 

CAR Capabi lity Analysis Report 

CBP Customs and Border Protection 

CEAC Consular Electronic Application Center 

CIS Central Index System 

CM Configuration Management 

CONOPS Concept of Operations 

CRE Component Requirements Executive 

CSIS Consolidated Secondary Inspection System 

DHS Department of Homeland Security 

DoS Department of State 

DOTmLPF· Doctrine , Organizations, Training, Materiel, Leadership. Personnel, and Facilities, 
R/G/S plus Regulations/Grants/Standards 

EDC Enterprise Data Center 

EID Enforcement Inlegrated Database 

EWI Entry wilhout Inspection 

FIS Federal Inspection Services 

FY Fiscal Year 

GA General Aviation 

GES Global Enrollment System 

HART Homeland Advanced Recognition Technology 

ICE Immigration and Customs Enforcement 

IDENT Automated Biometric Identification System 

INA Immigra tion and Nationality Act 

IRTPA Intelligence Reform and Terrorism Prevention Act 

IT Information Technology 

JRC Joint Requirements Council 
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Acronym Doflnition 

LPR License Plate Reader 

MNS Mission Need Statement 

MSBM Mission Support Business Modet 

NTC Nationat Targeting Center 

O&M Operations & Maintenance 

OBtM Office 01 Biometric Identity Management 

OFO Office of Field Operations 

OIT Office of tnformation and Technology 

ORO Operational Requirements Document 

PAU Passenger Analytical Unit 

Pit Persona lly Identifiable Information 

PL Public Law 

PMO Project Management Office 

PED Pedestrian (application) 

POE Port of Entry 

POV Privatety Owned Vehicle 

SLA Service Level Agreement 

SORN System of Record Notice 

TCN Third Country National 

TSA Transportation Security Administration 

U.S. United States 

USC United States Citizen 

USCIS U.S. Citizenship and Immigration Services 

VPAIS Vehicle Primary Application Integration Services 

VWP Visa Waiver Program 

63 

epic.org EPIC-17-10-17-CBP-FOIA-20180319-Production 000100



6.2 References 
• 2014 Joint Preliminary Mission Need Statement on Biometrics 
• DHS Biometric Strategic Framework: 2015-2025, June 9, 2015 
• DHS Biometric Winter Study, March 2016 
• Biometric Exit Vision White Paper (Final), December 1, 2016 
• Biometric Exit Spend Plan (Final), January 3,2017 
• Biometric Entry-Exit Mission Need Statement (v1.0), February 1, 2017 
• Biometric Entry-Exit Capability Analysis Report (vl.0), February 2, 2017 
• Fiscal Year 2017 Biometric Entry-Exit Staffing Plan (v1.0), February 21, 2017 
• Acquisition Decision Memorandum, February 16, 2017 

64 

epic.org EPIC-17-10-17-CBP-FOIA-20180319-Production 000101


