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DocuMENT CHANGE HISTORY
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Initial CBP 1400-05D release based solely on DHS 4300A. Version
6.1.1, attachment. There are no substantive differences between this
CBP attachment and its source DHS attachment. This attachment is
included as part of the CBP 1400-05D handbook suite to enable the
CBP user to be able to access all IT security policies (DHS as well as
CBP specific) at one location.

1.0 July 27, 2009

Introduced new terminology Authorizing Official (AO) — replaces
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1.0 Introduction

OMB, through Memorandum M-06-16, issued guidance for protecting sensitive agency
information based on National Institute of Standards and Technology (NIST) checklist for the
protection of remote information. In order to implement the NIST SP 800-53A checklist the
Privacy Office, in coordination with the Chief Information Security Office (CISO), has
designated the following requirements for protecting Privacy Sensitive Systems] that permit
remote access or allow for the removal of sensitive information outside of internal agency
controls:

1. Confirm System maintains, uses, or discloses Personally Identifiable Information
(PII) and so is a Privacy Sensitive System and that the System and the PII can be
Accessed Remotely or physically transported outside the agency’s secured, physical
perimeter’;

Identify Protection Needs;

Identify and Verify Organizational Policies;

Implement Protections for PII Being Transported and/or Stored Offsite;

Implement Protections for Remote Access to Systems Containing Personally
Identifiable Information; and

6. POA&Ms, Exceptions and Waivers for Key Privacy Controls.

bk wn

Each of these requirements is described below.
2.0 Scope

These controls for Privacy Sensitive Systems apply to all DHS Components and DHS
Headquarters, and to any company, consultant, partner, or Government agency that is performing
a Federal function on behalf of DHS.

3.0 Compliance Activities

Compliance Activity #1:

Confirm System maintains, uses, or discloses Personally Identifiable Information (PII) and
so is a Privacy Sensitive System and that the System and the PII can be Accessed Remotely
or physically transported outside the agency’s secured, physical perimeter

The DHS Chief Privacy Office is responsible for designating Privacy Sensitive Systems in the
DHS Trusted Agent FISMA (TAF) Inventory. The purpose of Compliance Activity #1 is to:
o Identify systems containing PII;
o Verify the categorization of that information; and
o Assess whether or not those systems can be remotely accessed; or if PII can be
physically transported outside DHS’s secured, physical perimeter.

' A Privacy Sensitive System is any system that contains personally identifiable information (PII).
2 Refers to information that may be transported on removable media and on portable/mobile devices such as laptop
computers and/or digital assistants outside of the agency’s secured physical perimeter.
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The Privacy Office has updated the Privacy Threshold Analysis (PTA) to identify IT systems
that permit remote access or physical removal of PII. If a component permits remote access to
any system then the component must update the PTA using the May 15, 2008 PTA template.

Compliance Activity #2:
Identify Protection Needs

The purpose of this activity is to identify Privacy Sensitive Systems where the loss, corruption,
or unauthorized access to information contained in the system could result in serious adverse
effect. The following NIST SP 800-53 controls must be implemented to ensure compliance with
this activity.

Action Item: Verify information categorization to ensure identification of PII requiring
protection when accessed remotely or physically removed.

o PL-5 Privacy Impact Assessment

DHS requires PIAs for systems related to internal government operations (e.g.
Human Resource Systems) if the system will eventually be rolled out to all DHS
employees. Each program is evaluated by the Privacy Office on a case by case
basis. PIA is not necessarily required where information relates to internal
government operations (e.g. human resource operations) per OMB Memorandum
M-03-22, OMB Guidance for Implementing the Privacy Provisions of the E-
Government Act of 2002, Attachment A, Section I1.B.3.

o RA-2 Security Categorization (FIPS 199)
Action Item: Verify existing risk assessments
o RA-4 Risk Assessment Update

Compliance Activity #3
Identify and Verify Organizational Policies

Systems Owners should review policies that address downloading PII for transport, remote
access of systems containing PII and remote storage of PII. There are three key action items
associated with implementing this activity:

Action Item: Identify existing organizational policies that address the information
protection needs associated with personally identifiable information that is accessed
remotely or physically removed.

Action Item: Verify that the existing organizational policy adequately addresses the
information protection needs associated with personally identifiable information that is
accessed remotely or physically removed.
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Action Item: Revise/develop organizational policy as needed.

The following NIST SP 800-53 control-associated guidance should be reviewed to ensure
compliance with this activity:

o AC-1 Access Control Policy and Procedures

o AT-1 Security Awareness and Training Policy and Procedures

o AU-1 Audit and Accountability Policy and Procedures

o IA-1 Identification and Authentication Policy and Procedures

o MP-1 Media Protection Policy and Procedures

o SC-1 System and Communications Protection Policy and Procedures

In addition to the above identified guidance, the component should review any and all approved
policies or procedures addressing remote access to Privacy Sensitive Systems and/or
downloading, transporting and storage of PII.

Compliance Activity #4:
Implement Protections for PII Being Transported and/or Stored Offsite

PII shall not be removed from a DHS facility without written authorization from the system
Authorizing Official (AO) or person designated in writing by the AO or in accordance approved
SOPs for handling of computer-readable data extracts. PII removed from a DHS facility on any
laptop computer or other mobile computing device shall be encrypted, unless the information is
being sent to the individual as part of a Privacy Act or Freedom of Information Act (FOIA)
request. If PII can be removed from an IT system (printouts, CDs, etc), the System Security Plan
shall document the specific procedures, training, and accountability measures in place to ensure
remote use of the data does not bypass the protections provided by the encryption.

All Privacy Sensitive Systems containing PII data to be transported and/or stored at off site
storage facilities should implement the following controls to ensure PII data in transport and/or
in offsite storage is in an encrypted form.

Action Item: Implement security controls ensuring that PII is transported to a remote
site only in encrypted form.

o MP-5 Media Transport
o SC-13 Use of Validated Cryptography

Action Item: Implement security controls ensuring that PII is stored at a remote site
only in encrypted form.

o PL-4 Rules of Behavior
o SC-4 Information Remnants

o SC-13 Use of Validated Cryptography

Compliance Activity #5
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Implement Protections for Remote Access to PII

All Privacy Sensitive Systems, with AO approved remote access, are required to ensure remote
access is appropriately protected.

Action Item: Implement security controls requiring strong authentication via virtual
private network (VPN) or equivalent encryption (e.g., https).

o AC-17 Remote Access, with enhancements (1), (2), and (3)
o IA-5 Authenticator Management

In addition to the controls listed above, DHS has an immediate goal that remote access should
only be allowed with two-factor authentication where one of the factors is provided by a device
separate from the computer gaining access. Remote access via a VPN and mobile devices must
have “time-out” functions requiring users to re-authenticate after extended periods of inactivity.
Sessions on workstations and on laptop computers and other mobile computing devices are to be
terminated after 20 minutes of inactivity.

Implement the following controls when the policy allows PII to be downloaded to a remote
location. The component should apply necessary controls to enable and enforce only appropriate
downloading.

Action Item: Implement security controls enforcing allowed downloading of PII

AC-3  Access Enforcement

AC-4 Information Flow Enforcement

AC-6 Least Privilege

AC-13 Supervision and Review — Access Control
AU-2  Auditable Events

AU-6 Audit Monitoring, Analysis, and Reporting

O O O 0O O O

Every System Owner who maintains a Privacy Sensitive System is responsible for authorizing,
approving and tracking any requests to extract PII data. Systems that as part of routine business
remove PII from one IT system should address in the system security plan the risks associated
with this removal as part of the system security plan and attach standard operating procedures to
mitigate the risk. Computer-readable data extracts not included within the boundaries of a
system accreditation must be logged and deleted after 90 days or its use is still required. Please
reference the sample tracking form provided in Appendix S2: Sample PII Extract Tracking Log.
The DHS Privacy Office or Component Privacy Officer will conduct periodic audits to ensure
System Owners are complying with the requirements of this section.

Action Item: Implement security controls enforcing encrypted remote storage of PII.

o PL-4 Rules of Behavior
o SC-4 Information Remnants

V2.0, December 2010 S-4
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o SC-13 Use of Validated Cryptography

All Privacy Sensitive Systems that allow information to be remotely accessed, but only if not
stored locally, are required to execute the following controls. Implementing these controls will
result in only the necessary information being transmitted to the remote component.

Action Item: Implement security controls enforcing NO remote storage of PII.

AC-3 Access Enforcement

AC-4 Information Flow Enforcement

AC-6 Least Privilege

AC-13 Supervision and Review-Access Control
AC-17 Remote Access

AT-2 Security Awareness

AU-2 Auditable Events

AU-6 Audit Monitoring, Analysis, and Reporting
PL-4 Rules of Behavior

SC-4  Information Remnants

O O O O OO0 O 0 o0 O

Compliance Requirement #6

POA&Ms, Exceptions and Waivers for Key Privacy Controls

Components with Privacy Sensitive Systems who have not implemented the above referenced
NIST SP 800-53 controls are required to open Plans of Actions and Milestones (POA&Ms) or
request waiver or exception via the DHS Chief Privacy Officer as the Senior Agency Official for
Privacy (SAOP). Any component waiver or exception requests must first be approved by the
DHS Privacy Office before review by the CISO. Approved system or program waivers or
exceptions are required to be uploaded into TAF in order to close a POA&M which addresses a
Privacy control weakness.
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