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TR EY GOWOY. SOUTH CAROLINA 
CHAIRMAN 

ONE HUN DRED FIFTEENTH CONGRESS 

~ongte5'5' of tbe miniteb ~tate5' 
j!)ouse of l\epresentatibes 

COMMITTEE ON OVERSIGHT AND GOVERNMENT REFORM 

21 5 7 RAYBURN H OUSE OFFICE BUILDING 

W ASHINGTON, DC 20515-6143 

MA.loAm' (2021225-5074 
M.IOfIITV (202) 225-5051 

hllp:J/oversighl.hoose.gov 

October 20, 2017 

The Honorable Robeli Kolasky 
Acting Deputy Under Secretary 
National Protections and Programs Directorate 
Department of Homeland Security 
Washington, DC 20528 . 

Dear Acting Deputy Under Secretary Kolasky: 

ELIJAH E. CUMMI NGS. MARYLAND 
RANKING MINORITY MEMBER 

Last month, the Depaliment of Homeland Security reportedly notified election officials in 
21 states that Russian government hackers had targeted those states during the 2016 election. I 
We are writing to request copies of these notifications and additional documents, as well as a 
briefing from top Department officials on these matters. 

The Depaliment's notifications to these states came nearly a year after the election and 
three months after the Department publicly disclosed that individuals connected ·with the Russian 
goveillment sought to hack voter registration files and public election sites in 21 states 2 They 
also came after numerous other repOlis that Russia engaged in a multifaceted campaign to dismpt 
the 2016 election, including widespread cyber-attacks on state-election infrastmcture systemsJ 

The Department's recent convening of the Govenllnent Coordinating Cou·ncil for the 
Election infrastmcture Subsector, with representatives from the Election Assistance 
COlTllnission, the National Association of Secretaries of State and state and local election 
officials, will hopefully facilitate the sharing of infolll1ation and expertise4 

I DHS Tells States About Russian Hacking During 2016 Election, Washington POSI (Sept. 22, 20 17) (online 
at WVlW. washingtonposLcom/worldlna tional-security/dhs-tells-states-about -russian-hacking -during-2016-
eleclion120 17!09!22!fd263a2c-9fe2-11 e7-8ea l-ed975285475e _ sIOly.hlml?ulm_ term~.55b9 1 6d66ca3). 

2 Russians Tried to Hack Election Systelll' in 2 I S/{ltes, U.S Officials Say, Chicago Tribule (June 21, 2017) 
(onl ine at www.chicagotribune.eom/news/nationworldlct -homeland-security-cruef- intell igenee-panel-2017062 1-
slory.html). 

3 See, e.g , Department of Homeland Security, Joint Analysis Report: GRiZZLEY STEPPE- Russian 
Malicious Cyber Activity (Dec. 29, 2016) (online at www.us-cert.gov!sitesidefaultifilesipublications!JAR_ 16-
20296A_ GRlZZL Y%20STEPPE-2016-1229.pdt); Office of the Director of National Intelligence, Background (0 

"Assessing Russian Activities and Intentions in Recent US Elections": The Analytic Process and Cyber Incident 
Allribution (Jan. 6, 2017) (online at www.dni.gov!filesidocumentslICA_2017_0I.pdt). 

4 Department of Homeland Security, DHS and Partners Convene First Election Infrastructure 
Coordinating Council (Oct. 14,20 17) (online at www.dhs.gov!newsI2017110114!dhs-and-partners-convene-first
e 1 ec ti 0 n -i n fras true ture-coo rd ina ting -eo u ne i I). 
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We request that you produce, by October 31,2017, copies of the notifications sent by the 
Department to these 21 states, as well as all accompanying materials relating to Russ ian 
govenunent-backed attempts to hack state election systems. 

We also request a briefing from appropriate Department officials within the same 
timefi·ame on the following issues: 

(I) the types of voting equipment that were attacked; 
(2) the timeline by which the Department provided infonnation to these states and the 

reasons for not shaling additional infonnation sooner; 
(3) services and trainings offered to states to detect and prevent cyber-attacks; 
(4) plans to work with states to detect and prevent future cyber-attacks; and 
(5) the operational plans and goals of the newly convened Election Infrastructure 

Coordinating Council. 

If you have any questions, please contact Jerll1ifer Daehn with the Democratic Committee 
staff at (202) 225-5051 . Thank you for your consideration of this request. 

Sincerely, 
• 

~6C .. --,.-? 
ElIJaH E. CummlOgs 
Ranking Member 
Committee on Oversight and 

Govenunent Reform 

cc: The Honorable Trey Gowdy, Chainnan 
Committee on Oversight and Govenunent Refonn 

The Honorable Will Hurd, Chainnan 
Subcommittee on Infonnation Teclmology 

"'",Ul11 Kelly 
Ranking Member 
Subcommittee on 

Infonnation Technology 




