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Office of the Executive Secretary
Office of the Secretary
Department of Homeland Security
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Andrew, Emily

From: Goode, Brendan

Sent: Monday, December 19, 2011 5:30 PM

To: DISL OSD POLICY

Cc: Andrew, Emily; Falkenstein, Cindy V
Subject: Privacy inputs to NSS

Attachments: Privacy Oversight DHS task_20111219.docx
2(b) (6)

Attached is a draft of what we plan on submitting to NSS. | believe Emily (NPPD Privacy office) is getting final
comments. We wanted to provide you situational awareness of our submission to NSS. How are you coming from your
side?

Thanks,
Brendan
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From: Falkenstein, Cindy

To: Sand, Peter; Andrew, Emily; Rebecca ). Richards N CID)
Cc: Lockett, Vania

Subject: RE: JCSP DRAFT PIA -

Date: Thursday, January 12, 2012 10:28:33 AM

Pete,

I've verified that you have all the same edits that [[{§J@Jsent over this AM, so once accepted,
your formatted doc. should be good to go.

Thanks,

Cindy

Cindy Falkenstein
Senior Privacy Analyst for Cyber Security & Communications (CS&C)
Office of Privacy | National Protection and Programs Directorate | U.S. Department of Homeland Security

&b 1110 N. Glebe Rd. [[JXG)] | Adington VA 22201 | 2 IIOICEE ©) | Z IIOICNE ©8) |
= (b) (6) | DHS Privacy Website | NPPD Privacy Intranet

From: Sand, Peter
Sent: Thursday, January 12, 2012 10:21 AM

To: Falkenstein, Cindy; Andrew, Emily; Rebecca J. Richards (b) (6)

Cc: Lockett, Vania
Subject: RE: JCSP DRAFT PIA -

Cindy, Emily,

I made the changes in the version I cleaned up from last night (to avoid

reformatting new document again).

Since we’re bouncing between different documents, could you confirm that
I am making the same edits in the version that just came back from the
program office? - see redlines.

Once I hear back from you, I will create a clean version and then I guess
we wait to see if anything comes back from DOD/NSA... still don’t know
about NSS.

Then it’11 be ready for MEC’s review - right, Becky?

Peter E. Sand, J.D., CIPP/G/IT

Director of Privacy Technology

Department of Homeland Security

voice: (b) (6) pager: (b) (6)
(b) (6) www. dhs . gov/privacy
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Join lively discussions with outside experts!
The DHS Privacy Office Speaker Series
(open to all federal employees and contractors)

http://www.dhs.gov/files/events/privacy-office-speakers-series,shtm
Reserve your spot in the front row! (b) (6)

From: Falkenstein, Cindy

Sent: Thursday, January 12, 2012 10:05 AM
To: Andrew, Emily; Sand, Peter

Cc: Lockett, Vania

Subject: RE: JCSP DRAFT PIA -

I've reviewed, and cleaned, but am sending two copies so you can reference. If the edits/comments
are acceptable, which they seem to be to me, then the cleaned copy is the one to go forward on.

Shall we send to PIA? Or are we still waiting on the DOD and NSS responses?
Let me know.
Cindy

Cindy Falkenstein
Senior Privacy Analyst for Cyber Security & Communications (CS&C)
Office of Privacy | Nationa! Protection and Programs Directorate | U.S. Department of Homeland Security

@ 1110 N. Glebe Rd. [(WIG) | Artington VA 22201 | = IIDICHE ©) | Z IIOICHE (€8) |
B | DHS Privacy Website | NPPD Privacy Intranet

From: Andrew, Emily

Sent: Thursday, January 12, 2012 10:02 AM
To: Sand, Peter; Falkenstein, Cindy
Subject: Fw: JCSP DRAFT PIA -
Importance: High

Pete and Cindy this is the version to review.

From: SN
Sent: Thursday, January 12, 2012 09:36 AM

To: Andrew, Emily; R;chards Rebecca; Sand, Peter; BN(OX(QM Rock, Lee; Goode, Brendan;
McDermott, Thomas M

Cc: Falkenstein, Cindy; Sand, Peter; EEE()X(®)] Brown, David

Subject: RE: JCSP DRAFT PIA -

Emily —

Please find our revised version attached, _I_

Thanks,
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DHS/NCSD/NSD
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(b) (6) 4 (BlackBerry)

From: Andrew, Emily
Sent: Wednesday, January 11, 2012 4:27 PM

To: Richards, Rebecca; Sand, Peter; (b) (6) (VXM Rock, Lee; Goode, Brendan;
McDermott, Thomas M

Cc: Falkenstein, Cindy; Sand, Peter; (b) (6)
Subject: JCSP DRAFT PIA -
Importance: High

All,

Please find attached a clean version of the DRAFT JCSP PIA. There are a few outstanding areas that
need to be reviewed and confirmed for accuracy. (hY (R

I've also included JIOXGEM earlier version from today so that you could see all comments and
changes.

US-CERT - we need your comments ASAP.
Becky — can you check with Mary Ellen on how she’d like the clean version disseminated to DOD
and NSS? | think it’s ready to go we just need to make sure that comments are received in time to

adjudicate and have signed off by Friday.

Let me know if anyone has questions.

Emily

Emily Andrew, CIPP, CIPP/G | Sr. Privacy Officer
National Protection and Programs Directorate | U.S. Department of Homeland Security

@ 1616 N. Ft. Myer Dr. [DY®J | Atington VA 22209 | 2= JIDICHR | =
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question, kudos for doing the PIA: it explains the information sharing that occurred in the
DIB Pilot and that will occur going forward, better than any document of which I am aware
that is in the public domain.

The question is this: what information did the companies that participated in the DIB Pilot, and what
information could the companies that participate in the JCSP, report back to U.S. CERT?

The PIA indicates that "threat indicators” are/will be shared by the government to Communication Service
Providers. The indicators can be used to create intrusion detection signatures. The indicators fall into
five categories:

IP address

Domain

Email header

Files

Strings

An "indicator report" consists of one or more indicators grouped together and submitted. An
indicator report could include one email, one file and one domain, or four files, two domains
and three IP addresses.

When a CSP develops a signature from threat indicators provided by US-CERT, and it gets a
hit on that signature, the CSP may voluntarily send U.S. CERT "information related to cyber
threat indicators or other possible known or suspected cyber threats." PIA p. 3. "CSPs may
share summary information with US-CERT about the fact that known or suspected cyber
threats were detected. This "fact of" information will not contain PIL." PIA p. 4. The PIA
repeats this a few times -- that CSPs may share information about known or suspected cyber
threats they have detected, but the "fact of” information does not contain PII.

If they don't contain PII, what does a "fact of" report actually contain?

E.g.: DHS took the position in an Einstein PIA that IP address is not PII. Can the info a
CSP reports back include IP address?

E.g.: ifa CSP develops a signature based on threat indicators provided by US CERT, and
those threat indicators do contain PII as might be found in an email header, and/or IP
address, doesn't a report back that the signature was detected implicitly disclose that the PII
found in the header, or the IP address, was encountered? That is, even if the "fact of”
information that is reported does not include PII, doesn't the reporting of the "fact of"
information disclose that the PII that was part of the threat indicator was encountered, even
though it is not re-disclosed to US CERT?

-- Greg

Gregory T. Nojeim

Senior Counsel and

Director, Project on Freedom, Security & Technology
Center for Democracy & Technology

1634 Eye St., NW H(OXO)

Washington, DC 20006
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Andrew, Emil

From: Falkenstein, Cindy

Sent: Monday, March 12, 2012 10:00 AM

To: Andrew, Emily; (b) (6) (b) (6) Steiner, Kurt; Sand, Peter; [l{{9X®)]

Cc: Richards, Rebecca; Goode, Brendan; Falkenstein, Cindy; Eberle, Carole

Subject: NCPS Privacy Compliance Workgroup Minutes: Monday, March 5, 2012

Attachments: NCPS Privacy Compliance Workgroup Minutes: Monday, February 6, 2012; DPIAC_Cybers
Sub_Agenda_March 8_FINAL_03072012.docx
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Re Privacy meeting on Brendan's calendar today
From: Andrew, Emily

Sent: Monday, May 21, 2012 9:24 AM

To: (b) (6) Falkenstein, Cindy; (b) (6)
Cc: (b) (6)

Subject: Re: Privacy meeting on Brendan's calendar today

(b) (6)

I'm not sure but it could be
(b) (5)

I'm copying (b) (6) | MEC's Executive Assistant and QX for

any additional input.

Emily

Emily Andrew
Senior Privacy Officer
DHS/NPPD

(b) (6)

----- Original Message ----—-

From:

Sent: Monday, May 21, 2012 02:09 PM

To: Falkenstein, Cindy; Andrew, Emily

Subject: Privacy meeting on Brendan's calendar today

Cindy/Emily -

There's a meeting hold on Brendan's calendar today from 3-4. Did you guys set
that up?

If so, what's the context? Laura was asking me to cover this morning, as
Brendan has a conflict, and it's the first I've heard of it.

If this isn't your meeting, just let me know and I'll do some more digging.

Thanks!
(b) (6)

Page 1
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From: Andrew, Emily

To: (b) (6)

Cc:

Subject: FW: Meeting to discuss Defense Industrial Base initiatives -- 5/22 at 3:00 p.m.
Date: Friday, May 18, 2012 4:36:53 PM

FYI - Brendan will be attending this meeting with Mary Ellen next week.
Emily

From: Callahan, Mary Ellen

Sent: Friday, May 18, 2012 12:12 PM

To: Goode, Brendan; Andrew, Emily; McDermott, Thomas M

Subject: FW: Meeting to discuss Defense Industrial Base initiatives -- 5/22 at 3:00 p.m.

FYl. Brendan, do you want me to confirm for you? mec

Mary Ellen Callahan

Chief Privacy Officer

U.S. Department of Homeland Security
245 Murray Lane SW, Mail Stop 0655
Washington, DC 20528-0655
Telephone:

(b) (6)

Website: www.dhs.gov/privacy

From: (b) (6)

Sent: Friday, May 18, 2012 12:08 PM
: ; 'Rosenbach, Eric B SES OSD POLICY'; [(9)I()Rz B TeaXTer .

’

(b) (6)

To follow up on our prep call, I'm forwarding the invitation that went out to representatives of
privacy and civil liberties advocacy groups. As a reminder, the meeting will be in of
the White House Conference Center, starting at 3:00 on Tuesday, May 22. Directions are in the
body of the email I'm forwarding.

The attendees and represented organizations are:

e ACLU: Michelle Richardson, legislative counsel, http://www.aclu.org/blog/author/michelle-
richardson

e Center for Democracy & Technology: Greg Nojeim, senior counsel and Director of Project
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on Freedom, Security, and Technology, https://www.cdt.org/personnel/greg-nojeim; and

Kendall Burman, senior national security fellow, https://www.cdt org/personnel/kendall-
burman
e Constitution Project: Sharon Bradford Franklin, senior counsel, Rule of Law project,

htto:// - : 'staff/bradfordfranklin.ol

e Electronic Frontier Foundation: Lee Tien, senior staff attorney (invited but not attending),
bttps://www.eff.org/about/staff
e Electronic Privacy Information Center (EPIC): Lillie Coney, Associate Director,

htto://epi lepic/staff_and,_t | html
Based on this morning’s call, this is the list we have for USG participants:

e DHS: Mary Ellen Callahan and one policy/program rep (DHS will confirm)

e DOD: (b) (6) (DOD will confirm)
e NSA: DICINEERE

Please keep in mind the overall group size and try to limit agency participation to 1-2 participants.

Finally, we request from DOD final PA materials and a link to your PIA by COB today if possible.
(Thanks, Mary Ellen, for sending the DHS PIA.)

Please let me know if you have any questions.

Thank you,
WIO)

From: (b) (6)
Sent: Wednesday, May 16, 2012 2:58 PM
To: Richardson, Michelle

(b) (6)
Subject: Meeting to discuss Defense Industrial Base initiatives -- 5/22 at 3:00 p.m.

The Department of Defense (DoD), in partnership with the Department of Homeland Security
(DHS), announced two important efforts to address Defense Industrial Base cybersecurity concerns
on Friday, May 11. These two initiatives involve a novel set of policy issues, so we are convening a
meeting with DoD and DHS officials to describe the details of these cybersecurity efforts to you, as
well as the Administration's ongoing efforts to address privacy and civil liberties concerns relating
to cybersecurity in regards to these efforts.

Please let me know if you will be able to join us on Tuesday, May 22, at 3:00 p.m, in the White

House Conference Center, Wilson Room.

Directi to the White H Conf C
The White House Conference Center is at 726 Jackson Pl NW, Washington, DC, on the east side of

Lafayette square: http://bit.lv/ktCbiS. You will need to show a photo ID to enter the Conference
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Center, but you do not need to submit any information in advance. If you have any problems,

please contact our administrative assistant (b) (6) , at (b) (6) or by email at
(b) (6)

Best regards,
(b) (6)

Director for Privacy and Civil Liberties
National Security Staff
ECICEdirect)
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Andrew, Emily

From: Sand, Peter

Sent: Thursday, May 26, 2011 10:01 AM

To: Callahan, Mary Ellen; Andrew, Emily; Rebecca J. Richards WIG)
Cc: John W. Kropf (DKM Leckey, Eric

Subject: [Cyber] Status on DIB Pilot, DOD's PIA

Looks like PIA






