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From: ~b )(6 ) Ion behalf of GAO-DIG liaison 
Sent: 21 Sep 2018 14:41:10 -0400 

To: Nichols, Kate 

Cc : Bobb, Christina;Boulden, Laurie; ~~b~)(~S~)~~:;;;;';~=======~J 
~Fulghum, Chip;Fulop, Lesley b)(6) Howard, Tammy b)(6) 
b )(6) Ku e p per, An d few ;"b")("s") = -"-'"'U::m:-, "E"v::-e "y::-n"; M-'a::-,::cC::o-.itt, 

Stacy;Marquardt, Kristen; b)(6) icone, Vincent;Nichols, Kate.t~b~)g(S~);;;';~J., 
[JPalmer, David ;kb)(6) IScudder, Ryan;Short, Tracy llh)(Fil tWales, Brandon; b)(6) 

kb)(S) I(b)(s) r;olf, Chad (b)(S) 
Subject: FYSA--OIG Fin a~I-iRi:e::p=o:;rt"'''' C"B"P"H"'a::s"N" o::t" E"n::s"u",e::d' S"'a"f"e"g uCCa::,"d"s "fo::,:OD;;:a::t::a~Coliected 
Using Unmanned Aircraft Systems" (OIG-18-79) 
Attachments: OIG-18-79.pdf 

All, 

For your awareness, please see the attached DIG final report for the "Priority 1" audit, "CBP Has Not 
Ensured Safeguards for Data Collected Using Unmanned Aircraft Systems" (OIG-18-79; 18-043-ITA-CBPJ. 
DIG found: 

CBP has not ensured effective safeguards for information, such as images and video, collected 
on and transmitted from its UAS. CBP did not perform a privacy threshold analysis for the 
Intelligence, Surveillance, and Reconnaissance (ISR) Systems used in the UAS program to collect 
data because CBP officials were unaware of the requirement to do so. Failure to include ISR 
Systems in CBP's information technology (IT) inventory enabled system deployment without CBP 
Privacy Office oversight. Without a privacy assessment, CBP could not determine whether ISR 
Systems contained data requiring safeguards per privacy laws, regulations, and DHS policy. 

Moreover, CBP did not implement the information security controls needed to safeguard ISR 
Systems. For example, ISR Systems did not have authorization to operate, including a continuity 
of operations plan. Continuous monitoring to facilitate effective security incident handling, 
reporting, and remediation was lacking, while system maintenance and oversight of contractor 
personnel were inconsistent. Additionally, CBP did not implement adequate controls to limit 
physical access to the ground control station housing ISR Systems data. These information 
security deficiencies occurred because CBP did not establish an effective program structure, 
including the leadership, expertise, staff, training, and guidance needed to manage ISR Systems 
effectively. As a result, ISR Systems and mission operations were at increased risk of 
compromise by trusted insiders and external sources. 

DIG made 10 recommendations, that the: 
CBP Privacy Officer: 
1. Provide documentation showing completion of a privacy threshold assessment with a 

determination regarding privacy requirements for ISR Systems. 
CBP Chief Information Officer: 
2. Develop a process for ensuring all information systems are included in the CBP Office of 

Information Technology inventory, along with notification to the CBP Privacy and Diversity 
Office when a system is added. 

3. Create a plan to establish programmatic and system ownership and ensure appropriate 
oversight of ISR Systems. 
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4. Provide a plan, including timelines, for fulfilling supporting requirements and obtaining 
authorization to operate ISR Systems. 

S. Create and implement a process according to DHS policy for timely installing software patches 
on the VADER and Minotaur systems. 

6. Create and implement a process to update alllSR System subsystems currently running on 
unsupported operating systems. 

7. Create a plan for filling key IT positions and allocating sufficient budget and staff resources to 

perform duties required to safeguard ISR Systems and the data it collects and stores. 
8. Create a plan for providing oversight of all contractors who assist in performing duties required 

to safeguard ISR Systems and the data it collects and stores. 
9. Develop and implement a plan to conduct specialized training for personnel responsible for the 

security and maintenance of ISR Systems. 
10. Develop and implement standard operating procedures for sustaining operations and ensuring 

ISR Systems comply with Federal and DHS information security policy. 

Thanks, 

Departmental GAO-OIG Liaison Office 
U.S. Department of Homeland Security 
Office of the Chief Financial Officer 

! b)(6) 

From: DHS-OIG Office of Public Affairs 

Sent : Friday, September 21, 2018 2:13 PM 

To: i b l(6 1 

~h\ (Fi \ 

Jim tb)(6) 

[b)(6) 

kb)(6 ) 

t GAO-OIG Liaison .(b)(6) ICrumpacker, 

I Crumpacker, Jim 
IGAO-OIG Liaison ~b)(6 ) I 

Maher, Joseph ~o:b-")(,,,6 ),---_______ -----,1 Wolf, Chad 

Cc: ~b)(6 ) 

b)(6) 
b)(6) 

OIG's DHS Liaiso~(b)(6 } 
; DHS-OIG Office of Public Affairs l b)(6) '--"'-'-----' 

Subject: OIG-18-79, "CBP Has Not Ensured Safeguards for Data Collected USing Unmanned Aircraft 
Systems." 

Good afternoon, 
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Attached is the final report, OIG~ 18-79, "CBP Ha.\· Not Ensured Safegual'd\' for Dater C,,/Iected 
UsinG Ullmannet/ Airt:rajl Systems." 

*This is an advancc copy that has not bcen made public by the DHS OIG. Please do not 
distribute without OIG authorization. The projected date for delivery to Congress is 
September 24, 2018. The projected date For Web posting is September 25, 2018. Actual dates 
may differ please contact OIG to confiml . 

Thank you, 

Office of Public A fra irs 
Office oflnspector General 
Department of Homeland Security 
Phone: 202.254.4100 
www.oig.dhs.gov I Twitter: @DHSOIG 
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DHS OIG HIGHLIGHTS 

September 21 , 2018 

Why We Did 
This Audit 
U.S. Customs and Border 
Protection (CBP) uses 
Unmanned Aircraft 
Systems (UAS), a 
surveillance program, to 
support its law 
enforcement m.ission. OUf 

objective was to determine 
whether CBP is effectively 
safeguarding information, 
such as images and video, 
collected on and 
transmitted from the UAS. 
OUT work included 
examining the VAS IT 
systems security control 
environment. 

What We 
Recommend 
We are making ten 
recommendations - one 
to the CBP Privacy Officer 
and nine to the Chief 
Information Officer - to 
promote more effective 
management of the VAS 
program and improved 
security of data collected. 

For Further Information : 
Contact our Office of Public Affairs al 
202-981-6000, or ema il u s a t 
DHS-OIG.OfftcePublicA,ffairs,'Itoigcths.gov 

www.oig.dhs.gov 

What We Found 
CBP has not ensured effective safeguards for information, 
such as images and video, collected on and transmitted 
from its UAS. CBP did not perform a privacy threshold 
analysis for the Intelligence, SUIveillance, and 
Reconnaissance (ISR) Systems used in the VAS program to 
collect data because CBP officials were unaware of the 
requirement to do so. Failur e to include ISR Systems in 
CBP's information technology (IT) inventory enabled system 
deployment without CBP Privacy Office oversight. Without 
a privacy assessment, CBP could not determine whether 
ISR Systems contained data requiring safeguards per 
privacy laws, regulations, and DHS policy. 

Moreover, CBP did not implement the information security 
controls needed to safeguard ISR Systems. For example, 
ISR Systems did not have authorization to operate, 
including a continuity of operations plan. Continuous 
monitoring to facilitate effective security incident handling, 
reporting, and remediation was lacking, while system 
maintenance and oversight of contractor personnel were 
inconsistent. Additionally, CBP did not implement adequate 
controls to limit physical access to the ground control 
station housing ISR Systems data. These information 
security deficiencies occurred because CBP did not 
establish an effective program structure, including the 
leadership, expertise, staff, training, and guidance needed 
to manage ISR Systems effectively. As a result, ISR 
Systems and mission operations were at increased risk of 
compromise by trusted insiders and external sources. 

Management Response 
The Acting Senior Component Accountable Official of CBP 
concurred with our recommendations. 



DHS-001-0545-000107
000107epic.org EPIC-16-09-09-DHS-FOIA-20190930-DHS-4thInterim-Response

OFFICE OF INSPECTOR GENERAL 
Department of Homeland Security 

Was hingto n , DC 20528 / www.oig.dhs.gov 

September 21,2018 

MEMORANDUM FOR: The Honorable Kevin McAleenan 
Commissioner 

FROM: 

SUBJECT: 

United States Customs and Border Protection 

r,.}? ~_ 
John V. Kelly 9" 

Senior Official Performing the Duties of the 
Inspector General 

CBP Has Not Ensured Safeguards for Data Collected 
Using Unmanned Aircraft Systems 

Attached for your action is our final report, CBP Has Not Ensured Safeguards 
for Data Collected Using Unmanned Aircraft Systems. We incorporated the 
formal comments provided by your office. 

The report contains 10 recommendations aimed at improving the United States 
Customs and Border Protection Unmanned Aircraft Systems Program. Your 
office concurred with all of the recommendations. Based on information 
provided in your response to the draft report, we consider recommendations 2 
through 10 open and resolved. Once your office has fully implemented the 
recommendations, please submit a formal closeout letter to us within 30 days 
so that we may close the recommendations. The memorandum should be 
accompanied by evidence of completion of agreed-upon corrective actions and 
of the disposition of any monetary amounts. Recommendation 1 is resolved and 
closed. 

Please send your response or closure request to 
OIGITAuditsFollowuM oig.dhs.gov. 

Consistent with our responsibility under the Inspector General Act, we will 
provide copies of our report to congressional committees with oversight and 
appropriation responsibility over the Department of Homeland Security. We will 
post the report on our website for public dissemination. 

Please call me with any questions, or your staff may contact Sondra McCauley, 
Assistant Inspector General, Information Technology Audits , at (202) 981-6000. 

Attachment 
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PTA 
UAS 
USB 
VADER 

www.oig.dhs.golJ 

OFFICE OF INSPECTOR GENERAL 
Department of Homeland Security 

privacy threshold analysis 
unmanned aircraft system s 
Universal Serial Bus 
Vehicle and Dismount Exploitation Radar 

3 OIG- 1B-79 
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OFFICE OF INSPECTOR GENERAL 
Department of Homeland Security 

Background 

Within the Department of Homeland Security, U.S. Customs and Border 
Protection (CBP) takes a comprehensive approach to border management and 
control by combining customs, immigration, border security, and agricultural 
protection into one coordinated and supportive activity. CBP guards nearly 
7,000 miles of U.S. land border and 2 ,000 miles of coastal waters surrounding 
Florida, Texas, and southern California. To accomplish its mission, CBP uses a 
variety of aircraft to patrol the borders, conduct surveillance, and assess 
disaster damage. The air assets include helicopters, fIxed-wing airplanes, and 
unmanned aircraft. 

In 2004, CBP conduc ted a pilot study to detennine the feasibility of using 
unmanned aircraft systems IUASj to patrol the southwest border of the United 
States. The study concluded that unmanned a ircraft could carry sensors a nd 
equipment and remain airborne for longer periods than CBP's manned aircraft. 
Subsequently, CBP Air and Marine Operations IAMO) began VAS night 
operations in 2006. Since then , CBP h a s expanded its UAS operations beyond 
the southwest border of the United States to the northern border, the 
Caribbean , the Gulf of Mexico, and the southern California coast. Figure 1 
illustrates the structure a nd organiza tional hierarchy ofCBP AMO. 

, 

Figure 1: CBP Air and Marine Operations Organization Chart 
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OFFICE OF INSPECTOR GENERAL 
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Located in Washington, DC, AMO's National Air Security Operations (NASO) is 
responsible for administering the UAS program. The NASO's responsibilities 
include management and use of unmanned a ircraft, pilots, sensor operators, 
video cameras, land and maritime radar, communication equipment, a nd 
ground control stations. Located in Riverside, California, CBP's Air and Marine 
Operations Center (AMOC) is responsible for air and marine surveillance 
operations, providing direct coordination to AMO; CBP law enforcement 
officers; and other Federal, state, and local law enforcement agencies. 

Intelligence Surveillance and Reconnaissance Systems 

Operating within the AMOC is Intelligence Surveillance and Reconnaissance 
(ISR) Systems, comprising eight interconnected software utilities and computer 
subsystems. These subsystems facilitate network connectivity and sharing of 
mission-support data collected from unmanned aircraft among data analysts, 
fie ld operators, and CBP law-enforcement decision makers. Table 1 lists the 
eight utilities and computer subsystems that make up ISR Systems. 

Table 1: Software Utilities and Computer Subsystems 
~~~ISR~~!! 

Vehicle and Dismount Exploitation Radar system for monitoring vehicle and foot traffic over 
Radar (VADER) wide areas 

open, 
and Archival System to capture, exploit , disseminate, and archive 

Voice Over Internet Server 

Ku Hub 

www.oig.dhs.gou 

Data management solution to Jocate , retrieve, and share 

Device enabling constant satellite connectivity 
video, and data applications 

5 

storage 

voice, 
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ISR Systems constitutes the successor to AMOC Phase B, a system initially 
instituted to modernize and increase CSP's capacity for air, maritime, and 
ground domain awareness, as well as intra- and inter-agency communications 
and coordination. From 2011 to 2015, CBP's Office of Technology Innovation 
and Acquisition (OTIA) was the designated system owner. However, in August 
2015 CBP decided to cancel AMOC Phase B based on its analysis that the 
system was too costly and not meeting program requirements. As such, CBP 
Headquarters directed the AMOC to create a new capital investment strategy for 
system enhancements, essentially consisting of a plan to sustain operations 
after retiring AMOC Phase B. This strategy resulted in the creation of ISR 
Systems in September 2015. 

National Air Security Operations Centers 

The NASO is responsible for the operation of manned and unmanned flights 
from the following three National Air Security Operations Center (NASOC) sites 
to support CSP's border security mission: 

• Sierra Vista, AZ 
• Corpus Christi, TX 
• Grand Forks, ND 

The three NASOCs became operational by 2011. The Sierra Vista and Grand 
Forks NASOCs perform surveillance missions using unmanned (MQ-9 Predator 
BI UAS flights , while the Corpus Christi NASOC performs surveillance missions 
using both manned ILockh eed Martin P-3 Long-Range Tracker) and unmanned 
(MQ-9 Predator 8) aircraft. Federal Aviation Administration regulations do not 
permit the NASOCs to fly the UAS below an altitude of 19,000 feet to regulate 
airspace. This altitude may preclude the UAS' ability to capture personally 
identifiable features . 

VAS operations are a collaborative effort involving a pilot and a technician 
working from the ground control station (GCS). and a sensor operator 
separately located within the NASOC to support each UAS flight. Upon 
detecting ground movement, the sensor operator is able to hone in on a 
selected target . Each unmanned aircraft, equipped with a range of video, radar, 
and other sensor technologies, assists CBP in patrolling the border or 
conducting surveillance as part of law enforcement investigations or tactical 
operations . 

www.oig.dhs.gou 6 
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Figure 2 provides pictures of some of the unmanned and manned aircraft 
currently operated from the NASOCs to accomplish CBP's border security 
mission. 

Figure 2: Unmanned and Manned Aircraft 

Unmanned Aircraft System Manned Long-Range Tracker 

MQ -9 Predator B Lockheed Martin P-3 

Source: CBP website 

Initially, a fourth NASOC located in Jacksonville, FL, was tasked with 
controlling flight operations to support the other three NASOCs although the 
Jac ksonville facility had no UAS of its own. In September 2016, to ensure 
operational efficiency, eBP's National Air Security Operations Headquarters 
ceased all UAS operations at the Jacksonville NASOC and relocated its mission 
support activities to the other three NASOCs. CBP officials said this 
reorganization resulted in enhanced worker productivity, improved ability for 
pilots to fulfill annual flight-hour requirements, and increased flexibility in 
mission response. None of the Jacksonville UAS crewmembers were reassigned, 
but periodically traveled to the other three sites to assist during surge 
operations. 

Data Collected through the UAS Program 

Through ISR Systems, the UAS program provides CTIlcial border security 
information. ISR Systems network connectivity allows mission-support d ata to 
be shared among the UAS; manned aircraft systems; GCS; the various 
operations centers; and the Processing, Exploitation, and Dissemination cell 
within CBP's Office of Intelligence. This cell supports daily operational missions 
to identify and coordinate the interception of drug smugglers and 
undocumented migrants crossing U.S. borders on foot, land, and sea. In fiscal 
year 2017, the NASOCs collectively completed 635 missions over 5,625 hours, 
breaking records for both number of missions and flight hours. 

The raw data (e.g. , photo images) collected through ISR Systems alone cannot 
be used to identify a person. However , the data may later be associated with an 
www.oig.dhs.gov 7 OIG-18-79 
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individual during an encounter with law enforcement officers or agents as part 
of an active investigation. According to CBP policy, data recorded on board the 
VAS aircraft are stored on ISR Systems for up to 5 years, after which time the 
information is destroyed. 

esP's Office of Intelligence is responsible for reviewing and facilitating each 
information request that external Federal, state, and local law enforcement 
agencies submit to AMO to support their respective missions. AMO subjects 
each request to a standard review process and considers it in terms of the 
requesting agency's authority to receive the information. When requests are 
approved, Office ofIntelligence transmits the recorded information to the 
requesting agency minus any unique identifiers such as coordinates, camera 
location, and date and time of data capture. In emergencies, Office of 
Intelligence may provide expedited access to recorded videos by allowing 
external agency representatives to view the videos at a CBP facility or via 
temporary video streaming through the e8P's secure firewall. 

Privacy and IT Security Control Requirements 

Given the nature of the UAS surveillance data collected, certain security and 
privacy protections may be warranted. For example, the E-Gouernment Act of 
2002 requires privacy assessments on systems of record, including information 
technology (ITI systems containing personally identifiable information and other 
activities with potential privacy impacts. Privacy Policy Guidance Memorandum 
2008-02, DHS Policy Regarding Privacy Impact Assessments, 
December 30, 2008, and the DHS Instruction 047-01-001, Privacy Policy and 
Compliance, implement this legislation within the Department. Similarly, 
departmental policy on managing sensitive IT systems requires that whenever a 
new information system is developed, the system owner must submit a privacy 
threshold analysis {PTAI to the DHS Privacy Office for review. l Compliance with 
such requirements can help ensure that Federal Aviation Administration 
regulations are met. However, the restriction that UAS be flown at altitudes of 
19,000 feet and above may preclude the capture of personally identifiable 
images or videos during UAS missions. 

Further, DHS Directive 4300A outlines various information security 
requirements, based on National Institute of Standards and Technology {N1STI 
guidelines. These requirements include developing and maintaining a system 
security plan and a contingency plan, publishing computer security incident 
response plans and procedures, and designating an information systems 

IDHS Sensitive Systems Policy Directive 4300A, Version 13.1 , July 27 , 2017 
www.oig.dhs.gou 8 010-18-79 
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security officer PSSO) to serve as the point of contact for system security 
matters. 

Re la t ed Audits 

In December 2014, GIG previously reported on the effectiveness and cost of the 
VAS program.2 OUf report disclosed CBP had not developed performance 
measures needed to accurately assess program effectiveness and make 
informed decisions. CBP also did not recognize all UAS operating costs and, as 
such, the Congress and public may be unaware of the amount of resources 
invested in the program. Overall, cap could not demonstrate how much the 
program had helped improve border security. 

We conducted our audit to determine whether CBP is effectively safeguarding 
information , such as images and video, collected on and transmitted from the 
UAS. 

Results of Audit 

CBP has not ensured effective safeguards for surveillance information, such as 
images and video, collected on and transmitted from its UAS. CBP did not 
perform a PTA for ISR Systems used in the UAS program to collect data 
because CBP officials were unaware of the requirement to do so. Failure to 
include ISR Systems in CBP's information technology inventory enabled system 
deployment without CBP Privacy Office oversight. Without a privacy 
assessment, CBP could not determine whether ISR Systems contained data 
requiring safeguards per privacy laws, regulations , and DHS policy. 

Moreover, CBP did not implement the information security controls needed to 
safeguard ISR Systems. Specifically, ISR Systems did not have authorization to 
operate, including a continuity of operations plan. Continuous monitoring to 
facilitate effective security incident handling, reporting, and remediation was 
lacking, while system maintenance and oversight of contractor personnel were 
inconsistent. Additionally, CBP did not implement adequate controls to limit 
physical access to the ground control station housing ISR Systems data. These 
information security deficienc ies occurred because C8P did not establish an 
effective program structure, including the leadership, expertise, staff, training, 
and guidance needed to manage ISR Systems effectively. As a result , ISR 
Systems and mission operations were at increased risk of compromise by 
trusted insiders and external sources. 

2 U. S. Customs and Border Protection'5 Unmanned Aircraft System Program Does Not Achieve 
intended Results or Recognize All Costs of Operations, DHS OfG-15- 17, December 24, 2014 
www.oig.dhs.gou 9 OIG-IB-79 
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Pr ivacy Implication s of UAS Data Collection Not Addressed 

CBP has not determined the privacy implications of collecting and transmitting 
information, such as images and video, via its VAS. CBP officials did not 
perform a PTA for ISR Systems used to collect surveillance data because they 
were unaware of the requirement to do so. Failure to include ISR Systems in 
CBP's IT inventory enabled system deployment without a privacy 
determination. Without conducting a PTA, CBP cannot definitively detennine 
whether ISR Systems contains data requiring safeguards per privacy laws, 
regulations, and DHS policy. 

No Privacy Th reshold Analysis Pe rformed as Required 

AMO did not conduct a PTA for the ISR Systems as Federal and DHS policy 
require. According to the DHS Directive 4300A, whenever a new information 
system is developed, system owners must perform a PTA and submit it to the 
DHS Privacy Office for review and approval. Conducting a fYfA demonstrates 
compliance with privacy laws and entails identification and examination of the 
data a system collects and stores to determine whether the system should be 
subject to a higher-leve l privacy impact assessment. This higher-level 
assessment helps identify the specific privacy controls needed to safeguard the 
data. For example, a PTA can help ensure compliance with privacy laws and 
regulations even though current Federal Aviation Administration regulations 
may preclude the capture of personally identifiable information for VAS flying 
at 19,000 feet and above. 

Additionally, the CBP Privacy Policy, Compliance, and Implementation Directive 
makes each system owner responsible for coordinating with CSP's Privacy 
Officer to ensure privacy is addressed appropriately.3 Such coordination 
involves drafting all privacy documentation required when proposing, 
developing, implementing or changing an IT system. Despite these 
requirements, our audit interviews disclosed that AMO performed no PTA prior 
to deploying and beginning to use ISR Systems in 2017. 

Lack of Awareness of PTA Requirements 

Various CBP officials told us they were unaware of the requirement to complete 
a PTA before deploying ISR Systems. Specifically, prior to our November 2017 

lCBP Priuacy Policy, Compliance, and Implementation. CBP Directive No. 2120-010, January 
20 15 

www.oig.dhs.gou JO 
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site visit, we requested that AMO provide a PTA for ISR Systems. In response, 
AMO sent us a PTA for another system, but not for fSR Systems. During our 
fieldwork, we requested a PTA from senior AMO officials. The system owner 
confirmed there was no PTA for ISR Systems, attributing it to the lack of an 
ISSa at the AMOC to provide guidance needed for such an assessment. In 
general, AMO officials asserted that ISR Systems did not collect and store 
personally identifiable information and, as such, no PTA was necessary. 

Although new ownership did not absolve him of responsibility, the ISR Systems 
owner attributed noncompliance to his predecessor not informing him of the 
PTA requirement. This official emailed us that OTIA had not informed him of 
requirements to conduct a PTA or of any progress OTIA had made in 
performing a PTA for the surveillance system. During onsite interviews, the 
system owner used some of the same arguments as senior AMO officials, 
including the lack of an ISSO and an assertion that no personally identifiable 
information was collected and stored in ISR Systems, to explain why they 
conducted no PTA. 

AMO officials requested the establishment of an ISSO in September 2015; 
however, given difficulties hiring a Government employee, they ultimately 
contracted out to fill this position in January 2017. During our November 2017 
site visit, we discussed with this contractor the challenges of addressing ISR 
Systems security requirements, but found that he had not dealt with the need 
for a PTA since he came onboard. Like other AMO officials, the ISSO did not 
consider infonnation coUected and stored in ISR Systems to be privacy data. 

ISR Systems Not Included in CBP Inventory to Ensure Privacy Oversight 

AMO officials did not include ISR Systems in eBP's IT inventory and, as such, 
the CBP Privacy and Diversity Office (POOl was unaware that the system 
existed and that no PTA had been performed. PDO officials did not learn of the 
system's existence until we interviewed them in October 2017 to discuss 
system privacy concerns. 

After conducting more in-depth research subsequent to our October 2017 
meeting, PDO officials determined that ISR Systems was a major system that 
should have been included in inventory. PDO staff emailed this information to 
us and described the situation as troubling. PDO communicated the omission 
to CBP's Office of Information. Technology. and this office added the system to 
its inventory in November 2017 as a developmental system. The IT office 
designated the system as developmental because no system assessment had 
been performed, even though it was in fact operational at the AMOC. 
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When asked who was responsible for the lack of a PTA, a PD~ official said that 
it might have been ajoint failure between AMO and CSP's Office of1nformation 
and Technology. A PDO official indicated that the PDO had a small staff that 
relied on CBP program offices to perform due diligence in privacy matte rs, such 
as notifying the PD~ when implementing new systems. 

Potential Risks to Privacy Data in the Absence of a PTA 

By AMO officials not completing a PTA for ISR Systems, the PDO could not 
make an informed d etermination as to whether a higher-level privacy impact 
assessment was required. AMO officials also could not state with certainty 
whether or not lSR Systems contained privacy information necessitating 
privacy safeguards. Without proper privacy protections, any sensitive privacy 
information in existence could be lost, stolen, or compromised, 

Recent Corrective Actions 

AMO has recently begun steps to address the privacy concerns regarding ISR 
Systems that we raised during our audit. However, these corrective actions 
were not initiated until 2 years after the interconnected software utilities and 
subsystems were deployed and put into mission use prior to designation as ISR 
Systems, Specifically, in November 2017, in the middle of our audit fieldwork, 
AMO added ISR Systems to CBP's IT inventory, officially subjecting the system 
to PD~ oversight and the need to fulfill privacy requirements, AMO officials also 
performed a PTA and submitted it to the PD~ for review and approval. As of 
March 2018, a PDO decision regarding the PTA for ISR Systems remained 
pending. To the extent that the PD~ ultimately determines that privacy 
safeguards are required, the data collected and stored in ISR Systems will have 
remained unprotected for more than 2 years. Subsequently, PDO completed a 
PTA for ISR Systems on May 21,2018, and determined ISR Systems was a 
privacy sensitive system. PDO found that while ISR Systems does not contain 
personally identifiable infonnation, the system is privacy sensitive technology 
because it tracks radar and collects still images and full motion video that may 
detect the presence of an individual. Additionally. ISR Systems collects data 
that may be used as part of an investigation should a law enforcement event 
take place. 

The timeline at figure 3 shows the life cycle for the UAS surveillance system , 
from the initial AMOC Phase B to its transition to ISR Systems. The timeline 
illustrates how AMO actions to address ISR Systems privacy requirements were 
initiated out of order, long after the system was operationalized. 
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Figure 3: AMOC Phase Band ISR Systems Timeline 
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Recommendations 

We recommend the CBP Privacy Officer: 

Recommendation 1: Provide documentation showing completion of a privacy 
threshold assessment with a determination regarding privacy requirements for 
ISR Systems. 

We recommend the CBP Chief Information Officer: 

Recommendation 2 : Develop a process for ensuring all information systems 
are included in the CBP Office of Information Technology inventory, along with 
notification to the CBP Privacy a nd Diversity Office when a system is added . 

OIG Analysis of Management Response t o Recommendations 

We obtained management comments to the draft report recommendations from 
the Acting Senior Component Accountable Official of CBP. We included a copy 
of those comments, in the ir entirety, in appendix B. Following is a summary of 
their management response to each recommendation and our analysis of their 
proposed corrective action plan. 

Recomme ndation 1: Provide documentation showing completion of a 
privacy threshold assessm e n t with a de t e rminat ion regarding privacy 
requirements for ISR Syste ms. 

www.oig.dhs.golJ 13 OIG- 1B-79 
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Management Response 

Concur. On May 14, 2018, the DHS Privacy Office approved a Privacy 
Threshold Assessment conducted by the CBP Privacy Office for the CBP 
Intelligence, Surveillance, and Reconnaissance (ISR) Systems. The DHS Privacy 
Office determined that the CBP ISR Systems do not contain Personally 
Identifiable Information. 

Supporting documentation was previously provided to DIG under separate 
cover. We request that the DIG consider this recommendation resolved and 
closed as implemented. 

OIG Analysis 

We believe that the described actions satisfy the intent of this recommendation 
as a privacy th reshold assessment was provided. This recommendation will be 
considered resolved and closed. 

Recommendation 2: Develop a p rocess for ensuring all information 
syste ms are included in the CBP Office of Information Technology 
inventory, along with notification to the CBP Privacy and Dive rsity Office 
whe n a syste m is added. 

Management Response 

Concur. CBP's Office ofInformation and Technology (OITj will develop a process 
for ensuring all information systems are included in the official CBP OIT 
Federal Information Security Management Act (FISMA) system inventory. 

CBP's Cyber Security Directorate Security Operations Center Vulnerability 
Assessment Team will create a bi-weekJy dashboard showing 
detected, unauthorized systems. Cyber Security Directorate will reach out to 
CBP Privacy and Diversity Office to discuss its role and inclusion in the 
updated FISMA Inventory Standard Operating Procedure and will update the 
FISMA Inventory SOP. Estimated Completion Date of December 31,2019. 

OIG Analysis 

We believe that the described actions satisfY the intent of this recommendation. 
This recommendation will remain open and resolved until the component 
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provides documentation to support that the plan ned corrective actions are 
completed. 

ISR Systems Lacked IT Security Controls 

CBP did not implement the information security controls needed to safeguard 
ISR Systems. Specifically, AMO did not: 

• obtain authorization to operate the system; 
• ensure compliance with Federal technical security control requirements; 
• continuously monitor the system for security breaches; 
• p rovide adequate oversight of employees and contractor personnel; and 
• institute sufficient measures to limit physical access to the GCS housing 

surveillance data. 

These security control deficiencies occurred because CBP focused on VAS 
mission operations and did not adequately address key managemen t and 
security requirements for ISR Systems and its operations. As a result, ISR 
Systems and mission operations may be at risk of unauthorized access, 
misuse, and compromise by trusted insiders and external sources. 

No Authorization to Operate 

AMO has operated ISR Systems since its inception without a valid 
authorization to operate (A TO). According to NIST, an ATO is an official 
management decision by a senior organizational official to authorize operation 
of an information system. An ATO explicitly accepts the risk to organizational 
operations, organizational assets, individuals, other organizations, and the 
public based on a proper implementation of an agreed-upon set of security 
controls. Further, according to DHS Sensitive Systems Handbook 4300A, 
departmental components are prohibited from operating sensitive information 
systems without ATOs. 

To obtain an ATO, a package of supporting documents must be compiled and 
submitted to the appropriate authorizing official for approval. ATO package 
documentation includes a system security plan, security assessment report, 
plan of action and milestones , final risk assessment, and a continuity of 
operations plan. Each item should be reviewed and approved, as well as the 
package in its totality. Upon completing ATO package review, the authorizing 
official provides a decision in the form of an ATO or Denial of ATO letter. 
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Despite these requirements, AMO operated interconnected software utilities 
and subsystems now designated as [SR Systems since 2015 without a valid 
ATO. AMO did not complete the required steps to obtain DHS approval for the 
system until we began our audit. As previously indicated, AMO did not obtain 
authority to test the system until September 2017, treating ISR Systems as a 
developmental system even though it had been operational for more than 2 
years. AMO officials were aware that an ATO could not be granted as long as 
the system or any of its subsystems operated on an unsupported operating 
system. As such, they requested authority to test ISR Systems, including all of 
the software utilities listed in table 1, with the exception of the Ocean 
Surveillance Initiative (OSI) sub-system that continues to operate on an 
unsupported operating system. 

In September 2017, the authority to test ISR Systems was approved, as a 
precursor to determining what controls are necessary to adequately secure the 
system. Typically, obtaining authority to test is followed by time needed to 
operate the system in a test environment before pursuing ATO. However, AMO 
p roceed ed with developing a number of the various documents n eeded to 
request ATO, given that the system was already operational . Following is a 
discussion of th e status of AMO's progress in developing the key items required 
for an ATO package. 

System Security Plan 

In November 2017, AMO provided a draft system security plan to demonstrate 
to us its progress toward completing a final version for approval. The purpose of 
the pla n is to provide an overview of the security requirements of the system 
and describe the controls in place or p lanned for meeting those requirements. 
The system security plan also delineates respon s ibilities a nd expected behavior 
of all individuals who access the system. Once approved by a designated 
authority, the system security plan is maintained by the system owner , who 
may delegate certain responsibilities to other individuals in the organization. As 
of March 2018, AMO h ad not finalized its ISR Syste m s securi ty plan. 

Security Assessment Report 

AMO officials could not provide us a security assessment report for ISR 
Systems during our audit fieldwork. A security assessment report is a 
compreh ensive test and evaluation of the management, operational, and 
technical security controls of an information system and summarizes the 
results of the security control assessment. It also should indicate the system's 
level of compliance with the security controls defined in its system security 
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plan. As of March 2018 , a security assessment report for ISR Systems was not 
available for our review. 

Plan of Action and Milestones 

As of November 2017, AMO officials had not created a plan of action and 
milestones for ISR Systems. A plan of action and milestones documents any 
weaknesses identified with the system and the corrective actions that must be 
taken to mitigate them. The document details required resources , milestones, 
and scheduled completion dates, and assigns specific actions to individuals 
responsible for the system. As of March 2018, no plan of action and milestones 
for ISR Systems was in place. 

Final Risk Assessment 

During our audit fieldwork, AMO could not provide a fmal risk assessment for 
ISR Syste ms. This assessment documents the process of identifYing risks to 
system security, determining the probability of occurrence and the resulting 
impact, and identifYing additional safeguards that would mitigate that impact. 
As of Marc h 2018, a final risk assessment remained unavailable. 

Continuity of Operations Plan 

AMO operated ISR Systems without establishing a continuity of operations 
plan. DHS 4300A Sensitive Systems Handbook states that a continuity of 
operations plans is vital to the success of the Department's information 
security program. This plan is designed to ensure the continuation of mission
essential operations during times of emergency, disaster , or service disruption. 
The plan needs to be developed, tested, exercised, and maintained on an 
ongoing basis. As of March 2018 , no continuity of operations plan had been 
established for ISR Systems. 

Technical Security Controls Deficiencies 

AMO needed to make improvements regarding several key technical security 
controls for ISR Systems . We conducted technical testing that focused on patch 
management and the use of unauthorized m edia devices on the system. Due to 
the lack of a system security plan and a risk assessment for ISR Systems, we 
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had no baseline to test the system for compliance with NIST's full array of 
system security controls. 

Patch Management Could Be Improved 

AMO's patch management program was generally effective but could be 
improved to prevent a few problems that we identified. Patch management 
involves acquiring, testing, and installing fIxes, mown as patches, to remedy 
known vulnerabilities or deficiencies in a system's software or operating 
system. According to NIST 800-40, Guide to Enterprise Patch Management 
Techrwlogies, patches are usually the most effective way to mitigate software 
vulnerabilities. 4 

Generally, AMO had an effective patch management program that ensured 
identification and remediation of security vulne.rabilities on workstations and 
servers within ISR Systems' authorization boundary. Using a comme rcially 
available off-the-shelf application, AMO scanned lSR Systems on a monthly 
basis to mitigate system vulnerabilities and update the system with the latest 
security patches, as appropriate. AMO technicians patched most servers and 
workstations on 3~-day cycles; however, VADER and Minotaur systems were 
patched on a gO-day cycle, which was not in accordance with DHS policy that 
requires timely installation of software patches. 

Despite AMO's patch management efforts, we identified a low number of critical 
and high-risk vulnerabilities on AMO workstations and servers that needed 
corrective action. Specifically, we identified one unique critical vulnerability, 
and seven unique high-risk vulnerabilities on Windows 7 works tations. While 
Windows Server 2008 had no unique critical vulnerabilities, we found one 
unique high-risk vulnerability. Collectively, these vulnerabilities provided the 
potential for: 

• Remote code execution: Exploits that take advantage of software that 
allows the execution of machine code and injects sheLicode to a llow the 
attacker to run arbitrary commands on another user's computer. 

• Privilege escalation: A system user gets access to more resources o r 
functionality than normally allowed, though the application should have 
been prevented such access. 

• Information disclosure and security feature bypass: An information 
disclosure vulnerability exists when Outlook fails to establish a secure 
connection. An attacker can exploit the vulnerability to obtain the email 

4 NlST 800-40, Guide to Enterprise Patch Management Techn%gies, Revision 3, July 2013 
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content of a user. A security feature bypass vulnerability exists when 
Microsoft Office improperly handles objects in memory. In a file-sharing 
attack scenario, an attacker can provide a specially crafted document file 
designed to exploit the vulnerability, and then convince users to open the 
document file and interact with the document. 

• Denial of service: Such attacks prevent authorized access to resources 
or cause delays in time-critical operations. 

• Reboot required to install a Windows update: Pending security-related 
system changes, the host remains vulnerable to attack until reboot 
occurs. 

We determined the Windows 7 workstation vulnerabilities were due to insecure 
programs, including Microsoft Office, Outlook, and protocols used by these 
software, as well as Oracle Java, anti-virus, and network monitoring software. 
The Windows server vulnerabilities were due to an anti-virus client and services 
such as a .NET framework used by the servers that could be exploited if they 
remained unpatched. AMO's ISSO and systems administrators reviewed our 
system test results and undertook efforts to remediate the problems found. 

Unauthorized Removable Media Devices Found on the System 

AMO could improve controls to prevent employees from using unauthorized 
equipment to access ISR Systems. As required in DHS policy, only authorized , 
Government-issued removable devices should be used to connect to systems 
and the data they contain. ISR Systems maintained audit logs of all access and 
activity on the system. By examining the logs, we identified 24 devices that 
employees had used to connect to ISR Systems workstations, including 
Universal Serial Bus IUSB) flash drives, external hard drives, and mobile 
phones.s The unauthorized devices provided the capability to introduce or 
remove information. such as images and videos captured by the UAS. 
Specifically, we found: 

• 9 types of USB flash drives that did not meet DHS encryption 
requirements for safeguarding data; 

• 10 types of unauthorized external hard drives; and 
• 3 types of unauthorized mobile phones had been connected to ISR 

Systems . 

Appendix C provides a list of the media devices we identified that provided 
access to ISR Systems workstations. Two of the devices were included on 

5 A USB flash drive , also known as a thumb drive, is a small, readily available , and portable 
device for storing and transporting data. 
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AMO's list of authorized media devices that could be used to download and 
transfer files. Our tests d id not identifY any USB removable media devices 
connected to ISR System servers. 

When we brought this problem to the IS80's attention, he initially stated via 
email that GCS operators may have used unauthorized devices to transfer data 
between the UAS and ISR Systems. However, in a subsequent email, the ISSa 
could not confirm that this actually occurred, citing an inability to pinpoint the 
exact date and time of the breaches using standard scann ing tools. 
Nonetheless, the ISSa said eBP's Office oflnformation Technology security 
operations center was in the process of creating a policy to prohibit the use of 
unauthorized devices in the future . 

Ineffective System Monitoring and Maintenance 

AMO could improve its monitoring and maintenance of ISR Systems for 
infonnation security purposes. AMO officials did not continuously monitor ISR 
Systems for network and system-based security breaches as required to ensure 
ongoing awareness of information security, vulnerabilities, and threats to 
system and network operations. Officials did not review system audit logs on a 
regular basis. Further, multiple GCS used an unsupported operating system. 

System Events Not Monitor ed 

AMO did not fulfill Federal and DHS requirements for monitoring ISR Systems. 
Despite DHS Directive 4300A requir ements that components conduct 
continuous monitoring, ISR Systems operated outside of the boundaries of the 
Security Operations Center responsible for oversight of all CBP systems and 
networks. As such, CBP could not oversee the system on an ongoing basis to 
ensure situational awareness and detect unauthorized system activities and 
events. Although AMO IT professionals audited system logs for events that 
might be precur sors to security incidents or b reaches, they did not do so 
consistently or timely. They also did not regularly monitor a firewall located at 
the GCS for suspicious network or system activity. This lack of monitoring 
potentially hindered AMO officials' ability to take immediate and effective action 
to remediate any breach that might occur. 

Use of Obsolete Software 

Despite DHS Directive 4300A restrictions, AMO used outdated operating 
systems for which vendors no longer provided the patches needed for up-to
date security protection. We determined that OSI, a subsystem of ISR Systems 
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that provides airborne surveillance of maritime surface traffic from onboard the 
VAS, was running on an outdated version of the Linux operating system. As of 
October 31, 2014, the vendor had ceased providing security patches to protect 
this version of the Linux operating system from harmful viruses, spyware, and 
other malicious software. As such, AMO began developing Minotaur, a software 
utility that would replace the OSI in enabling maritime surface traffic 
surveillance and run on an up-ta-date operating system with adequate security 
controls. During our fall 2017 audit fieldwork, an AMO official estimated that 
AMO would be able to deploy Minotaur within 6 months to a year. We 
determined that Minotaur remained under development as of March 2018. 

Similarly, the GCS at all three NASOC locations included in our audit were 
running Windows XP, an operating system no longer supported by Microsoft 
since April 2014. The NASOCs also did not patch VADER, the subsystem used 
with sensor operators to detect ground movement, in a timely manner. 

Inadequate Management of Personnel Responsible for ISR Systems 

We identified instances where CBP employees were required to perform duties 
beyond their normally assigned job. In some cases, employees were not cross
trained to perform those duties. In addition, CBP officials did not p rovide 
adequate oversight of contractor employees. 

Employees Performed Duties beyond Their Job Assignments 

AMO did not adequately delineate employee roles and responsibilities critical to 
successful ISR Systems operations. As such, some employees performed duties 
beyond their typical job assignments. For example: 

• In 2015, an AMO chief engineer was additionally responsible for serving 
as the ISR Systems owner. Although this was supposed to be a 12-month 
assignment, at the time of our audit, this official was still performing both 
the engineering and system owner duties. 

• A system engineer performed multiple functions beyond the original job 
responsibilities to support AMO's Intelligence Systems. After being hired, 
thjs employee was tasked to assume helpdesk and system administrator 
duties for ISR Systems as well. 

• An AMOC employee within CBP's Office of Intelligence was responsible 
for supporting daily mission operations to identify and coordinate the 
interception of drug smugglers and undocumented migrants cross ing the 
border on foot, land, and sea. Over time, this employee's responsibilities 
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grew to include ISR Systems log auditing, system patching, system 
administration, and user support. 

Employees confided to us that they felt heavily tasked or saturated with 
additional job responsibilities beyond their normal workloads. They raised 
concerns that, in these circumstances , their primary work activities might fall 
behind or not be performed effectively. Further, mandatory tasks in critical 
areas such as information security might not be completed timely. 

Inadequate Contractor Oversight 

At one NASOC facility, CBP officials did not ensure proper oversight. 
Specifically, the NASOC in Corpus Christi relied heavily on contractors to 
support critical aspects of UAS flight operations, but the contractors sometimes 
lacked awareness of Government employees ass igned to oversee them. DHS 
Directive 4300A requires that departmental components monitor contractors 
responsibly and indicates that security is inherently a Government 
responsibility. Contractors working on behalf ofDHS and other sources may 
assist in perfonning security functions , but a DHS employee must have 
foremost responsibility for all security requirements and functions. 

Despite these requirements, we observed instances where contractor employees 
in key operational roles had limited or no Government supervision. For 
example, a NASaC supervisor indicated that a contractor organization was 
responsible for maintenance of the Corpus Christi GCS, although Federal 
guidelines placed this responsibility for information security systems with 
Government personnel. In other instances, contractors were unsure of who 
their Government supervisors were . To illustrate, one contractor initially could 
not tell us which CBP program official he was supposed to report to, although 
he had worked at the NASaC for some time. After looking into the matter, the 
contractor eventually provided us the name of his designated supervisor. 

Inadequate Physical Access Controls for GCS 

We found that the NASa did not ensure secure access to the GCS where the 
UAS are remotely operated. DHS Directive 4300A requires controls for facilit ies 
containing sensitive information systems, as physical security represents the 
first line of defense against intruders attempting to gain unauthorized access.6 

We found adequate physical access controls for the rooms containing ISR 

~ Physical controls include barriers , badges , guard or security forces , supporting infrastructure, 
contingen cy a nd emergency support, lighting, fac ility intrus ion detection sys tem s, and 
surveillance systems. 
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Systems subsystems at both the AMOC and NASOC locations we visited. 
However, AMO had inadequate physical access controls to safeguard systems 
and the mission-critical infonnation housed in its three GCS facilities . 

For example, we observed that physical access to the GCS trailer in Corpus 
Christi was not adequately protected. Pilots remotely operate UAS aircraft from 
the GCS t railer located on an enclosed site that includes the NASOC and a 
hangar housing VAS aircraft. Anyone can also easily climb over the low fence 
surrounding the NASOC perimeter. However, one should enter through the 
NASOC building and the adjacent hangar that are both access- restricted using 
personal identity verification cards in order to exit onto the grounds where the 
GCS is housed. The GCS is padlocked overnight when not in operation, but 
remains unlocked and accessible to anyone on the grounds during normal 
operating hours (e .g., during pre-flight and flight operations). Visitors and 
custodial staff are supposed to be escorted to the GCS. However, maintenance 
technicians and C8P employees involved in the NASOC's manned and 
unmanned flights have unfettered access during operating hours. 

The NASOC maintained no log of those who accessed the GCS. We found no 
controls in place, such as access cards or cipher locks, to limit GCS access to 
only those personnel who need it. Furthennore, there were no security 
guards. While GCS security cameras continually recorded the area 
surrounding the GCS, these cameras were not regularly manned, and their 
taped recordings wer e over-written every 20 days. We did not visit the Sierra 
Vista and Grand Forks GCS facilities ; however, we determined from 
discussions with NASOC officials that their GCS facilities also lacked 
adequate physical access controls . 

Ineffective Program Structure Contributed to ISR Syste ms Security 
Control Deficie ncies 

The information security control deficiencies we identified were largely due to 
CBP's failure to ensure an effective program structure to support ISR Systems 
and its operations effectively. Since 2015, AMO leadership has prioritized 
funding UAS mission operations over instituting the security controls needed to 
safeguard ISR Systems and effectively support its operations. Programmatic 
ownership of lSR Systems has not been clearly established since the system 
was first put into use. Several key positions responsible for ensuring ISR 
Systems security were not established as required , and those assigned 
inappropriately managed the system as a developmental system although it was 
actually operational. The AMOC had insufficient staff to safeguard and manage 
ISR Systems. Inadequate training of key personnel to support ISR Systems was 
evident throughout the program. Further, AMO leadership did not 
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establish and maintain standard operating procedures to ensure security and 
management of rSR Systems in compliance with Federal and DHS policy. 

Funding Priority Given to VAS Mission Operations 

An AMO official told us that AMO placed more priority on accomplishing VAS 
mission operations than on ensuring ISR Systems security controls . The official 
said that without the funding needed to do both fully, AMO chose the mission 
first. The AMOC Director of Systems also said that AMO did not consider 
security requirements when AMO began using ISR Systems. 

DHS Directive 4300A discusses the system engineering life cycle and states 
that it is the responsibility of the system owner to i<ensure that adequate 
funding is available for implementation of security requirements and that 
adequate budgetary resources for information security requirements are 
available." However, AMO officials said that ISR Systems has never received a 
discrete budget as part of the VAS program. An official indicated that since 
2015, when the interconnected software utilities and subsystems were first 
deployed, they operated with funds reallocated from other programs under 
AMOC purview. Through interviews, we determined that AMO leadership never 
developed a plan or strategy to obtain the financial resources needed to 
support this program specifically. 

AMO officials cited budgetary constraints as the largest impediment to ensuring 
compliance with information security requirements. An AMO official told us it 
was often necessary to borrow IT equipment and personnel from other units to 
perform technical functions such as system scanning and patching. Because of 
a lack of funding, AMO officials were denied requests for security guards to 
control physical access at the NASOC in Corpus Christi. The lack of a discrete 
budget relegated the ISR System s to being staffed at a level that did not ensure 
effective, efficient, and compliant operations. Inadequate funding also 
contributed to heavy reliance on contractors who sometimes performed their 
duties without adequate oversight. 

A lack of funding also relegated the Corpus Christi NASOC to employing only 
one IT person while the Sierra Vista NASOC had to share another office's IT 
professional for one day a week. The latter resulted in inadequate IT support 
during peak mission operations, which in some instances subjected the 
mission to being grounded until IT issues could be addressed. CBP's IT 
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resource limita tions can cause delays or cancellation of an entire UAS mission, 
decreasing the ability of border patrol agents on the ground to effectively 
identify and combat criminal activity. 

Unclear Programmatic Ownership of ISR Systems 

CBP's delay in establishing or ganizational ownership ofISR Systems has 
resulted in little to no assigned responsibility and accountability for the 
system's management as a whole . Programmatic ownershjp ofISR Systems has 
not been clearly established s ince 2015 when the interconnected software 
utilities and subsystems were first put into use. Specifically, OTIA ceased 
organizational ownership after cancellation of AMOC Phase B and inception of 
ISR Systems. 

With its inception , AMO received ownership of ISR Systems , but responsibility 
for funding and m aintenance of the system was not assigned to any single 
entity within the organ ization. AMO official s indicated that the ISR Systems 
replaced its predecessor, AMOC Phase B. As su ch , CBP units were reluctant to 
assume programmatic ownership given system funding and management 
concerns dating back as far as late 2010. During our s ite visit to the AMOC in 
November 2017, we learned that AMOC officials were in the process of 
assuming programmatic ownership of ISR Systems. 

Key System Security Leaders hip Positions Not Established or Assigned 

Several key IT positions needed to ensure ISR Systems security were not 
established or assigned as required. This could result in an inability to address 
routine IT support requirements, respond to a nd remediate system security 
problems, or pinpoint respon sibility for systematic failures. 

• System owner: 
Despite unclear programmatic ownership, an ind ividual has been 
designated system owner ofISR Systems s ince September 2015. Pe r DHS 
Directive 4300A, system owners are responsible for successful operations 
of information systems and programs within their program areas, 
including system security. As previously s tated , this official was unclear 
about his responsibilities for ensuring a privacy assessment of ISR 
Systems. He had expected OTIA officials to advise him of requirements to 
bring the system into compliance, but this was not done. Further, when 
asked why rSR Systems had been operating for more tha n 2 years 
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without an ATO, the system owner cited the lack of an ISSa as the 
primary reason why a number of IT security requirements for ISR 
Systems were not addressed. 

• ISSO: 
According to DHS Directive 4300A, an ISSa is responsible for overall 
system security, including development and maintenance of security 
plans. AMO officials cited difficulty hiring an ISSO for ISR Systems as an 
impediment to ensuring ATO. Specifically, AMO officials initially had 
trouble getting the funding for an ISSO position . After they secured the 
needed funding, they sought to hire a Government official for the IS80 
position, but were unable to identify a qualified individual . As such, they 
had to hire a contractor to fill the position in January 2017. 

• lnfonnation System Security Manager: 
No one was assigned to fill this position. Per DHS Directive 4300A, this 
official is responsible for overseeing the component's information security 
program. 

• Security Controls Assessor: 
This position was vacant as welL Per DHS Directive 4300A, thjs official is 
responsible for certifying the results of the security control assessment. 
Again, AMO officials said they were working to fill this position. During 
our November 2017 site visit, AMO officials indicated that they were in 
the process of assigning these roles and responsibilities to AMOC 
personnel. 

ISR Systems Improperly Categorized as a Developmental System 

We found disagreement among AMO officials regarding the status ofISR 
Systems. Specifically, the AMOC Director told us that ISR Systems was 
operational. Office of Intelligence Staff and a variety of AMOC staff that we 
interviewed said likewise. As previously stated, PD~ officials confrrmed that ISR 
Systems was operational after conducting research following our in terviews 
with them to determine whether the system n eeded a PTA. 

However, the system owner improperly catalogued ISR Systems as a 
developmental system, excluding it from inventory even though its 
interconnected software utilities a n d subsystems had been employed in UAS 
program operations since 2015. During our interview, the system owner 
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indicated ISR Systems was an ongoing test system, and did not change this 
view after we told him that other AMOC officials, including the Director of 
Systems, considered the system operational. Treating the system as 
developmental precluded it from being subject to CBP oversight, ATO, and all of 
the necessary security measures, processes, and controls that would otherwise 
be required for an operational system. 

Inadequate Staff 

The AMOC did not assign adequate staff to safeguard and manage ISR Systems 
effectively. Although AMOC officials stated that six contractors and two 
Government employees were needed, only three contracted IT personnel were 
assigned to support system operations-an IS80 and two IT specialists. As 
previously stated, it took the AMOC 15 months, from initial request in 
November 2015 until January 2017, to ftll the ISSO vacancy, and it did so with 
a contract employee . 

Further, the Corpus Christi NASOC had only one employee to provide IT 
support for the entire location, while the S ierra Vista NASOC had to utilize the 
services of another office's IT specialist, who was only available one day per 
week. Neither NASOC had back-up IT personal. 

Our interviews with AMO staff disclosed additional personnel were needed to 
complete mandatory tasks in a timely manner and ensure a clear separation of 
duties, which is a key security requirement. A staff member felt overburdened 
and expressed difficulty completing assigned duties. This employee said that 
additional staff would help to ensure that system security was not ignored. To 
illustrate, the employee suggested that additional staff could help complete 
overdue ISR audit log reviews, compile the ATO package. and provide better IT 
user support. 

Insufficient IT Security and Systems Training 

According to DHS Guidelines, training for new system users must occur before 
allowing them system access. DHS requires that personnel and contractors 
with significant security responsibilities receive specialized training annually, 
including role-based training that addresses management, operational, and 
technical roles and responsibilities. A DHS component's Chief Information 
Security Officer is responsible for ensuring that training for personnel with 
significant responsibilities for information security occurs. 
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We found that all AMO employees and contractor personnel were required to 
take DHS Annual Security Awareness and Privacy training, regardless of the 
employee's role in IT security. Such training is fundamental for all individuals 
who access and use DHS IT systems. However, a lack of specialized training for 
key personnel responsible for supporting ISR Systems was evident throughout 
the UAS program. For example: 

• During our audit, the ISSa for ISR Systems failed to provide the audit 
team with evidence of his completion of the mandatory annual training 
specific to his assigned security responsibilities. Such training is critical 
for those that have significant security responsibilities , as it allows them 
the opportunity to stay abreast of changes and advances in security 
policies and procedures. 

• Specialized role-based training, designed to include the steps necessary 
to complete and obtain a valid and current ATO, was not offered to 
personnel responsible for supporting ISR Systems. 

• The curriculum for ISR Systems operators varied by location and was 
described as being more comprehensive at NASOC Sierra Vista than at 
NASOC Corpus Christi. 

No Standard Operating Procedures 

AMO officials did not establish and maintain standard operating procedures to 
ensure that ISR Systems complied with information security policy. Federal 
internal control standards require managers to design control activities to 
achieve an effective internal control system. These activities include policies, 
procedures , techniques, and mechanisms that enforce management directives 
to achieve the entity's objectives and address related risks. 

As a system-of-systems, ISR Systems comprises multiple software utilities, 
advanced technologies, complex programs, and key roles. Such complexity 
requires documented procedures that fully explain how IT managers and 
professionals should carry out their assigned duties for managing the 
technology. AMO personnel said that such procedures should address IT 
matters such as user account creation, user access, roles of contractors, 
locations of systems, and network topology. However, such guidance was 
lacking. In November 2017, AMO officials indicated they would begin to take 
the steps necessary to put such operating procedures in place. 
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UAS Program Systems an d Operations at Risk 

eBP's failure to implement adequate security controls according to Federal and 
DHS policy could result in potential loss of confidentiality, integrity, and 
availability of ISR Systems and its operations. Specifically: 

• Without a current and valid ATO, AMO has no reasonable assurance it 
has implemented effective controls to protect ISR Systems and the data it 
processes and stores from potential compromise, loss , or theft by both 
outside and inside sources. In addition, the lack of a valid and current 
ATO leaves the system owner and senior management without a baseline 
from which to make sound risk management decisions to ensure the 
system is adequately safeguarded from a potential breach. 

• Without a continuity of operations plan, AMO has no assurance of 
minimal downtime and smooth resumption of operations should a 
disruption of service or an unforeseen event such as a natural disaster 
occur. 

• By not adhering to federally-mandated requirements for patch 
management of systems and workstations, CBP cannot ensure it has 
taken steps needed to reduce the risk of loss, theft, or destruction of da ta 
to a reasonable level. Individuals with malicious intent can target 
systems without the latest security updates patches, resulting in lost 
confidentiality, integrity, or availability of mission-critical data. 

• Inadequate controls to prevent and detec t the loss of data through 
unauthorized portable media devices make ISR Systems and the data it 
collects and stores more susceptible to compromise. 

• Lacking continuous diagnostics and monitoring of the system, AMO 
cannot maintain an up-to-date p icture of ISR Systems' security posture 
as needed to identify vulnerabilities and take immediate action to 
address risks to mjssion-critical operations and data. Officials cannot 
readily detect unusual user or system events and provide appropriate 
response to address security risks, attacks, or anomalies as necessary. 
Left undetected, anomalous user behavior and unusual system events 
can result in operational disruptions and unauthorized disclosure or 
theft of information. 

www.oig.dhs.gou 29 



DHS-001-0545-000136
000136epic.org EPIC-16-09-09-DHS-FOIA-20190930-DHS-4thInterim-Response

OFFICE OF INSPECTOR GENERAL 
Department of Homeland Security 

• ISR Systems sUb-systems operating with unsupported operating 
systems may be out-of-date and have decreased functionality. Inability 
to ensure vendor patches for the obsolete software leaves the sub
systems susceptible to security breaches, virus, and possible attack. 

• Employees performing tasks beyond their job functions can adversely 
affect AMO's ability to fulfill the UAS mission. Employees may lack the 
requisite training and knowledge to adequately perform those job 
functions and their primary responsibilities may go unfulfilled. 
Employees also may be overburdened, susceptible to burn-out, and less 
satisfied with their jobs, all of which can affect their performance. 

• Contractors filling key security and operations roles, without adequate 
oversight of their access to and use of Government systems and 
information, increase the insider threat risk. There may be no assurance 
that contractors are performing according to their statements of work and 
in the Government's best interest. Contractors performing tasks outside 
of their negotiated scope of work can also pose legal and financial risks 
for both the contracting firm and the Department, per the Federal 
Acquisition Regulations. 

• Without standard operating procedures, IT employees lack guidelines for 
sustaining operations and ensuring ISR Systems comply with Federal 
and DHS information security policy. 

• Physical security of GCS facilities and systems is important to protect 
UAS mission operations and the data collected and stored from 
unauthorized access. 

In conclusion, AMO has much work to do to meet Federal and DHS 
requirements for safeguarding fSR Systems and its operations. This begins 
with establishing an effective IT program management structure and making 
system funding and security as much of a priority as accomplishing the UAS 
flights alone. Assigning clear system ownership and filling IT leadership 
positions with individuals possessing the knowledge and skills needed to fulfill 
IT security control requirements is also key. Such individuals can take the lead 
in ensuring ISR Systems is properly included in inventory; receives appropriate 
oversight; and is supported by sufficient, well-trained staff and standardized 
guidance for sustaining IT operations. Taking such corrective actions to ensure 
the infonnation security of fSR Systems and the data it collects and stores will 
go a long way in undergirding overall UAS program operations and supporting 
the accomplishment of eBP's border protection mission. 
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Recommendations 

We recommend the CBP Chief Information Officer: 

Recommendation 3 : Create a p lan to establish programmatic and system 
ownership and ensure appropriate oversigh t ofISR Systems. 

Recommendation 4: Provide a plan, including timelines, for fulfilling 
supporting requirements and obtaining authorization to operate ISR Systems. 

Recommendation 5: Create and implement a process according to DHS policy 
for timely installing software patch es on th e VADER and Minotaur systems . 

Recommendation 6: Create and implement a process to update all ISR 
System sub-systems currently running on unsupported operating systems. 

Recommendation 7 : Create a plan for filling key IT positions a n d allocating 
sufficient budget and staff resources to perform duties required to safeguard 
ISR Systems and the data it collects and stores. 

Re commendation 8 : Create a plan for providing oversight of all contractors 
who assist in performing duties required to safeguard ISR System s and the 
data it collects and stores. 

Recommendation 9: Develop and implement a plan to conduct specialized 
training for personnel responsible for the security and maintenance of ISR 
Systems. 

Recommendation 10: Develop and implement standard operating procedures 
for sustaining operations and ensuring ISR Systems com ply with Federal and 
DHS information security policy. 

OIG Analysis of Management Response to Recommendations 

We obtained management comments to the draft report recommendations from 
the Acting Senior Com ponent Accountable Official of CBP. We included a copy 
of those comments, in their entirety, in appendix B. Following is a summary of 
their management response to each recommendation and our analysis of their 
proposed corrective action p lan. 

Recommendation 3: Create a plan to establish programmatic and system 
ownership and ensure appropriate oversight of ISR Systems. 
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Management Response 

Concur. esP's Air and Marine Operations (AMO) has established programmatic 
and system ownership of ISR Systems, ensuring appropriate oversight. In May 
2017, an AMO official was designated System Owner oflSR Systems and an 
AMOC contractor was designated the Information Systems Security Officer 
liS SO) for ISR Systems. 

DHS requires CBP and other components to use its Information Assurance 
Com pliance System (lACS) to develop, maintain, and monitor Security 
Authorization Packages for all Sensitive but Unclassified Infonnation 
Technology liT) systems. DHS granted the ISR Systems ISSO access to lACS in 
November 2017. 

We request that the OIG consider this recommendation resolved and closed as 
implemented. 

OIG Analysis 

We believe that the described actions satisfY the intent of this recommendation; 
however, we still require documentation demonstrating that: 

• in November 2017, DHS approved AMO's development change request to 
include ISR Systems as part of CBP's IT inventory and issued a Federal 
Informatwn Security Modernization Act IFISMA) JD; and 

• CBP has added ISR Systems to its Investm ent Evaluation, Submission, 
and Tracking system for IT business case information and portfolio 
management. 

We look forward to receiving these updates, and in the meantime, this 
recommendation will remain open and resolved until the component provides 
documentation to support that the planned corrective actions are completed. 

Recommendation 4: Provide a plan, including timelines, for fulfilling 
supporting requirements and obtaining authorization to operate ISR 
Systems. 

Management Response 

Concur. AMO is developing a number of documents needed to obtain an 
a u thorization to operate lATa) through the fonnal DHS/CBP lACS process. 
AMO has a Plan of Action & Milestones that includes timelines for obtaining 
authorization to operate ISR Systems. 
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We request that the OIG consider this recommendation resolved and closed a s 
impleme nted . 

OIG Analysis 

We believe that the described actions satisfy the intent of this recommendation; 
however, we still require documentation demonstrating that AMO has a Plan of 
Action & Milestones that includes timelines for obtaining authorization to 
operate ISR Systems. 

We look forward to receiving those updates. In the meantime, this 
recommendation will remain open and resolved until the component provides 
documentation to support tha t the planned corrective actions are completed. 

Recommendation 5: Create and implement a process according to DHS 
policy for timely installing software patches on the VADER and Minotaur 
systems. 

Management Response 

Concur. AMO has created a process for timely, gO-day installation of software 
pa tches on the VADER and Minotaur system. To maintain DoD and CBP 
integrity a nd current efficienc ies detailed in DIG's draft report, AMO has 
prepared a request to CBP OIT for approval to implement a timely software 
patch cycle of 90 days for Minotaur and VADER. AMO's request is supported 
by DHS 4300A, Policy ID 3.7.c . estimated for June 30 , 2019. 

OIG Analysis 

We believe that the described actions satisfy the intent of this recommenda tion. 
We look forwa rd to receiving updates regarding the new gO-day software 
insta llation cycle for Minotaur and VADER. This recommendation will remain 
open and resolved until the component provides documentation to support 
that the pla nned corrective actions a re completed. 

Recommendation 6: Create and implement a process to update all ISR 
System subsystems currently running on unsupported operating systems. 
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Management Response 

Concur. AMO has created and implemented a process to update all ISR 
Systems subsystems currently running on unsupported operating system. The 
transition from Ocean SUlVeillance Initiative's JOSI) unsupported legacy 
software to the supported Minotaur system is programmed to occur no earlier 
than December 2018, by contract. Estimated completion date of January 30, 
2019. 

OIG Analysis 

We believe that the described actions satisfY the intent of this recommendation. 
This recommendation will remain open and resolved until th e com ponent 
provides documentation to support that the planned corrective actions are 
completed. 

Recommendation 7 : Create a plan for filling key IT positions and 
allocating sufficient budget and staff resources to perform duties required 
to safeguard ISR Systems and the data it collects and stores. 

Management Response 

Concur. AMO has filled its three key IT positions and has allocated sufficient 
budget and staff resources. ISR Systems currently have a System Owner, an 
ISSO, and Security Controls Assessor. 

We request that the OIG con sider this recommendation resolved and closed as 
implemented. 

OIG Analysis 

We believe that the described actions satisfY the intent of this recommendation; 
however, we still require documentation demonstrating that the position of 
Security Controls Assessor has been filled and that sufficient budget resources 
have been allocated to perfonn all the duties required under this 
recom mendation. 

We look forward to receiving those updates. In the meantime, this 
recomm endation will remain open and resolved until the component provides 
documentation to support that the p lanned corrective actions are completed. 
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Recommendation 8: Create a plan for providing oversight of all 
contractors who assist in performing duties required to safeguard ISR 
Systems and the data it collects and stores. 

Management Response 

Concur. AMO continues to have oversight of all con t ractors who assist in 
performing duties required to safeguard ISR Systems and the data collected 
and stored. 

At the AMOC, contractors with administrative rights on ISR Systems have been 
functionally aligned under the AMOC Systems Division to ensur e change 
control process and security practices are followed. Separation of duties 
between system administrators, engineers, and the ISSa a re maintained in 
accordance with least privilege and separation of duties concepts, wh ich is 
illustrated in AMO's functional organization c h arts. 

We request that the OIG consider this recommendation resolved and closed as 
impleme nted . 

OIG Analysis 

We believe that the described actions satisfy the intent of this recommendation; 
however, we still require documentation of the organization charts, 
administration rights, a nd separation of duties. 

We look forward to receiving those updates. In meantime, this recommendation 
will remain open and resolved until the component provides documentation to 
support that the planned corrective actions are completed. 

Recommendation 9: Develop and implement a plan to conduct specialized 
training for personnel responsible for the security and maintenance of ISR 
Systems. 

Management Response 

Concur. AMO has identified personnel with system security responsibilities, 
and will provide annual training that is a com bination of existing Performance 
and Learning Management Syste m requirements and tailored role- based 
tra ining. Estimated Completion Date of January 30,2019. 
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We believe that the described actions satisfY the intent of this recommendation. 
This recommendation will remain open and resolved until the component 
provides documentation to support that the planned corrective actions are 
completed. 

Recommendation 10: Develop and implement standard operating 
procedures for sustaining operations and ensuring ISR Systems comply 
with Federal and DHS information security policy. 

Management Response 

Concur. AMO is developing standard operating procedures for sustaining 
operations, including existing SOPs to be inherited and expanded to include 
ISR Systems . Estim ated Completion Date of August 30, 2019. 

OIG Analysis 

We believe that the described actions satisfY the intent of this recommendation. 
This recommendation will remain open and resolved until the component 
provides documentation to support that the planned corrective actions are 
completed. 
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Objective, Scope, and Methodology 

DHS OIG was established by the Homeland Security Act of 2002 (Public Law 
107-296) by amendment to the Inspector General Act of 1978. OUT objective 
was to determine whether CBP is effectively safeguarding information, 
including images and video, collected on and transmitted from its VAS. OUf 

work included examining the VAS IT systems security control environment. 

We performed fie ldwork at DHS headquarters a nd component organizations in 
Riverside, CA, and Corpus Christi, TX. We researched background information, 
including applicable laws, regulations, guidance, and prior audit reports related 
to the UAS Program. We also conducted interviews with representatives of 
CBP's Privacy and Diversity Office, as well as its Office of Information 
Technology to determine their respective roles in the operation and security of 
the UAS program. 

From our interviews and site-visits, we were able to gather and analyze 
information on curr.ent policies and procedures related to the protection of 
sensitive and privacy data, as well as some of the security and programmatic 
challenges facing the UAS program. Specifically, while on site at the AMOC in 
Riverside, CA, November 2017, we conducted interviews with officials 
responsible for network security and system maintenance. AMOC officials also 
provided an overview of the UAS program and m.ission operations. 

Pe rsonnel s imila rly discussed UAS mission operations during our s ite visit to 
the NASOC in Corpus Chris ti , TX, in Novem ber 20 17. We also conducted 
interviews with officials responsible for NASOC leadership, piloting UAS and 
manned aircraft, GCS and VADER sensor operations, UAS engineering 
support, IT management, and evidence handling. We used no classified 
information to conduct this audit. 

We conducted this performance audit between September 2017 and February 
2018 pursuant to the Inspector General Act of 1978, as amended, and 
according to generally accepted Government auditing standards. Those 
standards require that we plan and perfonn the audit to obtain sufficient, 
appropriate evidence to provide a reasonable basis for our findings and 
conclusions based upon our audit objectives. We believe that the evidence 
obtained provides a reasonable basis for our findings and conclusion s based 
upon our audit objectives. 
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We appreciate CBP management 's efforts to provide the information and access 
necessary for us to accomplish this audit. Appendix 0 contains major 
contributors to this report. 
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Management Comments to the Draft Report 

MEMORANDUM FOR: 

FROM: 

SUBJ ECT: 

September 5. 20 18 

Sondm F. McCauley 

, 300 PeM~ytv ...... AYfmue HW 
Washington. ex; 20229 

." " $~'i u.s. Customs and 
~~c Border Protection 

" '~' ," 

Acting Assis tant Inspector General for Audi ts 
Office oflnspccLQr Gcncrul 

Henry A . Moak. J~ ~ 
Acting Senior Component Accountable O llicinl 
U.S. Customs and l30rdcr Protection 

Management Response to Draft Report: "CDP Hns 
Not Ensured Safeguards for Datu Collected Using 
Unmanned Aerial Systems" (Project No. 18-043-
ITA-CB1» 

rhank you for the opportumty to review tlnd comment on this draft repon. U.S. Customs 
and 130rdcr Protection (CRP) appreciates the work of the Office of Inspector General 
(OIG) in planning and conducting its reviclV and issuing thi s report. 

CBP's Intelligencc, Surveillance. and Rcconnaissnnce (lSR ) Systems consist of 
interconnected software utilities and computer systems providing C OP with the network 
connectivity to share mission suppon data between CBP intell igence analysts, field 
operations. ,md operational decision makers. ISR Systcms provide the network for 
sharing dala betwcen systems tmboard unmanned 3ircrMl systems (UAS), ground control 
stat ions (GCS). manned aircraft, operat ions centers. and the Offiee of intell igence's (01) 
Processing, Explo itation, and Dissemination (PED) Cell. 

ISR Systems shares unclassified live surveillance and reconnaissance data - including 
rndar tracks, still frame images, and full motion video - obtaincd from aircraft systems 
and scnsol'$ a long the U.S. bordcr that monitors for illegal evenls requiring C IlP 
intervention. It is imp0l1rmt to notc that ISR Systcms survci llance and reconnaissancc 
data is not associated with any individual unless the data is linked to an investigation as a 
result of a lnw enforcement evenl. 1n the evenllhallSR Systems surveillnnee data is Inter 
linked to 1111 illdividun l subjt:ct in a C OP lnw en li.lrcctnCnt or other investigutioll. dala that 
is used for any prosecution case is linked outside the accreditation boundary of this 
system, and no other data is entered into this system. Further, individual biographic 
information is not uscd or input ntnny lime. as ISR Systems only cnpturc rlldflr tracks. 
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Departm ent of Homeland Security 

still frame images, and full motion video. It should also be noted, data is stored in 
encrypted fonnat and files not retrieved for evidentiary use are automatically deleted 
(recorded over) after five years. 

As noted in the OJG report, CBP has begun steps to address the 0I0's concerns. CBP is 
pleased to report that the Department of Homeland Security' s (DHS) Privacy Office 
completed a Privacy Threshold Assessment (PTA) fot ISR Systems in May 2018 . The 
DHS Privacy Office detennined that ISR Systems do not contain Personally Identifiable 
Information. Additionally, the DHS Privacy Office found that Privacy Impact 
Assessment (PIA) coverage is provided for ISR Systems by three other PlAs that address 
the privacy risks of ingesting global positioning system data; provide general notice 
regarding CSP' s use o f radar, sensors, and other surveillance technologies; and provide 
notice of CBP's deployment of surveillBnce technologies on UASs. 

The draft report contains ten recommendations., with which CBP concurs. Attached is 
our detailed response to the recommendations. Technical comments were previously 
provided under separate cover. 

Again, thank you for the opportunity to review and comment on this draft report. Please 
feel free to contact me if you have any questions. We look forward to working with you 
again in the future. 

Attachment 

Attachment: Management Response to Recommendations Contained in (Projec:t 
No. 18-043-ITA-CBP) 

The Office'of Inspector General (OIG) recommended that the CBP Privacy Office: 

Recommendation I: Provide documentation showing completion of a privacy threshold 
assessment with a determination regarding privacy requirements for ISR Systems. 

Response: Concur. On May 14, 2018, the DHS Privacy Office approved a Privacy 
Threshold Assessment (PTA) conducted by the CBP Privacy Office for the CBP 
Intelligence, Surveillance, and Reconnaissance (lSR) Systems. The DHS Privacy Office 
determined that the, CBP ISR Systems do not contain Personally Identifiable 
Infonnation. 

Supporting documentation was previously provided to aIG Wlder separate cover. We request 
that the DIG consider this recommendation resolved and d osed as implemented. 

The Office of Inspector General (DIG) recommended that the CBP's ChiefInformation 
Officer: 
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Recommelldation 1: Develop a process for ensuring all information systems are 
included in the cap Office oflnformation Technology inventory, along with notification 
to the CBP Privacy and Diversity Office when a system is added. 

Response: Concur. CBP's Office of lnfonnation and Technology (OIT) will develop a 
process for ensuring all infonnation systems are included in the official CBP OIT Federal 
Infonnation Security Management Act (fISMA) system inventory. 

CBP's Cyber Security Directorate (eSO) Security Operatioos Center (SOC) 
Vulnerability Assessment Team [V An will create a bi~weekly dashboard showing 
detected, unauthorized systems. The dashboard will highlight decentra1ized servers and 
systenu:. without the Tllllium agent. eso will reach o ut to C BP Privacy and Diversity 
Office (PDO) to discuss its role and inclusion in the updated FISMA Inventory Standard 
Operating Procedure (SOP) and will update the FISMA Inventory SOP. 

cSP's Chief Infonnation Officer will issue a memo regarding security compliance and 
communication fai lures when an unauthorized system is detected on the CSP network. 
and detennine the course of action for the issuance of a memo to CBP community. 
Estimated Completion Date (ECD): December 3 1, 2019. 

The Office oflnspector General (OIG) recommended Ihat CSP' s Air and Marine 
Operations Executive Assistant Commissioner: 

RecommelldatioD 3: Create a plan to establish programmatic and system ownership and 
ensure appropriate oversight oflSR Systems. 

Response: Concur. CSP's Air and Marine Operations (AMO) ha<; established programmatic and 
system ownership of ISR Systems, ensuring appropriate oversight. As the OIG learned during its 
site visit to the Air and Marine Operations Center (AMOC) in November 2017, AMO officials 
were already in the process of assuming programmatic ownership of ISR Systems. In May 2017, 
an AMO official was designated System Owner of ISR Systems and an AMOC contractor was 
designated the Information Systems Security Officer (lSSO) for ISR Systems. 

In November 2017, DHS approved AMO's development change request to include ISR Systems 
CSP 's inventory, and issued a FISMA ID. DHS Office ofChieflnformation Officer notified 
CBP's OIT of this approval on November 7,2017. 

Further, DHS requires CBP and other components to use its lnformalion Assurance Compliance 
System (lACS) to develop, maintain, and monitor Security Authorization Packages (SAP) for aU 
Sensitive but Unclassi fied (SBU) Information Technology (IT) systems. DHS granted the ISR 
Systems [SSO access to lACS in November 2017 . 
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Finally. CBP has added ISR Systems to its investment EValuation, Submission, and Tmck..ing 
(INVES1) system for IT business case information and portfolio management. 

Supporting documentation was previously provided under separate cover. We request that the 
OlG consider this recommendation resolved and closed as implemented. 

R~ommeDd.tioo.4: Provide a plan, including timelines. for fulfiJljng supporting requirements 
and obtaining authorization to operate ISR Systems. 

Response: Concur. AMO is developing a number of documents needed to obtain an 
authorization to operate (A TO) through the fonna l DHS/CBP LACS process. AMO has a Plan of 
Action &. Milestone (pOA&M) that includes the completed PTA for ISR Systems and its System 
Privacy Plan. The POA&M includes timelines for obtaining puthorizalion for operating ISR 
Systems. 

Supporting documentation was previously provided under separate cover. We request that the 
010 consider this recommendation resolved and closed as implemented. 

Recommendation 5: Create and implement a process according to OHS policy for timely 
installing software patches on the VADER and Minotaur systems. 

Response: Concur. AMO has created a process for timely, 90-day instaJlation of software 
patches on the VADER and Minotaur system. Both Minotaur and Vehicle and Dismount 
Exploitation Radar 01 ADER) originated from and continue to be supported by the Department of 
Defense (DoD). CBP has, and continues to maintain identical patching cycles to coincide with 
DoD's 9O-day software patch cycle. Current CBP contracts with Johns Hopkins University 
Applied Physics Laboratory (for Minotaur) and Northrop Grumman Corporation (for VADER) 
have Navy and Army sponsors that fund Ute bulk share of the software development for both 
programs. Changing the cycle time from 90 days to 30 days would force the two vendors to 
provide disparate code for DoD and CBP customers (additionally, such a change would be cost 
prohibitive). 

To maintain 000 and CBP integrity and current efficiencies detailed in OIG's draft report. AMO 
has prepared a request to CBP OIT for approval to implement a timely software patch cycle of90 
days for Minotaur and VADER. 

AMO' s request is supported by DHS 4300A, Policy 10 3 .7.c. " Information security patches are 
installed in accordance with CM (Configuration Management) plans and within the timeframe or 
direction stated in the Inromation Security Vulnerability Management (ISVM) message 
published by DHS ESOC (Enterprise Security Operations Centcr)." ECD: Junc 30, 2019. 

Recommendation 6: Create and implement a process to update all ISR System subsystems 
currently running on unsupponed operating systems. 
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RespoDse: Concur. AMO has created and implemented a process to update all ISR Systems 
subsystems currently running On unsupported operating system. ISR Systems are continuously 
scanned for compliance and detennination of end-of-support. and system hardware and software 
inventory is used to plan system lifecycles to maintain compliance. The 1nln5ition from Ocean 
Surveillance Initiative's (OSI) unsupported Jegacy software to the supported Minotaur system is 
programmed to occur no earlier than December 2018, by contract. Should ISR Systems receive 
an ATO before the contracted date in December 20 18. AMO will prioritize the removal of OSI 
from service and accept an operational capability gap until tbe scheduled transition is complete. 
ECO: January 30, 2019. 

RKommeodatiOD 7: Create a plan for filling key IT positions and allocating sufficient budget 
and staffrcsources to perf"onn duties required to safegus.rd ISR Systems and the data it collects 
and stores. 

Response: Concur. AMO has filled its three key IT positions and has allocated sufficient budget 
and staff resources. ISR Systems curreotly have a System Owner, an ISSO, and Security 
Controls Assessor (SCA). As for budget resources, AMO presents ao annual funding request ' 'to 
fortify AMOC capabilities (toj more efficiently process inc1'Cl:lSed date from Intelligence, 
Surveillance. and Reconnaissance (ISR) activities" through CBP's budget process. 

Supporting documentation was previously provided under separate cover. We request that the 
OIG consider this recommendation resolved and closed as implemented. 

Rec::ommeDdatloD 8: Create a plan for providing oversight of all contractors who assist in 
performing duties required to safeguard ISR Systems and thc data it collects and stores. 

Response: Concur. AMO conlinues to have oversight of all contractors who assist in perfonning 
duties required to safeguard ISR Systems and the data collected and stored. At the AMOC. 
contractors with administrative rights on ISR Systems have been functionally aligned under the 
AMOC Systems Division to ensure change control process and security practices are followed. 
Separation of duties between systcm administrators, engineers, and the ISSO are maintained in 
accordance with least privilege and separation of duties concepts, which is iIlustnltcd in AMO' s 
functional organization charts. Additionally, AMO has lines of reporting for maintenance and 
other contractors at the NationaJ Air Security Operations Center. 

Supporting documentation was previously provided under separate cover. We req~est that the 
DIG consider this recommendation resolved and closed as implemented. 

Ruom.mendatioD 9: Develop and implement a plan to conduct specialized training for 
personnel responsible for the security and maintenance of ISR Systems. 
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Response: Concur. AMO has identified personnel with system security responsibilities, and will 
provide annual training that is a combination of existing Performance and Learning Management 
System (pALMS) requirements and tailored role--bascd training. ECD: January 30. 2019. 

RecommendatioD 10: Develop and implement standard operating procedures for sustaining 
operations and ensuring ISR Systems comply willi Federal and DHS information security policy. 

Response: Concur. AMO is developing standard operating procedures for sustaining operations, 
including existing SOPs to be inherited and expanded to include ISR Systems. 'ECO: August 30, 
2019. 
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OFFICE OF INSPECTOR GENERAL 
De partment of Homeland Sec urity 

List of Unauthorized Removable Media Devices 
Used to Access ISR Systems 

Type of Device Product Names 
• Kingston DataTraveler 2.0 USB Flash Drive 

• Kingston DT Ultimate G3 USB Flash Drive 
• Lexar USB Flash Drive Flash Drive 
• LOK-IT Secure USB Flash Drive 

Flash Drives • Patriot Memory USB Flash Drive 
• SanDisk Cruzer USB Flash Drive 
• SanDisk Enterprise Federa l Information 

Processing Standards USB Flash 
• SanDisk Ultra USB Flash Drive 
• Toshiba TransMemory USB Flash Drive 
• Buslink USB 3.0 External Hard Drive 
• Defender H 1 00 USB External Ha rd Drive 
• Maxtor OneTouch III USB External Hard Drive 
• Samsung SSD 850 Pro USB Hard Drive 
• Sam sung SSD 850 EVO USB Hard Drive 

Removable Hard 
Drives • ~eZ-VERT EX USB Hard Drive 

• Seagate BUP Slim USB External Hard Drive 

• Seagate FreeAgent GoFlex USB External Hard 
Drive 

• WD Elements External Hard Drive 
• WD My Passport External Hard Drive 
• Apple iPhone 

Mobile Phones • LG Phone 
• Samsung Phone 

Source . DHS DIG-genel ated based on testmg of ISR Systems and companson of results agamst 
AMO's lis t of authorized removable media devices 
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Appendix D 
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Additional Information and Copies 

To view this and any of our other reports , please visit OUf website at: 
www.oig.dhs.gov. 

For further information or questions, please contact Office of Inspector General 
Public Affairs at: DHS-OIG.OfficePublicAffairS@oig.dhs.gov. 
Follow us on Twitter at: @dhsoig. 

OIG Hotline 

To report fraud , waste, or abuse, visit our website at www.oig.dhs.gov and click 
on the red "Hotline" tab. If you cannot access our website, call our hotline at 
(800) 323-8603, fax our hotline at (202) 254-4297 , or write to us at: 

Department of Homeland Security 
Office of Inspector General, Mail Stop 0305 
Attention: Hotline 
245 Murray Drive, SW 
Washington, DC 20528-0305 
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U,S, GOVERNMENT ACCOUNTABlLlTY OFFICE 
441 G St. N.W. 
Washington, DC 20548 

September 30, 2014 

The Honorable Mary Landrieu 
Chairman 
The Honorable Dan Coats 
Ranking Member 
Subcommittee on Homeland Security 
Committee on Appropriations 
United States Senate 

The Honorable John Carter 
Chairman 
The Honorable David Price 
Ranking Member 
Subcommittee on Homeland Security 
Committee on Appropriations 
House of Representatives 

Unmanned Aerial Systems: Department of Homeland Security's Review of U.S. Customs 
and Border Protection's Use and Compliance with Privacy and Civil Liberty Laws and 
Standards 

This letter formally transmits briefing slides we provided your offices on August 28, 2014, in 
response to a mandate in the House Committee Report1 (113-91) accompanying the 
Department of Homeland Security (DHS) Appropriations Act, 2014. This mandate requi red us to 
review DHS's Privacy Office (Privacy Office) and Office of Civil Rights and Civi l Liberties 
(CRCl ) joint review (DHS's review) of U.S. Customs and Border Protection 's (CBP) unmanned 
aerial systems (UAS) program. House Committee Report 11 3-91 accompanying the fiscal year 
2014 DHS Appropriations Act mandated CRCl and the Privacy Office to conduct a review of 
CBP's efforts to ensure that CBP's UAS use (1) complies with existing law and applicable 
privacy and civi l liberty standards and (2) is limited to operation along the border and coastal 
areas of the United States. CRCl and the Privacy Office completed their review and provided it 
to us on June 12, 20 14. 

CBP, with in DHS, is responsible for securing U.S. borders to prevent acts of terrorism and the 
unlawful movement of people, illegal drugs, and other contraband toward or across U.S. 
borders. With in CSP, the Office of Air and Marine (OAM) helps CBP fu lfi ll its mission by 
providing aviation and marine assets- which include nine UAS~to support border security 
operations.2 The Privacy Office, with in DHS, is responsible for embedding and enforcing privacy 
protections and transparency in DHS activities, and ensuring that privacy considerations are 
addressed when planning or updating any program. system, or initiative. CRCl , with in DHS, 

lH. R. Rep. No . 113·91 , at 11 (2013). 

2CBP refers to UAS as ·unmanned aircraft systems." 
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helps to integrate civil rights and civil liberties into agency activities by providing policy advice 
and training, assessing the impact of DHS policies and activities, and engaging with the public 
to provide information on DHS policies and avenues of redress. The use of UAS has raised 
privacy concerns, including questions regarding the scope of CBP's authorities to collect and 
use aerial surveillance. 

House Committee Report 113-91 mandated us to review DHS's review of CBP's UAS program. 
This report examines the extent to which DHS's review of CBP's UAS addressed CBP efforts to 
(1) ensure compliance with existing privacy and civi l liberty laws and standards and (2) ensure 
its UAS usage is limited to border and coasta l areas of the United States. 

To address both objectives, we reviewed applicable privacy and civil liberty laws and standards 
and CBP authorities to use UAS; examined DHS's review, as well as CBP policies regarding 
use of UAS and UAS data; interviewed CBP officials responsible for managing UAS operations 
and analyzing UAS data; and interviewed CRCL and Privacy Office officials responsible for 
developing DHS's review on CBP's UAS use. To determine the extent to which DHS's review 
addressed CBP efforts to ensure compliance with privacy and civi l liberty laws and standards, 
we also examined DHS's review to identify key procedures to protect privacy and civil liberties, 
and determined the extent to which CBP had institutionalized these procedures in written 
policies. To determine the extent to which DHS's review addressed CBP's efforts to ensure UAS 
usage is limited to border and coastal areas of the United States, we also reviewed Federal 
Aviation Administration (FAA) requirements, analyzed CBP reports on compliance with these 
FAA requirements, and analyzed UAS flight hours reports CBP submitted to FAA from fiscal 
year 2011 through Apri l 30, 2014, covering the time period when all four of CBP's UAS centers 
became operational. To assess the reliability of UAS flight hour data, we reviewed guidance for 
reporting UAS flight hours, interviewed CBP officials about their policies and procedures related 
to tracking UAS flight hours, and compared monthly report data with data from other CBP flight 
hour reports. We found the data were sufficiently reliable for the purposes of reporting how CBP 
allocates its UAS flight hours. 

We conducted this performance audit from April 2014 to September 2014 in accordance with 
generally accepted government auditing standards. Those standards require that we plan and 
perform the audit to obtain sufficient, appropriate evidence to provide a reasonable basis for our 
findings and conclusions based on our audit objectives. We believe that the evidence obtained 
provides a reasonable basis for our findings and conclusions based on our audit objectives. 

In summary, we found the following: 

• DHS reported that CBP has an oversight framework and procedures that help ensure 
compliance with privacy and civil liberty laws and standards. DHS's review contains 
information on CBP procedures on collecting, retaining. storing, and disseminating 
images from UAS, among others, to help ensure compliance with privacy and civil liberty 
laws and standards. DHS's review did not address the extent to which CBP had 
institutionalized these procedures in written policies. However, we found that CBP has 
taken steps to document these procedures and has issued or plans to issue policies to 
institutionalize the procedures that help protect privacy and civi l liberties. 

• DHS's review reported that CBP operates UAS in accordance with its authorities, which 
do not limit use to border and coastal areas. The location of UAS operations is limited by 
FAA requirements and CBP policies and procedures. DHS's review did not address the 
extent to which CBP's use of UAS is within border and coasta l areas. However, we 
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found that over 80 percent of esP's UAS flight hours were associated with airspace 
encompassing border and coastal areas of the United States. 

For additional information on the results of our work, please see the briefing slides provided in 
the enclosure. We are not making any recommendations in this report. 

Agency Comments 

We provided a draft of this report to DHS for its review and comment. DHS provided technical 
comments on the briefing slides, which we incorporated as appropriate. 

We are sending copies of this report to the appropriate congressional committees and the 
Secretary of Homeland Security. This report is also available at no charge on the GAO website 
at http://www.gao.gov. Should you or your staff have questions concerning this report, please 
contact me at (202) 512-8777 or GamblerR@gao.gov. Contact points for our Offices of 
Congressional Relations and Public Affairs may be found on the last page of this report. Key 
contributors to this report were Kirk Kiester (Assistant Director), David Alexander, Frances 
Cook, Eric Hauswirth, Heather May, David Plocher, Carl Potenzieri , and Christopher Robinson. 

Rebecca Gambler 
Director, Homeland Security and Justice 

Enclosure 
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Introduction 

• u.s. Customs and Border Protection (CBP), within the 
Department of Homeland Security (DHS), is responsible for 
securing U.S. borders to prevent acts of terrorism and the 
unlawful movement of people, illegal drugs, and other contraband 
toward or across U.S. borders. 

• Within CBP, the Office of Air and Marine (OAM) helps CBP fulfill 
its mission by providing aviation and marine assets-which 
include nine unmanned aerial systems (UAS)l_to patrol the 
border. 

• CBP also uses UAS in support of other federal, state , or local law 
enforcement activities and for emergency humanitarian efforts , 
such as flood and wildfire monitoring. 

• The use of UAS has raised privacy concerns, including questions 
regarding the scope of CBP's authorities to collect and use aerial 
surveillance. 

leBP uses the term ·unmanned aircraft systems" for these assets. A UAS is composed of a remotely piloted aircraft, a ground control station, a 
digital network, and other ground support equipment and personnel required to operale and maintain the system . 
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Introduction (cont'd) 

• 

• 

• 

• 

The Office of Civil Rights and Civil Liberties (CRCl), within DHS, helps 
to integrate civil rights and civil liberties into agency activities by 
providing policy advice and training , assessing the impact of DHS 
policies and activities, and engaging with the public to provide 
information on DHS policies and avenues of redress. 
The Privacy Office , within DHS, is responsible for embeddinl;l and 
enforcing privacy protections and transparency in DHS activities, and 
ensuring that privacy considerations are addressed when planning or 
updating any program, system, or initiative. 
House Committee Report 113-91 accompanying the fiscal year 2014 
DHS Appropriations Act mandated CRCl and the Privacy Office to 
conduct a review of CSP efforts to ensure that CSP's UAS use (1) 
complies with existing law and applicable privacy and civil liberty 
standards and (2) is limited to operation along the border and coastal 
areas.2 The report also mandated GAO evaluate the review. 

CRCl and the Privacy Office completed their review (referred to as 
DHS's review) and provided it to us on June 12, 2014. 

2 H. R. Rep_ No. 113-91 , at 11 (2013). 
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Objectives 

• House Committee Report 113-91 accompanying the fiscal 
year 2014 DHS Appropriations Act mandated that GAO submit 
a report evaluating CRCL and the Privacy Office's review.3 

• This briefing examines the extent to which DHS's review of 
CBP's UAS addressed CBP efforts to (1) ensure compliance 
with existing privacy and civil liberty laws and standards and 
(2) ensure its UAS usage is limited to border and coastal 
areas of the United States. 

3 H.R. Rep. No 113-91, at 11 (2013). 
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Scope and Methodology 

• To address both objectives, we 
• reviewed ap'plicable privacy and civil liberty laws and standards and 

CBP authorities to use UAS, as noted later in the slides; 
• examined DHS's review, as well as CBP policies regarding use of UAS 

and UAS data; 
• interviewed CBP officials responsible for managing UAS operations 

and analyzing UAS data; and 
• interviewed CRCL and Privacy Office officials responsible for 

developing DHS's review on CBP's UAS use. 
• For the first objective, regarding the extent to which DHS's review 

addressed CBP efforts to ensure compliance with privacy and civil liberty 
laws and standards, we also 
• examined DHS's review to identify key procedures to protect privacy 

and civil liberties, and 
• determined the extent to which CBP had institutionalized these 

procedures in written policies . 
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Scope and Methodology (cont'd) 

• To address the second objective, regarding the extent to which CBP's UAS 
use is limited to border and coastal areas, we also 
• reviewed Federal Aviation Administration (F~) requirements for CBP's 

use of UAS in the National Airspace System ; 
• analyzed CBP rep-orts on compliance with these FAA requirements 

from fiscal year 2011 through April 2014, covering the time period when 
all four current CBP UAS centers were in operation; and 

• analyzed UAS flight hour data from monthly reports CBP submitted to 
FAA from fiscal year 2011 through April 2014. 

• To assess the reliability of UAS flight hour data, we reviewed guidance for 
reporting UAS flight hours, interviewed CBP officials about their policies 
and procedures related to tracking UAS flight hours, and compared 
monthly report data with data from other CBP flight hour reports. We found 
the data were sufficiently reliable for the purposes of reporting how CBP 
allocates its UAS flight hours. 

• DHS provided technical comments for this briefing, which we have 
incorporated as appropriate. 

' See Federal AviationAdministration, Interim Operational Approval Guidance 08~01 : Unmanned Aircraft Systems Operations in the U.S. National 
Airspace System (March 13, 2008). The Nationat Airspace System is the network of United States airspace that inctudes the interconnected and 
interdependent network of systems, procedures. fac ilities. aircraft ,and people. 
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Summary 

• In its review, DHS reported that CSP has an oversight framework and 
procedures that help ensure compliance with privacy and civil liberty laws and 
standards. DHS's review contains information on CSP procedures on 
collecting, retaining , storing , and disseminating images from UAS, among 
others, to help ensure compliance with privacy and civil liberty laws and 
standards. DHS's review did not address the extent to which CSP had 
institutionalized these procedures in written policies. However, we found that 
CSP has taken steps to document these procedures and has issued or plans 
to issue policies to institutionalize the procedures that help protect privacy and 
civil liberties. 

• DHS's review reported that CSP operates UAS in accordance with its 
authorities, which do not limit use to border and coastal areas. The location of 
UAS operations is limited by FAA requirements and CSP policies and 
procedures. DHS's review did not address the extent to which CSP's use of 
UAS is within border and coastal areas. However, we found that over 80 
percent of CSP's UAS flight hours were associated with airspace 
encompassing border and coastal areas. 
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Background: eBP's UAS program 

• OAM is responsible for administering CSP's UAS program. 

• CSP operates nine UAS from four OAM National Air 
Security Operation Centers (NASOC): 

• Sierra Vista , AZ (3 aircraft) 
• Grand Forks, ND (3 aircraft) 
• Corpus Christi, TX (3 aircraft) 
• Jacksonville, FL (remotely operates aircraft launched 

from other NASOCs) 

• CSP's UAS operations began in fiscal year 2006; all four 
NASOCs became operational starting in fiscal year 2011 . 
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Background: eBP's Operation of UAS in 
National Airspace 

• eBP operates UAS in accordance with FAA requirements 
for authorizing all UAS operations in national airspace. 

• eBP must apply for a certificate of waiver or authorization 
(eOA) from the FAA to operate UAS in national airspace. 
o Each eOA defines airspace and location where UAS can 

operate. 
o eOAs are valid for 2 years . 
o eOA? are divicje.d into four types: disaster, operational , 

transit, and training. 
o eBP is required to report to FAA monthly on the number 

of flight hours in eacH eOA. 
• eBP also operates UAS in restricted airspace in 

accordance with agreements with the Department of 
Defense (DOD). 

Page 10 

GAO-14-849R CBP Unmanned Aerial Systems 



DHS-001-0545-000168
000168epic.org EPIC-16-09-09-DHS-FOIA-20190930-DHS-4thInterim-Response

Background: UAS Operations 

• UAS are operated by OAM primarily to support other CBP components, such as the Office of 
Border Patrol , and federal , state, and local agencies, as shown in table 1. 

• Federal, state, and local agencies make requests for OAM support. CBP's Office of Intelligence 
and Investigative Liaison (OIlL) is responsible for faci litating and reviewing requests for air 
support from outside agencies . 

Table 1: Unmanned Aerial System (UAS) Operations 
Type of certificate of 

w aiver or authorization 
Tvoe of mission Puroose Examoles of entities SUDDorted {COAl 

Patrol 
Detect illegal entry of goods and people al and 

Border Patrol Operational 
~etween points of entry 

Multiple agencies, such as U.S. Immigration and 

Investigative 
Provide aerial support for law enforcement activities Customs Enforcement , Federal Bureau of Operational 
~nd investigations Investigation. and multi-agency task forces. 

isasler Provide aerial support for monitoring natural 
~isasters such as wildfires and floods 

Siale , local, and federal agencies Disaster and operational 

ransit 
Move UAS between National Air Security 
Iooerations Centers Office of Air and Marine Transit 

raining rain UAS pilots Office of Air and Marine Training 

Source: GAO analySiS of Department of Homeland Secunty Information. 

Page 11 

Page 14 GAO-14-849R CBP Unmanned Aerial Systems 



DHS-001-0545-000169
000169epic.org EPIC-16-09-09-DHS-FOIA-20190930-DHS-4thInterim-Response

Page 15 

Background: UAS Sensors 

• eBP's UAS may be equipped with sensors , as shown 
in table 2. 

Table 2: Sensors Used by U.S. Customs and Border Protection on Unmanned Aerial Systems 

Sensor Types of data coliected 

Electro-ootical and infrared camera Full-motion video 

!vehicle and Dismount Exoloitation Radar Radar imaoes that show the movement of obiects 
Radar images that show terrain and structures and allow for 

Svnthetic-aoerture radar analvsis to detect chanae over time 

SeaVue radar Radar imaQes of maritime vessels 
Source. GAO analySiS of Department of Homeland Securi ty information. 
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Background: Privacy and Civil Liberty Laws 
and Standards 
• DHS's review identified the following privacy laws and standards as 

applicable to eBP's use of UAS: 
• the Privacy Act of 1974;5 
• the E-Government Act of 2002 ;6 
• the Homeland Security Act of 2002, as amended ;? 
• universally recognized Fair Information Practice Principles;8 and 
• relevant DHS guidelines9 and policy memorandums.10 

55 u.s.c. § 552a. See also Privacy Policy Guidance Memorandum 2007-01 (as amended January 12. 2007) (requiring DHS components to handle non-U.S. person 
dala held in mixed syslems, which contain data on U.S. persons and non-U.S. persons. in accordance with the ~air information Practice Principles and 
administrative protections as set forth in the Privacy Act). 

6pub. L. No. 107-347, 116 Sial. 2899. See 44 U.S.C. §§ 3501 note, 3541-3549. 

76 U.S.C. § 142. 

6DHS. Privacy Policy Guidance Memorandum 2008-1 (Washington. D.C. : December 29_ 2008). The DHS Privacy Office developed the Fair Information Practice 
Principles from the underlying concepts of the Privacy Act to account for the nature and purpose of the information being collected in relation to DHS's 
mission to preserve, protect, and secure. The Fair Information Practice Principles are transparency, individual participation, purpose specification, data 
minimization, use limitation, data quality and integrily, security, and accountability and auditing . 

9DHS, Privacy Policy and Compliance. Directive 047-01 (July 7, 2011), and Privacy and Compliance, Instruction 047-01-001 (July 25, 2011). 

10DHS. Privacy Policy Guidance Memorandum 2008-02 (Washington, D.C.: Dec_ 30. 2008) : and Privacy Policy Guidance Memorandum 2007-01 (as amended 
January 12, 2007) (Washington, D.C.: January 7, 2009). 
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Background: Privacy and Civil Liberty Laws 
and Standards (cont'd) 

• DHS's review states that the E-Government Act and the Privacy Act do 
not apply to CBP's UAS because they are not information technology 
systems, they do not collect information in an identifiable form , and 
they are not systems of records in which information can be retrieved 
by personally identifiable information , such as a name. 

• The review notes, however, that if CBP were to obtain personally 
identifiable information through the sensor on a UAS, that information 
would have to be treated in accordance with these standards. 

• DHS's review also states that CBP and the DHS Privacy Office 
concurred that the use of sensors on aircraft-including unmanned 
aircraft systems-could erode privacy protections if not appropriately 
managed. As a result , they conducted a privacy impact assessment 
(PIA), issued in September 2013, of CBP's use of UAS in relation to 
the Fair Information Practice Principles.11 

l IDHS, Privacy Impact Assessment for the Aircraft Systems, DHS/CBP/PIA-019 (Washington, D.C. : September 9, 2013). 
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Background: Privacy and Civil Liberty Laws 
and Standards (cont'd) 

• DHS's review does not specifically identify applicable civil liberty laws 
or standards; however, it does address whether CSP's use of UAS 
avoids capturing constitutionally protected activities, such as the First 
Amendment right to free assembly (demonstrations or protests) , or 
results in an unreasonable search under the Fourth Amendment. 

• CRCL officials stated that the constitutional rights to equal protection 
and due process are potentially applicable, which would prohibit using 
UAS to target a group based on race, ethnicity, or another 
constitutionally protected characteristic, and would require a redress 
process for individuals to correct or object to information collected 
using UAS. Redress is also addressed in the Fair Information 
Practices Principles. 
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Objective 1: DHS Reported That CBP Has an Oversight 
Framework and Procedures That Help Ensure Compliance with 
Privacy and Civil Liberty Laws and Standards 

• DHS's review discusses the oversight framework provided by the DHS Privacy Office , 
CRCL, and a DHS UAS Working Group that helps to ensure CSP's use of UAS 
complies with privacy and civil liberty laws and standards. The oversight framework 
described in DHS's review includes the following: 

• The DHS Privacy Office , in coordination with the CSP Privacy Officer, is to ensure 
that DHS's operation of UAS is in compliance with the applicable privacy laws and 
standards through oversight processes, such as conducting a PIA. 

• In September 2013, the Privacy Office issued the PIA on Aircraft Systems, 
which examines the privacy impact of aircraft systems operations as it relates 
to the Fair Information Practice Principles. Privacy Office officials stated that 
CSP's use of UAS was consistent with the Fair Information Practice 
Principles. 

• CRCL is to investigate and resolve civil rights and civil liberties complaints filed by 
the public regarding DHS policies or activities.' 2 The Privacy Office also is to 
review and respond to privacy complaints. As of June 2014, DHS reports that no 
formal complaints regarding CSP's use of UAS had been received by CSP, CRCL, 
or the Privacy Office. 

12Complaints may be initiated by members of the public. federal agencies or agency personnel. nongovemmental organizations. media reports. and other 
sources through submissions to CRCl via mail , e-mail , fax. or telephone. 
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Objective 1: DHS Reported That CBP Has an Oversight 
Framework and Procedures That Help Ensure Compliance with 
Privacy and Civil Liberty Laws and Standards (cont'd) 

• DHS's review also states that DHS has established a UAS 
Working Group that is charged with 
• establishing a forum to discuss privacy, civil rights , and civil 

liberties issues; 
• ensuring Privacy Office and CRCL guidance and policies are 

reflected in the concept of operations for UAS uses; 
• identifying potential privacy, civil rights, and civil liberties 

concerns with current or planned UAS uses; and 
• promoting best practices for safeguarding privacy, civil rights , 

and civil liberties by DHS partners and grant recipients. 
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Objective 1: DHS Reported That CBP Has an Oversight 
Framework and Procedures That Help Ensure Compliance with 
Privacy and Civil Liberty Laws and Standards (cont'd) 

• DHS's review discusses CBP procedures that are designed to 
help ensure compliance with privacy and civil liberty laws and 
standards. These procedures include those related to 
• collecting video and radar images; 
• minimizing retention of such images; 
• securing, storing , and dissemination of data; 
• training ; and 
• ensuring transparency. 
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Objective 1: DHS Reported That CBP Has an Oversight 
Framework and Procedures That Help Ensure Compliance with 
Privacy and Civil Liberty Laws and Standards (cont'd) 

• DHS's review identified the following CBP procedures that minimize 
the collection of video and radar images and avoid capture of 
constitutionally protected activities: 
• authorizing UAS to fly only within a designated mission area to 

help ensure UAS only capture images and information 
necessary for the authorized mission and 

• operating UAS primarily at an altitude between 19,000 and 
28,000 feet, where the video images do not permit identification 
of individuals or license plates. 

• The DHS review also reports that the cameras on the UAS do not 
have the capability to collect images from non public areas, such as 
the interior of homes or businesses, or otherwise perform 
observations that would be considered a search under the Fourth 
Amendment of the Constitution. 
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Objective 1: DHS Reported That CBP Has an Oversight 
Framework and Procedures That Help Ensure Compliance with 
Privacy and Civil Liberty Laws and Standards (cont'd) 

• CBP procedures identified in DHS's review as helping to minimize 
the retention of video and radar images that are collected by UAS 
include 
• overwriting the UAS video and radar im~s that are recorded 

on the digital video recorder at the NAS about every 30 days 
and 

• retaining UAS video and radar images at the Air and Marine 
Operations Center for a maximum of 5 years to use in analysis 
and intelligence products. 

• The review states that if CBP associates UAS video with an 
individual as part of an investigation, the information becomes part 
of a case management system that is subject to the requirements of 
the Privacy Act, which include publishing a system of records notice 
in the Federal Register that is to describe the retention schedule, 
nature, purpose, maintenance, use, and sharing of the information. 
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Objective 1: DHS Reported That CBP Has an Oversight 
Framework and Procedures That Help Ensure Compliance with 
Privacy and Civil Liberty Laws and Standards (cont'd) 

• CBP procedures identified in DHS's review as helping to ensure data are 
properly secured, stored, and disseminated include 
• encrypting the transmission of UAS video; 
• restricting access to real-time video to authorized users with a need to 

know; 
• restricting disclosure of analytical products that contain UAS-obtained 

images to approved requesters and redacting law enforcement 
sensitive, personally identifying information, and other sensitive 
information prior to Clisclosure, unless the requester has a need to 
know; 

• maintaining a log to track the dissemination of all analytical products 
that contain UAS-obtained images; and 

• handling UAS-obtained images that are to be used as evidence in 
accordance with rules of eVloence, such as ensuring they are not co
mingled with information from other investigations and maintaining an 
adequate chain of custody. 

• Figure 1 on the following slide illustrates CBP UAS data collection and 
retention procedures. 
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Objective 1: DHS Reported That CBP Has an Oversight 
Framework and Procedures That Help Ensure Compliance with 
Privacy and Civil Liberty Laws and Standards (cont'd) 

1: u.s. Customs and Border Protection (CBP) Unmanned Aerial System (UAS) Data Collection and Retention 

The images are recorded on a digital 
video recorder (OVR) at the site from 
which the UAS launched. The OVR is to 
record over this infonnation about every 
30 

If the video is associated with an 
individual as part of an investigation, it is 
maintained in a case management 
system that is subject to Privacy Act 
requirements, and retained according to 
the schedule listed in the systems of 
records notice published in the Federal 

The images are also recorded at the Air 
and Marine Operations Center, where 

analyzed. The images are to be 
for a maximum of 5 

=~:..;.;;;.;cC-J 

Analytical products with UAS data are 
distributed to approved requesters. Law 
enforcement sensitive, personally 
identifying information, and other 
sensitive analytical surveillance or 
reconnaissance related information is to 
be redacted prior to disclosure unless 
the requester has a need to know. 
Intelligence products are kept as long as 

be use to CBP _.GN)_ .. _ .. ___ us."-___ ~_) I <w.>-,. ...... 
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Objective 1: DHS Reported That CBP Has an Oversight 
Framework and Procedures That Help Ensure Compliance with 
Privacy and Civil Liberty Laws and Standards (cont'd) 

• CBP training procedures identified in DHS's review include 
• requiring all CBP employees to complete annual privaQ.'L 

awareness, civil rights and civil liberties, ethics, and CBP 
Code of Conduct ffaining and 

• ref:luiring OAM law enforcement officers to take 
adaitional training focused on privacy, civil rights, and 
civil liberties issues related to the collection, processing, 
and safeguarding of evidence. 

• Procedures identified in DHS's review as helping to ensure 
transparency include 
• making privacy documentation, such as the Privacy 

Impacf Assessment, available on the Internet and 
• releasing information to the public on the UAS program 

in response to Freedom of Information Act requests. 
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Objective 1: DHS's Review Did Not Address the Extent to 
Which CBP Had Written Policies to Institutionalize the 
Procedures That Protect Privacy and Civil Liberties 

• DHS's review did not address the extent to which CBP had 
institutionalized the procedures reported as helping to protect 
privacy and civil liberties through written policies . 

• We found that CBP has taken steps to document these 
procedures and has issued or plans to issue policies to 
institutionalize these procedures. Table 3 on the following slide 
shows the policies CBP has issued and the key procedures 
documented in each policy. 

Page 24 

GAO-14-849R CBP Unmanned Aerial Systems 



DHS-001-0545-000182
000182epic.org EPIC-16-09-09-DHS-FOIA-20190930-DHS-4thInterim-Response

Page 28 

Objective 1: CBP Has Taken Steps to Document Key 
Procedures That Help Protect Privacy and Civil Uberties 

Table 3: U.S. Customs and Border Protection Unmanned Aerial Systems (UAS) Policies and Key Procedures 

Policy Key procedures documented 

Office of Air and Marine (OAM), Unmanned ' Flight authorization requirements 
Aircraft System Operations and Privacy, 'National Ai r Security Operations Center UAS video retention schedule 
September 9, 2013. ·Access restriction requirements for UAS video 

'Requirement to follow previously establ ished evidence-handl ing policies 

OAM, Aviation Support Request for National ·Flight authorization requirements , including the process to submit, vet, 
Air Security Office Intelligence, Surveillance, prioritize, schedule, and archive requests to use UAS, among other air 
and Reconnaissance (lSR) and Aviation assets, to collect ISR 
Support, March 28, 2014. 

Office of Intelligence and Investigative Liaison 'Requirement to restrict disclosure of analytical products with ISR to 
(DilL), Procedures for the Review and approved requesters with a need to know 
Dissemination of CBP Information Containing ·Requirement to redact sensilive information prior to disclosure unless the 
ISR Dala, May 2013. requester has a valid need to know 

'Requirement to log disclosure requests 

DilL, Collection Operations Procedures and ·Flight authorization requirements, including the requirement for OIIL 
Collection Operations Managers, last updated managers to review, verify, and validate alllSR requests for other 
July 18, 2012. agencies, including UAS aviation support requests . 

Source: GAO analysis of U.S. Customs and Border Protection information. 
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Objective 1: CBP Has Taken Steps to Document Key 
Procedures That Help Protect Privacy and Civil Uberties 
(cont'd) 

• Although CBP has documented key procedures in those areas 
identified in table 3, CBP has not yet issued a written policy on 
retaining UAS data at the Air and Marine Operations Center 
that is used by OIlL for data analysis for a maximum of 5 
years. An OIlL official noted that OIlL has been conducting 
analysis on UAS data since 2010, so it has not yet retained 
data for more than 5 years . 

• According to OIlL officials, OIlL has developed a draft policy 
on retaining UAS data that it plans to have signed once an 
Assistant Commissioner for OIlL is in place. 
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Objective 2: DHS Reported That CBP Operates UAS in 
Accordance with Its Authorities, Which Do Not Limit Use 
Exclusively to Border and Coastal Areas 

• DHS's review stated that CBP's use of UAS is not limited to areas along the border, as CBP's 
authorities allow the agency to use UAS in other areas. 

• According to DHS 's review, CBP operates UAS in accordance with federal law, which includes a 
broad mandate to determine the admissibility of persons and ensure that goods are not 
introduced into the United States contrary to law, as well as appropriations language authorizing 
support for federal , state, and local law enforcement operations. 

o DHS's review cited laws governing immigration and customs enforcement, including 
inspection and arrest of aliens attempting to enter or present in the United States illegally, 
and search and seizure of items subject to duty or imported or exported contrary to law. '3 

o DHS's review also cited the Consolidated Appropriations Act, 2014, which provides funding 
for air and marine operations, including "the interdiction of narcotics and other goods; the 
provision of support to Federal, State, and local agencies in the enforcement or 
administration of laws enforced by the Department of Homeland Security; and , at the 
discretion of the Secretary of Homeland Security, the provision of assistance to Federal , 
State, and local agencies in other law enforcement and emergency humanitarian efforts ."14 

13 8 USC §§ 1225, 1357;19 u.s.c . §§ 482, 507, 1461 , 1496, 1581 , 1582, 1595a(d}. 

14 Pub. L. No. 113-76. 128 Stat. 5. 249-30. 
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Objective 2: DHS Reported That CBP Operates UAS in 
Accordance with Its Authorities, Which Do Not Limit Use 
Exclusively to Border and Coastal Areas (cont'd) 

• According to DHS's review, eBP's mission is focused on border 
security, but its use of UAS is not limited by law exclusively to border 
and coastal areas. 

• eBP's OAM has authority under its fiscal year 2014 appropriation to 
support federal , state, and local agencies in enforcing homeland 
security laws, and the Secretary of Homeland Security has the 
discretion to authorize OAM to assist law enforcement and emergency 
humanitarian efforts. 

• DHS's review provides examples of eBP's use of UAS in support of its 
border security mission , such as collecting video and other images to 
assist in enforcement of laws pertaining to drug and alien smuggling , 
and in support of other agencies, such as providing video or radar 
images of flooding in disaster situations. 
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Objective 2: Location of UAS Operations Is Limited by 
COAs and CBP Policies and Procedures 

• According to DHS's review, eBP's UAS operations are limited geographically 
via eOAs. 

o DHS's review stated that eOAs for eBP's use of UAS defines airs~ace 
and establishes operational corridors for unmanned aircraft. Specifically, 
the review cited tHe following operational corridors: 

• northern border: along and within 100 miles of border and 
• southern border: along and within 25 to 60 miles of border 

• eBP operates UAS in airspace outside existing eOAs by working with FAA to 
create a new eOA or by requesting an addendum to an existing eOA. 

o Specifically', eBP worked with FAA to construct new eOAs defining 
airspace where eBP can operate for natural disaster missions. 

o According to eBP officials, addendums to existing eOAs were requested 
in order to meet operational needs or during emergency situations. 

• Addendums ap~roved by FAA for eBP's UAS operations are 
temporary and limited to a specific time period. 

• We reviewed all eOA addendums eBP received from fiscal y'ear 2011 
through April 2014 and found that eBP received nine addenaums 
expanding existing eOA-designated airspace. 
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Objective 2: Location of UAS Operations Is Limited by 
COAs and CBP Policies and Procedures (cont'd) 

• According to DHS's review, CBP conducts UAS operations at 
altitudes between 19,000 and 28,000 feet pursuant to COAs 
approved by FAA, which , as previously discussed, limits the 
detail of images collected . 
o Our analysis of operational, transit, and disaster COAs 

confirmed UAS operations were authorized at altitudes of 
operation between 19,000 and 28,000 feet. 

o In addition , CBP officials told us UAS training missions occur 
from ground level to 2,500 feet , limited to the immediate area 
around the airport where the NASOC is located . 

o Our analysis of training COAs confirmed UAS training 
operations were authorized at altitudes of operation between 
ground level and 2,500 feet around the relevant NASOC. 
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Objective 2: Location of UAS Operations Is Limited by 
COAs and CBP Policies and Procedures (cont'd) 

• According to eBP officials, UAS flights outside eOA-designated or 
restricted airspace without FAA approval are typically in response to 
emergency situations. 

o For example, immediate emergency situations include those 
caused by equipment malfunction or weather. 

o eBP must submit an incident report to FAA for each instance it flies 
outside eOA-designated or restricted airspace without permission. 

o We reviewed incident reports submitted by eBP from fiscal year 
2011 through April 2014 and found that eBP reported deviations 
from eOA-designated and restricted airspace eight times for 
reasons such as pilot error, equipment malfunctions, and weather. 
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Objective 2: Location of UAS Operations Is Limited by 
COAs and CBP Policies and Procedures (cont'd) 

• According to DHS's review, CBP's UAS operations are limited 
internally by CBP's own policies and procedures. 
o DHS's review stated that UAS are assigned to missions in 

accordance with CBP's nationwide policy regarding the tasking of 
CBP air assets. 

• OAM policies call for all requests for UAS support to be reviewed and 
approved by OAM. 
o Requests for UAS support are tiered and prioritized against 

resources. 
o Tier levels and examples include 

• Tier I nationally directed: international disaster response; 
• Tier" CBP directed : operations to support Border Patrol ; and 
• Tier III. local operations: support for local law enforcement 

agencies. 
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Objective 2: DHS's Review Did Not Address the Extent to 
Which CBP's Use of UAS Is in Border and Coastal Areas 

• DHS's review did not provide information on the extent to which 
eBP's use of UAS is in border and coastal areas of the United 
States. 

• As shown in figure 2, we found that over 80 percent of UAS flight 
hours from fiscal year 2011 through April 2014 were in border 
and coastal areas. 
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Objective 2: Over 80 Percent of CBP UAS Flight Hours Were Associated 
with Airspace Encompassing Border and Coastal Areas 

Figure 2: U.S. Customs and Border Protection's (CBP) Unmanned Aerial System (UAS) Flight Hours in 
Operational Certificates of Waiver or Authorization (COA) Airspace Encompassing Border and Coastal 
Areas, Fiscal Year 2011 through April 2014 

Northern border 
j ........ 3"84f1i9hlhOUrs~8% 

/~ ~-ii\:-,-----";\;:'-:t~ _ \ (~ Nonoperational COAs . '\ ~ r-~ . \~/ U 1,594f1ighlhours 9% 
I 1 -'){. in ~ L~, f1\ Other airspace 

,1 -t ~: 1_~' f~ U 1,726 flighl hours 9% 

'f" ~ ~l ) ""t, Total flight hours 
• I ' "1,,, <-i '\\Y 18,089 

,'\ 'i r ('~- ~ , 

. ' ( 7% 

~~~~i:;~O~r~Order()57% ~-;s- .. ~ "\C) Southeast border 
\ 1,189f1ighthours 

?' ----.. -----,-~-
Nole: Operational COAs were associated with the southwest, southeast, and northern borders, Airspace locations shown above are approximate and 
reflect GOA-designated operational airspace active as of April 30, 2014 . Nonoperational COAs include training , transit, and disaster GOAs. See table 
4 for additional information on nonoperational GOA flight hours, Other airspace includes UAS operations in restricted and foreign airspace . 
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Objective 2: UAS Flight Hours in Nonoperational COAs 
Were Limited 

• As shown in table 4, the proportion of flight hours CBP's UAS flew in airspace 
designated in nonoperational COAs, which include training, transit, and 
disaster COAs, was relatively low. 

Table 4: U.S. Customs and Border Protection (CBP) Unmanned Aerial System (UAS) Flight Hours in 
Nonoperational Certificate of Waiver or Authorization (COA)-Designated Airspace, Fiscal Year 2011 through 
April 2014 

frvDe of COA 
Percentage of 

UAS fliaht hours otal fliaht hours 

frrainina 1377 7. 

frransit 40 0.2 

Disaster 178 1. 

otal nonoperational 
COA flight hours 1 594 9 

otal UAS flight hours 18 089 100 

Source: GAO analysis of CBP data 

"Numbers do not add because of rounding. 
bEighty-two and 9 percent of UAS night hours were associated with operational COAs and other airspace, respective ly (see fig . 2). 
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GAO Contact 

• Should you or your staff have questions concerning this 
report, please contact: 

Rebecca Gambler 
Director, Homeland Security and Justice 
202-512-8777 
GamblerR@gao.gov 

(441223) 
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GAO on the Web 
Web site: http://www.gao.gov/ 

Congressional Relations 
Katherine Siggerud, Managing Director, siggerudk@gao.gov 
(202) 512-4400, U.S. Governrnent Accountability Office 
441 G Street, NW, Room 7125, Washington, DC 20548 

Public Affairs 
Chuck Young, Managing Director, youngc1@gao.gov 
(202) 512-4800, U.S. Government Accountability Office 
441 G Street, NW, Room 7149, Washington, DC 20548 

Copyright 
This is a work of the U.S. government and is not subject to copyright protection in the United States. 
The published product may be reproduced and distributed in its entirety without further permission 
from GAO. However, because this work may contain copyrighted images or other material , 
permission from the copyright holder may be necessary if you wish to reproduce this material 
separately. 
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United States. The published product may be reproduced and distributed in its entirety 
without further permission from GAO. However, because this work may contain 
copyrighted images or other material , permission from the copyright holder may be 
necessary if you wish to reproduce this material separately. 
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OFFICE OF AIR AND MARINE 
WASHINGTON, DC 

OAM PROCEDURE NO. 2013·15 
DATE: September 9, 2013 

Unmanned Aircraft System Operations and Privacy 

1. PURPOSE. The purpose of this directive is to establish uniform policies, 
procedures, and guidelines for conducting U.S. Customs and Border Protection 
(CBP) Unmanned Aircraft Systems (UAS) surveillance operations while ensuring 
compliance with privacy law and policy. 

2. POLICY. It is Office of Air and Marine (OAM) policy that in accordance with U.S. law 
and consistent with this UAS surveillance operations directive , OAM agents and 
personnel may use CBP UAS to provide integrated and coordinated border 
interdiction and law enforcement support to homeland security missions; provide 
assistance, consistent with the prerogatives of the Department of Homeland Security 
(DHS) and CBP, to other federal , state, and local agencies in other law enforcement 
and emergency humanitarian efforts ; provide airspace security for National Special 
Security Events ; and combat smuggling and other cross·border violations. 

2. 1 General Privacy Considerations. 

2.1.1 The video , still images, and radar images captured from a CBP UAS 
generally do not clearly identify individuals on the ground or elsewhere; 
however, these images may be associated with a particular individual, 
such as when an individual has been apprehended or is under custody. 

2.1.2 All biographical information obtained from apprehended individuals and 
any video or radar images of their movement collected from a CBP UAS 
that may reasonably be regarded as evidence in any kind of court or 
administrative proceeding must be retained in the appropriate law 
enforcement case management system, pursuant to the OAM Evidence 
Handling procedures and in compliance with the Privacy Act. 

2.1.3 Video, still images, andlor radar images collected from a CBP UAS as 
part of a natural disaster government response andlor emergency 
Situation , which generally are not associated with any particular person , 
may be provided via real time feed to the Federal Emergency 
Management Agency andlor the corresponding state emergency 
operating center. 



DHS-001-0545-000198
000198epic.org EPIC-16-09-09-DHS-FOIA-20190930-DHS-4thInterim-Response

2.1.4 OAM personnel may use video , slill images, and/or radar images 
collected from a CBP UAS to apprehend individuals and as evidence 
that may help prove a violation of law. Subject to applicable law, 
information collected from a CBP UAS may be shared with other federal , 
state , local , tribal , or foreign law enforcement agencies to assist them 
with the enforcement of the laws that they administer, and subject to 
compliance with confidentiality and other requirements (for example, 
those specified in 6 U.S.C. § 485 and 19 U.S.C. § 1628). 

2.2 Data Minimization and Retention. 

2.2.1 OAM personnel may use a CBP UAS to collect video , still images, 
and/or radar images only in support of an authorized mission and/or 
investigation. 

2.2.2 OAM personnel may use a CBP UAS to collect, among other types of 
information , Personally Identifiable Information (PII) that is relevant and 
necessary in the course of an authorized mission and/or investigation. 

2.2.3 Any retention of PII by OAM personnel must be performed in accordance 
with the requirements of any applicable Privacy Act System of Records 
Notice where the PII data is maintained. 

2.2.4 In all cases, OAM personnel will minimize the long-term retention of any 
video, still images, andior radar images collected from a CBP UAS. 
Storage media containing imagery collected from a CBP UAS that is not 
related to any particular case, operationally relevant, nor relate to a 
potential violation of law, will continue to be overwritten every 30 days or 
otherwise , in accordance with the OAM ground control station data 
storage system management procedures. 

2.3 Data Use. 

2.3.1 OAM personnel must use PII data only for the purposes for which such 
information was collected. OAM personnel may collect video, still 
images , and/or radar images, from a CBP UAS pursuant to their law 
enforcement authority, as part of their border security mission, or when 
flying a mission in support of another agency, provided that such other 
agency has the legal authority to request the use of a CBP UAS. 

2.3.2 While the video resolution , radar mapping images collected from a CBP 
UAS are not sufficiently precise to permit actual identification of a 
person, such images or information could be associated with a particular 
individual when combined with the circumstances surrounding the 
activity revealed in the image or any other additional information 
obtained from such person. 
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2.3.3 Any sharing of information or data collected from a CBP UAS with other 
federal, state, local, tribal, or foreign law enforcement agencies to 
facilitate or assist them with the enforcement of the laws that they 
administer, must strictly comply with confidentiality and other 
requirements (for example, those specified in 6 U.S.C. § 485 and 19 
U.S.C. § 1628), with ~AM's Evidence Handling procedures, and the 
Privacy Act. 

2.4 Data Quality and Integrity. 

2.4.1 OAM personnel operating any CBP UAS are required to complete 
annual Privacy Awareness, Ethics, and CBP Code of Conduct training. 
Additionally, OAM UAS operators must successfully complete training on 
the proper operation of CBP UAS recording equipment, to guarantee 
and preserve the quality and integrity of any information that is collected 
from a CBP UAS, and which is intended to be used as evidence that 
may help prove a violation of law. 

2.4.2 The Privacy Awareness training to be completed by OAM personnel 
operating any CBP UAS includes techniques to copy recorded evidence 
and a complete understanding of the OAM Evidence Handling policy. As 
with any information associated with a particular case file, once the 
images or videos are cross-referenced with , and included within records 
relating to, an ongoing investigation or case , they become covered by 
the system of records for that particular case file system and subject to 
the Privacy Act requirements of that system. 

2.5 Data Security. 

2.5.1 OAM personnel must protect video, still , and/or radar images captured 
from a CBP UAS, through appropriate security safeguards against risks 
to include loss, unauthorized access or use, destruction , modification , or 
unintended or inappropriate disclosure. 

2.5.2 Live video and flight information sent from a CBP UAS is passed along 
an encrypted feed from the CBP UAS through the satellite relay to the 
ground control station. Any video or data that is transmitted, in real time 
via BigPipe to a closed system with restricted access is subject to 
access controls and an approval process requiring clearance by CBP 
system administrators to ensure that only authorized users with a need 
to know have access to the video feeds. 

2.5.3 Real time video feeds transmitted from a CBP UAS are recorded by 
OAM personnel on a Digital Video Recorder (DVR). Any recorded 
images saved as evidence that may help prove a violation of law or for 
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surveillance purposes must be handled in accordance with OAM 
Evidence Handling procedures, and in compliance with the Privacy Act. 
Any recorded images by OAM personnel that are intended to be used as 
evidence in a court or administrative proceeding must be kept in a 
locked container, segregated from other property and/or equipment. 

2.5.4 Any video or images collected from a CBP UAS during an investigative 
operation containing sensitive surveillance or reconnaissance related 
data must be controlled and archived by Office of Intelligence and 
Investigative Liaison (OIIL) and may not be disclosed outside CBP 
without the express approval of the OIIL Collections Division Director. 

2.5.5 Any information collected from a CBP UAS that is stored on the DVR 
that does not appear to constitute evidence that may help prove a 
violation of law or does not appear to be related to an ongoing 
investigation will be overwritten approximately every 30 days. 

2.6 Operational Guidelines. 

2.6.1 OAM personnel shall only conduct CBP UAS operations in support of 
authorized DHS/CBP border and homeland security missions, for 
training purposes, or when flying a mission in support of another federal, 
state or local agency, provided that such other agency has the legal 
authority to request the use of a CBP UAS. 

2.6.2 The OAM Assistant Commissioner shall be made aware of any requests 
for CBP UAS support made by any federal, state, or local agencies for 
non-routine operations. 

2.6.3 OAM personnel shall comply will all applicable Federal Aviation 
Administration (FAA) rules and regulations while operating a CBP UAS. 

2.6.4 OAM personnel are authorized to launch a CBP UAS in one of two ways: 

a. Dynamically (during UAS flight in response to rapidly changing or 
officer safety event), or 

b. Prior to launch, as a: 

1. Joint Agency Request (e.g. , Joint Field Command - Arizona, 
National Response Coordination Center, Joint Interagency Task 
Force - South, etc.) , or 

2. OIlL intelligence collection request based upon Homeland 
Security Standing Information Needs and CBP Priority 
Intelligence Requirements. 
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2.6.5 All requests for CBP UAS support must be coordinated through the 
Command Duty Officer. Prior to mission launch, requests for CBP UAS 
support must be coordinated in accordance with the current OAM 
Aviation Support Request Policy, through the Director, National UAS 
Operations, and as depicted below: 

2.6.6 The deployment of a CBP UAS must be conducted on a priority basis; 
however, this commitment will not preclude the use of other CBP 
aviation resources in support of additional authorized DHS/CBP mission 
and/or investigation. The following mission sets are listed in order of 
priority: 

• Tier 1: National DHS/CBP Missions 
• Tier 2: CBP Missions 
• Tier 3: Other Federal/State/Local Missions (Resources Permitting) 

2.6.7 Specific missions listed in order of priority include: 

1. DHS/CBP law enforcement officer needs assistance; 
2. Any other persons need assistance in life-threatening situations ; 
3. Reported crimes in progress; 
4. Investigative or other air support missions; 
5. Routine mission support; 
6. Maintenance test flights. 
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2.6.8 CBP UAS are not configured or authorized to carry munitions. 

3. BACKGROUND. OAM protects the American people and the nation's critical 
infrastructure through the coordinated use of integrated air and marine assets to 
detect, interdict and prevent acts of terrorism and the unlawful movement of people, 
illegal drugs and other contraband toward or across the borders of the United States. 
To achieve its border surveillance and law enforcement missions, OAM employs 
several types of aircraff, including manned helicopters, fixed-wing aircraft, and UAS. 

3.1 This policy supersedes any prior OAM policy to the extent that the prior policy is 
inconsistent with the content of this directive. 

4. AUTHORITIES/REFERENCES. 

4.1 Homeland Security Act, 6 U.S.C. § 111 , et seq. 

4.2 Department of Homeland Security Appropriations Act, 2013, Pub. L. No. 113-6, 
and successor appropriations thereto. 

4.3 8 U.S.C. § 1357; 19 U.S.C. §§ 1581, 1590, 1644, 1644a, 1703. 

5. RESPONSIBILITIES. 

5.1 OAM supervisors will conduct CBP UAS operations in accordance with the 
OAM Aviation Operations Handbook and in compliance with applicable FAA 
regulations. OAM supervisors will also be responsible for documenting any 
investigative activity and incident reporting that occurs during the course of an 
aviation enforcement operation utilizing CBP databases. 

5.2 The Air and Marine Operations Center (AMOC) will provide direct coordination 
between OAM agents and CBP assets to ensure proper investigative and 
operational deconfliction. In addition to the radar separation/advisory services 
provided by the primary Air Traffic Control facility for the region in which a CBP 
UAS is operating , AMOC will provide radar over-watch of all CBP UAS flights 
as a redundant safety precaution. AMOC will provide documentation utilizing 
the AMOC watch log to record any CBP aviation enforcement activity. 

5.3 OAM agents should always seek local advice from the CBP Office of Chief 
Counsel (Associate/Assistant Chief Counsel) prior to sharing any video, still 
images, and/or radar images or data collected from a CBP UAS with other 
federal, state, local, tribal, or foreign law enforcement agencies, and with 
respect to ongoing investigations or pending court cases, this consultation 
should also include the applicable U.S. Attorney's Office, through 
Associate/Assistant Chief Counsel, where appropriate. 
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6. NO PRIVATE RIGHT CREATED. This is an internal procedure of OAM and this 
procedure does not create or confer any rights , privileges, or benefits for any person 
or entity. 

7. DISCLOSURE. This document contains law enforcement sensitive information that 
may be exempt from disclosure to the public pursuant to federal law. No part of this 
document shall be disclosed to the public without express authority from OAM. 

~.e~ 
andolph D. Alles 

Assistant Commissioner 
Office of Air and Marine 

Page 7 of7 




