
epic.org EPIC-17-06-13-ICE-FOIA-20181003-2ndInterim-Production-pt4 000474

" * * * '" ,.. ,.. 
* * '" '" ,.. '" '" oj. 

* * '" * '" '" oj. 

CARWASH SUMMARY REPORT 

U.S. Department of Homeland Security (DHS) 

2018-ICLI-00030 474 

*,**'*-* .. '* .. .. ". - .. .. .. 
... .. .. .. ". .. .. 

CARWASH SUMMARY REPORT 

U.S. Department of Homeland Security (DHS) 

2018-ICLI-00030 474 



epic.org EPIC-17-06-13-ICE-FOIA-20181003-2ndInterim-Production-pt4 000475

Carwash Summary Report 

Executive Summary 
DHS Carwash provides static and dynamic security scanning for iDS and Android applications, 
leveraging open source, government-off-the-shelf, and commercial-off-the-shelf scanning systems 
to evaluate mobile app lications based on aspects such as permissions, behaviors. networks. power 
consumption, and collusion. The info rmatio n in this summary report is a highlight of results 
produced by mUltiple scanning too ls and consolidated by a Carwash analyst. This information 
should not be used as a risk assessment of your application. Please work with your lSSO or 
information assurance team to provide a fo rmal risk assessment based on the information in this 
report and the raw scan results provided to you. 

Application Data 
Application Name: Alerts 

Package Name: com.java.ice 

Platform(s): Android 

Version: 2.0 

Date of Scan: June 23. 2016 

Carwash Scan Results 
The information below is a summary of the results of the scanning tools we used. 

Potential Issues - General 
(b )(5);(b )(7)(E) 

Page20fS 
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b )(5);(b )(7)(E) 

Permissions 
Re uested but not Used 

b )(5);(b )(7)(E) 

Re uests and Used 
(b )(5);(b )(7)(E) 

Network 
Network Traffic 

b)(7)(E);(b )(5) 

Page30fS 

Carwash Summary Report 

2018-ICLI -00030 476 



epic.org EPIC-17-06-13-ICE-FOIA-20181003-2ndInterim-Production-pt4 000477

Carwash Summary Report 

b)(5) (b)(7)(E) 

URLs 

b}(5) (b)(7)(E) 

Page40fS 
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Carwash Summary Report 

(b)(7)(E) 

Note: The information in this summary report should not be used as a risk assessment of your 

application. Please work with your 1550 or information assurance team to provide a forma l risk 
assessment. 

Please let us know if you want to setup a ca ll to discuss these findings or review any of the scan results. 
You can reach us at ~b)(6);{b)(7){C) I 

PageSofS 
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FireEye Mobile Threat Prevention l~b_)~(_7)~(_E~) ______________________ _ 

)~~Delails Logged in astb){6);( I 
~"Th') t-i r"Eve· Mobile Threat Prevention '''''"'''''''''''''''''"'' roof SUmm6ry (al 

D.fd\Wlfi~l!ffishboardlindex) 

A!i,~!ilffi"'\Ij 

Submit App (Isubmitlindex) Gallery (Igallery/index) Settings (Isettingslindex) 

URLs126) 

Cloud Services (1) 

Cryplography (0) 

Permissions (HI 

Library calls 1333) 

System calls 137,2461 

App Details 

ICE 

Name: Alerts (com_iava_Oce) 

Version: 2.0 

Platform: Loll ipop 

Submitted on: 612312016 

rb)(7)( E) 

Threat Summary 

Develope~ U.S. Immigralion and 
Customs Enforcement 

Category: Books_And_Reference 

Analysis SDK version: 2 1 

Top: Hover yoor mouse <MI' a tNeat catoogory to _ more ""ta~s. 

Malware 

Behaviors match koown m3mare Code matches known mama", fam~y 

Networ1< traflic match to known matware Contains koown invas<V9 adwa", 

SMS 

Sends confinnation message via SMS Sends spam SMS messages 

Sends ~mium SMS messages Modifies SMS messages 

Monito<s incoming SMS messages Sends b<Jlk SMS messages 

Deletes SMS messages Sends SMS text messfIge' 

BlocI<s incoming SMS messages u~s SMS messages 

Sends possibly.premium SMS messages • Sends SMS text messages directly 

FireEye Threat Score™ 

6 110 

Reads SMS messages Opens SMS composa wi.-.;low to shorIcode 

Opens SMS composa window 

Telephony 

Terminates a p/>oI>e calt • Makes p/>oI>e calt directly 

Opens phone dial window 

Monitoring 

Monito<s phone state Bloo1OOlh """"'toring 

Monihn phone call state Mon~ ~ephony state 

Reads telep!lony state Moniton motion ..."so< 

Accessing sensitive information 

Reads incomin9/outgoing calfs p/>oI>e number Reads audio ar410r video 

Reads browser history Monito<s GSM Location 

Reads cal log Modifies call log 

2018-ICLI-00030 479 
lof35 6/23120 164:26 PM 
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FireEye Mobile Threat Prevent ion 

O~2IJ IG F_>,", ~, ... FIgIt>_, 

App Details 

Threat Summary (6) 

FiJesystem (0) 

Netwol1o; Traffic (f4) 

URLs (~) 

Cloud Services ( f ) 

Cryptography (0) 

Permiss~ns (11) 

Library calls (333) 

System calls (37.246) 

Export results 

tb)(7)(E) 

Writes Passbool< paymem informat'" Modifies contacts 

Modifies calendar Modifies occounls 

Modifies sens i l~ data Reads lisl of installed aws 

Modifies Passboo+; info<ma~"" Access fi les OIl so card 

Reoos list of "-"nlng aws Reads Passboolc paymenl infotmation 

Records vid80 Reads account inlofmation 

Reads davioo id&ntilier CoOe to read GPS local'" 

Reoos conla<:ls Reads A»PIe unique device idenl ifier 

Reoos list of "-"nlng processes Reads Appfe oovern'lng ide<1tifier 

• Reads Iocatio<1 

Code to moo il'" GPS local.., Read s calefldar 

(b)(7)(E) 

EKploits and obfuscation 

Performs a tOOl axpjoil 

Performs a !Xlod<>-signlng exploit 

Performs Fake 10 signature exploil Obfuscated melhod Invocation 

Obfuscated me1ho<I names Contains embedded app 

Obfuscated file ""me Ma/Ionned manifest 

Contains embeddad ELF file 

Loads native Iibraf'J' at f\If>-~me Load s java d ass at run-time 

Data upload 

Uploads password to Ih~<I-~ server Leaks sensitivedala via SMS messages 

Uploads oootacts Uploads calendar 

2018-ICLI -00030 480 
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FireEye Mobile Threat Prevent ion 

App Details 

Threat Summary (6) 

FiJesystem (0) 

Netwot1o; Traffic (14) 

URLs (~) 

Cloud Services (I ) 

Cryptography (0) 

Permiss~ns (11) 

Library calls (333) 

System calls (37.246) 

Export resullS 

L"'tens 00 sockel 

System and sellings 

Runs executable 

o .... t>tes k>calioo updates 

Modifies HTTPproxY$(!l tings 

Modifies _load ing setlings 

Uses sysc~ II1lel1""" 10 keme4 

Modifies Bfuetoolh settings 

Ex""utes shell commands 

Modifies keyguard settings 

Developer reputation 

v .... iIied oIeveloper digital certificale 

Develope, certificale used 10 publ",h adware 

Code features 

Uses privale AppIII l ramewort< 

Loads libmry bundle 

Permissions 

• Requests medicm risk pennlssioo 

Reqoosts system penn>s&ion 

Filesystem 

Network Traffic 

",,' 
b)(7)(E) 

kb)(7)(E) 

U~s list 01 ;"stalle<! apps 

U~s location 

U~s flies !rom SO ca rd 

Kils <>r ,estar15 apphcations 

Activa1es oIelfi"" admin>stfal<>r 

Escalales prMlege 

Modifies shortcuts 

Mod~ies oIebugging setlings 

Reads syslem logs 

Modifies ~ssword settings 

Requests to instalt an app 

Uses tOKij fealures 

Unverified digital certif""'le 

Loads poivale Iramewor1< 

• Req.J9S1S ,;""Y permission 

NO filesystem accesses 

Loclfion Traffic 

2018-ICLI -00030 481 

Ports Alerts 
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FireEye Mobile Threat Prevent ion 

App Details 

Threat Summary (6) 

FiJesystem (0) 

Netwol1o; Traffic (14) 

URLs (~) 

Cloud Services (1) 

Cryptography (0) 

Permiss~ns (11) 

Library calls (333) 

System calls (37.246) 

Export results 

l(b)(7)(E) 

URLs 

b)(7)(E) 

Cloud Services 

Social Networks 

L., k,edln 

Google ' 

Cloud Storage 

Google Drive 

Cloud Services 

Amazon Cloud Services 

Google In-app Bi! ing 

Cryptography 

Permissions 

Permission name 

[ b)(7)(E) 

!b)(7)(E) 

Location fr. flie Ports Alerts 

• Twille< 

Inslagram 

Pinteres! 

""",,,,,, 
Amazon Cloud Drive 

Google Cloud Mess"9ir1g 

NO use of cryptography observed_ 

Requested ,,,' Description Risk Level 

2018-ICLI -00030 482 
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FireEye Mobile Threat Prevent ion 

50f35 

App Details 

Threat Summary (6) 

FiJesystem (0) 

Netwol1o; Traffic (14) 

URLs(~) 

Cloud Services (1) 

Cryptography (0) 

Permiss~ns (11) 

Library calls (333) 

System ca lls (37.246) 

Export results 

l(b)(7)(E) 

b)(7)(E) 

Library calls 

, Method 

b)(7)(E) 

2018-ICLI -00030 483 
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FireEye Mobile Threat Prevent ion 

60f35 

App Details 

Threat Summary (6) 

FiJesystem (0) 

Netwol1o; Traffic (14) 

URLs(~) 

Cloud Services (1) 

Cryptography (0) 

Permiss~ns (11) 

Library calls (333) 

System ca lls (37.246) 

Export results 

l(b)(7)(E) 

b)(7)(E) 

2018-ICLI -00030 484 
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FireEye Mobile Threat Prevent ion 

70f35 

App Details 

Threat Summary (6) 

FiJesystem (0) 

Netwol1o; Traffic (14) 

URLs(~) 

Cloud Services (1) 

Cryptography (0) 

Permiss~ns (11) 

Library calls (333) 

System ca lls (37.246) 

Export results 

l(b)(7)(E) 

b)(7)(E) 
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FireEye Mobile Threat Prevent ion 

80f35 

App Details 

Threat Summary (6) 

FiJesystem (0) 

Netwol1o; Traffic (14) 

URLs(~) 

Cloud Services (1) 

Cryptography (0) 

Permiss~ns (11) 

Library calls (333) 

System ca lls (37.246) 

Export results 

l(b)(7)(E) 

b)(7)(E) 

2018-ICLI -00030 486 
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FireEye Mobile Threat Prevent ion 

9 0f35 

App Details 

Threat Summary (6) 

FiJesystem (0) 

Netwol1o; Traffic (14) 

URLs(~) 

Cloud Services (1) 

Cryptography (0) 

Permiss~ns (11) 

Library calls (333) 

System ca lls (37.246) 

Export results 

l(b)(7)(E) 

(b)(7)(E) 

2018-ICLI -00030 487 
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FireEye Mobile Threat Prevent ion 

10 0f35 

App Details 

Threat Summary (6) 

FiJesystem (0) 

Netwol1o; Traffic (14) 

URLs(~) 

Cloud Services (1) 

Cryptography (0) 

Permiss~ns (11) 

Library calls (333) 

System ca lls (37.246) 

Export results 

l(b)(7)(E) 

b)(7)(E) 

2018-ICLI -00030 488 
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FireEye Mobile Threat Prevent ion 

I I of35 

App Details 

Threat Summary (6) 

FiJesystem (0) 

Netwol1o; Traffic (14) 

URLs(~) 

Cloud Services (1) 

Cryptography (0) 

Permiss~ns (11) 

Library calls (333) 

System ca lls (37.246) 

Export results 

l(b)(7)(E) 

b)(7)(E) 

2018-ICLI -00030 489 
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FireEye Mobile Threat Prevent ion 

120f35 

App Details 

Threat Summary (6) 

FiJesystem (0) 

Netwol1o; Traffic (14) 

URLs(~) 

Cloud Services (1) 

Cryptography (0) 

Permiss~ns (11) 

Library calls (333) 

System ca lls (37.246) 

Export results 

IIb)(711E) 

b)(7)(E) 

2018-ICLI -00030 490 
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FireEye Mobile Threat Prevent ion 

13 of 35 

App Details 

Threat Summary (6) 

FiJesystem (0) 

Netwol1o; Traffic (14) 

URLs(~) 

Cloud Services (1) 

Cryptography (0) 

Permiss~ns (11) 

Library calls (333) 

System ca lls (37.246) 

Export results 

l(b)(7)(E) 

b)(7)(E) 

2018-ICLI -00030 491 
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FireEye Mobile Threat Prevent ion 

140f35 

App Details 

Threat Summary (6) 

FiJesystem (0) 

Netwol1o; Traffic (14) 

URLs(~) 

Cloud Services (1) 

Cryptography (0) 

Permiss~ns (11) 

Library calls (333) 

System ca lls (37.246) 

Export results 

l(b)(7)(E) 

(b)(7)(E) 

2018-ICLI -00030 492 
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FireEye Mobile Threat Prevent ion 

150f35 

App Details 

Threat Summary (6) 

FiJesystem (0) 

Netwol1o; Traffic (14) 

URLs(~) 

Cloud Services (1) 

Cryptography (0) 

Permiss~ns (11) 

Library calls (333) 

System ca lls (37.246) 

Export results 

l(b)(7)(E) 

b)(7)(E) 

2018-ICLI -00030 493 
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FireEye Mobile Threat Prevent ion 

160f35 

App Details 

Threat Summary (6) 

FiJesystem (0) 

Netwol1o; Traffic (14) 

URLs(~) 

Cloud Services (1) 

Cryptography (0) 

Permiss~ns (11) 

Library calls (333) 

System ca lls (37.246) 

Export results 

tb)(7)(E) 

b)(7)(E) 

2018-ICLI -00030 494 
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FireEye Mobile Threat Prevent ion 

17 of 35 

App Details 

Threat Summary (6) 

FiJesystem (0) 

Netwol1o; Traffic (14) 

URLs(~) 

Cloud Services (1) 

Cryptography (0) 

Permiss~ns (11) 

Library calls (333) 

System ca lls (37.246) 

Export results 

tb)(7)(E) 

b)(7)(E) 

2018-ICLI -00030 495 
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FireEye Mobile Threat Prevent ion 

18 of 35 

App Details 

Threat Summary (6) 

FiJesystem (0) 

Netwol1o; Traffic (14) 

URLs(~) 

Cloud Services (1) 

Cryptography (0) 

Permiss~ns (11) 

Library calls (333) 

System calls (37.246) 

Export results 

l(b)(7)(E) 

b)(7)(E) 

83 men. l,bTllry elllill (nlllillble I" upor/) 

Syste m calls 

, PIDITID Process Svsull Return P.rams 

(b)(7)(E) 

2018-)CLI -00030 496 
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FireEye Mobile Threat Prevent ion 

19 of 35 

App Details 

Threat Summary (6) 

FiJesystem (0) 

Netwol1o; Traffic (14) 

URLs(~) 

Cloud Services (1) 

Cryptography (0) 

Permiss~ns (11) 

Library calls (333) 

System ca lls (37.246) 

Export results 

, PlOiTID Process 

b)(7)(E) 

tb)(7)(E) 

Svsca ll Relurn Porams 

2018-ICLI -00030 497 
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FireEye Mobile Threat Prevent ion 

20 of 35 

App Details 

Threat Summary (6) 

FiJesystem (0) 

Netwol1o; Traffic (14) 

URLs(~) 

Cloud Services (1) 

Cryptography (0) 

Permiss~ns (11) 

Library calls (333) 

System ca lls (37.246) 

Export results 

l(b)(7)(E) 

, PlOiTID Process Svsca ll Relurn Porams 

b)(7)(E) 

2018-ICLI -00030 498 
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FireEye Mobile Threat Prevent ion 

2 1 of 35 

App Details 

Threat Summary (6) 

FiJesystem (0) 

Netwol1o; Traffic (14) 

URLs(~) 

Cloud Services (1) 

Cryptography (0) 

Permiss~ns (11) 

Library calls (333) 

System ca lls (37.246) 

Export results 

, PlOiTID Process 

b)(7)(E) 

l(b)(7)(E) 

Svsca ll Relurn Porams 

2018-ICLI -00030 499 
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FireEye Mobile Threat Prevent ion 

22 of 35 

App Details 

Threat Summary (6) 

FiJesystem (0) 

Netwol1o; Traffic (14) 

URLs(~) 

Cloud Services (1) 

Cryptography (0) 

Permiss~ns (11) 

Library calls (333) 

System ca lls (37.246) 

Export results 

, PlOiTID Process 

b)(7)( E) 

kb)17)IE) 

Svsca ll Relurn Porams 

2018-ICLI -00030 500 
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FireEye Mobile Threat Prevent ion 

23 of 35 

App Details 

Threat Summary (6) 

FiJesystem (0) 

Netwol1o; Traffic (14) 

URLs(~) 

Cloud Services (1) 

Cryptography (0) 

Permiss~ns (11) 

Library calls (333) 

System ca lls (37.246) 

Export results 

, PlOiTID Process 

b)(7)(E) 

l(b)(7)(E) 

Svsca ll Relurn Porams 

2018-ICLI -00030 501 
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FireEye Mobile Threat Prevent ion 

24 of 35 

App Details 

Threat Summary (6) 

FiJesystem (0) 

Netwol1o; Traffic (14) 

URLs(~) 

Cloud Services (1) 

Cryptography (0) 

Permiss~ns (11) 

Library calls (333) 

System ca lls (37.246) 

Export results 

, PlOiTID Process 

b)(7)(E) 

l(b)(7)(E) 

Svsca ll Relurn Porams 

2018-ICLI -00030 502 
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FireEye Mobile Threat Prevent ion 

25 of 35 

App Details 

Threat Summary (6) 

FiJesystem (0) 

Netwol1o; Traffic (14) 

URLs(~) 

Cloud Services (1) 

Cryptography (0) 

Permiss~ns (11) 

Library calls (333) 

System ca lls (37.246) 

Export results 

, PlOiTID Process 

b)(7)(E) 

l(b)(7)(E) 

Svsca ll Relurn Porams 

2018-ICLI -00030 503 
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FireEye Mobile Threat Prevent ion 

26 of 35 

App Details 

Threat Summary (6) 

FiJesystem (0) 

Netwol1o; Traffic (14) 

URLs(~) 

Cloud Services (1) 

Cryptography (0) 

Permiss~ns (11) 

Library calls (333) 

System ca lls (37.246) 

Export results 

, PlOiTID Process 

b)(7)(E) 

l(b)(7)(E) 

Svsca ll Relurn Porams 

2018-ICLI -00030 504 
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FireEye Mobile Threat Prevent ion 

27 of 35 

App Details 

Threat Summary (6) 

FiJesystem (0) 

Netwol1o; Traffic (14) 

URLs(~) 

Cloud Services (1) 

Cryptography (0) 

Permiss~ns (11) 

Library calls (333) 

System ca lls (37.246) 

Export results 

ithV7)(F) 

, PIOITIO Process S sca li Relurn Params 

b)(7)(E) 

2018-ICLI -00030 505 
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FireEye Mobile Threat Prevent ion 

28 of 35 

App Details 

Threat Summary (6) 

FiJesystem (0) 

Netwol1o; Traffic (14) 

URLs(~) 

Cloud Services (1) 

Cryptography (0) 

Permiss~ns (11) 

Library calls (333) 

System ca lls (37.246) 

Export results 

l(b)(7)(E) 

, PlOiTID Process Svsca ll Relurn Porams 

b)(7)(E) 

2018-ICLI -00030 506 
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FireEye Mobile Threat Prevent ion 

29 of 35 

App Details 

Threat Summary (6) 

FiJesystem (0) 

Netwol1o; Traffic (14) 

URLs(~) 

Cloud Services (1) 

Cryptography (0) 

Permiss~ns (11) 

Library calls (333) 

System ca lls (37.246) 

Export results 

l(b)(7)(E) 

, PlOiTID Process Svsca ll Relurn Porams 

b)(7)(E) 

2018-ICLI -00030 507 
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FireEye Mobile Threat Prevent ion 

30 of 35 

App Details 

Threat Summary (6) 

FiJesystem (0) 

Netwol1o; Traffic (14) 

URLs(~) 

Cloud Services (1) 

Cryptography (0) 

Permiss~ns (11) 

Library calls (333) 

System ca lls (37.246) 

Export results 

l(b)(7)(E) 

, PlOiTID Process Svsca ll Relurn Porams 

b)(7)(E) 

201B-ICLI -00030 SOB 
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FireEye Mobile Threat Prevent ion 

31 of 35 

App Details 

Threat Summary (6) 

FiJesystem (0) 

Netwol1o; Traffic (14) 

URLs(~) 

Cloud Services (1) 

Cryptography (0) 

Permiss~ns (11) 

Library calls (333) 

System ca lls (37.246) 

Export results 

tb)(7)(E) 

, PlOiTID Process Svsc:a ll Relurn Porams 

b)(7)(E) 
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6/23120 164:26 PM 



epic.org EPIC-17-06-13-ICE-FOIA-20181003-2ndInterim-Production-pt4 000510

FireEye Mobile Threat Prevent ion 

32 of 35 

App Details 

Threat Summary (6) 

FiJesystem (0) 

Netwol1o; Traffic (14) 

URLs(~) 

Cloud Services (1) 

Cryptography (0) 

Permiss~ns (11) 

Library calls (333) 

System ca lls (37.246) 

Export results 

, PlOiTID Process Svsca ll Relurn Porams 

b)(7)(E) 
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Summary 

Package Name: com.java.icc 
Minimum SDK V('rsion: 15 
Tar:.:"t SDK Version : 22 
Codi> Sizt': b}(7;, 
Lines of Co e: )(7)1£) 
SHAI ChrckSum : (b)(7){ E) 
App Version: 2.0 '---------------------' 

Vulnerability Summary 

b)(7)(E) 

Permissions-Related Findings 

Norm al Permissions Requested 

(b)(7)(E) 

Dancerous Permissions Requested 

(b)(7)(E) 

Sh::naturc Permissions Requested 
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None 

SignatureOrSystem Permissions Requested 

None 

Actual Perm issions Required 
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(b)(7)(E) 

Unnecessary Permissions Requested 

tb)(7)(E) 

Permissions not Requested but Needed 

l(b)(7)(E) 

l(b)(7)(E) 
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Created Permissions 

fb)(7)(E) 

Non-Library I)c rmissions 

[ b)(7)(E) 

Removed Permissions 

tb)(7)(E) 

Android Component Findings 

Exported Acth'lIics with No Permissions 

b)(7)(E) 

Exported SCn'ices with No Permissions 

l(b)(7)(E) 

Exported Content Providers 

None 

Exported Broadcast Receivers 

Debug Flag 

Not Enabled 

Intent Usage 

(b)(7)(E) 

kb)(7)(E) 
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Function: lntcnt Sent to Activi ty 

b)(7)(E) 

l(b)(7)(E) 6/24/2016 
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(b)(7)(E) 

l(b)(7)(E) 
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Function:lntcnt Sent to Activi ty 
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(b)(7)(E) 

Use of Pendinglol enls 

(b)(7)(E) 

(b)(7)(E) 
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(b)(7)(E) 

l(b)(7)(E) 6/24/2016 
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(b)(7)(E) 

l(b)(7)(E) 
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(b)(7)(E) 
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Line Number:24 
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(b)(7)(E) 

Hand led Intents (Not Called) 

l(b)(7)(E) 

Call ed Intents (Not Hand led) 

(b)(7)(E) 

Certificates and Crypto 

UscsNalidates xS09 Ccrts 

No 

Certificate Issues 

None 

Use of Crypto Algorithms 

HMAC-S HAI 
HmacSHA l 

Use of Crypto APis 

None 

Secure Random Number Generation 

None 

Crvpto1!:raphic Key Pair Generation 

None 

Android Keys'orr Usc 

No 

Communications 

HTTPS Usine: RFC 2818 

No 

HTTPS Using TLS 

fb)(7)(E) 
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No 

SSL Issues 

None 

Opens JavaScript Bridge 

URl.s Detected 

(b)(7)(E) 

No 

Obfuscation/Packing/etc Findings 

Packed With Procuard 

No 

Native Code Locations 

None 

Reflection 

b)(7)(E) 

tb)(7)(E) 
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(b)(7)(E) 

Library Calls 

None 

System-Level Behaviors 

Changes to File Privileges 

None 

Access to Root 

None 

l(b)(7)(E) 
2018 IGU 00030 636 

Ii 6/24/2016 



epic.org EPIC-17-06-13-ICE-FOIA-20181003-2ndInterim-Production-pt4 000536

Page 23 of24 

System Comm ands 

None 

Uses Java Classloader 

Uses On Class loadcr 

Misc. BehaviorslStats 

PH Exposure 

Device's Contacts 

Cyc lomatic Complcxity 

5 

Downloads Suppleml,'ntal .obb file 

00 

Masterkcy Vulnerahilitv 

00 

Confil!.uration Options 

b)(7)(E) 

Potentiall y Unwanted Functionality (Google Play Apps Only) 
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(b)(5) 

Probabilistic Metrics 

Collusion 

medium 

Power Consumption 

medium 

Malware (Bayes) 

No 

l(b)(7)(E) 
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Appendix A - Template 

Overview 

Privacy Policy 
For the 

[INSERT NAME] Mobile Application 

The overview should be a single paragraph that is used to describe the DHS Mobife 
Application tDHS Mobile App'J. It should include the name of the DHS component that 
developed the app as well as the name of the DHS Mobile App, itself. This overview 
should also provide a brief description of the DHS Mobife App 's purpose and function. 

Information Collected 
Provide the categories of individuals for whom information is collected, and for each 
category, list all information, including PII, SPII, and Sensitive Content that is collected 
by the DHS Mobile App. Details regarding the retention of information collected by the 
DHS Mobife App should also be addressed in this section. 

Uses of Information 
List each use (internal and external to the Department) of the information collected or 
maintained by the DHS Mobile App. Provide a detailed response that states how and 
why the different data elements is used. 

Information Sharing 
Discuss the external Departmental sharing of information (e.g. , DHS to FBI). External 
sharing encompasses sharing with other federal, state and local government, and 
private sector entities. 

Application Security 
Discuss the technical safeguards and security controls, specific to the particular DHS 
Mobile App, in place to protect information that is collected and/or maintained by the 
DHS Mobile App. 

How to Access or Correct your Information 
Provide information about the processes in place for users of the DHS Mobile App to 
seek redress which may include access to records about themselves, ensuring the 
accuracy of the information collected about them, and/or filing complaints. 

Analytics Tools 
Discuss any analytics tools that the DHS Mobife App may use. This should include a 
description of any information collected through these analytiC capabifities. 

Privacy Policy Contact Information 
Provide component privacy office contact information so that users may provide 
feedback and/or ask questions in regards to this DHS Mobile App Privacy Policy. This 
contact information may include the component privacy office 's phone number, emaif, 
and maifing address. 

A-I 
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L Purpose 

Department of Homeland Security 
DHS Directives System 

Instruction Number: 047-01-003 
Revision Number: 00 

Issue Date: March 30, 2016 

This Instruction implements the Department of Homeland Security (DHS or the 
Department) Directive 047-01 , "Privacy Policy and Compliance ," concerning DHS 
Mobile Applications intended for use by DHS employees and/or the public. 

II. Scope 

This Instruction applies throughout DHS lor Mobile Applicalions that are developed by, 
on behall 01, or in coordination with the Department. 

ilL References 

A. Public Law 107-347, "E-Government Act 012002," as amended, Section 
208 [44 U.S.C. § 3501 note] 

B. Title 5, United States Code (U.S. C.), Section 552a, "Records maintained 
on individuals" [The Privacy Acl of 1974, as amended] 

C. Title 6, U.S.C. , Section 142, "Privacy officer" 

D. Title 44, U.S.C. , Chapter 35 , Subchapter II , "Information Security" [The 
Federal Information Security Modernization Acl of 2014 (FISMA)] 

E. Title 15 U.S.C., Chapter 91 , "Children's Online Privacy Protection Act" 

F. Title 6, C.F.R. , Chapler 1, Part 5, "Disclosure of records and inlormalion" 

G. DHS Directive 047-01, "Privacy Policy and Compliance" (July 25,2011 ) 

H. DHS Sensitive Systems Policy Direclive 4300A (March 14, 2011 ) 

I. DHS Privacy policy guidance and requirements issued (as updated) by the 
Chief Privacy Officer and published on the Privacy Office website, including: 

1. Privacy Policy Guidance Memorandum 2008-01, The Fair 
Information Practice Principles: Framework for Privacy Policy at the 

- 1 -
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Department of Homeland Security (December 29 , 2008) 

2. Privacy Policy Guidance Memorandum 2008-02, DHS Policy 
Regarding Privacy Impact Assessments (December 30 , 2008) 

3. Handbook for Safeguarding Sensitive Personally Identifiable 
Information at DHS (March 2012) 

IV. Definitions 

A. DHS Carwash is the service sponsored by DHS Office of the Chief 
Information Officer (OCIO) that provides development teams with a continuous 
integration , build, test, source code management, and issue tracking 
environment for building DHS Mobile Apps. The shared platform provides 
application lifecycle management and support for mobile apps built on 
development frameworks. The DHS Carwash also pertorms iterative scans and 
tests on source code in order to provide insight on code security, quality, and 
accessibility. 

B. DHS Mobile Application (DHS Mobile App) means a native sottware 
application that is developed by, on behalf of, or in coordination with DHS for use 
on a mobile device (e.g., phone or tablet) by DHS employees and/or the public. 

C. Fair Information Practice Principles means the policy framework 
adopted by the Department in Directive 047-01 , Privacy Policy and Compliance, 
regarding the collection , use , maintenance, disclosure, deletion , or destruction of 
Personally Identifiable Information, and as described in Privacy Policy Guidance 
Memorandum 2008-01. 

D. Location Information means the ability of a mobile device to know a 
user's current location and/or location history as determined by Global 
Positioning System (GPS) and/or other methods. 

E. Metadata means the information stored as the description of a unique 
piece of data and all the properties associated with it. For example, mobile 
device metadata may include the time and duration of all phone calls made from 
a particular mobile device , the mobile device IDs of the mobile devices involved 
in the phone calls , and the locations of each participant when the phone calls 
occurred. 

- 2 -
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F. Mobile Device ID means a unique serial number that is specific to a 
mobile device. These numbers vary in permanence, but typically a device has at 
least one permanent number. These numbers are used for various purposes, 
such as for security and fraud detection and remembering user preferences. 
Combining a unique device identifier with other information, such as location 
data, can allow the phone to be used as a tracking device. 

G. Personally Identifiable Information (PI/) means any information that 
permits the identity of an individual to be directly or indirectly inferred, including 
other information that is linked or linkable to an individual. 

For example, when linked or linkable to an individual , such information may 
include a name, Social Security number, date and place of birth , mother's 
maiden name, Alien Registration Number, account number, license number, 
vehicle identifier number, license plate number, biometric identifier (e.g., facial 
recognition, photograph , fingerprint , iris scan, voice print), educational 
information, financial information, medical information, criminal or employment 
information, information created specifically to identify or authenticate an 
individual (e.g., a random generated number). 

H. Privacy Compliance Documentation means any document required by 
statute or by the Chief Privacy Officer that supports compliance with DHS privacy 
policy, procedures, or requirements, including but not limited to Privacy Impact 
Assessments (PIAs), System of Records Notices (SORNs), Notices of Proposed 
Rulemaking for Exemption from certain aspects of the Privacy Act (NPRM), and 
Final Rules for Exemption from certain aspects of the Privacy Act. 

I. Privacy Compliance Review (PCR) means both the DHS Privacy Office 
process to be followed and the document designed to provide a constructive 
mechanism to improve a DHS program's ability to comply with assurances made 
in existing Privacy Compliance Documentation including Privacy Impact 
Assessments (PIAs), System of Records Notices (SORNs), and/or formal 
agreements such as Memoranda of Understanding or Memoranda of Agreement. 

J. Privacy Impact Assessment (PIA) means both the DHS Privacy Office 
process to be followed and the document required whenever an information 
technology (IT) system, technology, rulemaking, program, pilot project, or other 
activity involves the planned use of PII or otherwise impacts the privacy of 
individuals as determined by the Chief Privacy Officer. A PIA describes what 
information DHS is collecting , why the information is being collected, how the 
information are used, stored, and shared, how the information may be accessed, 
how the information is protected from unauthorized use or disclosure, and how 
long it is retained. A PIA also provides an analysis of the privacy considerations 
posed and the steps DHS has taken to mitigate any impact on privacy. As a 
general rule, PIAs are public documents. The Chief Privacy Officer may, in 
coordination with the affected component and the Office of the General Counsel, 

- 3 -
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modify or waive publication for security reasons, or to protect classified , 
sensitive, or private information included in a PIA. 

K. Privacy Threshold Analysis (PTA) means both the DHS Privacy Office 
process to be followed and the document used to identify information technology 
systems, technologies, rulemakings, programs, or pilot projects that involve PII 
and other activities that otherwise impact the privacy of individuals as determined 
by the Chief Privacy Officer, and to assess whether there is a need for additional 
Privacy Compliance Documentation. A PTA includes a general description of the 
proposed use, identifies the legal authorities for the proposed use, and describes 
what PII, if any, is collected (and from whom) and how that information is used. 
PTAs are adjudicated by the Chief Privacy Officer. 

L. Program Manager means the responsible agency representative, who, 
with significant discretionary authority, is uniquely empowered to make final 
scope-of-work, capital investment, and pertormance acceptability decisions. 

M. Sensitive Content means information that may not be PII, but raises 
privacy concerns because it may be related to the use of PII (e.g., location 
information, mobile device ID, or metadata). 

N. Sensitive Personally Identifiable Information (SPill means PII which , if 
lost, compromised, or disclosed without authorization could result in substantial 
harm, embarrassment, inconvenience, or unfairness to an individual. Some 
types of PII , such as Social Security Number (SSNs), Alien Registration Number, 
and biometric identifiers, are always sensitive. Other types of PII, such as an 
individual's driver's license number, financial account number, citizenship or 
immigration status, or medical information are SPII if DHS maintains them in 
conjunction with other identifying information about the individual. In some 
instances the context surrounding the PII may determine whether it is sensitive. 
For example, a list of employee names by itself may not be SPII, but could be if it 
is a list of employees who received poor pertormance ratings. 

O. System Manager means the individual identified in a System of Records 
Notice who is responsible for the operation and management of the system of 
records to which the System of Records Notice pertains. 

P. System of Records Notice (SORN) means the statement providing the 
public notice of the existence and character of a group of any records under the 
control of any agency from which information is retrieved by the name of the 
individual or by some identifying number, symbol , or other identifying particular 
assigned to the individual. The Privacy Act of 1974 requires this notice to be 
published in the Federal Register upon establishment or substantive revision of 
the system, and establishes what information about the system are included. 

Q. User means a person using a DHS Mobile App. 

- 4 -
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v. Responsibilities 

A. The Chief Privacy Officer is responsible for: 

1. Working wi1h Component Privacy Officers and Privacy Points of 
Contact (PPOCs) to provide guidance and ensure that DHS Mobile Apps 
are in compliance with DHS privacy policies; 

2. Reviewing and approving Privacy Compliance Documentation for 
DHS Mobile Apps, as appropriate; and 

3. Pertorming periodic PCRs of DHS Mobile Apps to ascertain 
compliance with DHS privacy policy. 

B. The Chief Information Officer is responsible for: 

1. Providing web technology services, security, and technical 
assistance for the development of DHS Mobile Apps; 

2. Ensuring that DHS Mobile Apps comply with FISMA and DHS 
Sensitive Systems Policy Directive 4300A; and 

3. Pertorming iterative scans and tests on the source code of DHS 
Mobile Apps through the DHS Carwash process in order to provide insight 
on code security, quality, and accessibility. 

C. Component Privacy Officers are responsible for: 

1. Coordinating with Program Managers or System Managers, as 
appropriate, together with the Chief Privacy Officer and counsel to 
complete Privacy Compliance Documentation, as necessary, for all 
proposed DHS Mobile Apps ; and 

2. Collaborating with the Chief Privacy Officer in conducting Privacy 
Compliance Reviews. 

D. Privacy Points of Contact (PPOCs) are responsible for assuming the 
duties of Component Privacy Officers in Components that do not have Privacy 
Officers. 

- 5 -
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E. Program Managers, or System Managers, as appropriate, are 
responsible for: 

1. Coordinating with the Component Privacy Officer or PPOC to 
ensure that privacy is appropriately addressed when proposing, 
developing, implementing, or changing any DHS Mobile Apps ; 

2. Engaging and coordinating with the OCIO Carwash team to ensure 
that DHS Mobile Apps are sent through DHS Carwash process when 
proposing , developing, implementing or changing any DHS Mobile Apps ; 

3. Coordinating with the Component Privacy Officer or PPOC and 
counsel to prepare drafts of all Privacy Compliance Documentation , as 
necessary, when proposing, developing, implementing , or changing any 
DHS Mobile Apps ; 

4. Monitoring the design, deployment, operation , and retirement of 
DHS Mobile Apps to ensure that the collection and use of PII and 
Sensitive Content, if any, is limited to what is described in the Privacy 
Compliance Documentation ; and 

5. Coordinating with the Component Privacy Officer or PPOC and the 
DHS Office for Civil Rights and Civil Liberties to establish administrative, 
technical, and physical controls for storing and safeguarding PII and 
Sensitive Content consistent with DHS privacy, security, and records 
management requirements to ensure the protection of PII and Sensitive 
Content from unauthorized access, disclosure, or destruction as it relates 
to DHS Mobile Apps. 

VI. Content and Procedures 

A. Minimum Privacv Reauirements for DHS Mobile ADDS: The policies 
detailed below provide the baseline privacy requirements for DHS Mobile Apps. 
Additional privacy protections may be necessary depending on the purpose and 
capabilities of each individual mobile app. 

1. Provide Notice 

a. App-Specific Privacy Policy (see Appendix A): DHS Mobile 
Apps have a Privacy Policy that is easily accessible to users 
through the commercial app store before installation as well as 
within the app, itself, after installation. This Privacy Policy should 
be app-specific and cannot merely reference the DHS website 
Privacy Policy. 

- 6 -
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The Privacy Policy should briefly describe the app's information 
practices to include the collection, use, sharing , disclosure, and 
retention of PII , SPII, and Sensitive Content. The Privacy Policy 
should also address: redress procedures, app security, and the 
Children's Online Privacy Protection Act (if applicable). 

b. Privacy Statement: II a DHS Mobile App is collecting PII 
from users, then a Privacy Statement is provided at the point of 
collection. This Privacy Statement may be provided through a pop
up notification on the DHS Mobile App screens where PII is 
collected or via another mechanism approved by the Chief Privacy 
Officer. 

c. Contextual Notice: DHS Mobile Apps deliver direct, 
contextual, self-contained notice about the uses of information 
through the mobile platform. Therefore, these notices should be: 

(1) Provided upon each update to the mobile app to 
specifically identify any changes to the uses of information 
from previous versions of the app; 

(2) Provided as "just-in-time" disclosures and obtain 
users' affirmative express consent before a DHS Mobile App 
accesses Sensitive Content or other tools and applications 
on the mobile device for the first time (e.g., location 
services) ; and 

(3) Provided with independent opt-out features so that 
users may customize the mobile app's features (e.g. , opting 
out of location based services, while still choosing to utilize 
other app services), where appropriate. 

2. Limit the Collection andlor Use of Sensitive Content 

a. DHS Mobile App features cannot collect andlor use PII, SPII , 
or Sensitive Content, unless directly needed to achieve a DHS 
mission purpose ; and 

b. II the collection andlor use of PII, SPII, or Sensitive Content 
is directly necessary to achieve a DHS mission purpose, then the 
collection andlor use of the information is documented and justified 
in the mobile app's Privacy Compliance Documentation. 

- 7 -
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3. Establish Guidelines for User Submitted Information 

a. Where feasible, use forms and check boxes to limit data 
collection and minimize data entry errors ; 

b. Before allowing a user to submit information to DHS, provide 
a "review before sending" function that allows users to correct or 
opt-out of sending their information to the Department ; and 

c. Unless necessary to achieve a DHS mission purpose, limit 
the ability of users to post information within the app that other 
users may access or view. This limits the potential for users to 
share PII , SPII , or Sensitive Content unnecessarily. 

4. Ensure Mobile App Security and Privacy 

a. Engage with the DHS Carwash throughout development to 
ensure the security and privacy of the mobile app; 

b. II users submit information through a DHS Mobile App, that 
information is encrypted in transit and immediately transferred to a 
protected internal DHS system that is compliant with existing DHS 
IT security policy; and 

c. Sensitive content that a DHS Mobile App accesses or uses 
for the benefit of the user, but that DHS does not need to collect 
(e.g., location information), should be locally stored within the 
mobile app or mobile device. This information should not be 
transmitted to or shared with DHS. 

B. DHS Mobile App Development 

1. Program Managers and System Managers notify their Component 
Privacy Officers or PPOCs and the OCIO Carwash team before engaging 
in the development of a DHS Mobile App. 

2. Component Privacy Officers or PPOCs engage with Program 
Managers and System Managers to ensure privacy protections outlined in 
Section VI. A. of this document are integrated into the development of the 
DHS Mobile App. 

3. Before deployment, the DHS Mobile App goes through the DHS 
Carwash. 

4. The OCIO Carwash team provides the iterative scan results of the 
DHS Carwash to the Program Managers and System Managers. 

- 8 -
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5. Before deployment, Program Managers and System Managers in 
consultation with Component Privacy Officers or PPOCs complete a PTA, 
an App-Specific Privacy Policy, and a Privacy Statement (if necessary) for 
the DHS Mobile App. The PTA (a) documents a general description of the 
proposed use, (b) identifies the legal authorities for the proposed use and 
(c) describes what PII, if any, is collected, from whom PII is collected and 
how the PII is used. Component Privacy Officers or PPOCs compare this 
PTA to the DHS Carwash iterative scan results to ensure the PTA 
accurately describes the DHS Mobile App's collection, use, maintenance, 
retention, disclosure, deletion and destruction of PII, SPII, and Sensitive 
Content. 

6. Before deployment, the DHS Mobile App's PTA, App-Specific 
Privacy Policy, Privacy Statement (if necessary), and results of the DHS 
Carwash iterative scans are submitted to the Chief Privacy Ollicer for a 
prompt review and evaluation to determine whether the DHS Mobile App 
contains appropriate privacy protections and whether a new or updated 
PIA, SORN, or other Privacy Compliance Documentation is required. 

7. Once it is determined that all necessary Privacy Compliance 
Documentation is complete and that the DHS Mobile App contains 
appropriate privacy protections, the Chief Privacy Officer provides 
approval for the release of the DHS Mobile App. 

8. DHS Mobile Apps go through the DHS Carwash any time there is a 
change made to the DHS Mobile App that affects or potentially affects the 
collection and use of PII , SPII, or Sensitive Content and consistent with 
the PTA review cycle. Existing DHS Mobile Apps, which were developed 
before the implementation of this policy, go through the DHS Carwash 
within 6 months of this policy's issue date. Program Managers and 
System Managers provide the DHS Carwash results, pertaining to their 
particular DHS Mobile App, to the Chief Privacy Officer for a prompt 
review and evaluation to ensure that the DHS Mobile App continues to 
contain appropriate privacy protections. 

C. Retention of PII: Component Program Managers or System Managers, 
where appropriate, maintain PII collected through DHS Mobile Apps in 
accordance with approved records retention schedules. 

D. Privacy Compliance Reviews (PCR): The Chief Privacy Officer, in 
collaboration with Component Privacy Officers or PPOCs, may conduct PCRs of 
DHS Mobile Apps periodically, at the sole discretion of the Chief Privacy Officer, 
to ascertain compliance with DHS privacy policy. 
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VII. Questions 

Address any questions or concerns regarding these Instructions to the DHS Privacy 
Office or to the relevant Component Privacy Officer or PPOC. 

Karen L. Neuman 
Chief Privacy Officer 

- 10 -
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Appendix A - Template 

Overview 

Privacy Policy 
For the 

[INSERT NAME] Mobile Application 

The overview should be a single paragraph that is used to describe the DHS Mobife 
Application tDHS Mobile App'J. It should include the name of the DHS component that 
developed the app as well as the name of the DHS Mobile App, itself. This overview 
should also provide a brief description of the DHS Mobife App 's purpose and function. 

Information Collected 
Provide the categories of individuals for whom information is collected, and for each 
category, list all information, including PII, SPII, and Sensitive Content that is collected 
by the DHS Mobile App. Details regarding the retention of information collected by the 
DHS Mobife App should also be addressed in this section. 

Uses of Information 
List each use (internal and external to the Department) of the information collected or 
maintained by the DHS Mobile App. Provide a detailed response that states how and 
why the different data elements is used. 

Information Sharing 
Discuss the external Departmental sharing of information (e.g. , DHS to FBI). External 
sharing encompasses sharing with other federal, state and local government, and 
private sector entities. 

Application Security 
Discuss the technical safeguards and security controls, specific to the particular DHS 
Mobile App, in place to protect information that is collected and/or maintained by the 
DHS Mobile App. 

How to Access or Correct your Information 
Provide information about the processes in place for users of the DHS Mobile App to 
seek redress which may include access to records about themselves, ensuring the 
accuracy of the information collected about them, and/or filing complaints. 

Analytics Tools 
Discuss any analytics tools that the DHS Mobife App may use. This should include a 
description of any information collected through these analytiC capabifities. 

Privacy Policy Contact Information 
Provide component privacy office contact information so that users may provide 
feedback and/or ask questions in regards to this DHS Mobile App Privacy Policy. This 
contact information may include the component privacy office 's phone number, emaif, 
and maifing address. 

A-I 

2018-ICLI-00030 549 

Instruction # 047-01 -003 
Revision # 00 



epic.org EPIC-17-06-13-ICE-FOIA-20181003-2ndInterim-Production-pt4 000550

Page 55() 

W~hr.e kl plJrsuant to exemption 

Re ferred to AAotr.er Al;Jeocy/Compor.ent 

of tr.e Freedom of tnformation arKJ Privacy Ad 



epic.org EPIC-17-06-13-ICE-FOIA-20181003-2ndInterim-Production-pt4 000551

Page 551 

Wrlhhekl pursuanlloexemplion 

Relerred IOAAolher I'o;lency/Componenl 

ollhe Freedom ol lnlormation and Privacy Act 



epic.org EPIC-17-06-13-ICE-FOIA-20181003-2ndInterim-Production-pt4 000552

Page 552 

Wrlhhekl pursuanlloexemplion 

Relerred IOAAolher I'o;lency/Componenl 

ollhe Freedom ol lnlormation and Privacy Act 



epic.org EPIC-17-06-13-ICE-FOIA-20181003-2ndInterim-Production-pt4 000553

Page 553 

Wrlhhekl pursuanlloexemplion 

Relerred IOAAolher I'o;lency/Componenl 

ollhe Freedom ol lnlormation and Privacy Act 



epic.org EPIC-17-06-13-ICE-FOIA-20181003-2ndInterim-Production-pt4 000554

Page 554 

Wrlhhekl pursuanlloexemplion 

Relerred IOAAolher I'o;lency/Componenl 

ollhe Freedom ol lnlormation and Privacy Act 



epic.org EPIC-17-06-13-ICE-FOIA-20181003-2ndInterim-Production-pt4 000555

Page 555 

Wrlhhekl pursuanlloexemplion 

Relerred IOAAolher I'o;lency/Componenl 

ollhe Freedom ol lnlormation and Privacy Act 



epic.org EPIC-17-06-13-ICE-FOIA-20181003-2ndInterim-Production-pt4 000556

Page 556 

Wrlhhekl pursuanlloexemplion 

Relerred IOAAolher I'o;lency/Componenl 

ollhe Freedom ol lnlormation and Privacy Act 



epic.org EPIC-17-06-13-ICE-FOIA-20181003-2ndInterim-Production-pt4 000557

Page 557 

Wrlhhekl pursuanlloexemplion 

Relerred IOAAolher I'o;lency/Componenl 

ollhe Freedom ol lnlormation and Privacy Act 



epic.org EPIC-17-06-13-ICE-FOIA-20181003-2ndInterim-Production-pt4 000558

Page 558 

Wrlhhekl pursuanlloexemplion 

Relerred IOAAolher I'o;lency/Componenl 

ollhe Freedom ol lnlormation and Privacy Act 



epic.org EPIC-17-06-13-ICE-FOIA-20181003-2ndInterim-Production-pt4 000559

Page 559 

Wrlhhekl pursuanlloexemplion 

Relerred IOAAolher I'o;lency/Componenl 

ollhe Freedom ol lnlormation and Privacy Act 



epic.org EPIC-17-06-13-ICE-FOIA-20181003-2ndInterim-Production-pt4 000560

Page 560 

Wrlhhekl pursuanlloexemplion 

Relerred IOAAolher I'o;lency/Componenl 

ol lhe Freedom ollnlormation and Privacy Act 



epic.org EPIC-17-06-13-ICE-FOIA-20181003-2ndInterim-Production-pt4 000561

Page 561 

Wrlhhekl pursuanlloexemplion 

Relerred IOAAolher I'o;lency/Componenl 

ollhe Freedom ol lnlormation and Privacy Act 



epic.org EPIC-17-06-13-ICE-FOIA-20181003-2ndInterim-Production-pt4 000562

Page 562 

Wrlhhekl pursuanlloexemplion 

Relerred IOAAolher I'o;lency/Componenl 

ol lhe Freedom ollnlormation and Privacy Act 



epic.org EPIC-17-06-13-ICE-FOIA-20181003-2ndInterim-Production-pt4 000563

Page 563 

Wrlhhekl pursuanlloexemplion 

Relerred IOAAolher I'o;lency/Componenl 

ollhe Freedom ol lnlormation and Privacy Act 



epic.org EPIC-17-06-13-ICE-FOIA-20181003-2ndInterim-Production-pt4 000564

Page 564 

Wrlhhekl pursuanlloexemplion 

Relerred IOAAolher I'o;lency/Componenl 

ol lhe Freedom ollnlormation and Privacy Act 



epic.org EPIC-17-06-13-ICE-FOIA-20181003-2ndInterim-Production-pt4 000565

Page 565 

Wrlhhekl pursuanlloexemplion 

Relerred IOAAolher I'o;lency/Componenl 

ollhe Freedom ol lnlormation and Privacy Act 



epic.org EPIC-17-06-13-ICE-FOIA-20181003-2ndInterim-Production-pt4 000566

Page 566 

Wrlhhekl pursuanlloexemplion 

Relerred IOAAolher I'o;lency/Componenl 

ol lhe Freedom ollnlormation and Privacy Act 



epic.org EPIC-17-06-13-ICE-FOIA-20181003-2ndInterim-Production-pt4 000567

Page 567 

Wrlhhekl pursuanlloexemplion 

Relerred IOAAolher I'o;lency/Componenl 

ollhe Freedom ol lnlormation and Privacy Act 



epic.org EPIC-17-06-13-ICE-FOIA-20181003-2ndInterim-Production-pt4 000568

Page 568 

Wrlhhekl pursuanlloexemplion 

Relerred IOAAolher I'o;lency/Componenl 

ollhe Freedom ol lnlormation and Privacy Act 



epic.org EPIC-17-06-13-ICE-FOIA-20181003-2ndInterim-Production-pt4 000569

Page 569 

Wrlhhekl pursuanlloexemplion 

Relerred IOAAolher I'o;lency/Componenl 

ollhe Freedom ol lnlormation and Privacy Act 



epic.org EPIC-17-06-13-ICE-FOIA-20181003-2ndInterim-Production-pt4 000570

Page 570 

Wrlhhekl pursuanlloexemplion 

Relerred IOAAolher I'o;lency/Componenl 

ollhe Freedom ol lnlormation and Privacy Act 



epic.org EPIC-17-06-13-ICE-FOIA-20181003-2ndInterim-Production-pt4 000571

Homeland 
Security 

PRIVACY THRESHOLD ANALYSIS (PTA) 

This form is used to dete rmine whether 
a Privacy Impac t Assess ment is required. 

U,S. Dcp"nmcm of Homel.nd Security 

Washingmn. DC 2052H 

703-235·0780, pia@dhs_g< .. 
w"·w.dhs .gov/pd\'acy 

Privacy Threshold An alysis 
Version date: July 7, 2012 

Page 1 0/8 

Please use the attached form to determine whether a Privacy Impact Assessment (P IA) is required under 

the E-Govern ment Act of 2002 and the Homeland Security Act of 2002. 

Please complete this form and send it to your component Privacy Office. If you do not have a componenl 

Privacy Office, please send the PTA to the DHS Pri vacy Offi ce: 

Rebecca J. Richards 
Senior Director of Privacy Compliance 

The Pri vacy Office 
U.S. Department of Homeland Security 

Washington, DC 20528 
Tel: 703-235-0780 

PlA@dhs.gov 

Upon receipt from your component Pri vacy Office, the DHS Pri vacy Office will review this form. If a 

PIA is required, the DHS Privacy Office will send you a copy of the Offic ial Privacy Impact Assessment 

Guide and accompanying Template to complete and return . 

A copy of the Guide and Template is available on the DHS Privacy Office website, 

www.dhs.gov/privacy, on DHSConnect and directl y from the DHS Privacy Office via email : 

pia@dhs.gov, phone: 703-235-0780. 
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Homeland 
Security 

U,S. Dcp"nmcm of Homel.nd Security 

Washi ngmn. DC 2052H 

703-235·0780, pia@dhs_g< .. 
w"·w.dhs .gov/pd \'acy 

Project or 
Program Name: 

Component: 

T AFISMA Name: 

Type of Project or 
Program: 

Name: 

Office: 

Phone: 

Name: 

Phone: 

Privacy Threshold Analysis 
Version date: July 7, 2012 

Page 20/8 

PRIVACY THRESHOLD ANALYS IS (PTA) 

SUMMARY INFORMATION 

ICE Tactical Communications 

Office of the Chief Information Office or Operations 
Office r (DCJO) Program: 

P25 Land Mobile Radio 
TAF ISMA 

ICE-06568-MAJ-06568 
Number: 

Project or 
IT System program Development 

status: 

PROJECT OR PROGRAM MANAGER 

b )(6);(b )(7)(C) I 

Tactical Communications 
Title: 

Cbief, Tactical 
Program Communications Program 

202-732-!b)(6);(b l Email: I I(b)(6);(b)(7)(C) 

INFO RMATION SYSTEM SECURITY OFFICER (lSSO) 

(b )(6);(b )(7)(C) 
I 

202-732I (~!(~,;(bJ Email: b )(6);(b )(7)(C) 

RO UTING I NFORMATION 

Date submitted to Component Privacy Office: Click here to enter a date. 

Date submitted to DHS Privacy Office: Click here to enter a date. 

Date approved by DHS Privacy Office: Click here to enter a date. 
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Homeland 
Security 

SPECIFIC PTA QUESTIONS 

I. Please describe the purpose of the project or program: 

llle Pr;\'acy Offoce 

U,S. Dcp"nmcm ofHomel.nd Security 

Washingmn. DC 2052H 

703-235·0780, pia@dhs_g< .. 
w"·w.dhs .gov/pd\'acy 

Privacy Threshold Analysis 
Version date: July 7, 2012 

Page 30/8 

Please provide a general description of the project and its purpo.\'e in {/ way a nOli-technical permn could 
understand. 
b)(5) 

2018-ICLI-00030 573 

Homeland 
Security 

SPECIFIC PTA QUESTIONS 

I. Please describe the purpose of the project or program: 

ll>e Privacy Office 

U,S. Dcpal1mcm of Homeland Security 

Wa,hington. DC 20~28 

703-235-0780. pi"@dltq::'''' 
www,dlt' ,gov/pri\'ocy 

Privacy Threshold Analysis 
Version date: July 7, 2012 

Page 30/8 

Please provide a general description of the project and its plllpose;l1 {/ way a /lOll-technical persoll could 
understand. 
~' ~ J 

2018-ICLI-00030 573 



epic.org EPIC-17-06-13-ICE-FOIA-20181003-2ndInterim-Production-pt4 000574

Homeland 
Security 

2. Project or Program status 

Date first developed: FY 2009 

Date last updated: FY 2014 

3. From whom does the Project or 

Program collect, maintain, use or 
disseminate information? 
Plea.\'e check all that apply. 

Existing 

Pilot launch date: 

Pilot end date: 

o DHS Employees 

llle Pr;\'acy Offoce 

U,S. Dcp"nmcm of Homel.nd Security 

Washin gmn. DC 2052H 

703-235·0780, pia@dhs_g< .. 
w"·w.dhs .gov/pd\'acy 

Privacy Threshold An alysis 
Version date: July 7, 2012 

Page 4 0/8 

Click here to enler a date. 

Click here to enler a date . 

o Contractors working on behalf of DHS 

o Members of the public 

(8] This program does not collect any personally 
ident itiable information I 

4. What specific information about individuals could be collected, generated or retained? 
Please provide a specific descriptioll of illformatiollthat might be collected, gellerated or retained such 
as names, addresses, elllails, etc. 
N/A 

Does the Project or Program use Social 
Security Numbers (SSNs)? 

If yes, please provide the legal authority for 
the collection of SSNs: 
If yes, please describe the uses of the SSNs 
within the Project or Program: 

5. Does this system employ any of the 
following technologies: 

No 

Click here to enter text. 

Click here to enter text. 

o Closed Circuit Television (CCTV) 

o Sharepoint-as-a-Service 

1 DHS defines personal infonnation as "Personally Identifiable Information" or PII, which is any infonnation that permits the 
identity of an individual to be directly or indirectly inferred. including any information that is linked or linkable to that individual, 
regardless of whether the individual is a U.S. citizen . lawful permanent resident. visitor to the U.S .. or employee or contractor to 
the Department. "Sensitive PI]" ' is Pl l, which if lost, compromised, or disclosed witbout authori",ation. could result in substantial 
harm. embarrassment. inconvenience. or unfairness to an individual. For the purposes of this PTA. SPII and PI I are treated the 
same. 
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Homeland 
Security 

ljprojecf or program utilizes any o/these 
technologies, please C01lfacr Component Privacy 
Office r/or specialized PTA. 

If this project is a technology/system, docs 
it relate solely to infrastructure? 

Par example, is the system a Local Area Network 
(LAN) or Wide Area Netlvork (WAN) ? 

0 
0 

Social Media 

llle Pr;\'acy Offoce 

U,S. Dcp"nmcm of Homel.nd Security 

Washi ngmn. DC 2051H 

703-235·0780, pia@dhs_g< .. 
w"·w.dhs .gov/pd\'acy 

Privacy Threshold Analysis 
Version date: July 7, 2012 

Page 50/8 

Mobile Appli cation (or GPS) 

o Web portal2 

[2] None of the above 

0 No. Please continue to nex t question. 

[2] Yes. If a log kepI of communication traffic, 
pl ease answer the fo llowing question. 

If header or payload data is stored in the communication traffic log, please detail the data 
elements stored. 

No log is kept. 

6. Does this project or program connect, [2] No. 
receive, or share PH with any other 

0 Yes. If yes, please li st: DHS programs or systems4? 

Click here to enter text. 

7. Does this project or program connect, [2] No. 
receive, or share PH with any external 

0 Yes. If yes, please li st: (non-DHS) partners or systems? 

Click here to enter text. 

Is this external sharing pursuant to new 
Choose an item. 

or existing information sharing access Please describe applicable information sharing 
agreement (MOO, MOA, LOI, etc.)? governance in place. 

Click here to enter text. 

2 Informational and co llaboration-based portal s in operation at DHS and its components which collect. use. 
maintain. and share limited personally identifiable information (PII ) about individual s who are "members" of the 
portal or who seek to gain access to the portal "potential members." 
3 When data is sent over the Internet, each unit transmitted includes both header information and the actual data 
being sent. The head er id entifies the source and destination of the packet, while the actual data is referred to as the 
payload. Because header information, or overhead data, is only used in the transmission process, it is stripped from 
the packet when it reaches its destination. Therefore, the payload is the only data received by the destination system. 
4 PU may be shared, received, or connected to other DHS systems directly, au tomatically, or by manual processes. 
Often, these systems arc listed as "interconnected systems" in T AFISMA. 

2018-ICLI-00030 575 



epic.org EPIC-17-06-13-ICE-FOIA-20181003-2ndInterim-Production-pt4 000576

Homeland 
Security 

2018-ICLI-00030 576 

llle Pr;\'acy Offoce 

U,S. Dcp"nmcm ofHomel.nd Security 

Washingmn. DC 2052H 

703-235·0780, pia@dhs_g< .. 
w"·w.dhs .gov/pd\'acy 

Privacy Threshold Analysis 
Version date: July 7, 2012 

Page 6 0/8 
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Homeland 
Security 

PRIVACY THRESHOLD REVIEW 

U,S. Dcp"nmcm ofHomel.nd Security 

Washingmn. DC 2052H 

703-235·0780, pia@dhs_g< .. 
w"·w.dhs .gov/pd\'acy 

Privacy Threshold Analysis 
Version date: July 7, 2012 

Page 7 0/8 

(TO BE COMPLETED BY COMPONENT PRIVACY OFFICE) 

Component Privacy Office Reviewer: Paul Simonoff 

Date submitted to DRS Privacy Office: September 3, 20 15 

Component P rivacy Office Recommendation: 
Please include recommendation below, ineluding what new privacy compliance documentation is needed. rS

) 

(TO BE COMPLETED BY THE DHS PRIVACY OFFICE) 

DHS Privacy Office Reviewer: Lindsay Lennon 

Date approved by DRS Privacy Office: September 3, 2015 

peTS Workflow Number: 1105452 

DESIGNATION 

Privacy Sensitive System: No If " no" PTA adjudication is complete. 

Choose an item. 
Category of System: 

If "other" is selected , please describe: Click here to enter text. 

Determination: IS} PTA sufficient at thi s time. 

D Privacy compliance documentation determination in progress. 

D New information sharing arrangement is required . 

D DHS Policy for Computer-Readable Extracts Containing Sensitive Pll 
applies . 

D Privacy Act Statement required. 

D Privacy Impact Assessment (PIA) req uired . 

D System of Records Notice (SORN) req uired. 

PIA, 
Choose an item. 

If covered by existing PlA, please li st: Click here to enter text. 

SORN, Choose an item. 

2018-ICLI -00030 577 

I 



epic.org EPIC-17-06-13-ICE-FOIA-20181003-2ndInterim-Production-pt4 000578

Homeland 
Security 

llle Pr;\'acy Offoce 

U,S. Dcp"nmcm ofHomel.nd Security 

Washingmn. DC 2052H 

703-235·0780, pia@dhs_g< .. 
w"·w.dhs .gov/pd\'acy 

Privacy Threshold Analysis 
Version date: July 7, 2012 

Page 8 0/8 

I If covered by ex isting SORN, please li st: Click here to enter text. 

DHS Privacy Office Comment~: 
Please de.H.'ribe rationale for 'Jr;vQCv COlli Jliullce determination above. 
O}{S) 
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Homeland 
Security 

U,S. Dcp"nmcm ofHomel.nd Security 

Washingmn. DC 2052H 

202-343-1717, pia@dhs_g< .. 

w"·w.dhs .gov/pd\'acy 

Privacy Threshold Analysis Update 
Version date: June 5, 2015 

Page 1 0/11 

PRIVACY THRESHOLD ANALYSIS (PTA) UPDATE 

This form is used to determine whether 
a Privacy Impact Assessment is required. 

Please use the attached form to determine whether a new or updated Pri vacy Impact Assessment (PIA) is 

required under the E-Govern ment Act of 2002 and the Homeland Security Act of 2002. Thi s will al so 

assess whether a new or updated System of Records Notice (SORN) is required under the Privacy Act of 

1974. 

Please complete this form and send it to the ICE Privacy & Records Office at ICEPri vacy@ice.dhs.gov. 

Upon receipt, the ICE Privacy & Records Office will review this form. The DHS Pri vacy Office is the 

final adjud icator of the form. If a PIA is requi red. you will rece ive guidance on how to begin the PIA 

process . 

Questions? Contact the ICE Privacy & Records Office at 202-732-3300 and ask to speak to a member of 

the Privacy Branch staff. 
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Homeland 
Security 

U,S. Dcp"nmcm of Homel.nd Security 

Washi ngmn. DC 2052H 

202-343-1717, pia@dhs_g< .. 

w"·w.dhs .gov/pd \'acy 

Project or 
Program Name: 

Component: 

TAFISMA Name: 

Type of Project or 
Program: 

Name: 

Office: 

Phone: 

Name: 

Phone: 

Privacy Threshold Analysis Update 
Version date: June 5, 2015 

Page 2 0/11 

PRIVAC Y THRESHOLD ANALYSIS (PTA) UPDATE 

SUMMARY INFORM ATION 

EAGLE Directed Identification Environment (EDDIE) version t.3.3 

Immigration and Customs Office or 
EROlField Ops/LESA 

Enforcement (lCE) Program: 

Enforcement Integrated ICE-03529-MAJ-03529 
TAFISMA 

Database (EID) Arrest GUI 
Number: EAGLE: ICE-06597-S U8-

for Law Enforcement 03529 

Project or 
IT System program Modification 

status: 

PROJECT OR PROGRAM MANAGER 

I(b )(6);(b )(7)(C) 
I 

EROlField OpS/LESA Title: Project Manager 

202 -732-~(b )(6);(1 Email: I rb)(6);(b)(7)(C) 

INFORMAT ION SYSTEM SECURITY OFFICE R (ISSO) 

b )(6);(b )(7)(C) 
I 

202-732f~lL~ l i l 
b )(6);(b )(7)(C) 

Email: 

RO UTING I NFORMATION 

Date submitted to Component Privacy Office: November 17, 20 15 

Dale submitted to DUS Privacy Office: Click here to enler a date. 

Dale approved by DUS Privacy Office: Click here 10 enler a date. 
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SPECIFIC PTA UPDATE QUESTIONS 

I. Describe the changes and/or upgrades planned fo r this system that a re triggering this PTA 
Update: 

Please provide a gcneral description o/the changes or upgrades using non-technicallangllage and 
hi 'hliRhlinR any cilatlRes involvillR or affectillR Personally Jdell1ifjable Information (PI J). 

b)(5) (b)(7)(E) 
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~bX5) 

2. Project or Program status 

Date first developed: December 17,2014 

Scheduled deployment N/A 
of changes/upgrades: 

Name of system change/upgrade 
(e.g., EARM v 3.0): 

3. Is Ihis project a technology/system thai 

relates solely to infrastructure? For 
example, is the system a Local Area 
Network (LAN) or Wide Area Network 
(WAN)? 

4. Does the system currently contain PH 

about individuals, including ICE and 

DHS personnel, contractors, aliens, 

criminal suspects, or members of the 

public? (T AFISMA identifies which 

systems in the ICE inventory contain 

PH.) 

5. Are the system changes/upgrades limited 

to "bug fixes" only? 

U,S. Dcp"nmcm ofHomel.nd Security 

Washin gmn. DC 2052H 

202-343-1717, pia@dhs_g< .. 

w"·w.dhs .gov/pd\'acy 

Privacy Threshold Analysis Update 
Version date: Jun e 5, 2015 

Page 5 0/11 

I 

Date Jast updated: August 21, 20tS 

D H;gh 

D Medi um 
Degree of confidence o Low in schedule: 

r8J Deploy dale is 
unknown at this time 

EDDIE 1.3.3 

0 Yes (SlOp here. Submit PTA Update.) 

IZI No (Continue with next question.) 

IZI Yes 

0 No 

0 Yes (Stop here. Submit PTA Update.) 

IZI No (Continue with next question.) 

6. Do the cha nges/upgr a des affect (either add or subtract) the types of ind ividua ls a bout whom 
the system collects, p rocesses, or retains PH? Please check all that armlv. 

IZI No. 

201 8-ICLI -00030 583 
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0 Yes. Information about additional types of individuals will be added. 

D Yes. Information will no longer be collected from one or more types of individuals. 

<Please describe.> 

o No. The project will continue 10 collect/use SSNs as before. 

(3J No. SSNs are not now and will not be collected or used (full or partial). 

7. Do the changesl 
upgrades pertain 

0 to Social Security Yes. Check the appl icable box below: 

Numbers (SSNs)? 
0 The SSN will no longer be collected or used. 

0 Full SSNs will no longer be collected or used; instead only partial 
SSNs (last 4) will be used. 

0 SSNs will now be collected or used. Check wh ich: 
o Full o Part ial 

8. Other than the SSN, do the changes/upgrades affect (either add or subtract) the PH that is 
collected, created, processed, or retained in the system? Plea.\"e check all that apply. 

o No. 

~ Yes. 

[ (5) (bX71(E) 

0 Yes. Data previously collected about indi viduals will no longer be collected. 

<Please describe the data.> 

2018-ICLI -00030 584 
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9. Do the changes/upgrades alter the way 

the PH is used, or change the reason we 
are maintaining it or operating the 
system generally? 

10. Do the changes/upgrades impact 

connections with other IT systems, either 
within or outside of ICE? For example, 

0 No 

ISl Yes 

tJ)(S) (b)(7)(E) 

ISl No 

0 Yes 

U,S. Dcp"nmcm ofHomel.nd Security 

Washingmn. DC 2052H 

202-343-1717, pia@dhs_g< .. 

w"·w.dhs .gov/pd\'acy 

Privacy Threshold Analysis Update 
Version date: June 5, 2015 

Page 70/11 

are system connections being added or 
<Please describe the IT connections affected and 

terminated? Is the system being how they are affected .> 
migrated from a stand-alone environment 

to the ICE network? 

11. Do the changes/upgrades affect how or why data about individuals will be shared within ICE, 
within DRS, or outside of DHS? This would include an increase or decrease in the amount of 
data shared, or sharing wilh new partners, or adding categories of new system users. 
Please check all that apply. 

o No. 

0 Yes. Changes how or why dala will be shared within ICE. 

o Yes. Changes how or why data will be shared within DHS. 

2018-ICLI -00030 585 
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1ZJ Yes. Changes how or why daw will he shared outside of OHS. 

b )(5}(b)(7 )(E) 

12. Do the changes/upgrades result in the 
[8J No 

system obtaining information from any 0 Yes 
new source? 

U,S. Dcp"nmcm of Homel.nd Security 

Washin gmn. DC 2052H 

202-343-1717, pia@dhs_g< .. 

w"·w.dhs .gov/pd \'acy 

Privacy Threshold Analysis Update 
Version date: June 5, 2015 

Page 8 0/11 

< Please describe.> 

13. Will the changes/upgrades add to the [8J No 
system new analytical capabilities or 
other tools that will analyze or use PH? 0 Yes 

14. What is the date of the most recent ATO The ATO for EDDIE fa lls under ETD. The current 
fo r the system? ATO for ElD expires on July 21 , 2019. 

15. Will the system changes/upgrades require [8J No 

an update to the C&A? 
0 Yes 

Confident iali ty: o Low 0 Moderate ['8J High 
16. What is the F1PS 199 

determination for the as·is 
environment : Integri ty : o Low 0 Moderate ['8J High 

Availabili ty: o Low 0 Moderale ['8J High 

Will the FIPS 199 [8J No 
categorizations need to be 

0 updated due to the system Yes 
changes/upgrades? 

2018-ICLI -00030 586 
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Tfyes. identify the new (or 
expected) FIPS 199 
categorization for the future 
state: 

Confidentiality: 

Integrity: 

Availability: 

2018-ICLI-00030 587 
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PRIVACV THRESHOLD REVIEW 

(TO BE COMPLETED BY COMPONENT PRIVACY OFFICE) 

Component Privacy Office Reviewer: (b)(6);(b)(7)(C) I 
Date submitted to DHS Privacy Office: Click here to enter a date. 

Component Privacy Office Recommendation: 
Please include recommendation below, including whar new privacy compliance documentation is needed. 
b)(5) 

(TO BE COMPLETED BY THE DHS PRIVACY OFFICE) 

DHS Priv3q Office Reviewer: b )(6);(b )(7)(C) I 
Date approved by DHS Privacy Office: November 30, 2017 

pe TS Worknow Number: 1154221 

DESIGNATION 

Privacy Sensitive System: Yes If "no" PTA Update adjudication is complete. 

Category of System: 
IT System If "other" is selected, please describe: Click here to enter 
text. 

Determination: o PTA Update sufficient at this time. 

o Privacy compliance documentation determination in progress. 

o New informat ion sharing arrangement is required. 

o OHS Policy for Computer-Readable Extracts Containing Sensitive PH applies. 

o Privacy Act Statement required. 

[3J Privacy Impact Assessment (PIA) required. 

[3J System of Records Notice (SORN) required. 

bj\5j 
PIA, 

System covered by existing SORN 

SORN, If covered by existing SORN, please list: OHS/ICE-O II Criminal Arrest Records and 

Immigration Enforcement Records (CA RIER) System of Records, October 19,2016, 81 FR 

72080 

2018-ICLI -00030 588 
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PRIVACY THRESHOLD ANALYSIS (PTA) UPDATE 

This form is used to determine whether 
a Privacy Impact Assessment is required. 

Please use the attached form to determine whether a new or updated Privacy Impact Assessment (PIA) is 

required under the E-Government Act of 2002 and the Homeland Security Act of 2002. Thi s will al so 

assess whether a new or updated System of Records Not ice (SORN) is required under the Pri vacy Act of 

1974. 

Please complete this form and send it to the ICE Pri vacy & Records Office at ICEPrivacy@ice.dhs.gov. 

Upon receipt , the ICE Pri vacy & Records Office will revi ew this form. The DHS Privacy Office is the 

final adjudicator of the form. If a PIA is required, you will recei ve guidance on how to begin the PiA 

process . 

Questions'! Contact the ICE Pri vacy & Records Office at 202-732-3300 and ask to speak to a member of 

the Privacy Branch staff. 
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Project or 
Program Name: 

Component: 

T AFlSMA Name: 

Type of Project or 
Program: 

Name: 

Office: 

Phone: 

Name: 

Phone: 

Privacy Threshold Analysis Update 
Version date: Jun e 5, 2015 

Page 2 0/11 

PRIVAC Y THRESHOLD ANALYSIS (PTA) UPDATE 

SUM MARY INFORMATIO N 

ENFORCE Alien Removal Module (EARM) Prosecutions Module 

Immigration and Customs Office or ERO 
Enforcement (lCE) Program: 

EARM 
TAFISMA 

lCE-03469-MAJ-03469 
Number: 

Project or 
IT System program Operational 

status: 

PROJ ECT O R PROGRAM MANAGER 

(b)(6);(b)(7)(C) 

ERO Title: ITPM 

202-732- (b )(6); Email: b )(6);(b )(7)(C) 
(b)(7)( 

INFORMATION SYSTEM SECURITY O FFICER (ISSO) 

fb )(6);(b )(7)(C) I 
202-73 2~ 

o( (7 
Email: 

b )(6);(b )(7)(C) 

RO UTING INFOR MATIO N 

Date submitted to Component Privacy Office: Oc tober 19, 20 16 

Date submitted to DUS Privacy Office: Click here to enter a date. 

Date approved by DUS Privacy Office: Click here to enter a date. 

201 8-)CLI -00030 591 
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SPECIFIC PTA UPDATE QUESTIONS 

a,. 

Please provide a gcneral description o/the changes or upgrades using non-technicallangllage and 

2018-ICLI-00030 592 
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0)(5) (b){7I(E) 
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0)(5) (b)(7)(E) 

2. Project or Program status 

Date first developed: A ugust I, 2008 

Scheduled deployment May 18, 2017 
of changes/upgrades: 

U,S. Dcp"nmcm of Homel.nd Security 

Washi ngmn. DC 2052H 

202-343-1717, pia@dhs_g< .. 

w"·w.dhs .gov/pd \'acy 

Privacy Threshold Analysis Update 
Version date: June 5, 2015 

Page 5 0/11 

Date Jast updated: May 18, 2017 

GJ H;gh 

D Medium 
Degree of confidence 

DLow in schedule: 
o Deploy dale is 
unknown al this time 

2018-ICLI -00030 594 
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Name of system change/upgrade 
(e.g., EARM v 5.3): 

3. Is this project a technology/system that 
relates solely to infrastructure? For 
example, is the system a Local Area 
Network (LAN) or Wide Area Network 

(WAN)? 

4. Does the system currently contain PII 

about individuals, including ICE and 
DHS personnel, contractors, aliens, 

criminal suspects, or members of the 
public? (TAnSMA identifies which 

systems in the ICE inventory contain 
PII.) 

5. Are the system changes/upgrades limited 

to "bug fixes" only? 

U,S. Dcp"nmcm ofHomel.nd Security 

Washingmn. DC 2052H 

202-343-1717, pia@dhs_g< .. 

w"·w.dhs .gov/pd\'acy 

Privacy Threshold Analysis Update 
Version date: June 5, 2015 

Page 6 0/11 

EARM-PM 1.0 

0 Yes (Stop here. Submit PTA Update.) 

[8] No (Continue with next question.) 

[8] Yes 

0 No 

0 Yes (Stop here. Submit PTA Update.) 

[8] No (Continue with next question .) 

6. Do the cha nges/upgrades affect (either a dd or subtra ct) the types of individuals a bout whom 
the system collects, p r ocesses, or retains PH? Please check all that apply. 

[8] No. 

D Yes. In formation about additional types of individual s will be added. 

<Please describe the new types of individuals and the source of th is information.> 

D Yes. Information will no longer be collected from one or more types of individuals. 

<Please describe.> 

(3J No. The project will continue to collect/use SSNs as before. 

7. Do the cha nges! 
upgr ades perta in D No. SSNs are not now and will not be collected or used (full or partial). 

2018-ICLI-00030 595 
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8. 

to Social Security 
Numbers (SSNs)? 0 

Privacy Threshold Analysis Update 
Version date: June 5, 2015 

Page 70/11 

Yes. Check the appl icable box below: 

0 The SSN will no longer be collected or used. 

0 Full SSNs will no longer be collected or used; instead only partial 
SSNs (last 4) will be used. 

0 SSNs will now be collected or used. Check which: 
o Full o Part ial 

Other than the SSN, do the changes/upgrades affect (either add or subtract) the PH that is 
collected, created, processed, or reta ined in the system? Please check all that apply. 

o No. 

[8] Yes. New types of data about individuals will be created or added. 

[bX5) 

0 Yes. Data previously collectcd about indi viduals will no longer be collcctcd. 

<Please dcscribe the data.> 

0 No 

Gl y" 

9. Do the changes/upgrades alter the way 
the PH is used, or change the reason we 

The Prosecutions Module allows ERO officers to 
track alien criminal prosecutions in a centralized 

are maintaining it or operating the manner. Although ERO officers could have entered 
system generally? criminal case information into EARM prior to the 

deployment of the Prosecutions Module, EARM 
was not the official database used to track crimin al 
prosecutions. 

2018-ICLI -00030 596 
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10. Do the changes/upgrades impact 
connections with other IT systems, either 
within or outside of ICE? For example, 
are system connections being added or 
terminated? ]s the system being 

migrated from a stand-alone environment 

to the ICE network? 

[8J No 

0 Yes 

U,S. Dcp"nmcm of Homel.nd Security 

Washin gmn. DC 2052H 

202-343-1717, pia@dhs_g< .. 

w"·w.dhs .gov/pd \'acy 

Privacy Threshold Analysis Update 
Version date: June 5, 2015 

Page 8 0/11 

<Please describe the IT connections affected and 
how they are affected.> 

II. Do the changes/upgrades affect how or why data about individuals will be shared within ICE, 
within DRS, or outside of DHS? This would include an increase or decrease in the amount of 
data shared, or sharing with new partners, or adding categories of new system users. 
Please check all that apply. 

[8J No. 

0 Yes. Changes how or why daw will be shared within ICE. 

<Please describe the changes.> 

0 Yes. Changes how or why data will be shared within DHS. 

0 Yes. Changes how or why data will be shared outside of DHS. 

<Please describe Ihe changes.> 

0 No 

I2J Yes 
12. Do the changes/upgrades result in the 

system obtaining information from any ERO will now obtain information from the 

new source? Public Access to Court Electronic Records 
(PACER) system, and manuall y input the 
in forma tion into the PM. PACER maintains 
in forma tion regarding aliens' criminal prosecution s. 
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13. Will the changes/upgrades add to the 
system new analytical capabilities or 
other tools that will analyze or use PH? 

IS] No 

0 Yes 

U,S. Dcp"nmcm ofHomel.nd Security 

Washingmn. DC 2052H 

202-343-1717, pia@dhs_g< .. 

w"·w.dhs .gov/pd\'acy 

Privacy Threshold Analysis Update 
Version date: June 5, 2015 
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<Please describe.> 

14. What is the date of the most recent ATO 
for the system? July 2, 2015 

15. Will the system changes/upgrades require IS] No 

an update to the C&A? 0 Yes 

Confidentiality: o Low [g] Moderate D High 
16. What is the FIPS 199 

determination for the as-is 
environment: Integrity: o Low [2J Moderale D High 

Availability: o Low [3J Moderate D High 

Will the FIPS 199 IS] No 
categorizations need to he 

0 updated due to the system Yes 

changes/upgrades? 

Confidentiality: o Low 0 Moderate 0 High 

If yes, identify the new (or 
expected) FIPS 199 

Integrity: o Low 0 Moderale 0 High 
categorization for the future 
state: 

Availability: o Low 0 Moderate 0 High 
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PRI VAC Y THR ESHOLD REV IEW 

(TO BE COMPLETED BY COMPONENT PRIVACY OFFICE) 

Component Privacy Office Reviewer: b)(6) (b)(7}(C) I 

Date submitted to DHS Privacy Office: Click here to enter a date. 

Component Privacy Orticc Recommendation: 
Please iI/elude recommendation below, inell/dill/? what new privacy compliance docllll1el/la/iol/ is needed. 
0)(5) 

(TO BE COMPLETED BY THE DHS PRIVACY OFFICE) 

DHS Privacy Office Reviewer: b)(6) (b)(7}(C) I 
Date approved by DHS Privacy Office: November 30, 20[7 

peTS Workflow Number: 1154220 

DESIG NATION 

Privacy Sensitive System: Yes If "no" PTA Update adjudication is complete. 

Category of System: 
IT System 

If "other" is selected, please describe: Click here to enter text. 

Determination: D PTA Update sufficient at this time. 

D Privacy compliance documentation determination in progress. 

D New informat ion sharing arrangement is required. 

D DHS Policy fo r Computer-Readable Extracts Containing Sensitive PH applies . 

D Privacy Act Statement required. 

[2J Privacy Impact Assessment (PIA) required. 

[2J System of Records Notice (SORN) requ ired. 

bi\.5i I 
PIA: If covered by existing PIA, please li st: Update to DHS!1CElPIA-O I5 Enforcement Integrated 

Database (E ID) to discuss Prosecutions Module 

SORN, System covered by existing SORN 
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If covered by existing SORN, please list: DHS/ICE-O II Criminal Arrest Records and 

Immigration Enforcement Records (CAR IER) System of Records, OClOber 19. 2016, 8 [ FR 

72080 
DHS Privacy Office Comments: 
Please describe rationale for )riv(lCY compliance detenl1il1(1tiOIl above. 
b)\5) 
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PRIVACY THRESHOLD ANALYSIS (PTA) 

This form is used to determine whether 
a Privacy Impact Assessment is required. 

l'rivocyOfflce 

U,S. Department of Homeland Security 

Washington, DC 20528 
202':143. 1717, pia@dh"gov 

www.dh"govlprivacy 

IJrivacy Threshold Analysis 
Version number: 01-2014 

Page 10/8 

Please use the attached form to determine whether a Pri vacy Impact Assessment (PIA) is required under 

the E-Government Act of 2002 and the Homeland Security Act of 2002. 

Please complete this form and send it to your component Pri vacy Office. If you do not have a component 

Pri vacy Office, please send the PTA to the DHS Pri vacy Office: 

Seni or Director, Pri vacy Compli ance 
The Pri vacy Office 

U.S. Department of Homeland Sec urity 
Washington, DC 20528 

Tel: 202-343- 17 17 

PIA@hq.dh s.gov 

Upon receipt from your component Privacy Office, the DHS Privacy Office will review thi s form. If a 

PIA is required, the DHS Pri vacy Office will send you a copy of the Official Privacy Impact Assessment 

Guide and accompanying Template to complete and return. 

A copy of the Guide and Template is avai lable on the DHS Privacy Office website, 

www.dhs.gov/privacy,on DHSConnect and directly from the DHS Pri vacy Office via email: 

pia@hq.dh s.gov, phone: 202-343- 17 17. 

2018-ICLI-00030 601 



epic.org EPIC-17-06-13-ICE-FOIA-20181003-2ndInterim-Production-pt4 000602

Homeland 
Security 
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U,S. Department of Homeland Security 

Washington, DC 20528 
202':143. 1717, pia@dh"gov 

www.dh"govlprivacy 

IJrivacy Threshold An alysis 
Version number: 01-2014 
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PRIVACY THRESHOLD ANALYSIS (PTA) 

SUMMARY INFORM A TlON 

Project or 
Detainee Telephone Services Data 

Program Name: 

Component: 
Immigration and Customs Office or Enforcemen t and Removal 
Enforcement (ICE) Program: Operations 

Xacta FlSMA Xacta FISMA 
Name (if N/A Number (if N/A 
applicable): applicable): 

Type of Project or 
Project or 

Program: 
Program program Operational 

status: 

Date first September 5, 2017 Pilot launch Click here to enter a date. 
developed: date: 
Da le of lasl PTA September 5, 2017 
update 

Pilot end date: Click here to enter a date. 

ATO Status (if 
ATO 

Not started expiration date Click here to enter a date. 
applicable) 

(if applicable): 

PROJECT OR PROGRAM MANAGER 

Name: I rD)(C) (D}(7)(Gj I 
Office: 

Custody Management 
Title: 

Contract Officer 
Division Representative 

Phone: (202) 7321~X6!;(b) 1 Email: 
b)\cj (b}(7}(C) 

7vrl 

INFORMATION SYSTEM SECURITY OFFICER (lSSO) (IF APPLICABLE) 

Name: C lick here to enter text. 

Phone: C lick here to enter text. I Email: I Click here to enter text. 
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Homeland 
Security 

l'rivocy Offlce 

U,S. Department of Homeland Security 

Washington, DC 20528 
202 ':143. 1717, pia@dh"gov 

www.dh"govlprivacy 

IJrivacy Threshold An alysis 
Version number: 01-2014 

Page 30/8 

SPECIFIC PTA QUESTIONS 

1. Reason for submitting the PTA: New PTA 
D}\S) 

2. Does this system employ any of the 
following technologies: 

/fYOtl are /Ising allY of these technologies and 
walll coverage ullder the respective PlAJor that 
reclmology pIcou SlOp here and contact the DHS 
Privacy Office fo r further guidallce. 

o Closed Circuit Televis ion (CCTV) 

D Soc ial Media 

D Web portal] (e.g., SharePoinl) 

o Contact Lists 

I Informational and collaboration-based ponals in operation at DHS and its components thaI collect. use, maintain. and share 
limited personally identifiable infonnation (PH) about individuals who are "members" of the portal or "potential members" who 
seek to gain aeeess to the ]Xlrtal. 
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3. From whom docs the Project or 

Program collect, maintain, use, or 
disseminate information? 

Pleau check all that apply. 

I [8] None of these 

l'rivocyOfflce 

U,S. Department of Homeland Security 

Washington, DC 20528 
202':143. 1717, pia@dh"gov 

www.dh"govlprivacy 

IJrivacy Threshold An alysis 
Version number: 01-2014 

Page 4 0/8 

D This program does not co llect all Y personall y 

identifiable information 2 

[3J Members of the public 

D DHS employees/contractors (li st components): 

o Contractors working o n behalf of DHS 

D Employees of other fede ral agencies 

4. What specific information about individuals is collected, generated or retained? 

Detai nee name and Alien number, telephone number call ed by detai nee, facil ity in which detainee is 
housed, phone number of the relevan t facil ity, date and time of the call, and duration of the call. 

4(a) Does the project, program, or system 
~ No. Please continue to nex t question . 

retrieve information by personal identifier? 
[Z] Yes. If yes, please list all personal identifiers 

used: Detai nee name and Alien number 

4(b) Does the project, program, or system [Z] No. 
use Social Security Numbers (SSN)? D Yes. 
4(c) If yes, please provide the specific legal 

basis and purpose for the collection of N/A 

SSNs: 

4(d) If yes, please describe the uses of the 

SSNs within the project, program, or N/A 

system: 

4(e) If this project, progra m, or system is [Z] No. Please continue to next question. 
an information technology/system, does it 
relate solely to infrastructure? 0 Yes. If a log kept of communication traffic, 

For example, is the system a Local Area Netl\/Qrk 
please answer the fo llowi ng question. 

(LAN) or Wide Area Ne/Work (WAN)? 

2 DH S defines personal information as "Personally Identifiable Information"' or PII , which is any infomlation that permits the 
identity of an individual to be directly or indircctly infcrred. including any information that is linked or linkable to that individuaL 
regardless of whether the individual is a U.S. citizen. lawful permanent resident. visitor to the U.S .. or employee or contractor to 
the Department. "Sensitive PII" is PI!. which if lost, compromised, or disclosed without authorization. could result in substantial 
harm. embarrassment. inconvenience, or unfairness to an individual. For the purposes of this PTA, SPtl and PH are treated the 
same. 
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Homeland 
Security 

l'rivocy Offlce 

U,S. Department of Homeland Security 

Washington, DC 20528 
202 ':143. 1717, pia@dh"gov 

www.dh"govlprivacy 

IJrivacy Threshold An alysis 
Version number: 01-2014 

Page 50/8 

4(f) If header or payload data3 is stored in the communication traffic log, please detail the data 
clements stored. 

NIA 

D No. 

5. Does this project, program, or system [S] Yes. If yes, please list: 
connect, receive, or share PH with any b}(5) 
other DUS programs or systems"? 

6. Does this project, program, or system 
connect, receive, or share PH with any [S] No . 
external (non-DHS) partners or 
systems? D Yes. If yes, please list: 

6(a) ]s this externa l sharing pursuant to 
new or existing information sharing Choose an item. 
access agreement (MO U, MOA, LOl, 
etc.)? NIA 

7. Does the project, program, or system D No. 
provide role-based training for 

[S] Yes. If yes, please list: personnel who have access in addilion 
10 annual privacy training required of Training is provided upon request, but system 
all DHS personnel? operation is not complex. 

D No. What steps will be taken to develop and 

Per NIST SP 800-53 Rev. 4, Appendix 
maintain Ihe accounling: 

8. 
[g] Yes. In what format is the accounti ng J , does the project, program, or system 

maintain an accounting of disclosures maintai ned: 
of PH 10 individuals/agencies who have b)(S) 

requested access to their PH? 

3 When data is sent over the Internee each unit transmined includes both header infonnation and the actual data being sen!. The 
header idemifies the source and destination of the packe!. while the actual data is referred to as the payload. Because header 
infonnation, or overhead data, is only used in the tran~m i s sion process. it is stripped from the packet when it reaches it~ destination. 
Therefore. the payload is the only data received by the destination system. 
4 PH may be shared. received. or connected to other DHS systems directly. automatically. or by manual processes. Often. these 
systems arc listed as '"interconnected systems·· in Xacta. 

2018-ICLI -00030 605 



epic.org EPIC-17-06-13-ICE-FOIA-20181003-2ndInterim-Production-pt4 000606

Homeland 
Security 

9. Is there a FIPS 199 dctermination?4 
[8] Unknown. 

o No. 

l'rivocyOfflce 

U,S. Department of Homeland Security 

Washington, DC 20528 
202':143. 1717, pia@dh"gov 

www.dh"govlprivacy 

IJrivacy Threshold An alysis 
Version number: 01-2014 

Page 6 0/8 

o Yes. Pl ease indicate the determinat ions for each 
of the following : 

Co nfidentiality: 
D Low D Modera te 0 High 0 Undefined 

Integri ty: 
D Low D Modera te 0 High 0 Undefined 

Avai labi li ty: 
D Low D Modera te 0 High 0 Undefined 

PRIVACY THRESHOLD REVIEW 

(TO BE COMPLETED BY COMPONENT PRIVACY OFFICE) 

Component Privacy Office Reviewer: Michelle Ramsden 

Date submitted to Component Privacy 
September 5, 2017 

Office: 

Date submitted to DHS Privacy Office: November 27, 20 17 

Component Privacy Office Recommendation: 
Please include recommendation below, including what new privacy compliance documentation is needed. 

b)(5) 

4 FIPS 199 is the Federal Information Processing Standard Publication 199. Standards for Security Categorization of Federal 
Infonnation and Infonnation Systems and is used to establish security categories of infonnation systems. 
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Homeland 
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l'rivocyOfflce 

U,S. Department of Homeland Security 

Washington, DC 20528 
202':143. 1717, pia@dh"gov 

www.dh"govlprivacy 

IJrivacy Threshold Analysis 
Version number: 01-2014 

Page 7 0/8 

(TO BE COMPLETED BY THE DHS PRIVACY OFFICE) 

DUS Privacy Office Reviewer: Max Binstock 

peTS Workflow Number: 1154304 

Dale approved by DHS Privacy Office: December 29,2017 

PTA Expiration Dale December 29, 2020 

DESIGNA TlON 

Privacy Sensitive System: Yes If " no" PTA adj udicat ion is complete. 

Category of System: 
IT System 

If "other" is selected, please describe: Click here to enter text. 

Determination: D PTA sufficient at this time. 

D Pri vacy compliance documentation determination in progress . 

D New information shari ng arrangement is required . 

D DHS Policy for Computer- Readable Extracts Containing Sensiti ve PlI 
applies. 

D Pri vacy Act Statement requi red . 

[8J Pri vacy Impact Assessment (PIA) required. 

[8J System of Records Notice (SORN) required. 

D Paperwork Reduction Act (PRA) Clearance may be required. Contact 
your component PRA Officer. 

D A Records Schedule may be required . Contact your component Records 
Officer. 

System covered by existing PIA 

PIA: If covered by existing PIA, please li st: DHS/lCElPIA-O IS(b) Enforcement Integrated 

Database (ETD) ENFORCE Alien Removal Module (EARM 3.0) 

System covered by existing SORN 

SORN: If covered by ex isting SORN, please list: DHS/ICE-Oll Criminal Arrest Records and 

Immigration Enforcement Records (CARIER) System of Records, October 19, 201 6, 8 1 FR 

72080 
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DHS Privacy Office Comments: 
Please describe ratiollale{or privacy compliance determination above. 

201B-ICLI -00030 60B 

l'rivocyOfflce 

U,S. Department of Homeland Security 

Washington, DC 20528 
202':143. 1717, pia@dh"gov 

www.dh"govlprivacy 

IJrivacy Threshold An alysis 
Version number: 01-2014 
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Homeland 
Security 

PRIVACY THRESHOLD ANALYSIS (PTA) 

Privacy Office 

u,s. llepar(ment of Homeland Secu rity 

Washington, [}C 20528 

202-343-1717, pia@hq.dhs.gov 

www.dhs.gov/privacy 

This form serves as the official determination by the OUS Privacy Office to 
identify the privacy compliance requirements for all Departmental uses of 

personally identifiable information (PII). 

A Privacy Threshold Analysis (PTA) serves as the document used to identify 

information technology (IT) systems, information collections/form s, technologies, 
rulemakings, programs, information sharing arrangements, or pilot projects that involve 
PH and other activities that otherwise impact the privacy of individuals as determined by 
the Chief Privacy Officer, pursuant to Section 222 of the Homeland Security Act, and to 

assess whether there is a need for additional Privacy Compliance Documentation. A PTA 
includes a general description of the IT system, information collection, form, technology, 

rulemaking, program, pilot proj ect, information sharing arrangement, or other Department 

activity and describes what PII is collected (and from whom) and how that information is 
used and managed. 

Please complete the attached Privacy Threshold Analysis and submit it to your 
component Privacy Office. After review by your component Privacy Officer the PTA is sent 
to the Department's Senior Director for Privacy Compliance for action. If you do not have a 
component Privacy Office, please send the PTA to the DHS Privacy Office: 

Senior Director, Privacy Compliance 

The Privacy Office 

U. S. Department of Homeland Security 

Washington. DC 20528 
Tel: 202-343-1717 

PIA@hq.dhs .gov 

Upon receipt from your component Privacy Office, the DHS Privacy Office will review this 

form and assess whether any privacy compliance documentation is required. If compliance 
documentation is required - such as Privacy Impact Assessment (PIA), System of Records 

Notice (SORN), Privacy Act Statement, or Computer Matching Agreement (CMA) - the DHS 

Privacy Office or component Privacy Office will send you a copy of the relevant compliance 

template to complete and return. 

Privacy Threshold Analysis - Ie/Form Version number: 04·2016 
Page 1 of 22 
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Homeland 
Security 

Privacy Office 

u,s. llepar(ment of Homeland Secu rity 

Washington, [}C 20528 

202-343-1717, pia@hq.dhs.gov 

www.dhs.gov/privacy 

Privacy Threshold Analysis (PTA) 

Specialized Template for 
Information Collections (IC) and Forms 

The Forms-PTA is a specialized template for Information Collections and Forms. This 
specialized PTA must accompany all Information Collections submitted as part of the 
Paperwork Reduction Act process (any instrument for collection (form, survey, 
questionnaire, etc.) from ten or more members ofthe public). Components may use this PTA 

to assess internaL component-specific form s as well. 

Form Number: 1-901 

Form Title: Fee Remittance for Certain F, J and M Nonimmigrants 
Component: Immigration and Office: Student & Exchange 

Customs Enforcement Visitor Program (SEVP) 
[ICE) 

IF COVERED BY THE PAPERWORK REDUCTION ACT: 

Collection Title: 

OMS Control 

Number: 
Collection status: 

Name: 

Office: 

Phone: 

Fee Remittance for Certain F, J and M Nonimmigrants 

1653-0034 OMS Expiration May 31, 2018 

Date: 
Revision Date oflast PTA (if N/A 

applicable): 

PROJECT OR PROGRAM MANAGER 
f b)(6) (bX7)(C) I 
Student and Exchange Title: Proj ect Lead 
Visitor Program [SEVP) 
(703) 603-~bJ~I(bX I Email: tb)(6) (bX7XC) 

COMPONENT INFORMATION COLLECTION/FORMS CONTACT 

Name: 
b}(6) (b}(7I(C) 

Office: Title: ICE Forms Mana er 
Phone: Email: 

Privacy Threshold Analysis - Ie/Form Version number: 04·2016 
Page 2 of 22 
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Security 

SPECIFIC IC (Forms PTA OUESTIONS 

1. Purpose ofthe Information Collection or Form 
a. Describe the pur pose of the information collection or form. 

,b){ ) 

Privacy Office 

u,s. llepar(ment of Homeland Secu rity 

Washington, [}C 20528 

202-343-1717, pia@hq.dhs.gov 

www.dhs.gov/privacy 

b. List the DHS (or component) authorities to collect. store. and use this information. 
If this information will be stored and used by a specific DHS component, list the 
component-specific Quthorities. 

Sections 1154. 1184. 1372. and 1258 of Title 8. U.s. Code 

2. Describe the Ie/Form 

a. Does this form collect any 
Personally Identifiable 
Information" (P Il l)? 

«] Yes 

D No 

J Personally idenlifiuble infonn;uion means any information lhal permits lhe idenlit y of an individual 10 be directly or indirectly inferred, including 
any other information which is linked or linkable to that individual regaruless of whether the individual i, a U.S. citizen. lawful permanent resident. 
visitor to the U.S .• or employee or contmctor to the Dcpanment. 

Privacy Threshold Ana lysis - Ie / Form Version number: 04·2016 
Page 3 of 22 
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Homeland 
Security 

b. From which type(s) of 
individuals does this form 
co llect information? 
(Check all that apply.) 

c. Who will complete and 
submit this form? (Check 
all that apply.) 

d. How do individuals 
complete the form? Check 

all that apply. 

I:8J Members of the public 

Privacy Office 

u,s. llepar(ment of Homeland Secu rity 

Washington, [}C 20528 

202-343-1717, pia@hq.dhs.gov 

www.dhs.gov/privacy 

o U.S. citizens or lawful permanent 

residents 

o Non-U.S. Persons. 

o DHS Employees 

o DHS Contractors 

o Other federal employees or contractors. 

o The record subject of the form (e.g .. the 

individual applicant) . 

o Legal Representative (preparer, attorney, 

etc.). 

o Business en tity. 

If a business entity, is the only 
information collected business contact 
information? 

D Yes 

o No 

o Law enforcement. 

o DHS employee or contractor. 

I:8J Other individual/entity/organization that is 

NOT the recor d subject. 
Schools and exchange visi tor program sponsors 

o Paper. (See attached. See Appendix A) 

o Electronic. (ex: fi llable PDF) 

o Online web form. (available and submitted via 

the internet) 

Access via www.fmjfee.com 

e. What information will DHS collect on the form? List all P// data elements on the 

form. If the form will collect information from more than one type of individual, 
please break down list of data elements collected by type of individual. 

No nimmie:rant PII collect ed : 

• Name (surname/primary name and given name) 

Privacy Threshold Analysis - Ie/Form Version number: 04·2016 
Page 4 of22 
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• Date of birth 

• Country of birth 

• Country of citizenship 

• Gender 

• Address 

• Email address 

Privacy Office 

u,s. llepar(ment of Homeland Secu rity 

Washington, [}C 20528 

202-343-1717, pia@hq.dhs.gov 

www.dhs.gov/privacy 

• SEVIS Identification Number [SEVIS 10) 

• Passport number 

• Payment 

0 Credit card number (collected through the FMJfee webs ite, but not 

stored after transaction occurs) 

f. Does this form collect Social Security number (SSN) or other element that is 
stand-alone Sensitive Personally Identifiable Information (SPII)? Check all that 

apply. 

o Social Security number o DH S Electronic Data Interchange 

o Alien Number [A-Number) Personal Identifier [EDlPI) 

o Tax Identification Number o Social Media Handle/IO 

o Visa Number o Known Traveler Number 

[8] Passport Number o Trusted Traveler Number (Global 

o Bank Account. Credi t Card, or other Entry. Pre-Check. etc.) 

financial account number D Driver's License Number 

o Other: D Biometrics 

g. List the specific authority to collect SSN or these other SPII elements. 

8 U.s.c. 1372 

h. How will this information be used? What is the purpose of the collection? 

Describe why this collection of SPII is the minimum amount of information 

necessary to accomplish the purpose of the program. 

The 1·901 fee must be paid before going to the United States embassy or consulate for a 

visa interview. The nonimmigrant must present proof of payment of the fee. This 

payment is associated with the passport that is used to ga in entry into the Uni ted States. 

Privacy Threshold Analysis - Ie/Form Version number: 04·2016 
Page 5 of 22 
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J. Are individua ls 

provided notice at the 
time of collection by 
DHS (Does the records 

subject have notice of 

the collection or is 

form filled out by 
third porty)? 

Privacy Office 

u,s. llepar(ment of Homeland Secu rity 

Washington, [}C 20528 

202-343-1717, pia@hq.dhs.gov 

www.dhs.gov/privacy 

I:8J Yes. Please describe how notice is provided. 

Privacy statement is provided on the first page of 
the FM/fee website. 

D Na. 

3. How will DHS store the Ie/form responses? 
a. How will DHS stor e o Paper. Please describe. 

the original, Click here to enter text. 
completed IC/forms' I:8J Electronic. Please describe the IT system that will 

store the data from the form. 
1-901 Fee Collection Services System (1-901 System) 

o Scanned forms (completed forms are scanned into 

an electronic repository). Please describe the 
electronic reposito ry. 

Click here to enter text. 

b. If electronic, how o Manually (data elements manually entered). Please 
does DHS input the describe. 
responses into the IT I:8J Automatically. Please describe. 
system? Data is typed into field s by individual, which is 

automatically captured in the 1-901 System. 

c. How would a user I:8J Bya unique identifier. 2 Please describe. Name, 
search the SEVIS ID. date of birth 
information If information is retrieved by personal identifier, 
submitted on the please submit a Privacy Act Statement with this PTA. 
forms, i. e., how is the Form 1-901 does not require a Privacy Act Statement, 
information as non-U.S. Citizens or LPRs are providing their PI!. 
retrieved? However, per ICE, we have developed a Privacy 

Statement. 
See Appendix A for a copy of the Privacy Statement. 

2 Generally. u unique identifier is considered uny type of "pcrsonally identifiable infonnation:' meaning any infonnation tltat pcnnits tlte identity 
of an individual to be directly or indirectly inferred. including any other information which is linked or linkable to that individual regardless of 
whether the individual is a U.S. citizen. lawful pennanent resident. visitor to the U.S" or employee or contractor to the Ikpanment 

Privacy Threshold Ana lysis - Ie/Form Version number: 04·2016 
Page 6 of22 
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Privacy Office 

u,s. llepar(ment of Homeland Secu rity 

Washington, [}C 20528 

202-343-1717, pia@hq.dhs.gov 

www.dhs.gov/privacy 

I:8l Bya non-personal identifier. Please describe. 

For high level data searches, non-personal identifiers 
such as country of birth, country of citizenship, and 
gender may be used. 

d. What is the records DKS) 

retention 
schedulers)? Include 

the records schedule 

number. 

e. How do you ensure b)(5) 

that records are 

disposed of or deleted 
in accordance with 
the retention 
schedule? 

f. Is any of this information shared outside of the original program/office? If yes, 
describe where (other offices or DHS components or external entities) and why. 
What are the authorities o/the receiving party? 

o Yes, information is shared with other DHS components or offices. Please describe. 

181 Yes, information is shared external to DHS with other federal agencies, state/local 

partners, international partners, or non-governmental entities. Please describe. 
[b)(5) 

I 

o No. Information on this form is not shared outside of the collecting office. 

Privacy Threshold Analysis - Ie/Form Version number: 04·2016 
Page 7 of 22 
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Homeland 
Security 

Privacy Office 

U,S. [}epar(m~nt of Homeland Security 

Washington, [}C 20528 

202-343-1717, pia@hq.dhs.gov 

www.dhs.gov/privacy 

Please include a copy of the referenced form and Privacy Act Statement (if 
applicable) with this PTA upon submission. 

Privacy Threshold Analysis - Ie/Form Version number: 04·2016 
Page 8 of22 

2018-ICLI-00030 616 



epic.org EPIC-17-06-13-ICE-FOIA-20181003-2ndInterim-Production-pt4 000617

Homeland 
Security 

Privacy Office 

u,s. llepar(ment of Homeland Secu rity 

Washington, [}C 20528 

202-343-1717, pia@hq.dhs.gov 

www.dhs.gov/privacy 

PRIVACY THRESHOLD REVIEW 

(TO BE COMPLETED BY COMPONENT PRIVACY OFFICE) 

Component Privacy Office Reviewer: ~b)(6} (b)(7)(C) I 

Date submitted to component Privacy December 7, 2017 

Office: 

Date submitted to DHS Privacy Office: December 19, 2017 

Have you approved a Privacy Act [8J Yes. Please include it with this PTA 
Statement for this form? (Onl)! submission. 
applicable if you have received a o No. Please describe why not. 
waiver from the DHS Chief Privacy Click here to enter text. 
Officer to approve component Privacy 

Act Statements. ) See Appendix A for a copy of the Privacy 

Statement. 

Component Privacy Office Recommendation: 
Please include recommendation below, including what existing privacy compliance 

documentation is available or new privacy compliance documentation is needed. 
'b)(5) 

Privacy Threshold Analysis - Ie/Form Version number: 04·2016 
Page 9 of 22 
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PRIVACY THRESHOLD ADJUDICATION 

Privacy Office 

u,s. llepar(ment of Homeland Secu rity 

Washington, [}C 20528 

202-343-1717, pia@hq.dhs.gov 

www.dhs.gov/privacy 

(TO BE COMPLETED BY THE DHS PRIVACY OFFICE) 

DHS Privacy Office Reviewer: b)(6) (b)(7}(C) I 
PCTS Workflow Number: 1155365 

Date approved by DHS Privacy Office: January 2, 2018 

PTA Expiration Date January 2, 2021 

DESIGNATION 

Privacy Sensitive Ie or Yes If "no" PTA adjudication is complete. 

Form: 

Determination: o PTA sufficient at this t ime. 

D Privacy compliance documentation determination in 

progress. 
o New information sharing arrangement is required. 

o DHS Policy for Computer-Readable Extracts Containing SPII 

applies. 

o Privacy Act Statement required. 

o Privacy Impact Assessment (PIA) required. 

I:8J System of Records Notice (SORN) required. 

o Specialized training required. 

o Other. Click here to enter text. 

DHS IC/Forms Review: D)\5) I 
Date IC/Form Approved January 2, 20 18 

by PRIV: 

IC/Form PCTS Number: Click here to enter lext. 

Privacy Act Privacy Notice is required 

Statement: Please change Privacy Statement to Privacy Notice. 

PTA: No system PTA required. 
Click here to enter text. 

PIA: System covered by existing PIA 

Privacy Threshold Analysis - Ie/Form Version number: 04·2016 
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Privacy Office 

u,s. llepar(ment of Homeland Secu ri ty 

Washington, [}C 20528 

202-343-1717, pia@hq.dhs.gov 

www.dhs.gov/privacy 

If covered by existing PIA. please list: DHSj ALLjPIA-053 DHS Financial 
Management Systems 
If a PIA update is required, please list: Click here to en ter text. 

SORN: System covered by existing SORN 
If covered by existing SORN, please list: DHSjlCE 001 Student and 

Exchange Visitor Information System, January 5, 2010, 75 FR 412 
If a SORN update is required, please list: Click here to enter text. 

DHS Privacy Office Comments: 
Please describe rationale for privacy compliance determination above. 
b}(5) 
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u,s. llepar(ment of Homeland Secu ri ty 

Washington, [}C 20528 

202-343-1717, pia@hq.dhs.gov 

www.dhs.gov/privacy 

Appendix A - Privacy Statement 

Privacy Statement 

Authority and Purpose: Sections 1154. 1184.1372. and 1258 of Title 8. U.S. Code. 
authorize ICE to collect this information. ICE collects your information to facilitate the 
payment of the Student and Exchange Visitor Program fee for F, M, and J nonimmigrant's 
(students, exchange visitors, and their dependents). This fee is mandated by Congress to 
support the program office and the automated system that keeps track of students and 
exchange visitors and ensures that they maintain their status while in the United States. 
Furnishing your information is voluntary; however, failure to provide it may result in 
denial of admission to the United States. 

Routine Uses: Your information may be disclosed to other government agencies, 
contractors, or financial institutions as may be necessary to facilitate the payment and 
accounting of the Student and Exchange Visitor Program fee . 

... ~,,- . 

~\::,::''''' 1-901 Fee - CHECK 1·901 STATUS HOME NEWS 

TI'IIs D/;$......,-.,Ief .,.'''''_'''''-10l0<I ~ "wtljt<11O ~""_~_ ~ lawenlOrUmel'll,._ ~ PU_. iOquiriOS~OIeged 
~ Of ........ _10 ........ _ ~ of oppIic_ oeeurily m ....... and procoduMs "" p.t oftlwo monitoring. OMS moy _ , _ ... , ,...., . ...... , "'" 
,opIIft, '_ • . _onI. , ... d, in>peel onaIyz • • aodO. «1f1I_ dileloso.." iofo<mol>On proc.ooo<I, ___ oiwd, eo<mI<J!IIOatoci. and. __ Iho 'ompuO."-' 
K~_ ... ".,. __ ",._",_, t>OIie.of.",~""""'_"'_"~_and"" __ nl."'''''' ' OMS...,.,,,,,,,,",,, 
_ ",-." __ ,-... ......... "ObO. ~. _.0 ......... xpo<Ut"'" of"...",." Iho ........ ..- ......... _ ........ ,.". ...... . _._ 
Of.", _ oeeurily mo ..... -. oot n_ on __ .. priYo<. Tho<e" no ._tot_ .. ,,",,""""" media. poripI>o<'" 0< _ ........ plaeocl " ... _ loci to 

"'"-'''''''' 
M._ S"' omont 
"""""'" and P_, So<bono 11~. 11SO '372. _ '2~ of T ... a, u.s, c-. ...-;uOCE to ,_' .... _ . OCE ,_ .. ..-__ ., '",_.Iho_'" 
.. tho S_ and E'<~ llisllO< Program 1ft f<>< F. M. and J oonimmig<onll 1"_ ... , hongo 1'is1lOn. and __ cIopondenOs). TI'IIs 1ft io mondotocl by CongI ... IO_ 
"'" prog<am __ Iho _ ... 1Im _ k .. ". "",k ... _ .....0 .,,~ __ and ."" .... _Ihoy "'""""'" 1I>oor "at .. _ " Iho Unolod StaMo FumioIwIg 

..... """'""'I>On .. ~_, ........ "....... • ...,.,... .. .. _of_ ..... tolho~Stot .. 
_ u...: y"",_ mo, ... __ 10 __ '" ~iH._-' .. """ ... illins_ .. may ... noe...a<ylO l ... _lhopo)'mOflland "'''''''''''''' 
of ' .. SIudott_ E~\IisIOo< Programlft 

~ulllic ~.poni"g lIu""'" 
U.S, mnog __ C,,'om> EnIoo: ..... io c_~ tIMs 0n10<mati0n o. 0 p.t of .. ~, ..... oon undo, "'" 00_ of __ S4<uriIy. Tho •• _ocI avor_ ""'" 
10 ro,;ow "'" nolfUetioM. OUI<h .... tq <I0Io -":.', g_' _ "'""""'" Iho c!oIo __ complotlng ond ,.\Oio'wing tiM' C ..... _ of ~ io I~ .......... (0.32 ........ ) 
"",'_. Aioogo ... ,...,."",_,,,,_",,,,",,,, • .,."""iooot~to_,,,, ... __ 6ot>-...~ •. _ ..... ,,",,OM8C _ 
_ ·s.n.t,_"'. ,09''*'g .............. ··_ ... ___ ,,, .... • __ ,,'''''''''""'''' ..... ""'"'IIOUWot''''''' ........... ''Il ..... _,,,, 

0IIc. 01 tho ChioI Finone ... orac_om>o ",_, &o ... h 
U.$. ~_C .. toms~nIo«."-
11(1' , St<oot, 1M S..., MOO 
W""""¢"I. O.C.~~ 

10000t moiI"- '~ 1.\101 totIMs _ ... ) 

I 
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DEPARTMENT OF HOMELAND SECURITY 
U.S Immigration and Customs Enforcement 

OMS No 165.1-0034 
Expi<~. o5l311201e 

1-901, FEE REMITTANCE FOR CERTAIN F, J AND M NON IMMIGRANTS 

INSTRUCTIONS 
This lorm is used to pay the l ee 10 SUpport the F, M, and J nonlmmigranl repor~ng system authoriled by Public Law 104-208 
SubtItle 0, Section 641 If you are subject to tns ree and do not p.!ly it, you will no! be issued an F, M, or J nonimmigranl v isa 
or be admincd to the Umcd Stales. If you are in the United States and aP1)ly for a change of slatLlS, 
you are subject 10 this fee . If you do not pay It your appl icatIOn Will nol be processed 

Fee payment is required if the applicant is: 
a . Ar1 a lien seeking an F_l , F-3, J_1 , M-I , o r M-3 vis,," I rom 

an embassy or consu late abroad for initial attendance 31 a 
school approved by me Departmern of Homeland security 
(OHS) or lor Initia l partlclpallon In an e~change VISitor 
program des;gnated by the Department of State (DoS)_ 
There is an exception noted below in section j 

b. An alien who does not need a visa to ente!" the United 
Sta tes <IS a student a. exch<l.-ue " 'sitor, .... ho will be 
applying for admission at a U S porl-ol'-entry 10 begin 
initial al1endanoe al a DHS_approved school or initia l 
participation in a DoS-designated exchaN,;e v.sitor 
program except as spec~ied In sE'Ctoon j below" 

c. An alien in the United Slates seeking a change of status 
to F_1 . F_3, J_1 , M-1 , or Mol. There are exceptIOns noted 
below in sections j and n. 

d . A nonimmigrant who was InitlBly !i,lranted J-l StBtUS <IS a 
participant In an exchange visitor program sponsorod by the 
Federa l !i,lO"K'mment. n specified In sec-JOn j below, and 
who is now transternng to anoth." J p<ogram in th" same 
cateQl"lry thaI is not sponsored by the Federal !j,lOvernment 

II. A J-l nonllnm rgrant who IS applying for a change 01 
categOl)' lrom Within tne U .... ted Slates_ There IS an 
exceptiol"1 noted below in section j. 

f . A J _1 nonimmigrant who is applying for it reinstatemert 
"fler <I subst"ntlYe violation. or who has been out of 
program sl1l1us for k:lllg"', than 120 days but less than 
270 days during the course of his or her pr"Dgram. There 
is an exception noted below III section j 

g. An F-l , F-3, M·1 , or M-3 nonlmrnlga nl apply ing lor 
relnstalemenl of studenl status, who has been out of 
studenl status for a period exceeding the presumptive 
ineligibility requirement set fo rth in 8 CFR 214.2(f)(16) 
(A) or 214.2(m)(16)(A) 

h . An F_l , F-3, M .1, or M-3 nonimrnlga nt w llo flaS been 
absent ~fOm the United States for a period e~oeeding 5 
morths, was not working toward comptetion 01 
currICulum in authorIZed overseas study, ilInct now 
WiSheS to re·erter lor a new F or M program of study In 

the Unrted States 

Fee payment not required if applicant is: 

I. An F-2, J-2, or M-2 dependent. 

j , A J -l particip<lnt in an e~ct1<1nge Visitor progrllm 
sponsored tv the Fede'ral government. A program 
sponsored tv the Federal government is identified by a 
program number 01 G·1 . G-2, G-3, or G·7. 

ICE Form 1·901 InSlrocti0l15 (0611 5) 

Privacy Threshold Analysis - Ie/Form 

k . An F-1, F-3, J-1 , M-1, or M-3 nontmrmgrant vmo has 
previously paid the fee , or .... hose Form 1.20 or 
OS·2019 Initial attendance was issued on or before 
August 31, 2004, and who is apply ing for ~ visa to 
retum to the United Slates as a continuing strxlent or 
II continuiroJ p<'lrllc ipant 01 an e~ch>lnge visitor pr"ograrn 

An F_t, F-3, M-1 , 0( M-3 nonimm igr~ nt transferring 
between approved bChoolli. dlanging educational 
levels. or applying for posl-oomple/ion prllctlcal 
training 

m. A J-1 non.mmigranttranslerrrng between programs in 
the same exchange VISitor category where no 
dillerenlia l fee exists. 

n. A nonimmlgfOlnt applying for a change of ciassifiC.:ltion 
from Within the United States between F. 1 and F-3 
status or between M-1 and M-3 status. 

o . An F. 1, F.3. J.1 , M-l or M-3 nonimmrgrant 
requesting/applying for an extension of stay in a sing le 
program. 

p. An at ien reapplying fO( a Visa Irom an emoossy or 
consulate abroad alter haVing pard the SEV1S fee for a 
previous F-1 , F-3, M-1 , or M-3 visa that was dcrWcd, 
anct who is applying again for the same type 01 program 
wltt lln 12 ITIOnths 01 the in~ lal denia l. 

q . An al ien reapplying for a Visa Irom an emb;:!ssy o r 
consulate a!'ter having pard the SEV1S fee for a p-evious 
J-l visa that was denied. and who is applying again lor 
the same type J-1 exCtlange visitor catego.y wlt .... n 12 
rronths 01 the Inrilal denial. unless there IS a fee 
dlflerenlla l. 

r , A nonimmigrant who has applied for a change of status 
in the United States to an F, M, or J classification. had 
the inrtlal application for the change 01 status denied for 
a .eason o ll1l!r thail i ailur., to pay the S EVIS fee and is 
applying for a rrolion to .e_open the case wi1hm 12 
monttrs of the original denial. 

Documents needed to fill out this fonn: 
F-l , F-3, M-1 , ~od M-3 status only- Form 1-20 
(c..rtilic:~te of Et igibility for Nonm .. nigrant Student 
Stalus) issued to you tv DI-lS-approved school you will 
attend 

J-1 status onty: Form 05-2019 (Certificate of 
Eligibility for Exchange Visi tor [J. 1) Status) issued to 
you by the designated exchange visitor progam in 
which you Will pamclpate 

Paoe 1 01 3 
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Instructions: 
This form must be completed in English. 

Item Number: 

1-2. Enter your name exactly as it appears on your 
Form 1·20 or 05-2019. 

3 Enter your street address. Include ap<'lItmenl 
number and Post OffIce (P.o.) Box, 
if applicable. 

4. Enter your city. Include a province as reqUred. 
You may abbreviate (e,g., Tororto, 0l'Il) . 

5. For U.S. addresses only. If the OIIddress it; in 
the Un~ed states, enter the 2-lener 
abbreYialion for the state. If the address is no\: 
a state within the United States, do not fill in 
th is section. 

8. Enter yOlJ' colXrtry. 

7. Enter the postal code or zip code. 

a. list your date of birth in mmkJdJyyyy format. 

9. Check the appropriate space pertaining to your 
gender, 

10. Enter your city (province) of birth 

11. Enter your country of birth, as lisled on yOU" 
Form 1-20 or 05-2019. 

12. Enler email address 10 receive SEVP offiaal 
1·901 correspondence. 

13. Enter your countly of citiZenship, as listed on 
your Form 1-20 0( 05-2019 

14. FIM status only: Enter the school code round 
on your Form 1-20. Leaye the Program Number 
blank. 

J-1 status on ly: Enter the exchange visitor 
program number found on the Form 05-2019 
(e.g. ; P-1-00X(0). If your SponSOf number begins 
wrth G-1 , G-2, G-3, 0( G-7, you are exeJllll from 
fee payment Leaye the School Code blank. 

15. Enter the SEVIS Identification Number listed 
on your Form 1-20 or DS-2019, beginring with the 
first number after the leiter ''N'' 

16. Enter the passport number contained in YOlX 
passport, if ayailable 

17. A. FlM status: Check the box inslbpart A 
which indicates that you owe $200.00 and 
continue on to ~em number 18 Do not check 
any boxes in subpa rt B. 

ICE Form 1·901 Instructions (06J15) 

Privacy Threshold Analysis - Ie/ Form 

Privacy Office 

u,s. llepar(ment of Homeland Secu ri ty 

Washington, [}C 20528 

202-343-1717, pia@hq.dhs.gov 

www.dhs.gov/privacy 

OMB No. 16~.Q034 Expire ! ~f.l'120 1 e 

B. J-1 status : Do nol check Ihe box in subpart A 
Check the box in su~rt B thai corres~nds 10 
the exchange viSitor categclly found on your Form 
0&-2019. (If your SjXlnsor runber in section 2 of 
Form 05-2019 begins with G-1, G-2, G-3, or G-7, 
you are exempt from fee payment). Conti nue on to 
item number 18, 

18 . Enter Ioial amolXll , Please send only one check or 
money order. 

Payment by mail: 
The orIy forms of payment thai will be accepted are checks 
and money orders. No other form of payment will be 
accepted. Do not mail cash. 

All checks and money orders must be made in US. dollars 
and ctawn on a oonk located in the United States. 

All checks and money orders must be made payable 10 the 
"1·901 StudentJExchange Visitor Processing Fee." 

Checks are accepted subject to collection. A charge of 
$30.00 will be Irnp:ised If a check for payment of a fee is not 
honored t:J( the bank on wliCh it 15 drawn, 

Write the name of the student or exchange visitor and lhe 
SEVIS identification m.mber on the check. 

Fees must be Slbmitted in the exact amolll!. Failure 10 f ile 
forms correclly or with the correcl payment will result In the 
relurn of this form to you and add~ional delay in processing. 
Fees will nol be refunded. 

Mati the Form 1-901 and payment to: 

1·901 StudentJExchange Visitor Processing Fee 
P.O. Box 5170020 
Sl LOIJis, MO 631517-0020 

., 
Courier the Form 1-5101 and payment to: 

1~1 StudentJExchange Visitor Processing Fee 
1005 Convention Plaza 
Sl LOIJis, MO 63101 

All 1-901 payment confirmatiorlS musl be printed f rom 
www.FMJfeecom. 

Payment by Internet: 
The online Form 1-901 is available at: www EMJfee com. 
All 1-901 paymert confirmations must be printed f rom 
~JEMJfee cooo. 

Page 2 01 3 
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Privacy Statement 

Privacy Office 

u,s. llepar(ment of Homeland Security 

Washington, [}C 20528 

202-343-1717, pia@hq.dhs.gov 

www.dhs.gov/privacy 

O MB No 16~3-00~ IOxpl",. 0313112018 

AuttlOf lty and Purpose Sections 1154, 1184 1372, and 1258 of Tit le 8, U.S. Code authorIZe ICE to collect this information. 
ICE collects your InformatiOn to facil ita te the payment of tile Stuoer1 and Exchange Visitor A"ogram fee for F, M, and J 
nonlmmgrant's (sl lXJenls, exchange viSl!()(s, and their dependents). ThiS lee IS mandated by COngress 10 support the proglam 
office and the automated system thai keeps track of students and exchange viMors and ensures that they maintain the ir status 
while Irl lhe United Slates Furnishing your information is vollJ1tary; nowever, failure to provide it may result in denial of 
adlTllsslQrl \0 the United Slates 

Roulire Uses. Your inforrrcation may be disclosed to other goverJTJlert agencies, contractors, OJ finardal institutions as may be 
necessary to facil itate the payment and accnunting of the Studert and Exchange ViSitor Program fee 

Public Reporting Burden 
U S ImrrigratlOn and Customs Enforcement is collecting this information as a part of ~s agency mission under the Department 
of Home~nd Secul'lty, The estimated average time to review the instructions, sea rch e)( lsting data sources, gather and 
maintain the data needed and completing and rev~""'lng this coitectlOn of Imormahon IS 19 minutes (0 32 hours) pef response 
An agency may not oonduci or sponsor, and a person IS not required to respond to, an informat ion col lection unless it displays 
a currently valkj OMB Control Number, Send oorrmerts regarding thiS burden estimate or al"')' other aspect of this co llection of 
information, includwog suggestions for redLJCing this burden to US Immlg-ation and Customs Enforcement, Forms 
Managemert aliCe, 801 I Sheet NW, Washill9ton D,C. 20536-5800 Do no t mail your completed 1-901 t o th is address. 

ICE Form t-901lnstructions (00115) Page30f3 
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DEPARTMENT OF HOMElAND SECURITY 
U.S. Immigration and Customs Enforcement 

1-901, FEE REMITTANCE 
FOR CERTAIN F. J AND M NONIMMIGRANTS 

TYPE OR PRINT IN BLUE OR BLACK INK 

1. SurnamelPrima ry Name (Las/ Name); 

2. Given Name (Fo19l>d Middle NU'leJ; 

3. Street Address !P.O. Box: 

No.2 Street Address !P.O. Box: 

4. City (Provr-)' 15. Siale (U.S. Addrelu QlloY): 18. Courtry: 

Privacy Office 

u ,s. llepar(ment of Homeland Secu rity 

Washington, [}C 20528 

202-343-1717, pia@hq.dhs.gov 

www.dhs.gov/privacy 

OMB Nc. 1 653·0~ 
E:<pires OY.l11201e 

I Apartment Number: 

7. Zip Code/Postal Code: 18. Date of Birth (~): 19. Gender (Check one)" 

Male" n Fel'T"0le: n 
10. City (Province) o f Birth: 

11 . Country of Brth: 112. Email Addres6 

13. Country of C~izenshlp : 

14. 500001 Code (/.20) (F/M nonimmigr. nr Only) : 
OR 

Prognlm Number (DS-20HI) (J.1 non/mm/gram only): 

214F 
15. SEVI$ IdentifICation Number: I ' 6. Passport Nl.fflber: 

N 
17. Amount to be paid. 

A. FIM only : ($200) 0 
B. J ·1 only : Indicate your Exchange Visitor category (Check only one 01 the foIbw;ng ba>re.s) 

Student ($180) B Research Scholar ($180) B Trainee ($180) Short·term scholar ($180) 
Teacner ($180) 0 Specialist ($180) 0 
Professor ($180) B Irtem (5180) B Alien Pt1,tsician ($180) Camp Counselof (535) 
Government Vis~or ($180) 0 S\XI'IITlef WOrWTravel (535) 0 

AuPair (535) 0 
18. Total amoLrJI $ 

ICE Form 1·901 (0611 5) Page 1 of 1 
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tOo t40t ~ '_I'" tIoIt> 
_ "' _ .... x 

·ae __ 

Privacy Office 

u,s. llepar(ment of Homeland Security 

Washington, [}C 20528 

202-343-1717, pia@hq.dhs.gov 

www.dhs.gov/privacy 

p. . _ 111 __ ......., 

• _ ...... _ GO Jr, ........ . ... _ . Jr, ~ ..... . j, .... . Jo n · ... _ . Jr, .... "' • .". 10 _ .". SI\OP • .... ..... v · 

... ...... ,~ , .. -- <~-'-"' 

(USI! 10) lit, }.Oto ... ~ .. __ .... _ 

1-901 Fee CHEC K ,-to. $lATVS - NEWS 

• Click Here to Request an 1-901 Fee Transfer 

AI' PU CAZ\'T VALm A nON 

[ ....... ___ .uctIo .. ~._ .. .- ,,,,,,,,.lO .. DH", •. --_ ... _ .. - '" _to _ • ..-pIoOo ..... 0<""'''' <_ 
C>I"'05-,>l1,.,.. ... ""'_ .. ~}\l'" os-

~ .. 2O""' .... _ ..... _.""_l ,-,,..., ...... _ ... "'..---- .. -- Do ... ""' ..... __ <hOI"' __ .. -- ..... F_' ,,-, ... J-l_ Tho<o ... '-90' 

SEVIS ...... ""._" ..... _to. 

F .. ___ ~_ 

---, 00 , = 
Do ... ""'_.,.._ ......... __ ._-,...-.... -

"" .. '" -.-"'-.. ...... ........,.""110" ""' __ - ..... -.... ..-
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Privacy Office 

u,s. llepar(ment of Homeland Security 

Washington, [}C 20528 

202-343-1717, pia@hq.dhs.gov 

www.dhs.gov/privacy 

Form 1-901 
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O IJ' ImmLgr~!I"n 
.olld ( ,,,1,,,,1' 
I nin'l( "lO III 

Form 1-901 Review 
fOR-" I_to l REnEW 

VIu Tyj>o: 

MYlIIO: 

0>1t .......... : 

u,,_: 
............... 0:: 

eoumryOlC_ ... : 
eo..n.yor_, _C_: 
_0100: 

e-,._ ' ..... , 
ZlfI I I'o>IOIC_' 

-." 

r_'''''.f~ 

-" 011OV191O 

EDFGASOfSOoOfASDl' -,
~ 

~-
AHCQ .. n~lt23< 

~~ 

1_SlllffT 

~~ 

~ -lHTfDS1"ru 

RETURN 1'0 F~M 140' 
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Privacy Office 

u,s. llepar(ment of Homeland Security 

Washington, [}C 20528 

202-343-1717, pia@hq.dhs.gov 

www.dhs.gov/privacy 

Credit Card Payment Information 
_. 

,1.1: .. »; 0;." ' [11 n ..... CII>;IN. <;""" ,~ .... ) .. \U T I(>.~ . --_ ... _--- -
l_. __ _ 

--
- ---- ---
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Privacy Office 

u,s. llepar(ment of Homeland Secu rity 

Washington, [}C 20528 

202-343-1717, pia@hq.dhs.gov 

www.dhs.gov/privacy 

1-901 Coupon 
If payment is not made by credi t 
card, the FMJfee.com website 
provides instructions for the student 
to print the Fonn 1-90 I Payment 
Coupon to mail along with the 
payment or to take to a Western 
Union Quick Pay agent. Check or 
money orders are sent to the 
specified lockbox . 
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